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Status of this Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Abstract

STD 11, RFC 822, defines a nmessage representation protocol specifying
consi derabl e detail about US-ASCI|I nessage headers, and | eaves the
nessage content, or nessage body, as flat US-ASCI| text. This set of
documents, collectively called the Miltipurpose Internet Mai

Ext ensi ons, or M Mg, redefines the format of nessages to allow for

(1) textual nessage bodies in character sets other than
US- ASCI |

(2) an extensible set of different formats for non-textua
nmessage bodi es,

(3) nmulti-part message bodies, and

(4) textual header information in character sets other than
US- ASCI |

These docunents are based on earlier work documented in RFC 934, STD
11, and RFC 1049, but extends and revi ses them Because RFC 822 said
so little about nessage bodi es, these docunments are largely
orthogonal to (rather than a revision of) RFC 822.

The initial document in this set, RFC 2045, specifies the various
headers used to describe the structure of M ME nessages. The second
docunent defines the general structure of the MME nedia typing
system and defines an initial set of nmedia types. The third
document, RFC 2047, describes extensions to RFC 822 to all ow non- US-
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ASClI| text data in Internet mail header fields. The fourth docunent,
RFC 2048, specifies various | ANA registration procedures for M M-
related facilities. This fifth and final document describes M ME
conformance criteria as well as providing sone illustrative exanpl es
of M ME nmessage formats, acknow edgenents, and the bibliography.

These docunents are revisions of RFCs 1521, 1522, and 1590, which
t hensel ves were revisions of RFCs 1341 and 1342. Appendix B of this
document descri bes differences and changes from previ ous versions.
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1. Introduction

The first and second docunents in this set define MM header fields
and the initial set of MME nedia types. The third docunent

descri bes extensions to RFC822 formats to allow for character sets
other than US-ASCII. This docunent describes what portions of MM
nust be supported by a conformant M ME i npl enentation. It also
descri bes various pitfalls of contenporary nessagi ng systens as wel |
as the canonical encoding nodel M ME is based on

2. M ME Confornance

The nmechani sns described in these docunents are open-ended. It is
definitely not expected that all inplenentations will support al
avail abl e nedia types, nor that they will all share the sane
extensions. |In order to pronote interoperability, however, it is

useful to define the concept of "M Me-confornmance” to define a
certain level of inplenentation that allows the useful interworking
of messages with content that differs fromUS-ASCII text. In this
section, we specify the requirenents for such conformance.
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user agent that is M Me-conformant MJST:

Al ways generate a "M Me-Version: 1.0" header field in
any message it creates.

Recogni ze the Content-Transfer-Encodi ng header field
and decode all received data encoded by either quoted-
printable or base64 inplenmentations. The identity
transformations 7bit, 8bit, and binary nust al so be
recogni zed.

Any non-7bit data that is sent without encodi ng nust be
properly labelled with a content-transfer-encoding of
8bit or binary, as appropriate. |If the underlying
transport does not support 8bit or binary (as SMIP

[ RFC-821] does not), the sender is required to both
encode and | abel data using an appropriate Content-
Transf er - Encodi ng such as quot ed-printable or base64.

Must treat any unrecogni zed Content- Transf er-Encodi ng
as if it had a Content-Type of "application/octet-
streant, regardl ess of whether or not the actua
Content - Type i s recogni zed.

Recogni ze and interpret the Content-Type header field,
and avoid showi ng users raw data with a Content-Type
field other than text. |Inplenentations nmust be able
to send at |east text/plain messages, with the
character set specified with the charset paraneter if
it is not US-ASClI.

| gnore any content type paraneters whose nanmes they do
not recogni ze.

Explicitly handle the follow ng nmedia type values, to
at least the follow ng extents:

Text :

-- Recogni ze and display "text" mail with the
character set "US-ASCI|."

-- Recogni ze other character sets at least to the
extent of being able to informthe user about what
character set the nessage uses.

1996
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-- Recogni ze the "1S0O 8859-*" character sets to the
extent of being able to display those characters that
are comon to | SO 8859-* and US-ASCI |, nanely al
characters represented by octet values 1-127.

-- For unrecogni zed subtypes in a known character
set, show or offer to show the user the "raw' version
of the data after conversion of the content from
canonical formto local form

-- Treat material in an unknown character set as if
it were "application/octet-streant.

| mage, audi o, and video:

-- At a minunum provide facilities to treat any
unr ecogni zed subtypes as if they were
"application/octet-streant.

Appl i cation:

-- Ofer the ability to renmove either of the quoted-
printable or base64 encodings defined in this
docunent if they were used and put the resulting
information in a user file.

Mul tipart:

-- Recogni ze the m xed subtype. Display all relevant
i nfornmati on on the nessage | evel and the body part
header |evel and then display or offer to display
each of the body parts individually.

-- Recogni ze the "alternative" subtype, and avoid
showi ng the user redundant parts of
nmultipart/alternative nail

-- Recognize the "multipart/digest" subtype,
specifically using "message/rfc822" rather than
"text/plain" as the default nedia type for body parts
inside "multipart/digest"” entities.

-- Treat any unrecogni zed subtypes as if they were
"m xed".
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Message:

-- Recogni ze and display at |east the RFC822 nessage
encapsul ati on (nessage/rfc822) in such a way as to
preserve any recursive structure, that is, displaying
or offering to display the encapsul ated data in
accordance with its nedia type.

-- Treat any unrecogni zed subtypes as if they were
"application/octet-streanm.

Upon encountering any unrecogni zed Content-Type field,
an inplenentation nmust treat it as if it had a nedia
type of "application/octet-strean with no paraneter
sub-argunments. How such data are handled is up to an

i mpl enentation, but likely options for handling such
unr ecogni zed data include offering the user to wite it
into a file (decoded fromits mail transport format) or
of fering the user to name a programto which the
decoded data shoul d be passed as input.

Conf ormant user agents are required, if they provide
non- st andard support for non-M ME nessages enpl oyi ng
character sets other than US-ASCIl, to do so on

recei ved nessages only. Conform ng user agents nust not
send non-M ME nessages contai ning anythi ng other than
US- ASCI | text.

In particular, the use of non-US-ASCI|l text in nai
nessages without a MMe-Version field is strongly

di scouraged as it inmpedes interoperability when sending
nessages between regions with different |ocalization
conventions. Conform ng user agents MJST incl ude proper
M ME | abel | i ng when sendi ng anyt hing other than plain
text in the US-ASCI| character set.

In addition, non-M ME user agents shoul d be upgraded if
at all possible to include appropriate M ME header
information in the nmessages they send even if nothing

else in MME is supported. This upgrade will have
little, if any, effect on non-M ME recipients and w ||
aid MME in correctly displaying such nessages. It

al so provides a snooth transition path to eventua
adoption of other M ME capabilities.

Conform ng user agents must ensure that any string of
non-whi t e- space printable US-ASCI| characters within a
"*text" or "*ctext" that begins with "=?" and ends with

1996
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"?=" be a valid encoded-word. ("begins" neans: At the
start of the field-body or imediately follow ng

i near-white-space; "ends" nmeans: At the end of the
field-body or imediately preceding |inear-white-
space.) In addition, any "word" within a "phrase" that
begins with "=?" and ends with "?=" nust be a valid
encoded- wor d.

(10) Conform ng user agents rnust be able to distinguish

encoded-words from"text", "ctext", or "word"s,
according to the rules in section 4, anytime they
appear in appropriate places in nmessage headers. It

nmust support both the "B" and "Q' encodings for any
character set which it supports. The program nust be
able to display the unencoded text if the character set
is "US-ASCI1". For the |1SO 8859-* character sets, the
mai | readi ng program nust at |east be able to display
the characters which are also in the US-ASCI| set.

A user agent that neets the above conditions is said to be M M-
conformant. The nmeaning of this phrase is that it is assuned to be
"safe" to send virtually any kind of properly-narked data to users of
such mail systems, because such systens will at |east be able to
treat the data as undifferentiated binary, and will not sinply splash
it onto the screen of unsuspecting users.

There is another sense in which it is always "safe" to send data in a
format that is MMeconformant, which is that such data will not
break or be broken by any known systenms that are conformant with RFC
821 and RFC 822. User agents that are M Me-conformant have the
addi ti onal guarantee that the user will not be shown data that were
never intended to be viewed as text.

3. Cuidelines for Sending Email Data

Internet email is not a perfect, honbgeneous system Mail nmay becone
corrupted at several stages in its travel to a final destination
Specifically, email sent throughout the Internet nmay travel across
many networ ki ng technol ogi es. Many networ ki ng and mail technol ogi es
do not support the full functionality possible in the SMIP transport
environnent. Mail traversing these systens is likely to be nodified
in order that it can be transported.

There exi st many wi del y-depl oyed non-confornmant MIAs in the Internet.
These MIAs, speaking the SMIP protocol, alter nessages on the fly to
take advantage of the internal data structure of the hosts they are

i mpl enented on, or are just plain broken
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The foll owi ng guidelines nmay be useful to anyone devising a data
format (nedia type) that is supposed to survive the wi dest range of

net wor ki ng technol ogi es and known broken MIAs unscat hed.

anyt hi ng encoded in the base64 encoding will satisfy these rules,

that sone wel | - known nechani sns,
not .

Wil |

encoding will survive nost gateways intact, but possibly not sone
gat eways to systens that use the EBCDI C character set.

(1)

(2)

(3)

(4)

(5)

Under sone circunstances the encoding used for data nmay
change as part of normal gateway or user agent
operation. In particular, conversion frombase64 to
guot ed-printable and vice versa may be necessary. This
may result in the confusion of CRLF sequences with |ine
breaks in text bodies. As such, the persistence of
CRLF as sonething other than a |ine break must not be
relied on.

Many systens nay elect to represent and store text data
using | ocal newine conventions. Local newine
conventions nmay not nmatch the RFC822 CRLF convention --
systens are known that use plain CR, plain LF, CRLF, or
counted records. The result is that isolated CR and LF
characters are not well tolerated in general; they nmay
be | ost or converted to delimters on sone systens, and
hence nmust not be relied on

The transmi ssion of NULs (US-ASCII value 0) is
problematic in Internet mail. (This is largely the
result of NULs being used as a ternination character by
many of the standard runtine library routines in the C
progranm ng | anguage.) The practice of using NULs as
termi nation characters is so entrenched now t hat
nmessages should not rely on them being preserved.

TAB (HT) characters nmay be m sinterpreted or may be
automatically converted to variabl e nunbers of spaces.
This is unavoi dable in sone environnents, notably those
not based on the US-ASCI| character set. Such
conversion is STRONGLY DI SCOURAGED, but it may occur
and mail formats nust not rely on the persistence of
TAB (HT) characters.

Li nes | onger than 76 characters nmay be wrapped or
truncated in sonme environnents. Line wapping or |line
truncation inmposed by mail transports is STRONGLY

DI SCOURAGED, but unavoi dable in sone cases.
Applications which require long |ines nust sonehow

1996

Not e t hat

but

notably the UN X uuencode facility,
Not e al so that anything encoded in the Quoted-Printable
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differentiate between soft and hard |ine breaks. (A
sinple way to do this is to use the quoted-printable
encodi ng.)

Trailing "white space" characters (SPACE, TAB (HT)) on
a line nay be discarded by sone transport agents, while
ot her transport agents may pad |lines with these
characters so that all Iines in a mail file are of

equal length. The persistence of trailing white space,
therefore, must not be relied on

Many nmail domai ns use variations on the US-ASCI
character set, or use character sets such as EBCDI C
whi ch contain nmost but not all of the US-ASCI
characters. The correct translation of characters not
in the "invariant" set cannot be depended on across
character converting gateways. For exanple, this
situation is a probl em when sendi ng uuencoded

i nfornmati on across BI TNET, an EBCDI C system Simlar
probl enms can occur w thout crossing a gateway, since
many | nternet hosts use character sets other than US-
ASCIl internally. The definition of Printable Strings
in X 400 adds further restrictions in certain specia
cases. In particular, the only characters that are
known to be consistent across all gateways are the 73
characters that correspond to the upper and | ower case
letters A-Z and a-z, the 10 digits 0-9, and the

foll owi ng el even speci al characters:

"'"  (US-ASCI| decimal val ue 39)
"(" (US-ASCI| decimal value 40)
"y" (US-ASCI | decimal value 41)
"+"  (US-ASCI | decimal value 43)
"," (US-ASCI| decimal value 44)
"-" (US-ASCI| decinmal val ue 45)
"." (Us-ASCI| decimal val ue 46)
"I (US-ASCI | decimal val ue 47)
":" (US-ASCI| decimal val ue 58)
=" (US-ASCl| decimal value 61)
"?"  (US-ASCI | decimal value 63)

A maximally portable mail representation will confine
itself to relatively short lines of text in which the
only meani ngful characters are taken fromthis set of
73 characters. The base64 encoding follows this rule.

Sone mail transport agents will corrupt data that
i ncludes certain literal strings. |In particular, a

1996
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period (".") alone on a line is known to be corrupted
by sone (incorrect) SMIP i nplenmentations, and a line
that starts with the five characters "From" (the fifth
character is a SPACE) are conmonly corrupted as well.

A careful conposition agent can prevent these

corruptions by encoding the data (e.g., in the quoted-
printabl e encoding using "=46rom" in place of "From"
at the start of aline, and "=2E" in place of "." alone

on a line).

Pl ease note that the above list is NOT a |list of recommended
practices for MIAs. RFC 821 MIAs are prohibited fromaltering the
character of white space or wapping long lines. These BAD and
invalid practices are known to occur on established networks, and

i mpl enent ati ons shoul d be robust in dealing with the bad effects they
can cause.

4. Canonical Encodi ng Mdde

There was sone confusion, in earlier versions of these docunents,
regardi ng the nodel for when ermail data was to be converted to
canoni cal form and encoded, and in particular how this process woul d
affect the treatnment of CRLFs, given that the representation of
newl i nes varies greatly fromsystemto system For this reason, a
canoni cal nodel for encoding is presented bel ow

The process of conposing a MM entity can be nodel ed as bei ng done
in a nunber of steps. Note that these steps are roughly simlar to
those steps used in PEM [ RFC-1421] and are perfornmed for each
"innernmost |evel" body:

(1) Creation of local form

The body to be transmitted is created in the systenis
native format. The native character set is used and,
where appropriate, local end of |ine conventions are
used as well. The body may be a UNI X-style text file,
or a Sun raster inmage, or a VM5 indexed file, or audio
data in a system dependent format stored only in
menory, or anything else that corresponds to the | ocal
nodel for the representation of sone form of
informati on. Fundanentally, the data is created in the
"native" formthat corresponds to the type specified by
the nedi a type.
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Conversion to canonical form

The entire body, including "out-of-band" information
such as record lengths and possibly file attribute
information, is converted to a universal canonica
form The specific nedia type of the body as well as
its associated attributes dictate the nature of the
canonical formthat is used. Conversion to the proper
canoni cal form may involve character set conversion
transformation of audi o data, conpression, or various
ot her operations specific to the various nedia types.

I f character set conversion is involved, however, care
must be taken to understand the semantics of the media
type, which may have strong inplications for any
character set conversion, e.g. with regard to
syntactically neani ngful characters in a text subtype
ot her than "plain".

For exanple, in the case of text/plain data, the text
nmust be converted to a supported character set and
lines nmust be delimted with CRLF delimiters in
accordance with RFC 822. Note that the restriction on
line lengths inplied by RFC 822 is elimnated if the
next step enploys either quoted-printable or base64
encodi ng.

Apply transfer encodi ng.

A Cont ent - Transf er- Encodi ng appropriate for this body
is applied. Note that there is no fixed relationship
between the nedia type and the transfer encoding. In
particular, it may be appropriate to base the choice of
base64 or quoted-printable on character frequency
counts which are specific to a given instance of a
body.

Insertion into entity.

The encoded body is inserted into a MME entity with
appropriate headers. The entity is then inserted into
the body of a higher-level entity (message or

nmul tipart) as needed.

Conversion fromentity formto local formis acconplished by
reversing these steps. Note that reversal of these steps nay produce
differing results since there is no guarantee that the origina

fina

| ocal forns are the same.
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It is vital to note that these steps are only a nodel; they are
specifically NOT a blueprint for how an actual systemwould be built.
In particular, the nodel fails to account for two common designs:

(1) In many cases the conversion to a canonical formprior
to encoding will be subsuned into the encoder itself,
whi ch understands local formats directly. For exanple,
the I ocal newine convention for text bodies night be
carried through to the encoder itself along with
know edge of what that format is.

(2) The output of the encoders may have to pass through one
or nore additional steps prior to being transmtted as
a nessage. As such, the output of the encoder may not
be conformant with the formats specified by RFC 822.
In particular, once again it nmay be appropriate for the
converter’s output to be expressed using |ocal newine
conventions rather than using the standard RFC 822 CRLF
delimters.

Q her inplenmentation variations are conceivable as well. The vita
aspect of this discussion is that, in spite of any optim zations,

col I apsi ngs of required steps, or insertion of additional processing,
the resulting messages must be consistent with those produced by the
nodel described here. For exanple, a nessage with the follow ng
header fi el ds:

Content-type: text/foo; charset=bar
Cont ent - Tr ansf er - Encodi ng: base64

nust be first represented in the text/foo form then (if necessary)
represented in the "bar" character set, and finally transforned via
the base64 algorithminto a mail-safe form

NOTE: Sonme confusion has been caused by systens that represent
nessages in a format which uses | ocal new ine conventions which
differ fromthe RFC822 CRLF convention. It is inportant to note that
these formats are not canoni cal RFC822/M ME. These formats are

i nstead *encodi ngs* of RFC822, where CRLF sequences in the canonica
representati on of the nmessage are encoded as the | ocal new ine
convention. Note that formats which encode CRLF sequences as, for
exanpl e, LF are not capable of representing M ME nessages contai ning
bi nary data which contains LF octets not part of CRLF line separation
sequences.

Freed & Borenstein St andards Track [ Page 11]



RFC 2049 M ME Conf or mance Novenmber 1996

5.

Summary

Thi s docunent defines what is neant by M ME Conformance. It also
details various problens known to exist in the Internet email system
and how to use MME to overconme them Finally, it describes MM s
canoni cal encodi ng nodel .

Security Considerations

Security issues are discussed in the second docurment in this set, RFC
2046.
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Appendi x A -- A Conplex Miltipart Exanple

VWhat follows is the outline of a conplex multipart nmessage. This
nmessage contains five parts that are to be displayed serially: two
introductory plain text objects, an enbedded multipart nessage, a
text/enriched object, and a closing encapsul ated text nessage in a
non- ASClI | character set. The enbedded nultipart nessage itself
contains two objects to be displayed in parallel, a picture and an
audi o fragnment.

M ME-Version: 1.0

From Nat hani el Borenstein <nsb@sb. fv.cone

To: Ned Freed <ned@ nnosoft.cone

Date: Fri, 07 Oct 1994 16:15:05 -0700 (PDT)

Subject: A nultipart exanple

Cont ent - Type: mul ti part/ m xed;
boundar y=uni que- boundary-1

This is the preanble area of a multipart nessage.
Mai | readers that understand multipart format
shoul d i gnore this preanble.

If you are reading this text, you m ght want to
consider changing to a mail reader that understands
how to properly display multipart nessages.

- -uni que- boundary-1
Sone text appears here ..

[Note that the bl ank between the boundary and the start
of the text in this part neans no header fields were
given and this is text in the US-ASCI| character set.
It could have been done with explicit typing as in the
next part.]

--uni que- boundary- 1
Content-type: text/plain; charset=US-ASCl

This coul d have been part of the previous part, but
illustrates explicit versus implicit typing of body
parts.

- -uni que- boundary-1
Content-Type: multipart/parallel; boundary=uni que-boundary-2

- - uni que- boundary- 2
Cont ent - Type: audi o/ basi c
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Cont ent - Transf er - Encodi ng: base64

base64- encoded 8000 Hz singl e- channe
mu- | aw f ormat audi o data goes here ..

- - uni que- boundary- 2
Cont ent - Type: inage/|jpeg
Cont ent - Transf er - Encodi ng: base64

base64- encoded i nrage data goes here ..
- - uni que- boundary- 2- -

- - uni que- boundary- 1
Content-type: text/enriched

This is <bold><italic>enriched. </italic></bol d>
<smal | er>as defined in RFC 1896</snul | er>

Isn't it
<bi gger ><bi gger >cool ?</ bi gger ></ bi gger >

- - uni que- boundary- 1
Cont ent - Type: nessage/ rfc822

From (nmailbox in US-ASClI)

To: (address in US-ASClI)

Subj ect: (subject in US-ASClI)

Cont ent - Type: Text/pl ai n; charset=I SO 8859-1
Cont ent - Transf er - Encodi ng: Quot ed-pri nt abl e

Addi tional text in | SO 8859-1 goes here ..
- - uni que- boundary- 1- -
Appendi x B -- Changes from RFC 1521, 1522, and 1590

These docunents are a revision of RFC 1521, 1522, and 1590. For the
conveni ence of those fanmiliar with the earlier docunents, the changes
fromthose docurments are summarized in this appendix. For further

hi story, note that Appendix H in RFC 1521 specified how that docunent
differed fromits predecessor, RFC 1341.

(1) Thi s docunent has been conpletely reformatted and split
into multiple docunents. This was done to inprove the
quality of the plain text version of this docunent,
which is required to be the reference copy.
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(3)

(4)

(5)

(6)

(7

(8)

(9)

(10)

(11)
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BNF describing the overall structure of M ME object
headers has been added. This is a docunmentation change
only -- the underlying syntax has not changed in any
way.

The specific BNF for the seven nedia types in M ME has
been renoved. This BNF was incorrect, inconplete, and
i nconsi stent with the type-indendependent BNF. And
since the type-independent BNF already fully specifies
the syntax of the various M ME headers, the type-
specific BNF was, in the final analysis, conpletely
unnecessary and caused nore problens than it sol ved.

The nore specific "US-ASCI 1" character set nanme has
repl aced the use of the informal term ASCI| in many
parts of these docunents.

The infornmal concept of a primary subtype has been
renmoved

The term "object” was being used inconsistently. The
definition of this termhas been clarified, along with
the related ternms "body", "body part”, and "entity",
and usage has been corrected where appropriate.

The BNF for the multipart nmedia type has been
rearranged to nmake it clear that the CRLF preceeding
the boundary marker is actually part of the marker
itself rather than the preceedi ng body part.

The prose and BNF describing the multipart nedia type
have been changed to nake it clear that the body parts
within a multipart object MJST NOT contain any lines
begi nning wi th the boundary paraneter string.

In the rules on reassenbling "nmessage/partial"™ MM
entities, "Subject"” is added to the list of headers to
take fromthe inner nessage, and the exanple is
nodified to clarify this point.

"Message/ partial"” fragnenters are restricted to
splitting M ME objects only at |ine boundaries.

In the discussion of the application/postscript type,
an additional paragraph has been added warni ng about
possi bl e interoperability problems caused by enmbeddi ng
of binary data inside a PostScript MM entity.

1996
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(12)

(13)

(14)

(15)

(16)

(17)

(18)

(19)

(20)

M ME Conf or mance November

Added a clarifying note to the basic syntax rules for
the Content-Type header field to nake it clear that the
following two forns:

Content-type: text/plain; charset=us-ascii (conment)
Content-type: text/plain; charset="us-ascii"
are conpl etely equival ent.

The foll owi ng sentence has been renoved fromthe

di scussion of the M Me-Version header: "However,
conformant software is encouraged to check the version
nunber and at |east warn the user if an unrecognized
M ME-version is encountered."”

A typo was fixed that said "application/external-body"
i nstead of "nmessage/ external - body".

The definition of a character set has been reorganized
to nake the requirenments clearer

The definition of the "image/gif" nmedia type has been
noved to a separate docunment. This change was made
because of potential conflicts with | ETF rules
governi ng the standardi zati on of patented technol ogy.

The definitions of "7bit" and "8bit" have been
tightened so that use of bare CR, LF can only be used
as end-of-line sequences. The docunent also no | onger
requires that NUL characters be preserved, which brings
MME into alignment with real-world inplenmentations.

The definition of canonical text in MM has been
tightened so that |ine breaks must be represented by a
CRLF sequence. CR and LF characters are not allowed
outside of this usage. The definition of quoted-
printabl e encodi ng has been altered accordingly.

The definition of the quoted-printable encodi ng now

i ncl udes a nunber of suggestions for how quoted-
printabl e encoders m ght best handl e inproperly encoded
mat eri al

Prose was added to clarify the use of the "7bit",
"8bit", and "binary" transfer-encodings on nultipart or
nmessage entities encapsulating "8bit" or "binary" data.
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(23)

(24)

(25)

(26)

(27)

(28)

(29)

(30)

(31)
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In the section on MM Confornmance, "nultipart/digest"
support was added to the list of requirenents for

m ni mal M ME conformance. Al so, the requirenent for
"message/ rfc822" support were strengthened to clarify
the inportance of recognizing recursive structure.

The various restrictions on subtypes of "message" are
now specified entirely on a subtype by subtype basis.

The definition of "nessage/rfc822" was changed to
indicate that at |east one of the "From', "Subject", or
"Dat e" headers nust be present.

The required handling of unrecogni zed subtypes as
"application/octet-stream has been nade nore explicit
in both the type definitions sections and the
conf or mance gui del i nes.

Exanmpl es using text/richtext were changed to
text/enriched.

The BNF definition of subtype has been changed to make
it clear that either an | ANA regi stered subtype or a
nonst andard "X-" subtype rmust be used in a Content-Type
header fi el d.

M ME nedia types that are sinply registered for use and
those that are standardi zed by the | ETF are now
di stingui shed in the M ME BNF.

Al of the various M ME registration procedures have
been extensively revised. | ANA registration procedures
for character sets have been noved to a separate
docurent that is no included in this set of docunents.

The use of escape and shift mechanisns in the US-ASCl
and | SO 8859- X character sets these docunments define
have been clarified: Such nechani sns shoul d never be
used in conjunction with these character sets and their
effect if they are used is undefined.

The definition of the AFS access-type for
nessage/ ext er nal - body has been renoved.

The handling of the conbination of
mul tipart/alternative and nessage/ external -body is now
specifically addressed.
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(32) Security issues specific to nessage/external -body are
now di scussed in sone detail.

Appendi x C -- References

[ ATK]
Borenstein, Nathaniel S., Miltinedia Applications
Devel opnment with the Andrew Tool kit, Prentice-Hall, 1990.

[1SO 2022]
International Standard -- Information Processing --
Character Code Structure and Extension Techni ques,
| SO'| EC 2022: 1994, 4th ed.

[1 SO 8859]
International Standard -- Information Processing -- 8-bit
Si ngl e- Byt e Coded G aphic Character Sets
Part 1: Latin Al phabet No. 1, |SO 8859-1:1987, 1st ed.

- Part 2: Latin Al phabet No. 2, |SO 8859-2:1987, 1st ed.
- Part 3: Latin Al phabet No. 3, |SO 8859-3:1988, 1st ed.
- Part 4: Latin Al phabet No. 4, |1SO 8859-4:1988, 1st ed.
- Part 5: Latin/Cyrillic Al phabet, |SO 8859-5:1988, 1st
ed.

- Part 6: Latin/Arabic Al phabet, |1SO 8859-6:1987, 1st ed.
- Part 7: Latin/Geek Al phabet, |SO 8859-7:1987, 1st ed.
- Part 8: Latin/Hebrew Al phabet, |SO 8859-8:1988, 1st ed.
- Part 9: Latin Al phabet No. 5, 1SQO1EC 8859-9:1989, 1st
ed.

International Standard -- Information Technol ogy -- 8-bit

Si ngl e- Byt e Coded Graphic Character Sets
- Part 10: Latin Al phabet No. 6, 1SO|EC 8859-10: 1992,
1st ed.

[1 SO 646]
International Standard -- Information Technol ogy -- |SO
7-bit Coded Character Set for Information |nterchange,
| SO 646: 1991, 3rd ed..

[ JPEQG
JPEG Draft Standard | SO 10918-1 CD.

[ MPEG
Vi deo Coding Draft Standard | SO 11172 CD, 1SO
| EC/ JTC1/ SC2/ W11 (Motion Picture Experts Goup), My,
1991.

Freed & Borenstein St andards Track [ Page 20]



RFC 2049 M ME Conf or mance Novenmber 1996

[ PCM
CCl TT, Fascicle Il1.4 - Reconmendation G 711, "Pul se Code
Modul ati on (PCM of Voice Frequencies", CGeneva, 1972.

[ POSTSCRI PT]
Adobe Systens, Inc., PostScript Language Reference
Manual , Addi son- Wesl ey, 1985.

[ POSTSCRI PT2]
Adobe Systens, Inc., PostScript Language Reference
Manual , Addi son-\Wesl ey, Second Ed., 1990.

[ RFC- 783]
Sollins, KR, "TFTP Protocol (revision 2)", RFC 783,
M T, June 1981.

[ RFC- 821]
Postel, J.B., "Sinple Mail Transfer Protocol", STD 10,
RFC 821, USC/Information Sciences Institute, August 1982.

[ RFC- 822]
Crocker, D., "Standard for the Format of ARPA I|Internet
Text Messages", STD 11, RFC 822, UDEL, August 1982.

[ RFC- 934]
Rose, M and E. Stefferud, "Proposed Standard for Message
Encapsul ati on", RFC 934, Del aware and NMA, January 1985.

[ RFC- 959]
Postel, J. and J. Reynolds, "File Transfer Protocol", STD
9, RFC 959, USC/ Information Sciences Institute, Cctober
1985.

[ RFC-1049]
Sirbu, M, "Content-Type Header Field for Internet
Messages", RFC 1049, CMJ, March 1988.

[ RFC- 1154]
Robi nson, D., and R Ul mann, "Encoding Header Field for
I nternet Messages", RFC 1154, Prinme Computer, Inc., April
1990.

[ RFC-1341]
Borenstein, N., and N Freed, "M M (Ml tipurpose
Internet Mail Extensions): Mechanisns for Specifying and
Descri bing the Format of Internet Message Bodies", RFC
1341, Bellcore, Innosoft, June 1992.

Freed & Borenstein St andards Track [ Page 21]



RFC 2049

[ RFC-

[ RFC-

[ RFC-

[ RFC-

[ RFC-

[ RFC-

[ RFC-

[ RFC-

[ RFC-

Freed &

M ME Conf or mance November

1342]

Moore, K., "Representation of Non-Ascii Text in |Internet
Message Headers", RFC 1342, University of Tennessee, June
1992.

1344]

Borenstein, N, "Inplications of MM for Internet Mi

Gat eways", RFC 1344, Bellcore, June 1992.

1345]

Si monsen, K., "Character Menonics & Character Sets", RFC

1345, Rationel Al nmen Pl anl aegni ng, June 1992.

1421]
Linn, J., "Privacy Enhancenent for Internet Electronic
Mail: Part | -- Message Encryption and Authentication

Procedures", RFC 1421, |AB | RTF PSRG, | ETF PEM WG
February 1993.

1422]

Kent, S., "Privacy Enhancenent for Internet Electronic
Mail: Part Il -- Certificate-Based Key Managenment", RFC
1422, |1 AB | RTF PSRG | ETF PEM WG, February 1993

1423]

Bal enson, D., "Privacy Enhancenent for I|nternet

El ectronic Mail: Part Il -- Algorithms, Mdes, and
Identifiers", |AB IRTF PSRG |ETF PEM W5 February 1993
1424]

Kaliski, B., "Privacy Enhancenment for Internet Electronic
Mail: Part |V -- Key Certification and Rel ated
Services", |AB | RTF PSRG, | ETF PEM W5, February 1993
1521]

Borenstein, N, and Freed, N., "M ME (Ml ti purpose
Internet Mail Extensions): Mechanisns for Specifying and
Descri bing the Format of Internet Message Bodies", RFC
1521, Bellcore, Innosoft, Septenber, 1993.

1522]

Moore, K., "Representation of Non-ASCI|l Text in Internet
Message Headers", RFC 1522, University of Tennessee,
Sept ember 1993.

1996

Bor enst ei n St andards Track [ Page 22]



RFC 2049 M ME Conf or mance Novenmber 1996

[ RFC- 1524]
Borenstein, N, "A User Agent Configuration Mechanismfor
Mul timedia Mail Format Information", RFC 1524, Bellcore,
Sept ember 1993.

[ RFC- 1543]
Postel, J., "Instructions to RFC Authors", RFC 1543,
USC/ I nformati on Sciences Institute, October 1993.

[ RFC- 1556]
Nussbacher, H., "Handling of Bi-directional Texts in

M ME", RFC 1556, Israeli Inter-University Conputer
Center, Decenmber 1993.

[ RFC- 1590]
Postel, J., "Media Type Registration Procedure", RFC
1590, USC/Information Sciences Institute, March 1994,

[ RFC-1602]
Internet Architecture Board, |Internet Engineering
Steering Group, Huitema, C., Goss, P., "The Internet
St andards Process -- Revision 2", March 1994.

[ RFC- 1652]
Klensin, J., (WG Chair), Freed, N., (Editor), Rose, M,
Stefferud, E., and Crocker, D., "SMIP Service Extension
for 8bit-MME transport”, RFC 1652, United Nations
Uni versity, Innosoft, Dover Beach Consulting, Inc.,
Net wor k Management Associ ates, Inc., The Branch O fice,
March 1994,

[ RFC- 1700]
Reynol ds, J. and J. Postel, "Assigned Nunbers", STD 2,
RFC 1700, USC/Information Sciences Institute, Cctober
1994.

[ RFC-1741]
Faltstrom P., Crocker, D., and Fair, E., "M ME Content
Type for Bi nHex Encoded Files", Decenber 1994.

[ RFC- 1896]

Resnick, P., and A Wal ker, "The text/enriched M ME
Content-type", RFC 1896, February, 1996.

Freed & Borenstein St andards Track [ Page 23]



RFC 2049 M ME Conf or mance Novenmber 1996

[ RFC- 2045]
Freed, N., and and N. Borenstein, "Miltipurpose Internet Mail
Extensions (M ME) Part One: Format of |nternet Message
Bodi es”, RFC 2045, Innosoft, First Virtual Hol dings,
Novenber 1996.

[ RFC- 2046]
Freed, N., and N. Borenstein, "Miltipurpose Internet Mil
Extensions (M ME) Part Two: Media Types", RFC 2046,
I nnosoft, First Virtual Hol dings, November 1996.

[ RFC-2047]
Moore, K., "Miltipurpose Internet Miil Extensions (M M)
Part Three: Representation of Non-ASCI| Text in |Internet
Message Headers", RFC 2047, University of
Tennessee, November 1996.

[ RFC-2048]
Freed, N., Klensin, J., and J. Postel, "Miltipurpose
Internet Mail Extensions (M M) Part Four: M ME
Regi strati on Procedures”, RFC 2048, Innosoft, M,
I SI, November 1996.

[ RFC-2049]
Freed, N. and N. Borenstein, "Miltipurpose Internet Mail
Extensions (M ME) Part Five: Conformance Criteria and
Exampl es", RFC 2049 (this document), I|nnosoft, First
Virtual Hol di ngs, Novemnber 1996.

[ US- ASCI 1]
Coded Character Set -- 7-Bit American Standard Code for
I nformation | nterchange, ANSI X3.4-1986.

[ X400]
Schi cker, Pietro, "Message Handling Systens, X 400",
Message Handling Systens and Distributed Applications, E
Stefferud, Oj. Jacobsen, and P. Schicker, eds., North-
Hol | and, 1989, pp. 3-41.

Freed & Borenstein St andards Track [ Page 24]






