Net wor k Wor ki ng Group N. Freed
Request for Comments: RFC 2034 I nnosof t
Cat egory: Standards Track Cct ober 1996

SMIP Servi ce Extension for
Ret urni ng Enhanced Error Codes

Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

1. Abstract

This menmo defines an extension to the SMIP service [ RFC-821, RFC
1869] whereby an SMIP server augments its responses with the enhanced
mai | system status codes defined in RFC 1893. These codes can then
be used to provide nore informative explanations of error conditions,
especially in the context of the delivery status notifications format
defined in RFC 1894.

2. | nt roducti on

Al t hough SMIP is wi dely and robustly depl oyed, various extensions
have been requested by parts of the Internet community. In
particular, in the nodern, international, and nultilingual Internet a
need exi sts to assign codes to specific error conditions that can be
translated into different | anguages. RFC 1893 defines such a set of
status codes and RFC 1894 defines a mechanismto send such coded
material to users. However, in nmany cases the agent creating the RFC
1894 delivery status notification is doing so in response to errors
it received froma renpte SMIP server.

As such, renote servers need a nechani smfor enbeddi ng enhanced
status codes in their responses as well as a way to indicate to a
client when they are in fact doing this. This nenp uses the SMIP

ext ensi on mechani sm described in RFC 1869 to define such a nechani sm
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3. Framework for the Enhanced Error Statuses Extension

The enhanced error statuses transport extension is laid out as
fol |l ows:

(1) the name of the SMIP service extension defined here is
Enhanced- St at us- Codes;

(2) the EHLO keyword val ue associated with the extension is
ENHANCEDSTATUSCODES;

(3) no paraneter is used with the ENHANCEDSTATUSCODES EHLO
keywor d;

(4) the text part of all 2xx, 4xx, and 5xx SMIP responses
other than the initial greeting and any response to
HELO or EHLO are prefaced with a status code as defined
in RFC 1893. This status code is always followed by one
or nore spaces.

(5) no additional SMIP verbs are defined by this extension
and,

(6) the next section specifies how support for the
extensi on affects the behavior of a server and client
SMTP.

4. The Enhanced- St at us- Codes servi ce extension
Servers supporting the Enhanced- St at us- Codes extension nmust preface

the text part of alnobst all response lines with a status code. As in
RFC 1893, the syntax of these status codes is given by the ABNF

status-code ::= class "." subject "." detai
Cl aSS . - n 2II / n 4II / n 5II

subj ect = 1*3digit

det ai | = 1*3digit

These codes nust appear in all 2xx, 4xx, and 5xx response |ines other
than initial greeting and any response to HELO or EHLO Note that 3xx
responses are NOT included in this list.

Al status codes returned by the server nust agree with the prinmary
response code, that is, a 2xx response nust incorporate a 2. X X code,
a 4xx response nust incorporate a 4.X X code, and a 5xx response mnust
i ncorporate a 5. X. X code.
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When responses are continued across multiple |ines the same status
code must appear at the beginning of the text in each |ine of the
response.

Servers supporting this extension nmust attach enhanced status codes
to their responses regardl ess of whether or not EHLO is enpl oyed by
the client.

5. Status Codes and Negotiation

Thi s specification does not provide a neans for clients to request
that status codes be returned or that they not be returned; a
conpliant server includes these codes in the responses it sends
regardl ess of whether or not the client expects them This is
sonewhat different from nost other SMIP extensions, where generally
speaking a client nmust specifically make a request before the

ext ended server behaves any differently than an unextended server.
The omi ssion of client negotiation in this case is entirely
intentional: Gven the generally poor state of SMIP server error code
impl enentation it is felt that any step taken towards nore
conprehensi bl e error codes is something that all clients, extended or
not, should benefit from

| MPORTANT NOTE: The use of this approach in this extension should be
seen as a very special case. It MJST NOT be taken as a |icense for
future SMIP extensions to dranatically change the nature of SMIP
client-server interaction w thout proper announcenent fromthe server
and a correspondi ng enabling conmand fromthe client.

6. Usage Exanpl e

The followi ng dialogue illustrates the use of enhanced status codes
by a server:

<wait for connection on TCP port 25>

<open connection to server>

220 dbc. ntview. ca.us SMIP service ready

EHLO ynir. cl arenont . edu

250-dbc. ntvi ew. ca. us says hello

250 ENHANCEDSTATUSCODES

MAI L FROM <ned@mi r. cl ar enont . edu>

250 2.1.0 Oiginator <ned@mir.cl arenont. edu> ok
RCPT TO <nr ose@lbc. nt vi ew. ca. us>

250 2.1.5 Recipient <nrose@lbc. ntview ca.us> ok
RCPT TQO <nosuchuser @lbc. nt vi ew. ca. us>

550 5.1.1 Mail box "nosuchuser" does not exist
RCPT TO <renot euser @ si . edu>

551-5.7.1 Forwarding to renpote hosts di sabl ed

PONOLONOLLOWOW
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551 5.7.1 Sel ect another host to act as your forwarder
DATA
354 Send nessage, ending in CRLF. CRLF.

é50 2.6.0 Message accepted

QT
221 2.0.0 Goodbye

The client that receives these responses mght then send a
nondel i very notification of the general form

Fr eed

Date: Modn, 11 Mar 1996 09: 21:47 -0400

1996

From Mail Delivery Subsystem <nail er-daenon@mir. cl arenont. edu>

Subj ect: Returned nail

To: <ned@nmir. cl arenont . edu>

M ME- Version: 1.0

Content-Type: nultipart/report; report-type=delivery-status;
boundary="JAA13167. 773673707/ YM R CLAREMONT. EDU"

--JAA13167. 773673707/ YM R CLAREMONT. EDU
content-type: text/plain; charset=us-ascii

————— Mai | was successfully relayed to
the followi ng addresses -----

<nr ose@lbc. m vi ew. ca. us>

————— The foll owi ng addresses had delivery problens -----
<nosuchuser @bc. nt vi ew. ca. us>

(Mai | box "nosuchuser" does not exist)
<r enot euser @ si . edu>

(Forwarding to renote hosts di sabl ed)

--JAA13167. 773673707/ YM R. CLAREMONT. EDU
content-type: nessage/delivery-status

Reporting- MTA: dns; ymir.clarenont. edu

Original -Recipient: rfc822; nrose@lbc. ntvi ew. ca. us
Fi nal - Reci pi ent: rfc822; nrose@lbc. ntvi ew. ca. us
Action: rel ayed
Status: 2.1.5 (Destination address valid)
Di agnosti c- Code: smtp;

250 Reci pi ent <nrose@lbc. nmtvi ew. ca. us> ok
Renot e- MTA: dns; dbc. ntvi ew. ca. us
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Original -Recipient: rfc822; nosuchuser @bc. ntvi ew. ca. us
Fi nal - Reci pient: rfc822; nosuchuser @bc. ntvi ew. ca. us
Action: failed

Status: 5.1.1 (Bad destination mail box address)

Di agnosti c- Code: sntp

550 Mail box "nosuchuser" does not exi st

Renot e- MTA: dns; dbc. ntvi ew. ca. us

Oiginal -Recipient: rfc822;renoteuser@si.edu
Fi nal - Reci pi ent: rfc822;renoteuser@si.edu
Action: failed
Status: 5.7.1 (Delivery not authorized, nmessage refused)
Di agnosti c-Code: sntp

551 Forwarding to renote hosts disabl ed

Sel ect another host to act as your forwarder
Renpt e- MTA: dns; dbc. ntvi ew. ca. us

--JAA13167. 773673707/ YM R. CLAREMONT. EDU
content-type: nessage/rfc822

[original nessage goes here]
--JAA13167. 773673707/ YM R. CLAREMONT. EDU- -

Note that in order to reduce clutter the reporting MIA has onmtted
enhanced status code information fromthe diagnostic-code fields it
has gener at ed.

7. Security Considerations

Additional detail in server responses axiomatically provides
additional information about the server. It is conceivable that
additional information of this sort may be of assistance in
circumventing server security. The advantages of provides additiona
i nformati on rmust al ways be wei ghed agai nst the security inplications
of doi ng so.
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