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PPP in Frane Rel ay

Status of this Meno
Thi s docunent specifies an Internet standards track protocol for
the Internet comunity, and requests discussion and suggestions for
i nprovenents. Please refer to the current edition of the "Internet

O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Abstract

The Point-to-Point Protocol (PPP) [1] provides a standard nethod for
transporting nmulti-protocol datagrans over point-to-point |inks.

Thi s docunent describes the use of Frame Relay for fram ng PPP
encapsul at ed packets.
Applicability

This specification is intended for those inplenmentations which desire
to use facilities which are defined for PPP, such as the Link Contro
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Protocol, Network-Ilayer Control Protocols, authentication, and
conpressi on. These capabilities require a point-to-point

rel ati onshi p between peers, and are not designed for multi-point or
mul ti-access environments.
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1

| nt roducti on

Frame Relay [2] is a relative newconer to the serial |link conmunity.
Li ke X. 25, the protocol was designed to provide virtual circuits for
connections between stations attached to the sane Frane Rel ay
network. The inprovenent over X. 25 is that Q922 is restricted to
delivery of packets, and di spenses with sequencing and fl ow control
simplifying the service inmensely.

PPP uses | SO 3309 HDLC as a basis for its framng [3].

When Frane Relay is configured as a point-to-point circuit, PPP can
use Frame Relay as a fram ng mechanism ignoring its other features.
This is equivalent to the technique used to carry SNAP headers over
Frame Relay [4].

At one tinme, it had been hoped that PPP in HDLC-Iike frames and Frane
Rel ay woul d co-exist on the sanme links. Unfortunately, the Q 922

nmet hod for expanding the address from1 to 2 to 4 octets is not

i ndi stinguishable fromthe | SO 3309 nethod, due to the structure of
its Data Link Connection Identifier (DLCl) subfields. Co-existance

i s precluded.

Physi cal Layer Requirenents

PPP treats Frame Relay framing as a bit-synchronous link. The link
MUST be full-dupl ex, but MAY be either dedicated (pernmanent) or
swi t ched.

I nterface Format

PPP presents an octet interface to the physical layer. There is
no provision for sub-octets to be supplied or accepted.

Transm ssi on Rate

PPP does not inmpose any restrictions regarding transm ssion rate,
other than that of the particular Frame Relay interface.

Control Signals

| mpl ement ati on of Frane Relay requires the provision of contro
signals, which indicate when the Iink has becone connected or

di sconnected. These in turn provide the Up and Down events to the
LCP state machi ne.
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Because PPP does not normally require the use of control signals,
the failure of such signals MJST NOT affect correct operation of
PPP. Inplications are discussed in [2].

Encodi ng

The definition of various encodings is the responsibility of the
DTE/ DCE equi pnent in use, and is outside the scope of this
speci fication.

VWile PPP will operate without regard to the underlying
representation of the bit stream Franme Relay requires NRZ
encodi ng.

3. The Data Link Layer

This specification uses the principles, term nology, and frame
structure described in "Miltiprotocol Interconnect over Frame Rel ay"

[4].

The purpose of this specification is not to docunent what is already
standardized in [4]. |Instead, this docunent attenpts to give a
conci se summary and poi nt out specific options and features used by
PPP.

3.1. Frame For mat

As described in [4], Q 922 header address and control fields are
conbi ned with the Network Layer Protocol ldentifier (NLPID), which
identifies the encapsul ation which follows. The fields are
transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
R e ok Tk S SR
Flag (0x7e)
i o i T S i I S S s ol ST SN S
Q 922 Address | Cont r ol | NLPID(Oxcf) |

B S i T T i S S S S e S S i i i i
PPP Pr ot ocol |
B e i i i i S T S

+— T+ +

The PPP Protocol field and the follow ng Informati on and Paddi ng
fields are described in the Point-to-Point Protocol Encapsul ation
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[1].

3.2. Mddification of the Basic Frane

The Link Control Protocol can negotiate nodifications to the basic
frame structure. However, nodified frames will always be clearly
di stingui shabl e from standard franes.

Addr ess- and- Cont r ol - Fi el d- Conpr essi on

Because the Address and Control field values are not constant, and
are nodified as the frane is transported by the network swi tching
fabric, Address-and-Control-Fiel d-Conpression MJST NOT be
negot i at ed.

Pr ot ocol - Fi el d- Conpr essi on

Note that unlike PPP in HDLC-like fram ng, the Frame Relay fram ng
does not align the Information field on a 32-bit boundary.
Alignment to a 32-bit boundary occurs when the NLPID is renpved
and the Protocol field is conpressed to a single octet. Wen this
i mproves throughput, Protocol-Field-Conmpression SHOULD be
negoti at ed.
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4.

I n- Band Protocol Denultiplexing

The PPP NLPID (CF hex) and PPP Protocol fields easily distinguish the
PPP encapsul ation fromthe other NLPID encapsul ati ons described in
[4].

The joining of the PPP and NLPI D nunber space has an added advant age,
in that the LCP Protocol -Rej ect can be used to indicate NLPIDs that
are not recognized. This can elimnate "black-holes" that occur when
traffic is not supported.

For those network-Ilayer protocols which have no PPP Protoco

assi gnment, or which have not yet been inplenented under the PPP
encapsul ati on, or which have not been successfully negotiated by a
PPP NCP, another method of encapsul ati on defined under [4] SHOULD be
used.

Currently, there are no conflicts between NLPID and PPP Protoco
values. If a future inplenentation is configured to send a NLPID
val ue which is the sane as a conpressed Protocol field, that Protoco
field MUST NOT be sent conpressed.

On reception, the first octet followi ng the header is exam ned. |If
the octet is zero, it MJST be assuned that the packet is formatted
according to [4].

PPP encapsul at ed packets al ways have a non-zero octet follow ng the
header. |If the octet is not the PPP NLPID value (CF hex), and

Pr ot ocol - Fi el d- Conpression is enabl ed, and the associ ated NCP has
been negotiated, then it is expected to be a conpressed PPP Protoco
value. Oherwise, it MJST be assuned that the packet is formatted
according to [4].

The Protocol field value 0x00cf is not allowed (reserved) to avoid
anmbi guity when Protocol - Fi el d-Conpression is enabled. The val ue MAY
be treated as a PPP Protocol that indicates that another PPP Protoco
packet foll ows.

Initial LCP packets contain the sequence cf-c0-21 follow ng the
header. When a LCP Confi gure-Request packet is received and
recogni zed, the PPP link enters Link Establishment phase.

The acci dental connection of a link to feed a nultipoint network (or
mul ticast group) SHOULD result in a m sconfiguration indication

This can be detected by nultiple responses to the LCP Configure-
Request with the same ldentifier, comng fromdifferent framng
addresses. Sone inplenentations m ght be physically unable to either
l og or report such information.
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Once PPP has entered the Link Establishnment phase, packets with other
NLPI D val ues MUST NOT be sent, and on receipt such packets MJST be
silently discarded, until the PPP Iink enters the Network-Layer

Pr ot ocol phase.

Once PPP has entered the Network-Layer Protocol phase, and
successfully negotiated a particular NCP for a PPP Protocol, if a
franme arrives using another equival ent data encapsul ati on defined in
[4], the PPP Link MJST re-enter Link Establishment phase and send a
new LCP Configure-Request. This prevents "bl ack-hol es" that occur
when the peer | oses state.

An i npl enentati on which requires PPP |ink configuration, and ot her
PPP negotiated features (such as authentication), MAY enter

Term nati on phase when configuration fails. O herw se, when the
Confi gur e- Request sender reaches the Max-Configure limt, it MJST
fall back to send only franes encapsul ated according to [4].

5. Qut-of-Band signaling

There is no generally agreed nmethod of out-of-band signalling. Unti
such a nmethod is universally avail able, an inplenentati on MIST use

I n- Band Protocol Denultiplexing for both Permanent and Sw t ched
Virtual Gircuits.

6. Configuration Details
The foll owi ng Configuration Options are recomended:

Magi ¢ Nunber
Prot ocol Field Conpression

The standard LCP configuration defaults apply to Frane Relay |inks,
except Maxi mum Receive-Unit (MRU).

To ensure interoperability with existing Frame Rel ay inpl enentations,
the initial MRUis 1600 octets [4]. This only affects the m ni num
required buffer space available for receiving packets, not the size
of packets sent.

The typical network feeding the link is likely to have a MRU of
ei t her 1500, or 2048 or greater. To avoid fragmentation, the
Maxi mum Transm ssion-Unit (MIU) at the network | ayer SHOULD NOT
exceed 1500, unless a peer MRU of 2048 or greater is specifically
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negoti at ed.

Sone Frame Relay switches are only capable of 262 octet franes. It
is not recomrended that anyone deploy or use a switch which is
capabl e of |less than 1600 octet frames. However, PPP inplenentations
MUST be configurable to limt the size of LCP packets which are sent
to 259 octets (which | eaves roomfor the NLPID and Protocol fields),
until LCP negotiation is conplete.

XID negotiation is not required to be supported for |inks which are
capabl e of PPP negoti ati on.

Inverse ARP is not required to be supported for PPP |inks. That
function is provided by PPP NCP negoti ation
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Security Considerations

Security issues are not discussed in this meno.
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