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Status of this Memo  

This Internet-Draft is submitted in full conformance with the 
provisions of BCP 78 and BCP 79.  

This document may contain material from IETF Documents or IETF 
Contributions published or made publicly available before November 
10, 2008. The person(s) controlling the copyright in some of this 
material may not have granted the IETF Trust the right to allow 
modifications of such material outside the IETF Standards Process.  
Without obtaining an adequate license from the person(s) controlling 
the copyright in such materials, this document may not be modified 
outside the IETF Standards Process, and derivative works of it may 
not be created outside the IETF Standards Process, except to format 
it for publication as an RFC or to translate it into languages other 
than English. 

Internet-Drafts are working documents of the Internet Engineering 
Task Force (IETF), its areas, and its working groups.  Note that 
other groups may also distribute working documents as Internet-
Drafts. 

Internet-Drafts are draft documents valid for a maximum of six months 
and may be updated, replaced, or obsoleted by other documents at any 
time.  It is inappropriate to use Internet-Drafts as reference 
material or to cite them other than as "work in progress." 

The list of current Internet-Drafts can be accessed at 
http://www.ietf.org/ietf/1id-abstracts.txt 

The list of Internet-Draft Shadow Directories can be accessed at 
http://www.ietf.org/shadow.html 

This Internet-Draft will expire on March 26, 2014. 
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Copyright Notice 

Copyright (c) 2013 IETF Trust and the persons identified as the 
document authors. All rights reserved. 

This document is subject to BCP 78 and the IETF Trust’s Legal 
Provisions Relating to IETF Documents 
(http://trustee.ietf.org/license-info) in effect on the date of 
publication of this document. Please review these documents 
carefully, as they describe your rights and restrictions with respect 
to this document. Code Components extracted from this document must 
include Simplified BSD License text as described in Section 4.e of 

the Trust Legal Provisions and are provided without warranty as 
described in the Simplified BSD License. 

Abstract 

This draft discusses the security requirements and several issues 
which need to be considered in securing a NVO3 network architecture 
based virtualized data center network for multiple tenants. In 
addition, the draft also discusses issues that could be addressed or 
mitigated. 
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1. Introduction 

Security is the key issue which needs to be considered in the design 
of a data center network. This document first highlights the security 
risks that a NVO3 network may encounter, and documents the lists the 
security requirements that a NVO3 network should fulfill. 

Note, it is not the intention to replace the Security Considerations 
section in each NVO3 draft by this document. This document provides 
the high level views of the security requirements when NVO3 network 
is developed. It only lists the architecture level security 
requirements which can be used as inputs at the design phase of the 

NVO3 network architecture, control plane and data plane. Each NVO3 
drafts must have its security considerations which shall define the 
detail security solutions of a specific architecture and / or 
protocol. This document is only the input document when the Security 
Considerations section in each NVO3 draft is discussed. 

2. Conventions used in this document 

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", 
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this 
document are to be interpreted as described in RFC-2119 [RFC2119].  

In this document, these words will appear with that interpretation   
only when in ALL CAPS. Lower case uses of these words are not to be    
interpreted as carrying RFC-2119 significance. 

3. Terminology 

This document uses the same terminology as found in the NVO3 
Framework document [I-D.ietf-nvo3-framework] and [I-D.kreeger-nvo3-
hypervisor-nve-cp].  

4. Security Risk 

Overlay infrastructure increases security risks and introduces new 
threats. In a NVO3 network, there are security risks that the attack 
made on the underlying network, including the NVO3 control protocols, 
may be initiated from an exposed overlay virtual network; or the 
attack made on the encapsulated virtual networks may be initiated 
from the underlying network or a compromised overlay virtual network. 

In a perfect world, virtualization is considered secure with no level 
of privilege within the virtualized guest environment that permits 
interference with the host system. There are really not any security 
issues if a tenant network is isolated as it is designed. 
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In practice, there are occasional misconfigurations and/or security 
vulnerabilities that allow an attacker to circumvent these 
protections and gain access to other virtual machines, or even worse 
the underlay network. While the misconfigurations or vulnerabilities 
are pretty rare, they do exist. 

5. Security Control 

5.1. Control Plane Protection 

The DC service provider has the responsibility to protect the NVO3 
control plane signaling against any attacking. 

R1.   The NVO3 network design must provide high availability, 
especially where DoS/DDoS attacks may be possible. Any NVAs or 
NVEs shall not become the bottleneck of the control plane 
traffic. 

R2.   The control plane design shall minimize the amplification 
effects which have the potential to be used by attackers to 
carry out reflection attacks.  

R3.   At the NVA-NVE control plane, authentication and authorization 
of the NVA MUST be supported to prevent a compromised network 
component for impersonating as a NVA when communicate with 
NVEs. 

R4.   At the NVA-NVE control plane, authentication of the NVE SHOULD 
be supported to prevent a compromised network component for 
impersonating as a NVE when communicate with the NVA. 

R5.   At the NVE-NVE control plane, authentication of the NVE MUST be 
supported to prevent a compromised network component for 
impersonating as a NVE when communicate with other NVEs. 

R6.   The NVE MUST apply ingress controls at the NVE-NVE interface to 
filter the incoming signaling traffic and discard any traffic 
received from non-participating NVEs. 

R7.   The NVA-NVE control plane protocol MUST be protected with 
integrity and confidentiality against any off-path or on-path 
attacks. 

R8.   The NVE-NVE control plane protocol MUST be protected with 
integrity and confidentiality against any off-path or on-path 
attacks. 
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R9.   At the Hypervisor-to-NVE control plane protocol, integrity and 
authentication of the hypervisor SHOULD be provided to prevent 
a compromised hypervisor for impersonating as another 
hypervisor when communicate with the NVE. 

R10.   If the Inter-DC control plane traffic is crossing Public 
Internet, it MUST be protected by one or more security 
solutions to provide confidentiality, integrity and 
availability.  

R11.   The NVE MUST have separated address space for data plane tunnel 
end point and control plane traffic in order to minimize 

security exposure of the control plane addresses, as 
recommended in [RFC6169]. 

5.2. Data Plane Protection 

Data plane protection is the primary concern for a NVO3 network.  

R12.   All data plane packets SHOULD be protected in transit with 
confidentiality and integrity, including the un-tunneled 
traffic between the End devices and the NVEs, and the tunneled 
traffic between the NVEs. 

R13.   The NVO3 infrastructure SHOULD support VN based security policy 
management, i.e. security policy defined with a granularity 
down to VN ID.  

R14.   When the security policy management is enabled for the data 
packets of a VN, the security policies MUST be applied on the 
un-tunneled data packets.  

R15.   When the security policy management is enabled for the data 
packets of a VN, the same security policies MUST be applied on 
the VN data traffic during and after VM mobility.  

R16.   When the security policy management is enabled for the data 
packets of a VN, the security policies MUST be applied on the 
inter-VN traffic.  

R17.   When Public Internet connectivity is allowed for a VN, the 
security policies MUST be applied on the VN Public Internet 

traffic before forwarding between the VN and Internet. 

R18.   The NVE SHOULD apply security policies on the data packets 
received from the End Devices before encapsulation. Any 
disallowed traffic shall be discarded.  
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R19.   The NVE SHOULD apply security policies on the data packets 
received from the remote NVEs after de-capsulation, and 
discard any disallowed data packets before forwarding to the 
End Devices. 

R20.   The NVE SHOULD filter on the outer address of the tunneled data 
packets received from the remote NVEs, and discard any data 
packets received from any non-participating NVEs. 

R21.   The NVE SHOULD filter on the inner address of the tunneled data 
packets received from a remote participating NVE, and discard 
any data packets which the participating NVE is not authorized 

to send. 

R22.   When Layer 3 service is supported, the NVE SHOULD discard 
tunneled IP packets that specify additional routing, as 
recommended in [RFC6169], though it may be allowed for the End 
Device to configure what source-routing types are allowed.  

R23.   If the inter-DC data plane traffic is crossing Public Internet, 
it MUST be protected by one or more security solutions to 
provide confidentiality, integrity and availability.  

R24.   Additional security mechanisms MAY be supported on the 
interworking function when supporting multiple encapsulation 
formats in a NVO3 network. 

R25.   During VM mobility, the NOV3 network MUST avoid forwarding the 
data packets to the incorrect NVE. 

5.3. Operation and Management  

R26.   The NVO3 Operation and Management traffic MUST be isolated from 
any other underlay traffic in order to minimize security 
exposure of the Operation and Management traffic, as 
recommended in [RFC6169]. 

R27.   The NVO3 Operation and Management data MUST be protected with 
confidentiality, integrity and availability while in transit. 

5.4. Logging  

R28.   All NVO3 network components, e.g. NVA and NVE, SHOULD support 
collection of security logs and sending them to a centralized 
logging service.  
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R29.   A centralized security logging and audit handling mechanism 
SHOULD be supported. Any access to the NVO3 resources SHOULD 
be recorded and stored in the centralized logging and audit 
storage. 

5.5. Scalability 

R30.   The NVO3 network security solutions SHOULD minimize the impact 
on scalability and allow for simple configuration, e.g. simple 
security credential management.  

5.6. Extensibility 

R31.   The NVO3 network security solution SHOULD be extensible to 
allow new security functionality to be introduced in the 
future. 

R32.   The NVO3 network security solution SHOULD be defined such that 
End Devices existing security solution can be supported 
without implementation impacts. 

6. Security Considerations 

This is a requirement document for the NVO3 network security and in 
itself does not introduce any new security concerns. 

7. IANA Considerations 

No actions are required from IANA for this informational document. 
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