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Abstract

This draft extends MJD [ RFC8520] nodel for the active scanning during
the end host device on-boarding. The according features include TCP/
UDP port scanni ng, weak password detection, mandatory and hazar dous
services detection, etc, which can help adm nistrator to discover
system security vulnerabilities in advance.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (IETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."”

This Internet-Draft will expire on Septenber 7, 2020.
Copyright Notice

Copyright (c) 2020 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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I nt roducti on

| oT devices use a | arge nunber of open-source software and
appl i cation conponents, and the systemiteration is fast. Therefore,
various security vulnerabilities my exist. Wen an |oT device is on
boardi ng, the network adm nistrator can quickly | earn about the
security settings and technical support services of the device

t hrough active scanning, detect security vulnerabilities in a tinmely
manner, objectively evaluate the network risk level, and rectify
network security vulnerabilities and incorrect configurations to
prevent hacker attacks. |If we |ook firewalls and network nonitoring
systens as passive neans of defense, then security scanning can | ook
as an active preventive nmeasure, which can effectively prevent hacker
attacks.

Thi s docunment extends MJD RFC8520 to nodel the functions and
paraneters of active scanning, including TCP/UDP port scanni ng, weak
password detection, mandatory and hazardous services detection, etc.
By using this scanning profile, the MJD enabl ed active scanner can
obtain a ot of useful information to di scover system security

vul nerabilities.

Overvi ew of Active Scanning |oT devices
1. Port-Scanning
A port is a potential comrunication channel, that is, an intrusion
channel. Port scanning on |IoT devices can obtain a | ot of useful

i nformati on, which can be used to discover system security
vul nerabilities. The follow ng scanning types are w dely used:
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0 TCP SYN scanning: also called half-open scanning. In this node,
t he SYN packet is sent to the destination port. |If the SYN ACK
response is received, the port is open. |f an RST packet is
received, it indicates that the port is disabled. |If noreply is

received, it is determned that the port is filtered (Filtered).
In this node, SYN packets are sent only to specific ports of the
target host, but no conplete TCP connection is established.
Therefore, this node is relatively covert and efficient. On a
fast network wi thout intrusion firewalls, thousands of ports can
be scanned per second, and this node is wi dely applicable.

o TCP connect scanning: Use the systemnetwork APl to connect to the

port of the target device. |If the connection fails, the port is
di sabl ed. This scanning speed is slow. In addition, because the
conplete TCP session will |eave the connection information on the

target device, so this scanning node is not hidden. Therefore,
TCP connect is considered only when TCP SYN cannot be used.

0 UDP scanning: used to determ ne the UDP port status. Send a probe
packet to the UDP port of the target device. If the "ICW port
unreachabl e" nmessage is returned, the port is disabled. If no
reply is received, the UDP port may be open or bl ocked.

Therefore, the reverse exclusion nethod is used to determ ne which
UDP ports may be open. Although major services on the Internet

run over TCP, but there are still many UDP services, |ike DNS,
SNMP, and DHCP (the registered ports are 53, 16, 162, and 67/68),
and network attacks will not ignore these protocols.

The port scanni ng range can be selected or specified based on service
requi renents, and widely be divided into the foll ow ng nodes:

o Standard: 4K port range, and usually the default node.

o Fast: port range including all mainstreaned ports, including
21(ftp), 22(ssh),

o Al: the port range of 0 to 65535.

o Specified: the custom zed port range, for exanple, 22 and 1100 to
1124

2.2. Service Discovery

When a | oT device is installed, some necessary services are usually
enabl ed for supporting the later use. For exanple, if the |oT device
need to access the Internet, HTTPS service nmust be enabled. In
addition, due to device performance or service requirenents, sone
servi ces nust be disabled. By MJD extension of scanning services
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runni ng on the device, the adm ni strator have a know edge of the
devi ces’ services, which are nmandatory and hazardous, furtherly to
di scover the potential vulnerabilities.

2.3. Weak-password Cracking

A weak password is a password that contains only digits and letters,
for exanple, 123456, abcdef, 123abc, adm n, and root, which can be
guessed or cracked easily. |If the 10T device uses these weak
passwords, it is like putting the door key under the mat of the door.
Thi s behavior is very dangerous.

Wl | - known protocols and dat abases, such as Tel net, FTP, SSH, POP3,
SNWP, Oracle, MySQ., DB2, and MongoDB, have massive default password
di ctionaries, even we can al so upload a custom zed dictionary
library. By active scanning these passwords of dictionaries, the
admnistrator can identify vulnerabilities and risks of |oT devices
i n advance.

The password dictionary refers to the dictionary library for weak
password scanning. There are three types of dictionary: single user-
nanme node, single password node, and conbi nation user-nanme-and-
password node, which can be applied based-on custoner’s requirenents:

o Single user-nanme node: only scan the user name based-on user’s
dictionary. For exanple: telnet_user_dictionary.txt contain
"root; admn; test; guest;"

o Single password node: only scan the password based-on password’ s
dictionary. For exanple: telnet_password_dictionary.txt contain
"111111; 112233; 123123; 123321; 123456; abcdef; adm n; password;”

o Conbi nati on node: scan the user nanme and password toget her based-
on conbination’s dictionary. For exanple,
tel net _conbination_dictionary.txt contain "root:test; root:adm n;
root:private; root:1234; root:root;"
2.4. Frequency and Result of active scanning

The execution node of the active scanning, can be set with the

fol | ow ng:

o |Inmmediate: active scanning will be executed i medi ately.

o Schedul ed: active scanning will be executed in the scheduled tinmne.
o Daily: active scanning will be executed periodically every day in

t he schedul ed ti ne.
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3.

o Wekly: active scanning will be executed periodically every week
in the scheduled tine.

o Mnthly: active scanning will be executed periodically every nonth
in the schedul ed tine.

In addition, the scanning results can be saved with | ogs, and the
endi ng notification can be sent to sonebody by email or SMS nessage,
whi ch can notify the scanning conpletion to adm nistrators in tine.

The ietf-nud-active-scanni ng nodel extension

Thi s docunent augnents the "ietf-nmud" MJD YANG nodul e defined in

[ RFC8520] for signaling the IoT device active scanning profile. This
docunent defines the YANG nodul e "ietf-nud-active-scanni ng”, which
has the following tree structure:

nodul e: ietf-nmud-active-scanning
augnent /i etf-nud: nud:
+--rw active-scanni ng

+--rw | 0og-save-uri i net:ur

+--rw scanni ng-frequency? scanni ng- f requency

+--rw start-tinme? yang: ti nest anp

+--rw notification-receiver-email? string

+--rw notification-receiver-sns? string

+--rw port-scanni ng* \[scanni ng-type\]
+--rw scanni ng-type port-scanni ng-type
+--rw scanni ng- node? port-scanni ng- node
+--rw scanni ng-range? ui nt 16

+--rw mandat ory_servi ce- scanni ng* string
+--rw hazar dous_servi ce- scanni ng* string
+--rw weak- | ogi n-scanni ng* \[service-nane\]

+--rw servi ce- nane string
+--rw dictionary-type? di ctionary-type
+--rw user-dictionary? string
+--rw password-dictionary? string
+--rw conbi nati on-di cti onary? string

1. The mud-active-scanni ng YANG nodel

nmodul e i etf-nmud-active-scanni ng {
yang-version 1.1;
nanmespace
"urn:ietf:paranms: xm :ns:yang:ietf-nud-active-scanning";
prefix ietf-nmud-active-scanning;

inport ietf-mud {
prefix nud;
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r ef erence
"RFC 8520";

}

inport ietf-inet-types {
prefix inet;
reference
"RFC 6991";

}

inport ietf-yang-types {
prefix yang;
reference
"RFC 6991";

}

or gani zati on
"I ETF OPSAWG (Ops Area) Working G oup”;
cont act
"WG Web: http://tools.ietf.org/ wy/ opsawg/
WG List: opsawg@etf.org
Aut hor: Jie Yang
j ay. yang@wuawei . com

descri ption
"Thi s nmodul e contai ns YANG definition for the 10T device
active scanning profile.

Copyright (c) 2019 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary fornms, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the IETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revision 2020-03-12 {
descri ption
“Initial proposed standard.";

}

t ypedef scanni ng-frequency {
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type enuneration {
enum i mredi ate {
descri ption
"I medi at e scanning.";

enum dai ly {
descri ption
"Scanning at an accurate tine of every day.";

enum weekly {
description
"Scanning at an accurate tine of every week.";
}
enum nmont hly {
descri ption
"Scanning at an accurate tine of every nonth."
}
}
default "nonthly";
descri ption
"The execution node of the active scanning,
called with the scanning frequency.";

}

t ypedef port-scanning-type {
type enuneration {
enum t cp-syn;
enum t cp- connect ;
enum udp;

default "tcp-syn";
descri ption
"W dest port scanning type."

}

t ypedef port-scanni ng-node {
type enuneration {
enum standard {
descri ption
"Standard node with scanning the ports
in range 0..4096.";
}
enum fast {
descri ption
"Fast nmode with sanning the ports in
range 20| 21| 23| 25| 37| 53| 67| 68| 69| 80| 110
| 115] 123]| 143| 161| 443| 873.";
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enum al | {
descri ption
"All node with scanning all ports in range 0..65535";
}
enum speci fied {
descri ption
"Specified node with scanning the ports custom zed,
like in range 22| 50..66| 110";

}

default "standard";
descri ption
"W dest port scanni ng node.";

}

t ypedef dictionary-type {
type enuneration {
enum onl y- user - naneg;
enum onl y- passwor d;
enum user - nane- and- passwor d;
}
default "user-nane-and- password";
description
"W dest type of weak |login dictionary.";

}

augnent "/ nmud: nud/ mud: " {
cont ai ner active-scanni ng {
description
"Active scanning profiles supported by the device";
| eaf | og-save-uri {
type inet:uri;
descri ption
"Log URI where saving active scanning results.";
}
| eaf scanni ng-frequency {
t ype scanni ng-frequency;
descri ption
"Active scanni ng frequency.";
}
| eaf start-tine {
type yang:ti nmestanp;
descri ption
"The accurate scanning tine.
For exanpl e, scanning-frequency with nonthly Iike
XXxx-03-12T02: 00: 00. 00+08: 00";
}

| eaf receiver-enmail-notification {
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type string;

descri ption
"E-mai | address which receive the ending notification
of active scanning.";

}
| eaf receiver-snms-notification {
type string;
descri ption
"SM5 address which receive the ending notification
of active scanning.";
}

list port-scanning {
key "scanni ng-type";
descri ption
"Active scanning ports."”;
| eaf scanni ng-type {
t ype port-scanning-type;
descri ption
"Port scanning type."
}
| eaf scanni ng- node {
t ype port-scanni ng- node;
description
"Port scanni ng node.";

}
| eaf scanni ng-range {
type uint16;
descri ption
"Port scanning range. For exanple, scanning-node
with standard is 0..4096";
}
| eaf mandatory_servi ce-scanni ng {
type string;

description
"Scanni ng mandatory services on the devices,
whi ch nust be installed.";
}
| eaf hazardous_servi ce-scanni ng {
type string;
description
"Scanni ng hazardous services on the devices,
whi ch nustn’t be installed."”,;

i st weak-1ogin-scanning {
key "service-nanme";
description
"Active scanning weak login with user’s nane

Yang & Xi a Expi res Septenber 7, 2020 [ Page 9]



| nt er net - Draf t

Active scanning for |oT devices Mar ch

and/ or password.";
| eaf service-nanme {

type string;

descri ption

"The nane of service on the device.";

}
| eaf dictionary-type {

type dictionary-type;

descri ption

"The dictionary type for scanning weak |ogin."

| eaf user-dictionary {
when "./dictionary-type=only-user-nane";
type string;
descri ption
"The context in user-nane’s dictionary.

For exanpl e: root,adm n,test, guest, ";
}
| eaf password-dictionary {
when "./dictionary-type=only-password";
type string;
descri ption
"The context in password’ s dictionary.

For exanple: 111111, 112233, adm n, password,’

| eaf conbination-dictionary {
while "./dictionary-type=user-namne-and- password"”;
type string;

description

2020

"The context in user-nane-and-password’ s dictionary.
For exanple: root:test, root:admn, root:1234,";

4. MU File Exanpl e
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Thi s exanpl e bel ow contains active scanning for a |oT
devi ce. JSON encodi ng of YANG nodel | ed data {{RFC7951}} is used to
illustrate the exanple.

{
"itetf-nmud: mud": {
"mud-version": 1,
"mud-url": "https://exanple.com | oTDevice",
"l ast-update": "2020-03-12T02: 00: 00. 00+08: 00",
"cache-validity": 100,
"is-supported”: true,
"system nfo": "l1oT device nane",
"active-scanni ng":
"l og-save-uri" : "d:/nud-scanning-|og/",
"scanni ng-frequency" : imedi ate,
"receiver-emuail-notification" : "adm n@levi ce.com
123@levi ce.com ",
"receiver-sns-notification" : "008613812345679,
0086133123456, ",
"port-scanning" : {
"scanni ng-type" : tcp-syn,
"scanni ng- node" : standard,
}
"weak- 1 ogi n-scanni ng" : {
"service-nane" : "telnet”
“dictionary-type" : user-nane-and-password,
"conbi nation-dictionary” : "root:test; root:1234; root:root;"
}
}
}

5. Security Considerations

Security considerations in [ RFC8520] need to be taken into
consi der ati on.

6. | ANA Consi derations
The 1ANA is requested to add "active-scanning" to the MJD extensions
registry as follows: Extension Nane: Active-Scanni ng Standard
reference: This docunent

7. Acknow edgenents

Thanks to ...

Yang & Xi a Expi res Septenber 7, 2020 [ Page 11]



I nternet-Draft Active scanning for |oT devices March 2020

8. I nformati ve References

[ RFC7951] Lhotka, L., "JSON Encoding of Data Model ed with YANG'
RFC 7951, DO 10.17487/ RFC7951, August 2016,
<https://www. rfc-editor.org/info/rfc7951>.

[ RFC8520] Lear, E., Droms, R, and D. Romascanu, "Manufacturer Usage
Description Specification", RFC 8520,
DA 10. 17487/ RFC8520, March 2019,
<https://ww.rfc-editor.org/info/rfc8520>.

Aut hors’ Addresses

Ji e Yang

Huawei

101 Software Avenue, Yuhuatai District
Nanj i ng, Jiangsu 210012

Chi na

Emai | : jay. yang@uawei . com

Li ang Xi a (Frank)

Huawei

101 Software Avenue, Yuhuatai District,
Nanj i ng, Jiangsu 210012

Chi na

Emai | . frank. xi al i ang@uawei . com

Yang & Xi a Expi res Septenber 7, 2020 [ Page 12]



