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Status of this Meno

This docunent is an Internet-Draft and is NOT offered in accordance
with Section 10 of RFC2026. The aut hor does not provide the IETF with
any rights other than to publish it as an Internet-Draft.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF), its areas, and its working groups. Note that other
groups nmay also distribute working docunents as Internet-Drafts.
Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or nade obsol ete by other docunents at
any tinme. It is inappropriate to use Internet- Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at http://

ww. i etf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htm .

Abstract

During the | ast year several attenpts have been nmade to provide a
generalized fram ng nmechani smfor protocols using TCP. The mai n pur-
pose of those nmechanisns is to enabl e hardware network adapter buil d-
ers to discover fast the next Upper Layer Protocol Data Unit boundary
and thus mnimze the anount of nmenory required on the network adapt -
ers in order to handle packet drop or reordering in the network.

Wthin | ETF some work is being done for both generic fram ng necha-
nisms or fram ng nmechani sns enbedded in other protocols.

For sone generic approaches see [ULPF] - a draft that is being worked
at within the Transport Working G oup of |IETF (TSW5 .

For sone protocol specific nechanisns see [i SCSI] a draft bei ng wor ked
at within the IP Storage Wrking Goup of IETF (IPS).

For both - to get an understanding of the issues involved the reader
is advised to browse in the archives of the nailing lists of the IPS
and TSWG | ooki ng for fram ng rel ated debates and summary of neetings.
Sone di scussions are also held within the Renote DVA conmunity that is
not a formal working group of the | ETF but is actively pursuing a
generic Direct Data Placenent nmechanism (a steering nechanisn for
several transport protocols assum ng that a fram ng nechanismis in
pl ace.
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tences you can recogni ze an aut hor.

I nt roducti on

Technically the fram ng nmechani sns pursued fall in one of the follow
i ng categories:

- framing indicators placed at predeterm ned positions in the
data stream (pointers to the next ULP Data Unit (ULPDU) start
- fram ng patterns that precede (or succeed) every frane

In the fram ng pattern category two different approaches have been
pr oposed:

- using a framng pattern and transform ng the data stream so
that the pattern will not appear anywhere except as fram ng on
the wire; this approach requires at | east the sender to touch
every byte of the ULPDU

- using a framm ng pattern, conmbining it with the ULPDU | ength
and naking sure that ULPDU starts at the beginning of a TCP
franme; this approach does not require the sender of receiver
to touch every byte but inplies a slightly changed TCP i npl e-
ment ati on and the absence of m ddl e boxes that split or com
bi ne TCP segnents.

The first approach is a nodern version of the old byte/bit stuffing
techniques, with a twist - the overhead is constant (a scheme sim|lar
to [COBS]). Its main drawback is that it requires the sender to exam
i ne (touch) every piece of payl oad.

The second approach - as presented until now (see [F1ULP]) uses a
fram ng pattern selected for "the life" of the connection and an addi -
tional piece of user data (the payload | ength) as a saf eguard agai nst
a data pattern looking like a fram ng pattern and appearing at the
begi nning of a franme, being mstaken for a fram ng pattern.

Wth all the intuitive attractiveness of this technique (very sinple
and | ow overhead) ny concern with this techniques is related to the
follow ng "line-of-reasoning":
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- this is a "statistical approach based on a very | ow probabil -
ity of appearance of the framng pattern in the data payl oad
(and even lower at a specific position) BUT

- no statistical statenent can be made about the probability of
m st aking a regul ar data pattern as being a fram ng pattern (+
| engt h).

A closer examnation will reveal that since we are matching a random
constant to a very long data stream (potential infinite) this proba-
bility can get unconfortably close to 1. The weakens of the techni que
is that the error probability is proportional to the stream | ength.

This draft is an attenpt to build an "no-data-touch"” schene that:

- Has an extrenely |ow probability for normal data to be m s-
taken as fram ng and thus can be used even in the absence of a
protocol stack that enforces alignnent (probability that coul d
be made substantially |ower than the probability of a data
error passi ng undet ect ed)

- The probability is constant and i ndependent of the stream
| ength

2. Schene devel opnent

In order to reduce the probability of a regular data being m staken
for a framng pattern and keep this probability constant - we w ||
introduce a "salt" (a random nunber) and a digest in the fram ng
header. The fram ng header will thus include a fram ng-pattern, a salt
and a digest (e.g. CRC) as outlined bellow

Byte / 0 | 1 | 2 | 3 |
/ | | I |
|76 54321076543210/76543210765143210|
Fom e e e e oo O S S +
0| Fram ng Pattern |
S O U S U U S S S OO U +
4| Salt |
Fom e e e oo o e e e e a oo S Fom e e e e e oo +
8/ Header-Digest (at |east 4 bytes) /
+/ /
S OO U S U U S S S OO U +
x/ ULPDU /
+/ /
S S R S +
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Provi ded that the digest algorithmis carefully selected (is a good
random zer) for a 4 byte digest the probability of such a sequence
appearing in the ULPDU payl oad can be estimated as (2"-64)*L where L
is the payl oad | ength.

The sane probability holds for the entire life of the streamas we
insert in the fram ng header a randomelenent that is different for
every frane.

Pl ease observe that in the previously discussed fram ng Non-Dat a-
Touch (NDT) schenmes enployed using only a fram ng pattern the proba-
bility of the fram ng pattern appearing in the streamis increasing as
the streamlength i ncreases as the sane pattern is used for the whol e
stream (using the I ength does not inprove on this as length is fairly
regul ar).

The above schene can be extended to include elenents that safeguard
agai nst m suse by introducing "virtual fields" that are never sent on
the wire - a shared (session) secret key, a length a sequence nunber
etc.. Those are not needed if the channel is secured by some other
means (TLS, |Psec).

A shared secret key can be obtained by the comrunicating parties at
t he ULP comruni cati on channel establishnent (e.g., by a Diffie-Hel man
exchange) and is included in the digest calculation.

The format of the fram ng header remmins the same but the digest

i ncl udes now a shared secret of length and content known to the commu-
nicating parties as illustrated bel |l ow
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Byte / 0 | 1 | 2 | 3 |
/ I | | |
|76 54321076543210/76543210/76543210|
- Fommmmmmemeaaaa e TR - +
0| Frami ng Pattern |
e e e e e e ook o m e e e e oo - S S +
4] salt |
S L S N +
| Shared Secret and/or other elenments (not on the wre) |
e e e e e e ook o m e e e e oo - S S +
8/ Header-Digest (at |east 4 bytes) /
+/ /
e O U S U U S S S OO U +
x/  ULPDU /
+/ /
Fom e e e e e ook e S S +

3. Optim zations

If the ULP header includes a digest the fram ng header may be incl uded
in the ULP header and the digest cover both. The format of the com
bi ned header is illustrated bell ow
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Byte / 0 | 1 | 2 | 3 |
/ I | | |
|76 54321076543210/76543210/76543210|
- Fommmmmmemeaaaa e TR - +
0| Frami ng Pattern |
e e e e e e ook o m e e e e oo - S S +
4] salt |
S L S N +
| Shared Secret and other (not on the wre) |
e e e e e e ook o m e e e e oo - S S +
8/ ULP Header /
+/ /
e O U S U U S S S OO U +
x/ Header-Di gest (at |east 4 bytes) /
+/ /
Fom e e e e e ook e S S +
y/ rest-of - ULPDU /
+/ /
- Fommmemmemeaaaa T - +

Concl usi ons

In this draft we suggest a NDT fram ng scheme with a good (| ow) prob-
ability of "m sdetection"” - a schene that is at statistically better
t han the previously proposed NDT schenes in that it holds for streans
of indetermnate lengths. It can be used to built a separate fram ng
header or incorporated in existing ULP headers.
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