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Abstract

The manageability, security, privacy protection, and traceability of
net wor ks can be supported by extendi ng DHCPv6 protocol. This
docunent anal yzes the current extension practices and typical DHCP
server software on extensions, defines a DHCP general nodel, lists

t he unresol ved problem and provides the possible directions to solve
t he probl ens.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on Septenber 20, 2018.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions wth respect
to this docunent. Code Conponents extracted fromthis docunent nust
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1. I nt roducti on

The | P address plays a significant role in the comuni cation of the
current Internet. Also, |IP address generation is closely related to
t he manageability, security, privacy protection, and traceability of
t he networks. Dynam c Host Configuration Protocol for |Pv6 (DHCPv6)
[ RFC3315] is an inportant network protocol that can be used to

dynam cally provide |IPv6 addresses and ot her network configuration
paranmeters to | Pv6 hosts. Actually, DHCPv6 continues to be extended
and i nproved through bei ng added new options and defined new
protocol s or nessage processing nmechani sns.

Even if DHCPv6 provides nore and nore conprehensive functionality and
many DHCPv6 server software have provi ded extension interfaces to

all ow users to alter and custom ze the way how t hey handl e and
respond to DHCPv6 nessages, a general insight of how to solve the
extensi on problemeffectively is lack. W should figure out where
and how to conduct extensions in the DHCPv6. Therefore, a detailed
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3.

3.

1

analysis is required to clarify the problens, design principles, and
extract and unify the design specifications to help better solve the
ext ensi on probl ens.

In summary, nultiple extensions can be conducted on DHCPv6 to support
the user’s self-defined functionality. As DHCPv6 is such an

i nportant and useful protocol related to | Pv6 addresses generation,

it can provide nore extended and flexible functionality to neet

users’ requirenents. According to well-designed principles, extended
interfaces can be defined to support nore self-defined nmulti-

requi renment extensions without sacrificing the stability of DHCPv6.

Sonme peopl e woul d suggest the user nodify the open-source DHCP
servers to solve their own problem However, a great anount of tine
will be taken to understand the open source DHCP server code, not to
say the consum ng time debuggi ng the bugs, failures or system crash
caused by nodifying the conplicated nodul es. Another problemis that
as the open source software evol ves, the source code of the server
software may change (new functionality or fixing bugs). Users nmay
need to re-wite their codes once the new version of open-source
server software conmes out [kea dhcp_hook devel opers_gui de] . Hence,
the nmulti-requirenent extensions for DHCPv6 to sol ve users’ specific
probl ens are very necessary and significant.

Thi s docunent describes the current extension practices and typical
DHCP server software on extensions and provides a probl em stat enent
by defining a DHCP general nodel, analyzing the unresolved multi-
requi renent extension problens, and providing possible directions for
new work that could solve these probl ens.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
meno are to be interpreted as described in [ RFC2119].

Fam liarity with DHCPv6 and its term nol ogy, as defined in [ RFC3315],
i s assuned.

Current Extension Practices
St andar di zed and Non- st andardi zed DHCPv6 Extension Cases

Many docunents attenpt to extend the DHCPv6. They can be classified
into three categori es.

Ext ended options Most extensions for DHCPv6 are inplenented in
this way, e.g., DNS configurations [ RFC3646], N S
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configurations [RFC3898], SNTP configurations

[ RFC4075], information refresh tinme
configurations [RFC4242], renote-id [ RFC4649],
FQDN configurations [ RFC4704], relay agent echo
request [ RFC4994], network boot [RFC5970], client
i nk-1ayer address [RFC6939]. New- defined
options carry specific paraneters in the DHCPv6
nmessages, which hel ps DHCPv6 clients or servers
know t he detailed situation with each ot her.

Ext ended nessages Sone docunents define new protocols to achi eve
speci fic purposes, e.g., secure DHCPv6
[draft-ietf-dhc-sedhcpv6-21], active |easequery
[ RFC7653], GAGWS [ GAGVB]. These protocols often
requi res defining new nessages and new opti ons.

Extended entities Sone docunents introduce extra entities into the
communi cations of DHCPv6 to achieve specific
pur pose, e.g., authentication [RFC7037].

3. 2. Current DHCPv6 Server Software Cases

Many commerci al and open source DHCP server software exist, including
Cisco Prime Network Registrar [CPNR], M crosoft DHCP

[Mcrosoft DHCP], VitalQP [VitalQ P], Nom num DHCP [ Nom num DHCP] ,

| SC DHCP [ | SC_DHCP], Kea DHCP [ Kea DHCP], FreeRADI US DHCP

[ FreeRADI US_DHCP], W DE DHCPv6 [ W DE _DHCPv6], etc. Commercial and
open source DHCPv6 software often consider the extensions of DHCPv6
servers because they all cannot always neet the requirenents that the
users want. In this section, we introduce two typical DHCPv6
software: Cisco Prinme Network Registrar and Kea DHCP, respectively.

3.2.1. Cisco Prinme Network Registrar DHCP Server Extension APIs

Cisco Prinme Network Registrar (CPNR) [CPNR] is an appliance which
provi des integrated Domain Nane Server, DHCP, and |P Address
Managenent services for IPv4 and IPv6. At the sane tinme, CPNR DHCP
server allows user to wite extensions and functions to alter and
custom ze how it handl es and responds to DHCP requests. A network
operator usually deci des what packets process to nodify, howto

nodi fy, and which extension point to attach the extension. Then the
network operator just wites the extension and adds the well-witten
extension to the extension point of the DHCP server. Finally, the
net wor k operator reloads the DHCP server and can find that the server
will do what he/her wants the server to do.
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a defined interface for third-
to solve the problemthat the DHCP server

A networ k

initialize a library and wite specific callout functions to attach
After building and configuring the hooks

to the hook points.

library, the server wll
Addi tionally,
library.

4. Pr obl em St at enent

do what the network operator require.
Kea DHCP al |l ows users to use logging in the hooks

This section el aborates the problem statenent on nulti-requirenent

ext ensi ons for

DHCPv 6.

Section 4.1 describes the general

model of

DHCP, while Section 4.2 analyzes the unresol ved probl ens and

requirenents,

suggesti ng possible future work.

4.1. DHCP General Model
Figure 1 sunmarizes the DHCP general nodel and its possible
ext ensi ons: DHCP nessages, options, nessage processing functions, and
address generati on nechani sns.
Fom e e e + Fom e e e +
| DHCPv6 cli ent | | DHCPv6 rel ay |
| +------cmeeem - + | DHCP nessages with options | +--------------- +
| | Message | | <--------mmmm - | | Message | |
| | processing | | | | processing | |
| | functions | | | | functions |
[ + | [ +
o e e e + o e e e +
N
|
DHCP nessages with options |
|
V
o e e e +
| DHCPv6 server
Fommm e e + | +-------eeea - - + |
| Address | | | Message | |
| generation [<----------------omaaaa oo +-| processing | |
| mechani sns | | | functions | |
R + | +----meme - - + |
o e e e e e e +
Figure 1. DHCP general nodel and its possibl e extensions.
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4.

4.

4.

4.

2.

2.

2.

2.

Unr esol ved Probl ens

Currently, DHCPv6 protocol solves the problemthat basic options are
transmitted in plaintext. However, there are still many probl ens
left to be resolved. Section 4.2.1, Section 4.2.2, Section 4.2.3,
and Section 4.2.4 discuss these probl ens.

1. DHCP Messages

Peopl e are al ways concerned about the security and privacy issues of
DHCP protocol. [RFC7819] and [ RFC7824] consider the privacy issues
associated wth the use of DHCPv4 and DHCPv6 by the Internet users,
respectively. The current DHCP protocol does not resolve the problem
that the options are transmtted in ciphertext. That is to say, any
ot her nodes can see the options transmtted in the DHCPv6 nessages
bet ween a DHCPv6 client and servers. Secure DHCPv6
[draft-ietf-dhc-sedhcpv6-21] considers using public cryptography to
provi de a depl oyabl e security mechanism which can transmt basic
options in DHCP nessages exchanged between clients and servers.
However, this draft is currently dead in IESG In fact, new nessages
can be designed and added to DHCPv6 protocol, and DHCP nessages can
be exchanged in either plaintext or ciphertext.

2. Options

In other cases, network operators may require DHCP nessages to
transmt sonme self-defined options between clients and servers.
However, no such nmechanisms in the current DHCP protocol support this
requi renent. DHCP clients do not allow users to transmt options not
defined in standards, and not all DHCP server software support
transmtting non-standardi zed options, either. For exanple, [N DTGA]
nodi fies the DHCPv6 nessage exchanges by addi ng sonme new options with
cryptographi c options. However, current DHCP standards do not
provide related and flexible interfaces to neet such requirenents.

In fact, not only DHCP server software can provide interfaces for
users to alter the way that they handl e and respond to DHCP nessages
to nmeet their requirenents, but DHCP client software can al so provide
such interfaces.

3. Message Processing Functions

Al t hough current commerci al or open-source DHCP server software
provi de conprehensive functionality, they still cannot neet al
custoners’ requirenments of processing DHCP requests. Therefore,

i nproved conmerci al or open-source DHCP server software will provide
interfaces that customers can use to wite their specific extensions
to affect the way how DHCP servers handl e and respond to DHCP
requests. For exanple, not all networks prefer to use DHCPv6 servers
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4.

4.

to assign the privacy-preserving randomform addresses generated by
sonme fixed address generation nechanismto DHCPv6 clients. Several
address generation nmechani sns for SLAAC [ RFC4862] (e.g., |EEE 64-bit
EUl - 64 [ RFC2464], Constant, semantically opaque [M crosoft],
Tenporary [ RFC4941], and Stable, semantically opaque [ RFC7217])
proposed for different requirenents can be also utilized in DHCPv6
protocol. The many types of | Pv6 address generati on nechani sns
avai | abl e have brought about flexibility and diversity. Thus,
network operators may alter their DHCPv6 servers through the given
extensions to use their own preferred address generation mechani sns
to assign addresses to DHCPv6 clients. However, not all DHCP
software consider this extension.

2.4. Address Generation Mechani sns
Different networks may prefer different address generation
mechani snms. However, current DHCPv6 protocol only considers
generating random | Pv6 addresses. Corresponding interfaces should be
open and defined to all ow ot her address generati on nechani sns to be
confi gur ed.
2.5. Extension Principles

The principles used to conduct nulti-requirenent extensions for
DHCPv6 are sunmarized as foll ows:

1) Do not change the current DHCP general nodel.
2) Use sinpler interfaces to define and support nore extensions.
Security Consi derations

Security issues related with DHCPv6 are described in Section 23 of
[ RFC3315] .

Secure DHCPv6 [draft-ietf-dhc-sedhcpv6-21] attenpts to provide a
depl oyabl e security mechani smfor end-to-end conmunication between
DHCP clients and servers.

| ANA Consi derati ons
Thi s docunent does not include an | ANA request.
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