SPRI NG Wor ki ng G oup P. Sarkar, Ed.

Internet-Draft H Gedler
I ntended status: Standards Track Juni per Networks, Inc.
Expires: January 7, 2016 July 6, 2015

Anycast Segnents in MPLS based SPRI NG
draf t - psar kar - spri ng- npl s-anycast - segnent s- 00

Abstract

Instead of forwarding to a specific device or to all devices in a
group, anycast addresses, l|let network devices forward a packet to (or
steer it through) one or nore topologically nearest devices in a
speci fic group of network devices. [I-D.ietf-spring-segnent-routing]
extended the use of anycast addresses to a SPRI NG network, wherein a
group of SPRI NG capabl e devi ces can represent a anycast address, by
havi ng the same SRGB | abel bl ock provisioned on all the devices and
each one of them advertising the same anycast prefix segment (or
Anycast SI D).

Thi s docunment describes a proposal for inplenmenting anycast prefix
segnments in SPRING wthout the need to have the sanme SRG bl ock
(1 abel ranges) provisioned across all the nenber devices in the
group. Each node can be provisioned with a separate SR@& fromthe
| abel range supported by the specfic hardware pl atform

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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1. I nt roducti on

Anycast is a network addressing schenme and routing nethodol ogy in

whi ch packets froma single source device are forwarded to the

topol ogically nearest node in a group of potential receiving devices,
all identified by the same anycast address. There are various useful
usecases of anycast addresses, and di scussion of the sane are outside
t he scope of this docunent.

[I-D.ietf-spring-segnent-routing] extended the use of anycast

addresses to SPRI NG networks. An operator nmay conbine a group of
SPRI NG- enabl ed nodes to form a anycast group, by picking a anycast
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address and a segnent identifier (hereon referred to as SID) to
represent the group, and then provisioning all the nodes with the
same address and SID. Once provisioned, each device in the group
advertises the correspondi ng anycast address in it’s IGP link-state
advertisenents along with the SID provisioned. Source devices on
recei ving such anycast prefix segnment advertisenents, finds out the
t opol ogi cal |y nearest device that originated the anycast segnment and
forwards packets destined to the same on the shortest-path to the
near est devi ce.

[I-D.ietf-spring-segnent-routing] also requires all devices in a

gi ven anycast group to inplenent the exact sane SRGB bl ock. Wile
this requirement will always be nmet in SPRI NG network depl oyed over

| PV6 forwarding plane [I-D.previdi-6man-segnent-routing-header], the
same may not be easily net in all SPRING depl oynments over MPLS
dataplane [I-D.ietf-spring-segnment-routing-npls].

In MPLS-based SPRI NG depl oynents the segnents on a given source
router are actually mapped to a MPLS | abels allocated fromthe |ocal

| abel pool carved out by the device for acconodating the SRGB bl ock.
In rmulti-vendor deploynents with various types of devices deployed in
t he sane network topol ogy, such a anycast group may contain a good
conbi nati on of devices fromdifferent vendors and have different
internal hardware capabilities. In such environments it is not
sufficient to assunme that all the devices in a anycast group will be
able to allocate exactly the sanme range of |abels for inplenmenting
the SR@B. In reality, getting a comon range of |abels anong all the
various vendors is not feasible.

Thi s docunents provides nmechanisns to inplenent a anycast segnents
with any kind of device in a nmulti-vendor netw ok depl oynment w t hout
requiring to provision the same exact range of |abels for SRGB on al
t he devi ces.

2. Probl em St at enent

To better illustrate the problemlet us consider an exanpl e topol ogy
usi ng anycast segnments as shown in Figure 1 bel ow
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| 192.0.1.1/32
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Figure 1: Topology 1
In Figure 1 above, there are two groups of transit devices. Goup A

consi sts of devices {Al, A2, A3 and A4}.

They are all provisioned

with the anycast address 192.0.1.1/32 and the anycast SID 100.

Simlarly,
provi sioned with the anycast

al |
200.

group B consists of devices {Bl, B2, B3 and B4} and are
address 192.0.1.2/32, anycast SID
In the above network topol ogy, each PE device is connected to

two routers in each of the groups A and B

Fol | owi ng are al

of PE

o P1:

o P2:

o P3:

Sar kar &

t he possi bl e ECVMP pat hs between the various pairs
devi ces.

via {Rl, Al, A3, R3}
via {Rl, Al, A4, R3}

via {Rl, A2, A3, R3}

G edl er Expi res January 7, 2016 [ Page 4]



I nternet-Draft Anycast Segnents in MPLS based SPRI NG July 2015

o P4: via {Rl, A2, A4, R3}
o P5: via {R2, Bl, B3, R4}
o P6: via {R2, Bl, B4, R4}
o P7: via {R2, B2, B3, R4}
o P8: via {R2, B2, B4, R4}

As seen above, there is always ei ght ECVP paths between each of pair
of PE devices. The network operator may not wish to utilize al
possi bl e ECVP paths for all possible types of traffic flow ng between
a given pair of PE devices. It may be nore useful for use paths P1,
P2, P3 and P4 for certain types of traffic and use paths P5, P6, P7
and P8 for all other types of traffic between the same PE devi ces.

If so desired, operators may use these anycast groups A and B and the
correspondi ng anycast segnent to inpose a segnent-list to forward the
respective traffic flows over the desired specific paths as shown

bel ow. Figure 2 bel ow depicts a expanded view of the paths via group
A. The range | abels allocated for SRGB on each of the devices in
group A are also nentioned in this diagram

U U +
| Goup A |
| 192.0.1.1/32 |
| SI D: 100 |
A |
| SRGB: SRGB
SID: 10 | (1000-2000) (3000-4000) | SI D: 30
PE1- - - + +o---- - Al------------- A3------- + +--- PE3
\ / | | \ /| | \ /
\ / | | +----- + | \ /

SRGB: \ / | | \ | | \ SRGB:
(7000-8000) R1 | | \ | | R3 (6000- 7000)
/\ | | /\ | | /\

/ \ | | +----- + 0\ | / \

/ \ | | / \ | / \

PE2- - - + +o-em- - A2- e - Ad------- + +---PE4
SID: 20 | SRGB: SRGB: | SI D: 40

| (2000-3000)  (4000- 5000) |

Figure 2: Transit paths via anycast group A
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3.

3.

In the above topology, if device PE1 (or PE2) requires to send a
packet to the device PE3 (or PE4) it needs to encapsul ate the packet
in a MPLS payload with the foll owi ng stack of | abels.

o Label allocated RL for anycast SID 100 (outer | abel)

0o Label allocated by the nearest router in group A for SID 30 (for
destinati on PE3)

Wiile the first label is easy to conpute, in this case since there
are nore than one topol ogically nearest devices (Al and A2), unless
Al and A2 inplenent sane exact SRGB, determ ning the second |abel is

impossible. In all |ikeness, devices Al and A2 may be devices from
di fferent hardware vendors and it may not inplenent the sane exact
SRGB | abel ranges. 1In such cases, separate |abels are allocated by

Al and A2 (1030 and 2030 respectively, in the above exanple). Hence,
PE1 (or PE2) cannot conpute an appropriate |abel stack to steer the
packet exclusively through the group A devices. Sane holds true for
devi ces PE3 and PE4 when trying to send a packet to PE1 or PE2.

Sol ution
1. Anycast Segnent Label

Thi s docunent introduces the term’Anycast Segnent Label’ to define
the | abel allocated by a device to advertise reachability for the
speci fic anycast prefix segnment. The value of this |abel is derived
by applying the SID index associated with the anycast prefix segnent
as an offset to the SRGB of the specific device. Table 1 bel ow shows
the | abels allocated by the various devices in Figure 2 for the
anycast prefix segnent with SID 100.

Fom e e oo S Fomm e o e e e e e e +
| Anycast-SID | Device | SRGB | Anycast - Segnent - Label |
R Fommm oo RIS I +
| 100 | R1 | 7000-8000 | 7100 |
| 100 | Al | 1000-2000 | 1100 |
| 100 | A2 | 2000-3000 | 2100 |
| 100 | A3 | 3000-4000 | 3100 |
| 100 | A4 | 4000-5000 | 4100 |
| 100 | R3 | 6000-7000 | 6100 |
Hemmemmaaaaan I Hememmaaaans T +

Tabl e 1: Anycast Segnent Label Allocation
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3.2. Virtual SID Label Lookup Table

When a MPLS packet on the wire first hits a device, the forwarding
har dware reads the topnost |abel in the MPSL header and | ooks up the
default | abel |ookup table associated with the interface on which the
| abel has been received. This table is generally called LFIB. The
range of |abels found in the LFIB constitutes the default | abel

space.

Thi s docunent introduces a separate virtual |abel |ookup table
(hereafter referred to as Virtual LFIB or V-LFIB), that represents a
| abel space which is al so separate fromthe actual |abel space
represented by the default LFIB. The |abel value may be present in
both the default and Virtual LFIB. However the forwarding semantics
associated with the [ abel under the default and Virtual LFIB may not
be sane. Following are the fields of a typical entry of this table.

0 SIDIndex: The SID index assoicated with a prefix segnent
ori ginated by another device in the sane network. This is also
the key field for this table.

o Forwarding Semantics: This is once again one or nore tuples of
follow ng itens.

* Qutgoi ng-Label: The | abel (s) allocated by the nei ghbor
device(s) on the shortest-path to the topol ogically nearest
originator(s) of the prefix segnent.

* Qutgoing-link: The link(s) connecting the device to the
nei ghbor device(s) on the shortest path to the topologically
nearest originator(s) of the prefix segnent.

Thi s docunent proposes that, any device, when provisioned with one or
nore anycast prefix segnment (address and SID), it MJST create a
Virtual LFIB table. Such a device MJST add an entry in the Virtual
LFI B for each unicast and anycast prefix segnents learnt froma
renote device, if and only if the same prefix has not been

provi sioned on the device. The device SHOULD NOT add a entry for any
of the Anycast or Node prefix segnments that it has advertised itself.
However if the device has |earnt any anycast prefix segnent froma
renote device, and the sane is not provisioned on this device, the
device MJST include the same in the Virtual LFIB table.

In cases where a prefix segnent is reachable via nultiple shortest
pat hs on a given device, the corresponding entry for the prefix SID
MUST have as nmany forwarding entries in the Virtual LFIB table as the
nunber of shortest-paths found for the corresponding prefix on the
devi ce.
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Figure 3 bel ow shows how the Virtual LFIB table on each of devices in
group A should look Iike. Please note that sonme of the prefix
segnents has nmultiple forwardi ng semantics associated with them For
exanpl e, on device Al, the prefix SID 10 (originated by PE3) is
reachabl e through its neighbors A3 and A4. And as per the SRGEB
advertised by A3 and A4, the | abels allocated by A3 and A4 are 3030
and 4030 respectively. Hence Al has added two forwarding entries for
the prefix SID 30 in its Virtual LFIB table.

Al so pl ease note that none of the devices in the anycast group have
i ncluded the anycast SID 100 in the Virtual LFIB table, since the
sane has al ready been provisioned on these devices.

Wien a device receives a MPLS packet with the anycast segnent | abel
associated with one of the anycast prefix segnents provisioned on the
same device, the device MJIST use the Virtual LFIB table to | ookup the
next |abel that follows the anycast segnent |abel in the stack of

| abel s found in the MPLS header. Refer to Section 3.5 for nore
detail s.

Fol Il owi ng forwarding instructions MJST be installed in the MPLS dat a-
pl ane for each entry in the Virtual LFIB entry.

o If the label at the top of the stack matches any of the prefix
SIDs in the Virtual LFIB table,

* |f there are multiple forwarding tuples associated with
mat chi ng table entry,

+ Select one forwarding tuple. (Criteria to select one is
out side the scope of this docunent.)

*  Hl se,
+ Select the single forwardi ng tuple avail abl e.

* Replace the Prefix SID index found at top of the MPLS | abel
stack in the packet received, with the ' Qutgoing-Ilabel’” from

the sel ected forwardi ng tuple.

* Forward the nodified packet onto the 'Qutgoing-Ilink as
specified in the selected forwarding tuple.

* Ensure the next |abel |ookup is launched on the default LFIB
t abl e.
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[ et e oot = e —— T}
| | | Forwar di ng Semanti cs |
| Device | Prefix SID |--------------------“------------ |
| | | Qutgoi ng-Label | Qutgoing-Link |
+=—=—==—=-——4 =4 -4 =-———————————=—=—==—+
| Al | 10 | 7010 | Al->R1 |
| S oo - - S +
| | 20 | 7020 | Al->R1 |
| R Fom e e e S +
| | 30 | 3030 | Al->A3 |
| | | 4030 | Al->A4 |
| Fommmmen e e U Fommm et e e e +
| | 40 | 3040 | Al->A3 |
| | | 4040 | Al->A4 |
[ bl oo oo sty
| A2 | 10 | 7010 | A2->R1 |
| Fommm e e Fommm e e e, Fommm e e e +
| | 20 | 7020 | A2->R1 |
| S oo - - S +
| | 30 | 3030 | A2->A3 |
| | | 4030 | A2->A4 |
| Fom e e o o e e m o e e e - +
| | 40 | 3040 | A2->A3 |
| | | 4040 | A2->A4 |
[ et e e —— b ——(——————f—p——— T}
| A3 | 10 | 1010 | A3->Al |
| | | 2010 | A3->A2 |
| Fom e e o o e e m o e e e - +
| | 20 | 1020 | A3->Al |
| | | 2020 | A3->A2 |
| S oo - - S +
| | 30 | 6030 | A3->R3 |
| R Fom e e e S +
| | 40 | 6040 | A3->R3 |
+=—=—==—=-——4 =4 -4 =-———————————=—=—==—+
| Ad | 10 | 1010 | Ad->Al |
| | | 2010 | Ad->A2 |
| R o e — - S —— +
| | 20 | 1020 | Ad->Al |
| | | 2020 | Ad->A2 |
| Fommm e e Fommm e e e, Fommm e e e +
| | 30 | 6030 | A4->R3 |
| S oo - - S +
| | 40 | 6040 | A4->R3 |
[ bl oo oo sty

Figure 3: Virtual LFIB Table Setup
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3.

3.

Label Stack Conputation

Any MPLS device that tries to encapsulate any kind of traffic into a
SPRI NG based MPLS payl oad (hereafter referred to as the ingress
device) and steer it through a series of SPRING adjacency and/ or

uni cast/anycast prefix segnents, needs to conpute an appropriate
stack of MPLS |l abels and put it in the outgoing packet.
Alternatively, in a SDN environnent, the SDN controller may need to
conpute the | abel stack and install it on the ingress device.

However in both cases, as illustrated in Section 2, for a given
ingress device (e.g. PEl or PE2), there maybe nultiple topolgically
nearest devices in a specific anycast group (e.g. Al and A2), even
through there is only out-going link fromthe source device(e.g.

PE1- >Rl or PE2-Rl). |In such case, when the ingress device (or the
SDN controller) wants to steer a packet through the anycast group A,
it can use the anycast segnment | abel advertised by the downstream
nei ghbor of the ingress device for the specific anycast prefix
segnment. Since the packet may reach any one of the nultiple devices
in the group and each of them may have a separate SRGB | abel range,
choosing the MPLS | abel for the next segnent providing reachability
to the final destination. Also, since the packet steered through a
anycast segnent can reach of any of the nenber device in the anycast
group, it is sufficient to assune that the ingress (or the
controller) cannot place an adjacency segnent inmmediately after a
anycast segnent in the outgoing packet.

Thi s docunment proposes the ingress device (or the SDN controller) to
directly use the SID as the | abel for a prefix segnent (can be
anot her anycast)that immediately follows a given anycast segnent
al ready encoded into the | abel stack of the outgoing MPLS packet.
The ingress (or the controller) MJST follow the algorithmbelow to
conpute the | abel -stack it nust use to steer a packet through a Ii st
of SPRI NG segnents.
o0 Set 'last_segnent’ ==> NONE
o For [all ’segnents’ in Segnment List]
* |f {"segnment’.type == Adjacency_Segnent}
+ Set 'label’ ==> 'segnent’.Adjacency_Segnent _Label.
* El se
+ If {’last_segnent’.type == Anycast Prefix_Segnent}

- Set 'label’ ==> 'segnent’.SlD index.
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+ Else
- Set 'label’” ==> "Prefix_Segnent_ Label .
0o Add 'label’ to 'l abel stack’.
3.4. Advertising Anycast Prefix Segnents

Li ke uni cast prefix segnments, anycast prefix segnents SHOULD be
advertised in | GP Link-state advertsenments using | GP protocol
extension for SPRING specified in
[I-D.ietf-isis-segnent-routing-extensions],
[1-D.ietf-ospf-segnent-routing-extensions] and
[1-D.ietf-ospf-ospfv3-segnent-routing-extensions]. This docunent
does not propose any protocol extension for advertising anycast
prefix segments.

However when advertising the anycast segnments, the originating device
MUST set the corresponding P-Flag(No-PHP) in ISIS Prefix-SID SubTLV
and/or the NP-Flag (No-PHP) in OSPFv2 and OSPFv3 Prefix-SID SubTLV to
1 and the E-Flag in the sane SubTLVs to 0. Please refer to follow ng
for nore details on usage of these flags.

o0 ISIS Prefix-SID SubTLV [I-D.ietf-isis-segnment-routing-extensions]

o0 OSPFv2 Prefix-SID SubTLV
[1-D.ietf-ospf-segnent-routing-extensions]

o0 OSPFv3 Prefix-SID SubTLV
[1-D.ietf-ospf-ospfv3-segnent-routing-extensions]

The proposal above, ensures that a MPLS packet sent to (or taking
transit through) a given anycast group, always arrives at the

t opol ogi cally nearest device in the group, with a |abel that is
derived fromthe device’'s SRG, and the SID associated wth the
correspondi ng anycast prefix segnent.

In Figure 2, when PE1 or PE2 intends to steer a packet destined for
PE3 or PE4, through the anycast group A (SID 100), it needs to
forward the packet to Rl (SRGB: 7000-8000), after putting the | abel
7100 (derived fromRl’s SRGB), at top of the |label stack in the MPLS
header. However when the sane packet is forwarded to Al or A2
(topol ogi caly nearest devices in group A), Rl shall not POP (or
renove) the [ abel 7100. Instead Rl shall replace it with the |abel
1100 (while forwarding to Al) or 2100 (while forwarding to A2).
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3.5. Programm ng Anycast Prefix Segnents

The proposal specified in Section 3.4, ensures that a MPLS packet
destined to (or steered via) a anycast prefix segnent always arrives
at the nearest device in the anycast group with a | abel derived from
the device’'s SRGB and the SID associated with the correspondi ng
anycast prefix segnent, as the top-nost |abel |abel stack in its MPLS

header. If this label is also the bottomnost |abel (S=1), it neans
packet has been destined to the anycast segnment, and shoul d be
consuned by the local device. |If the label is not the bottom nost

| abel (S=0), the packet nust be forwarded to the next segnent, for
whi ch the next | abel in the stack should be consulted. However
Section 3.3 specifies that the next |abel in such case, shall be
directly the SID associated with the next segnent. Since the SID
associated with a prefix segment may directly collide with another
| abel in the default LFIB table, Section 3.2 also proposed to have a
Virtual LFIB table to provide a separate | abel -space for | ooking up
t he next | abel.
Thi s docunent specifies that a device provisioned with a given prefix
segnment index MJST inplenment follow ng forwarding semantics for the
anycast segnent |abel (refer to Section 3.1) associated with the
anycast prefix segnent.
o If the label at the top the stack is a anycast segnent | abel,

*  Pop the |abel.

* | f bottomnost |abel in the stack (S=1),

+ Send it to host stack for |ocal consunption, as usual.
* Else if not the bottomnost |abel in the stack (S=0),

+ Set the Virtual LFIB table as the | ookup table for the next
| abel 1 ookup.

+ Launch a | ookup for the next |abel in the stack.
o Else
* Lookup the label in the default LFIB table as usual.
3.6. Packet Flow

Figure 4 below ilustrate how SPRI NG based MPLS packets destined for
PE3 and sourced by PEl are expected to flow t heough when PEl
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encapsul ates the packet with an appropriate | abel stack to steer it
t hrough group A devices only

oo +
| G oup A |
| 192.0.1.1/32 |
| SI D: 100 |
|----mmmmm - |
| |
| |
> m—— m—— > > >
T S S up S S S S e T +- -+
| 7100] 30] . . | | 1100] 30] . .| | 3030] . .| | 6030] . .| | .. | ..
S o S e e A T E - -+
| |
| SRGB: SRGB: |
SID: 10 | (1000-2000) (3000-4000) | SI D: 30
----- PE1- - - + .\ T +---PE3-----
\ / | | \ I | \ /
\ / | | +----- + | | \ /

SRGB: \ / | | \ / | | \ / SRGB
(7000- 8000) RL | | \ | | R3 (6000- 7000)
[\ | | [\ | | [\

/ \ | | +----- + 0\ | / \

/ \ | | / \ | / \

----- PE2- - - + R Y L LY +---PE4-----
SI D: 20 | SRGB: SRGB: | SID: 40
| (2000-3000)  (4000- 5000) |
N L
e TR T pup S o m e+
| 2100/ 30| ..| | 4030|..]| | 6030] . . |
R T S s L
| |
| |
o e e e +

Figure 4. Packet Flow through MPLS-based SPRI NG Anycast Segnents
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5. | ANA Consi derations
N A - No protocol changes are proposed in this docunent.
6. Security Considerations

Thi s docunent does not introduce any change in any of the protocol
specifications. It sinply proposes additional inequalities for
selecting LFAs for nulti-honmed prefixes.
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