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Abstract

Mul tipath TCP (MPTCP), described in [3], is an extension to TCP to
provide the ability to sinmultaneously use multiple paths between
host s.

MPTCP currently specifies a single authentication mechani sm using
keys that are initially exchanged in the clear. There are
application-layer protocols that nay have better information as to
the identity of the parties and so is able to better provide keying
material that could be used for the authentication of future
subf | ows.

Thi s docunent specifies "application |ayer authentication" for
Mul tipath TCP, an alternatively negotiated keyi ng mechani sm for
MPTCP

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may al so distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Novenber 28, 2016.
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Copyri ght Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The MPTCP handshake serves nmultiple purposes. First, hosts discover
their peer’s support of MPTCP. Second, each host announces a key
that will be tied to this MPTCP session. The key al so serves

mul tiple purposes. First, the derivate of the key is being used as a
token-identifier for the MPTCP connection. This derivate is a
truncat ed hash of the key. Second, another truncated hash of the key
serves as the initial data sequence nunber. And third, the key
itself is used as an authenticator to prove that the host behind the
| P-address used to establish new subflows is indeed the one that
partici pated in the handshake of the initial subflow

In the follow ng we explain the shortcom ngs of this exchange and how
they inpact the depl oyment of MPTCP
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1.1. Key in plaintext

The key-exchange happens during the handshake of the initial subflow
RFC 6824 specifies that this exchange happens in plaintext. As has
been noted in RFC 7430, an eavesdropper on the initial handshake is
thus able to learn the keys used in this MPTCP session. This allows
himto generate the session’s tokens and data sequence nunbers,
enabling himto effectively hijack the MPTCP session by creating a
subflow with a different |P-address. The attacker will be able to
generate a valid HVAC as he has full know edge of the keys of this
MPTCP sessi on.

To enhance MPTCP's security, it would be beneficial to not revea
MPTCP' s keys in plaintext on the wire.

1.2. Token generation

The token is a truncation of the 32 nobst significant bits of the
SHA-1 of the key. The key must be a random nunber of sufficient
entropy to be used as part of the authentication nechanism and thus
a host has no control over the token as it is generating the key for
the MPTCP-session. This has some inplications on the deployability
of MPTCP, outlined hereafter.

1.2.1. Hash collision

Due to the nature of the token-generation, the 32-bit token m ght
collide with another already existing MPTCP session. VWile a 32-bit
token collision should be very rare on client devices, a busy server
(with potentially tens of mllions of active MPTCP connections) will
have a very high probability of a token collision

Upon such a collision, the server needs to generate a new
cryptographically secure 64-bit key, and derive the token through a
SHA-1 comput ati on upon which he finally can verify the uni queness of
the token. |If a collision happened again, the server has to start
anew. This process inposes a conputation overhead and conplexity
upon the server and inpacts the scalability conpared to regular TCP
Al'l owing a server to generate a token in such a way that uni queness
can be achi eved easily would be beneficial for the scalability and
depl oynment of MPTCP

1.2.2. Derive information fromthe token
As the token is a truncated hash of the key, it is entirely of a

random nature. As has been shown in [5], this brings severa
depl oynment chal l enges in |arge server farns. In particular, the
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2.

2.

| ayer-4 | oad bal ancers in front of this server farmneed to naintain
MPTCP-specific state in order to map a token to the server.

The token can be | ooked at as a route-identifier, as it allows the
server to associate the incomng SYN+NMP_JO N wi th an exi sting MPTCP-
session. However, the random nature of the token does not allow a

| oad bal ancer in the niddle to do the sanme without having to nmmintain
MPTCP-specific state.

If the token can be generated in such a way that it carries the
required routing information in such a way that it can be deci phered
by all the trusted parties in the server farm depl oynent, |arge-scale
depl oyment of MPTCP woul d be sinplified.

In the foll owing we suggest an alternative handshake that all ows
MPTCP to increase its security by | everagi ng an external key-exchange
and thus benefit fromthe security provided by protocols |ike TLS.

As a side-effect of this approach, the token also can be exchanged in
a nore flexible way, addressing the above identified issues with the
t oken generati on.

Proposed Techni cal Changes
1. ©MP_CAPABLE Changes

To resolve the issues identified in the previous section, this
proposal separates the key handling for security (i.e. the nmethod for
protecti ng new subfl ow exchanges) fromthe token exchange. This
means that:

o Key exchange is handled in the application |ayer

o Meaning can be exchanged in the token, and a custom generation
nmet hod can be used, as it is decoupled fromkeying materia

This specification allocates the "G bit fromthe flags of MP_CAPABLE
as an alternative security mechanism- "handl ed by application
layer". In this case, the MP_CAPABLE exchange will send and receive
tokens rather than keys.

VWen the "G bit is set to 1, this inplies support for this new
mechani sm and the MP_CAPABLE exchange will operate as follows. The
tokens take the place of the keys in the MP_CAPABLE exchange, but

ot herwi se the exchange renmains very simlar. This exchange stil
mai nt ai ns support for stateless servers. Note that this now nmeans
that tokens are 64 bits in | ength.
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1 2 3
01234567890123456789012345678901
. . Fommma - Fommma - . +
| Ki nd | Lengt h | Subt ype| Versi on| A B|C| D| E| F|§ H
Fom e e e oo - Fom e e e oo - Fomm - Fomm - Fom e e e oo - +

| Option Sender’s Token (64 bits)
| (if option Length > 4)

| Option Receiver’s Token (64 bits)
| (if option Length > 12)

| Data-Level Length (16 bits) | Checksum (16 bits, optional)

Figure 1: Proposed Miltipath Capable (MP_CAPABLE) Option

The MP_CAPABLE option is carried on the SYN, SYN ACK, and ACK packets
that start the first subflow of an MPTCP connection, as well as the
first packet that carries data, if the initiator wishes to send
first. The data carried by each option is as follows, where A =
initiator and B = |istener

o0 SYN (A->B): only the first four octets (Length = 4).
0 SYNACK (B->A): B s token for this connection (Length = 12).

o0 ACK (no data) (A->B): A s token followed by B s token (Length =
20) .

0 ACK (with first data) (A->B): A's key followed by B s key foll owed
by Data-Level Length, and optional Checksum (Length = 22 or 24).

The contents of the option is determ ned by the SYN and ACK fl ags of
the packet, along with the option's length field. For the diagram
shown in Figure 1, "sender" and "receiver" refer to the sender or
recei ver of the TCP packet (which can be either host).

If the sender of the initial SYN supports both SHA-1 (as specified in
[3]) and application-layer, it can set both Gand Hbits to "1". The
sender of the SYN ACK can then make a decision as to which node to
support, and selects only one of those bits in the SYN ACK.
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2.2. MP_JA N Changes

The MP_JO N exchange remai ns al nost the sane:

[-----mmm - >
| < |
| ACK |
HVMAC- A = HVAC( Key=( Key- A+Key-B), Msg=(R-A+R-B))
HVAC- B = HVAC( Key=( Key- B+Key-A), Msg=(R-B+R-A))

Figure 2: Exanple Use of MP_JAN

However, the token presented is now 64 bits. The key used in the
HVAC exchange here is provided by the application |layer. Oherw se,
there are no other changes to the handshake. Note, however, that an
MP_JO N nessage cannot be sent until the application | ayer protocol
has determ ned that the key exchange has conpl et ed.

Dependi ng on t he key-exchange protocol that is in use at the
application layer, it my be that the client already knows the key,
while the server is not yet aware of it. In that case the server

m ght receive SYNtMP_JON with a valid token, but the MPTCP-state on
the server has not yet been populated with the key. The server nust
silently drop in that case the SYNtMP_JON. The client wll
retransmt its SYN+MP_JO N and eventual |y the application on the
server will have popul ated the MPTCP-state with the key.

2.3. Data Sequence Nunmber Changes

The Initial Data Sequence Nunmber for each host involved in an MPTCP
connection is, by [3], derived fromthe SHA-1 hash of the key. |If
application-layer authentication is selected, the | DSN MJST i nstead
be derived fromthe nost-significant 64 bits of the SHA-1 hash of the
t oken.
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2.4. WMP_FASTCLCOSE Changes

MP_FASTCLOSE is the other nethod that uses the key in [3]. Gven
there is no know edge as to a potential key's sensitivity, it can no
| onger be said that a key should be sent here. Instead, a truncation
of the 64 nost-significant bits of the SHA-1 hash [4] of the key
shoul d be used.

3. Security Considerations

This draft is proposing a mechanismthat would all ow an application-
| ayer protocol to provide security, rather than relying on a

cl eartext exchange of the keys. As such, this docunent itself does
not introduce any additional security concerns, but provides a
mechani sm by whi ch additional security could be added to the MPTCP
handshake, dependi ng on the authentication method used at the
application | ayer.

4. | ANA Consi derati ons
Thi s docunent woul d update the "MPTCP Handshake Al gorithns" sub-

regi stry under the "Transm ssion Control Protocol (TCP) Paraneters"
registry, based on the flags in MP_CAPABLE, to add the foll ow ng

al gorithm
e NS B +
| Flag Bit | Meani ng | Ref er ence
S o m m e e e e e e e e e e e e e maamn S +
| G | Application-layer Authentication | This document |
. oo e e e e e e a oo oo - R +

Tabl e 1. MPTCP Handshake Al gorithms
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