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Abstract

Multiple Interface Nodes (MF Nodes) may use their Miltiple
Interfaces to perform Mbility, Miltihomng. Then, these MF Nodes
may al so nmanage traffic between these Multiple Interfaces. Because
| Psec has not been designed for Multiple Interfaces, MF Nodes have
difficulties to benefit fromMF features with | Psec protected
communi cati ons.

Thi s docunent provides use cases where | Psec protected conmuni cations
woul d take advantage of MF features. Fromthese uses cases, we
identify the different | Psec features MF Nodes would require. Then,
we expose the limtations of the | Psec related protocols | KEv2 and
MOBI KE regarding to these MF features before listing the MF | Psec
Security Requirenents that should be address by a extension of |KEv2
or MBI KE.
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1

Requi renents notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

I nt roducti on

| Psec protocol suite [RFC4301],[ RFC5996] is mainly used to:

- Extend a trusted domain over an untrusted network: This typically
corresponds to the Virtual Private Network (VPN) use case. A
Security Gateway is a trusted entry point to a trusted network.
The end user is connected to an untrusted network and tunnels
its traffic to the Security Gateway in a encrypted tunnel using
the | Psec tunnel node. The Security Gateway decapsul ates the
traffic and forwards it on the trusted network. Once the
traffic is in the trusted network it is usually not encrypted
anynore. |In other words, the traffic is protected fromthe end
user termnal to the Security Gateway, that it to say over the
untrusted networ k.

- Provide end-to-end security: Wth end to end security, the traffic
is protected fromthe source - or the end user in our case - to
the destination. The traffic does not require to be tunnel ed,
and any segnents of the network between the end user and the
destination is considered as untrusted. Wth end-to-end
security, one does not require encapsul ation, and the |Psec
transport node can be used.

| Psec [ RFC4301], [RFC5996] and its tunnel node Mbility and

Mul ti hom ng extensi on MBI KE [ RFC4555] have not been designed for

Multiple Interface environnent. As such MF Nodes cannot take ful

advantage of MF features with I Psec protected conmunications. In

order to may | Psec protected comuni cations conpatible with MF

features, |IPsec / | KEv2 extensions MJST be designed so:

- Mobility, Multihom ng and Miultiple Interface features can be

provided for both IPsec tunnel and transport node.

- I Psec nodes can dynami cally ADD an new Interface for all ongoing

| Psec protected comruni cations

- I Psec nodes dynami cally REMOVE an old Interface for all ongoing

| Psec protected conmuni cations

- I Psec nodes can perform soft and hard handover handover

- I Psec nodes can manage | Psec traffic over Miultiple Interfaces by

selecting the I Psec Security Association a Multiple Interface

operation (ADD, REMOVE, Soft/Hard Handover, Miltihom ng) occurs.
This includes selecting a subtraffic as well as performng a
Multiple Interface operation over nultiple Security
Associations in a single | KEv2 exchange.
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4.

4.

4.

The follow ng docunent is structured as follows: Section 4 provides

t he use cases that notivated this docunent. This use cases show how
| Psec currently do not fit with MF features. From Section 4, this
docunent identify IPsec MF features in Section 5. For each feature,
this docunent points how I Psec is inpacted. Follows Section 6 with
descri bes the problem statenent by showi ng the current limtation of

| KEv2 and MOBI KE protocols over the IPsec MF features. Finally
Section 7 provides the MF I Psec requirenments that should be
considered by an IPsec / | KEv2 extension so that | Psec comuni cations
can take full advantage of the MF features.

Ter m nol ogy

In this docunent, we use the follow ng term nol ogy:

- | Psec Node: desi gnates a node that has one or nore active
Security Associations with another |Psec node.

- M F Node: desi gnates a node that has Multiple Interfaces.

- Mobile Node (MN): designates a Node that is likely to perform
Mobi lity.

- Correspondent Node (CN): desi gnates the node a MN has establi shed
conmuni cations with.

- Radi o Access Network (RAN): desi gnates the Cellular Access
Net wor kK managed by | SPs

- Wreless Local Area Network (W.AN): designates the WFi Access
Net wor k not necessarily managed by | SP.

Note that | Psec Node, MF Node, Mobile Node and Correspondent Node
are i ndependent designations, and that a given Node can be desi gnated
with nore than one designation.

Use Cases Scenari os

This section provides various use cases where MF nodes would like to
t ake advantage of MF features for |IPsec comuni cations.

1. O fload Use Cases
1.1. D fferences between RAN and WLAN requires MF and Security

Radi o Access Network (RAN) are not expected to be able to support the
demand for nobile data. As such, ISPs are |looking to offload the
communi cations currently supported by RAN to WLAN networks. RAN and
WLAN have di fferent characteristics, and the Mbile Node is expected
to overcone these differences:
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- WLAN does not handle with Mbility: RAN are managed by the | SP
which is responsible for handling the Mbile Node Mbility with
mul ti pl e handovers between the RAN cells. Handover is
performed with the Radi o Layer, making Mbility transparent to
the IP layer. W.AN Access are not expected to communi cate
bet ween each other. They eventually may belong to different
| SPs or I P Networks and thus provide different | P addresses to
their attached nodes. Therefore, when the Mbile Node noves
fromone WLAN Access Point to another one, its |IP address nay
be changed. The Mobile has to deal with these changes of |IP
address. W.AN Mobility is handl ed by the Mbile node whereas
RAN Mobility is handl ed by the Network.

- WLAN may be untrusted NetworKks: RAN i s managed by the ISP which
is responsi ble of each of the RAN Access Points, and the Mbile
Node has a trusted relationship with the ISP it has subscri bed
to. As aresult, ISP Network behind the RAN Access Point is
considered as a trusted network, and only the attachnent from
the Mobile Node to the Access Point needs to be secured. Layer
2 or Radio Layer was sufficient to provide a secure attachment
to a trusted network. On the other hand, W.AN Access Points
may be provided by various third parties, that may not have
trusted relations with the I1SP. W.AN Access Point may be
managed, for exanple, by an independent provider, an Hotel, an
individual. As a result, no trusted relationship exists
bet ween the Mobil e Node and the WLAN Access Point, and secure
attachnment to a trusted network requires upper |ayer security.
Thi s docunent considers securing the IP layer with | Psec
[ RFC4301] .

- WLAN are unreliable Networks: In addition to a trusted
relati onship, the Mobile Node and its | SP have al so
avai lability constraints. Since WLAN Access Points nmay not be
managed by the ISP, they may have no reliability or Quality of
Service constraints toward the connected Mbile Nodes. For
exanple, if a Mobile Node is attached to a DSL box, nothing
prevents the owner of the DSL box to reboot its box or
di sconnect the attached Mbile Nodes. To overcone the Network
unreliability, we consider, in this docunent two different
mechani snms 1) Miul ti hom ng and 2) Sinultaneous Use of Miltiple
Interfaces. Both nechanisns require the Mobile Node is able to
to be attached to vari ous W.AN Access Points and so, to have
Multiple Interfaces. Wth Miulti hom ng the Mbile Node runs a
communi cation on a single Primary Interface, and provides its
Correspondent Node Alternate | P addresses that may be used if
the the Primary Interface is not reachable. Wth Sinultaneous
Use of Multiple Interfaces, the Mbile Node is able to spread
its comuni cations between the Interfaces which | ower the
probability a communication is interrupted. Furthernore, the
Mobi | e Node may al so use the different Interfaces for a given
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conmuni cation al so known as bandw dth aggregation. Miltihom ng
and Sinmultaneous Use of Miultiple Interfaces may al so be

conmbi ned. SCTP [ RFC4960] and MPTCP [ RFC6182] have especially
been designed to inplenent these nmechani sms.

4.1.2. Ofloading Internet Access from RAN to W.AN

In this section, we consider that the ISP offload Internet Access by
provi ding the Mobile Nodes a Security Gateway as a security entry
point to the ISP trusted network. The Mobile Node builds an | Psec
tunnel to the Security Gateway. This IPsec tunnel extends the
trusted Network over the W.LAN untrusted Network, and thus overcone

t he WLAN untrusted issue.

To overcone the Mobility issue, the Mbile Node is able to update the
| P address provided by the WLAN Access Point. Note that in this
section, because the conmmunication is tunneled to the Security
Gateway, Mobility is perfornmed by updating the outer | P address. The
outer I P address is defined by |IPsec and so Mbility can be perforned
by updating the I Psec configuration. Updating the outer |IP address
of the tunnel results in Hard Handover Mbbility and does not require
Multiple Interfaces. On the other hand, Soft Handover Mdbility
requires Miultiple Interfaces. Soft Handover Mbility may be
performed before the new Interface is available, simlarly to the
Hard Handover. We note, in this docunent, UPDATE and SOFT_HAND OVER
t he respective Hard Handover and Soft Handover Mbility. On the

ot her hand, Soft Handover may al so be performed once the Mbile Node
has at |east two active Interfaces. |In fact, in nost cases, the
Mobi | e Node may not know which Interface is going to be used, so it
may be wise to use Multiple Interfaces, and provide tine to the
connecti on manager to decide which Interfaces are to be used or
renoved.

In order to take advantage of the Miultiple Interfaces, when the
Mobi | e Node detects a new Access Point and is assigned a new | P
address, it may be able to select a communication and be able to ADD
this Interface toit. Simlarly, it also may be able to REMOVE this
Interface fromthe comuni cation

Note that IPsec is using a ordered Security Policy Database (SPD).

Unl ess the system has been designed with per Interface SPD, the
Interface used by the outgoing tunnel is defined by the first SPD

mat ch. Qutgoi ng packets with the sane | P source and destination wll
al ways match a single Security Policy and use the sane Interface. As
aresult, to take full advantage of Multiple Interfaces, SCTP or
MPTCP shoul d be used so to enable different source IP. Mre details
are provided in Section 4. 2.
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In addition to the MPTCP / SCTP Miultiple Interface features, the
Mobi | e Node overcome WLAN unreliability with Multi hom ng and Traffic
Sel ections. Miltihom ng nakes possible the Mbile Node to informits
Correspond Node Alternate | P addresses. These | P addresses MJST be
used if the currently used I P address is not reachabl e anynore.
Traffic Sel ecti on makes possi bl e connecti on nanagers to spread
traffic anong nmultiple Interfaces and to select the Access Network
for each ongoi ng comuni cations. SELECTCORs are used to define the
comuni cation the UPDATE, ADD or REMOVE action is perforned.

4.1.3. Ofloading Services fromRAN to WLAN

In this section we consider end-to-end security. Wth Ofloading

I nternet Access, only the segnent between the Mbile Node and the
Security Gateway is secured with IPsec. Wth end-to-end security,

t he communi cation fromthe Mbile Node to the Correspondent Node is
secured with I Psec. End-to-end security can be set both with the

| Psec tunnel node or with the I Psec transport node. Using the |Psec
transport node ovoids the tunnel overhead, and nmakes the system nore
dynamic. This nmakes the I Psec transport node preferred for
applications with real tine constraints. Conpared to the Security
Gateway architecture, end-to-end security avoids routing

i ndirections, nmakes | Psec platforns depl oyed on a per services base
whi ch eases their | oad control and resource all ocation.

When end-to-end Security is provided with the I Psec tunnel node, one
can refer to Section 4.1.2. 1In the remaining of this section, we
consi der the | Psec transport node is used.

Unli ke the Security Gateway architecture that uses the | Psec tunnel
node, the transport node cannot perform Mbility. Mbility has to be
performed by other protocols. SCTP and MPTCP are exanpl es of
protocols that may make Mobility possible with Miltiple Interfaces.

O her mechani sns |i ke session resunption nechani sns can al so be
performed, for exanple, at the application |layer. These upper |ayer
mechani snms provide the ability to UPDATE, ADD or REMOVE an Interface
to a given comruni cation

Thus, with the I Psec transport node, |Psec Multiple Interface
features should be seen as configuring the I Psec | ayer so these upper
| ayer nmechani snms can be applied on a | Psec protected conmmuni cati on.

As a result, our Mbile Node is expected to be able to select an

| Psec protected comruni cation identified by its Security Associ ation.
For that sel ected comunication, the Mbile Node MIST be able to
UPDATE the | P addresses so that Hard Handover Mdbility can be
performed by upper |ayer nechanisns. The Mbile is also expected to
ADD or REMOVE an Interface so that upper |ayer nmechanisnms can perform
Mobility Soft Handover or performtraffic managenent between the
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various Interfaces.
4.2. Virtual Private Network (VPN

Conpani es usually extends their private network by using | Psec VPN
The architecture used for VPN is very simlar to the one described in
Section 4.1.2. The architecture is the same, that is a Mbile Node
tunnels is being assigned a private |IP address by the Security

Gat eway, and the comruni cati on between the private destination or
private proxy is tunneled in an | Psec tunnel between the untrusted
WLAN Access Point to the Security Gateway.

The main difference with the case described in Section 4.1.2, is that
W.AN i s not considered as an alternative to the Radi o Access Network,
and the VPN is intentionally initiated by the Mbile Node. Thus, the
mai n use case i s an enployee |ocated outside its conpany that set up
the VPN to access the conpany’s internal resources fromits PC. The
Mobi | e Node as | ong been expected to be nonadic, rather than Mbil e,
and MOBI KE addressed this use case with Hard Handover Mobility.

MOBI KE has been standardi zed in 2008, before i Phone has been
avai |l abl e (2009), and now VPN end users do not only want to access

t heir conpani es resources froma nomadi ¢ PC but al so from Smart phones
t hat have been wi dely avail able. Considering Smartphones rather than
PCs considerably increases the Mobility Requirenents of the today’s
VPN use case over the one in 2008. More specifically, Smartphones
are always connected, and sessions are constantly exchangi ng packets.
During a Hard Handover Mobility, packets may be lost. Wth an

i ncreasi ng nunber of sessions, and nore and nore exchanged data, the
nunber of | ost packets nmake reach the Replay Wndow counter. |f the
Security Gateway and the VPN client inplenents [ RFC6311], the VPN
client may renegotiate its | Psec counter. This adds an additional
negoti ation delay to the delay introduced by the | ost packets.

Wthout this mechanismthe VPN is broken and MJUST be re-established.
Soft Handover Mobility woul d reduce the nunmber of |ost packets over a
Hard Handover Mobility and avoids the client VPN to renegotiate the

| Psec counters.

Now, the VPN use case considers taking advantage of Miltiple
Interfaces in order to perform bandw dt h aggregati on and Soft
Handover Mobility. Simlarly to the use case described in

Section 4.1.2, when the Mbile Node detects a new Access Point and is
assigned a new | P address, it MJST be able to ADD this Interface to
the VPN. Simlarly, it also MIST be able to REMOVE this Interface
fromthe VPN, to performa Soft Handover Mdbility or a Hard Handover
Mobi lity.

As nentioned in Section 4.1.2, to fully take advantage of the
Multiple Interface features, |ike bandw dth aggregati on or Soft
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Handover Mobility, it is recommended to use protocols |ike MPTCP in
conbination with I Psec. However, regular VPN using TCP can stil
benefit fromusing Miultiple Interfaces.

First, if a Mobile Node is using MPTCP detects a new Interface, it
can ADD this new Interface to the MPTCP session. ADDing this
Interface to the I Psec |ayer neans that we consider two tunnels one

t hat tunnels the packets fromthe old interface, and one that

consi ders the packets fromthe new Interface. Wich Interface wll
be used as the outer |IP address will be defined by the Security
Association. |If the Mbile Node is using TCP, the new Interface
cannot be added to the TCP session. Using the two Interfaces would
mean that the | Psec Security Association would alternatively use one
or the other Interface. This MAY be done by using Security Policy
Dat abases per Interface in conjunction of a traffic | oad bal ancer

t hat woul d bal ance the traffic between the two Interfaces. However,
current systemuses a centralized Security Database which is an order
dat abase. Security Associations are mainly indexed with |IP addresses
and ports. In the case of TCP these val ues does not change, and a
single Security Association is chosen, thus making all traffic going
to a single Interface. Wth TCP, ADDi ng an Interface woul d nean
creating a Security Association that tunnels the TCP session to the
new Interface. This Security Association SHOULD have a | ower order
than the Security Association tunneling the TCP session to the old
Interface, which prevent the TCP session to be interrupted during the
negotiation. Once set, the Mbile Node is sending the TCP session
packet to the old Interface, but is likely to receive |Psec packets
on both Interfaces. This is the property we use to perform Soft
Handover Mobility by changing the order between the two Security
Associ ations. This prevents packet |ost.

4. 3. | Psec as a distributed firewall

Some conpani es are using | Psec to secure their private network and
prevent unauthorized hosts to be connected to the servers. The |Psec
property used in that case is the authentication part rather than the
confidentiality and encryption part. Simlarly end-to-end security
is usually using the | Psec transport node. Resources MAY be accessed
by PCs and Smart phones connected over WLAN Access Points.

When t hese devices are assigned new | P addresses, they currently
cannot update their |Psec Security Association and need to re-

negoti ate a new | Psec Associ ation. Negotiation and authentication
interrupts or delay the ongoing session. Updating the |IPsec
configuration would avoid to performthe re-authentication. Miltiple
Interface properties woul d make possi ble Soft Handover. Currently
none of this actions can be perforned, and MBI KE has only consi dered
Mobi ity Hard Handover for the IPsec tunnel node.
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4.4. doud Conputing distributing Security Domains

Wth Coud conputing, nultiple security domains nay be hosted on
vari ous pieces of hardware connected via IPsec. As a result these
different pieces of hardware are exchangi ng information using
multiple I Psec sessions - at |east one per security domain. Wen a
pi ece of hardware is changing its |IP address, or when it acquires a
additional Interface, it currently needs to renegotiate each | Psec
connection separately. Wth the tunnel node and MOBI KE, re-

aut henti cati on can be avoi ded. MBI KE makes possi ble Miltihom ng,
Hard Handover Mobility. Al other operations requires a per Security
Associ ation negotiation, which may include or not a re-

aut henti cati on.

In this case, hosts want to be able to update Security Association in
| Psec transport node and in Tunnel node. Then the hosts want to be
abl e to announce Interface changes in a single announcenent, avoi di ng
the per Security Association announcenent. On the other hand, | oad
bal anci ng the resources may al so require nobility, to be perforned
only for a subtraffic. Soft Handover Mdbility may al so be used for
traffic managenent, so the hosts need to be able to sel ect sone | Psec
conmuni cat i ons.

5. | Psec MF features

Fromthe different use cases detailed in Section 4, we identify the
following I Psec MF features.

5.1. Miltihom ng

Multihomng is the ability to provision Interfaces in case the
running Interface is not reachable anynore. For an |Psec secure
comuni cation, the EU wants to provide one or a range of Alternate IP
addresses that MJUST be used in case the Primary Interface is not
reachable. The difference with ADDing an interface to an given
communi cation is that with Multi hom ng the Alternate MJST be used
only if the Primary Interface is not reachable.

On an | Psec point of view, it neans that |Psec MJST be configured to

DI SCARD any packets of the communication unless the Primary Interface
is not reachable. When the Primary Interface is not reachable, then

| Psec MUST be configured to PROTECT or BYPASS the traffic for the

gi ven communi cati on
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Hard Handover Mbobility

Hard handover Mobility is the ability for a host to update an
Interface with anot her.

On an | Psec point of view, Mbility Hard Handover consists in

nodi fying an existing Security Association. More specifically, the

| P addresses used as the selectors of the Security Associati on MJST
be nodified when the transport node is used. Wen the tunnel nobde is
used, the tunnel 1P addresses MJST be nodifi ed.

Soft Handover Mdbility

Soft Handover Mobility is the ability for a host to snoothly nove
traffic fromone Interface to the other. Soft Handover requires that
the host is able to handle two Interfaces.

On an | Psec point of view, Soft Handover Mbility consists in ADD ng
an new Security Association that is derived froman existing

est abl i shed Security Association and then REMOVi ng the existing
Security Association.

When the | Psec transport node is used, Soft Handover MJST be
performed in conjunction with upper |ayer nechanisns |ike those
provi ded by SCTP, MPTCP or session resunption.

Dynami ¢ addition of an Interface

Dynam ¢ addition of an Interface is the ability for a host to send
traffic of an ongoi ng communi cation to a additional and new y added
Interface

On an | Psec point of view, dynam c addition of an Interface requires
to create a new Security Association derived froman existing
Security Associ ation.

Dynam c renoval of an Interface
Dynami ¢ renoval of an Interface is the ability for a host to
configure all its sessions so that traffic is not sent or received
froman still existing or not anynore existing Interface.

On an | Psec point of view, this consists of renobving all or a subset
of Security Association that concerns a given Interface and
di scarding the traffic sent to or received on this Interface.
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5.6. Traffic Sel ection

Traffic Selection consists in selecting a single, a set or al
comuni cations in order to performan action.

On an | Psec point of view, Traffic Selection consist in selecting a
the single, a set or all Security Association associ ated between two
hosts. This makes possible to apply a | Psec action on a given
subtraffic as well as to configure nmultiple Security Associations in
a singl e exchange.

0. Pr obl em St at enent
6. 1. MOBIKE |imtations

MOBI KE [ RFC4555] is the I KEv2 extension that has been designed to
handl e Mobility and Multi hom ng. However, it presents the follow ng
limtations:

- MOBI KE does not consider the transport node: MOBI KE has only been
desi gned for the Tunnel node.

- MOBI KE has not been designed for Miultiple Interfaces: MOBI KE has
only been designed for a single Interface.

- MOBI KE does not consider Soft Handover Mbbility: MOBI KE has only
been designed for Hard Handover Mbility. |In fact a Soft
Handover Mobility would require the sinultaneous use of two
Interfaces. Since MOBIKE has only been designed for nodes with
a single Interface, Soft Handover Mbility is out of scope of

MOBI KE.
- MOBI KE does not consider Mbility or Multihomng for a specific
conmuni cat i on: In fact MOBI KE has been designed for nodes with a

single Interface, thus Mobility or Miltihom ng operations
affect all tunneled |IPsec ongoi ng conmuni cati ons, as well as
the | KEv2 signaling channel.

6. 2. IKEV2 imtations

| KEv2 [ RFC5996] has been designed to negotiate Security Associ ations.
It has neither been designed to handle Mbility nor Miltihom ng.

Mul tiple Interface operations |ike ADD REMOVE and therefore
SOFT_HAND OVER can be considered as a | KEv2 or conbi nations of |KEv2
oper ati ons.

Wien a new interface is detected by the end user, it my add it to
the current communi cation by negotiating a new Security Association
i ndependent fromthe Security Associations that already exist. A
conpl ete | KEv2 exchange that includes the authentication can be
initiated. However, this includes a 4 nessage exchange, with an
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aut hentication that may delay of a few seconds the Security

Associ ation negotiation. To avoid re-authentication, the

CREATE_CHI LD exchange can be used for that purpose. However, the

CREATE_CHI LD exchange presents the following limtations:

- CREATE CH LD is not mandatory for |KEv2: Thi s neans that al
| KEv2 inpl enentations do not provide the ability to renegotiate
the I Psec Traffic Selectors of a given Security Association.

- CREATE _CHI LD support is not advertised to the peers: Whet her an
| Psec node inplenments or not the CREATE _CHI LD exchange i s not
advertised. This MAY result in breaking a comrunication. For
exanple, a | Psec Mobile Node may initiate a CREATE CH LD
exchange for a Mbility Hard Handover that is rejected by the
Cor respondent Node.

- CREATE CHI LD is a 2 packet exchange: In the case of Soft Handover
two exchanges are required, which nakes soft Handover as a 4
packet exchange. Mbility operations are sensitive operations
and shoul d be as straight forward as possible, with a single
exchange.

- CREATE_ CHI LD is a per SA negotiation: In the case a Mbile Node
has Multiple IPsec Security Associations with its Correspondent
Node, Muiltiple CREATE CHI LD exchanges are required. Mbility
operations are sensitive operation and should be as strai ght
forward as possible. One exchange is expected. For a Mbile
Node sharing n I Psec Security Associations with its
Correspondent Node, a Soft Handover with CREATE_CHI LD woul d
require 2 * n CREATE _CHI LD exchanges. W expect this nunber of
exchanges to be reduced to 1

- CREATE CHI LD i s conpl ex: The CREATE_CH LD exchange has been
designed to conpletely renegotiate a Security Association. As
aresult, all paraneters of the Security Associ ation Dat abase
can be nentioned. This results in quite conplex exchange,
which is the reason |ightweight | KEv2 inplementati ons are not
required to inplenment this exchange. The Multihom ng, Mbility
operations in this docunent do not interact w th other
paraneters than the | P addresses associated to the Security
Associ ation. W expect a nuch appropriate an sinpler syntax.

To REMOVE an Interface, |KEv2 provides the DELETE Notify Payl oad.
This exchange is quite straight forward but:
- DELETE is a per SA exchange: (see CREATE CHI LD item

SOFT_HAND OVER can be considered as a conbi nati on of ADD and REMOVE
actions. However neither |1 KEV2 does not provide the ability to
performthemw th a single nessage exchange. For performance issues,
we want that Soft Handover Mobility can be performed with a single
nessage exchange (SCOFT_HAND OVER).

| KEV2 does not provide the ability to select a set or all Security
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Associ ations associated to an Interface. Traffic Selectors are
negotiated to define the traffic selectors associated to an Security
Association. As a result IKEv2 only provides the granularity for a
single Security Association or for all Security Association
associated to an | KEv2 channel or IKEv2 session. This granularity
does not ease traffic nmanagenent based on Interfaces.

7. |1Psec MF Requirenents

Finally, MF requires |IPsec /IKEv2 / MBI KE to be extended so:

- Mobility, Multihom ng and Miultiple Interface features can be

provided for both IPsec tunnel and transport node.

- I Psec nodes can dynami cally ADD an new Interface for all ongoing

| Psec protected comruni cations

- I Psec nodes dynami cally REMOVE an old Interface for all ongoing

| Psec protected conmuni cations

- I Psec nodes can perform soft and hard handover handover

- I Psec nodes can manage | Psec traffic over Miultiple Interfaces by

selecting the I Psec Security Association a Multiple Interface

operation (ADD, REMOVE, Soft/Hard Handover, Miltihom ng) occurs.
This includes selecting a subtraffic as well as performng a
Multiple Interface operation over nultiple Security
Associations in a single | KEv2 exchange.

8. Security Considerations

The whol e docunent sets MF requirenents for a security protocol.

9. | ANA Consi der ati ons
There is no | ANA consi derati on here.
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