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Abstract

Hybrid access (HA) all ows sinultaneous usage of nultiple access
links. Advantages are increased bandw dth and inproved resilience.
Thi s docunent presents LISP Hybrid Access (LISP-HA), a nmechanismto
provi de HA based on LISP technol ogy. The docunment discusses
potential changes needed to perform dynam c | oad-bal anci ng and per
packet | oad-bal anci ng, which both increase the efficiency of HA. To
that end, nodified usage of sone fields in the LISP header is
proposed. Discussed use cases include the bundling of multiple
access technol ogi es for nobile devices and residential access
routers. Additionally, we provide sonme considerations how LI SP-HA
can be depl oyed by providers.
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| nt roducti on

Hybrid access (HA) enables a device to simnmultaneously use nmultiple
access links both in upstream and downstream direction. A challenge
of HAis to nmake | oad balancing of the traffic onto nmultiple paths
transparent to endpoints. HA may be supported on various |ayers.

Mul tilink PPP (M.-PPP) [RFC1990] offers support for fragmented
protocol data units (PDU) on the sane |ocal network. Therefore, it
cannot conbi ne network | ayer paths so that it is unable to bundle
pat hs provided by different Internet service providers. A network
architecture for HAis presented in

[1-D. 1 hwxz- hybri d-access-network-architecture]. It focuses on
bundling DSL and LTE for residential access by neans of dedicated
custoner prem ses equi pnent (CPE) which does not support nobile
devices in general. Miltipath TCP (MP-TCP) | everages nultiple paths
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on the transport |layer [RFC6824]. It requires both source and
destination endpoint to support MP-TCP. MP-TCP proxies are currently
di scussed for inter-operation with non-MP-TCP nodes

[1-D. hanpel - npt cp- proxi es-anchors]. HA can be al so supported by M-
TCP, but that approach is |imted to TCP traffic. Furthernore,
supporting policies such as cheapest link first seens chall engi ng
with this approach

LI SP by itself has basic capabilities to support HA with static | oad
bal ancing that is not agnostic to current |ink | oads and
characteristics. That neans, a nultihonmed LI SP xTR nay perform

i nbound traffic engineering. This is achieved by setting appropriate
wei ghts for nultiple RLOCs in regi ster nessages so that it receives
traffic over nore than a single interface. Qutbound traffic may be
sent over nultiple interfaces according to |ocal policies.

Thi s docunent proposes LI SP-HA as a novel solution for HA wth
i nproved | oad bal ancing capabilities for better resource efficiency.

2. Term nol ogy

Hybrid Access (HA): Using two or nore access lines to inprove
bandwi dth and resilience; both technol ogies are used at the sane
tinme.

Mobi |l e Node (MN): A LISP node that includes its own xTR and can
connect to nore than a single network at a tine
[1-D. nmeyer-lisp-m].

Mappi ng System (MS): The LI SP Mappi hg System as defined in RFC 6830
[ RFC6830] .

LI SP Tunnel Router (xTR): A conbination of |ITR and ETR [ RFC6830] .

LI SP Proxy Tunnel Router (PxTR): iUsed to conmunicate with the
| egacy Internet [RFC6830].

LI SP Reencapsul ati ng Tunnel Router (RTR): LISP router to forward
LI SP- TE packets [I-D.farinacci-lisp-te].

LI SP NAT Traversal Router (NTR): A LISP router that allows to
communi cate with LI SP nodes behind a NAT
[1-D.ermagan-1isp-nat-traversal].

LI SP Canoni cal Address Format (LCAF): Extension to the AFl type

systemto associate the AFl, e.g. wth policies
[I-D.farinacci-lisp-Icaf].
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Explicit Locator Path (ELP): A mapping storing a sequence of RLOCs,
i ndicating RTRs that receive and forward LI SP packets to the next
RLOC in that |ist; defined by LISP-TE [I-D.farinacci-lisp-te].

Hybrid Acces xTR (HAXTR): An xTR with nultiple RLOCs that supports
LI SP- HA.

Hybrid Access RTR (HARTR): An RTR that supports LI SP-HA

Hybrid Access Load Bal ancing (HALB): Function in HAXTR and HARTR
that distributes traffic over nultiple paths.

Hybrid Access Reorder and Feedback (HARF): Function in HAXTR and
HRTR that reorders traffic sent by a correspondi ng HALB over
mul ti pl e paths and provi des feedback about the link condition to
t he HALBs.

3. LI SP- HA- Archi t ecture

This section describes the basic operation of LISP-HA as well as
policy-based path selection, its operation with LI SP nodes behind
NATs, extensions for dynam c | oad bal anci ng, and extensions for
packet - based | oad bal ancing. Finally, we consider howit could be
useful for providers to operate their own HARTR

3.1. Basic Operation

LI SP-HA all ows to | oad-bal ance traffic over nultiple paths between a
HAXTR and HARTR. This is transparent to nodes not on the path

bet ween HAXTR and HARTR  Load- bal anci ng works in both directions,

t herefore, both the HAXTR and the HARTR i npl enent a HA Load Bal anci ng
function (HALB) and a HA Reconbi nation function (HARF).

We present how LI SP-HA nmekes EI Ds gl obally reachable over multiple

pat hs bet ween HARTR and HAXTR. To that end, we consider the setting
illustrated in Figure 1.
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Mappi ng System

| EIDO | ELP: RLOC-HARTR -> RLOC- HAXTR-0 |
EIDO | ELP: RLOC-HARTR -> RLOC- HAXTR-1 |

_________________________________________ +
+--m--- +
+----- | Wi |----+
| R o
I I
I I
e —— + T + T + e —— +
| EIDO |---]| HAXTR | | HAR |--- ... ---] EIDL
N + | HALB/ HARF | | HALB/ HARF | S - +
Fommmmen e + Fommmmen e +
I I
I I
I Ho-- - - + I
+----- | LTE |----- +
+- - +

Figure 1. LISP-HA | oad-bal ances traffic between HAXTR and HARTR over
mul ti pl e network | ayer paths.

A HAXTR is configured with the address of a HARTR and registers its
EID prefixes at the M5s. To that end, it uses explicit |ocator paths
(ELPs), containing the RLOC of the HARTR in the penultinmate positoin
of the ELP and one of its own RLOCs in the |ast position of the ELP
The HAXTR nust send one regi ster nmessage for each of its RLOCs and
over the interface that corresponds to that RLOC so that the M5 can
detect whether the HAXTR i s behind a NAT

The HALB functions of the HAXTR and the HARTR distribute the traffic
over nultiple network | ayer paths between them Flow based or
packet - based | oad- bal anci ng may be supported.

Figure 2 shows a comuni cation scenario between two LI SP nodes. The
HAXTR i s connected to the Internet / LISP net over nmultiple access
technol ogi es and LI SP-HA is applied between HAXTR and HARTR. The
endpoi nts EIDO and ElI D1 exchange nessages over the HAXTR, the HARTR
and the xTR. The figure shows the destination ElDs and RLOCs of

t hese nessages. The HAXTR/ xTR add RLOCs to the nessages through
encapsul ati on, the HARTR exchanges the RLOCs, and the xTR/ HAXTR
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remove RLOCs fromthe nessages through decapsul ation. The HAXTR and
XTR add RLOCs to the nessages through encapsul ati on and t he HARTR
exchanges the RLOCs. In upstreamdirection, the HAXTR adds the RLCC
of the HARTR and sel ects the path by choosing the appropriate
interface. The HARTR exchanges its own RLOC by the RLOC of the xTR
In downstream direction, the xTR adds the RLOC of the HARTR as
specified in the ELP. The HARTR exchanges this RLOC with the
appropriate RLOC of the HAXTR. Thereby the desired path is sel ected.

Upst ream exanpl e:

EID0 ---> HAXTR ---> HARTR ---> xXTR ---> El D1
El D1 El D1 El D1 El D1
RLOC- HARTR RLOC- xTR

Downst r eam exanpl e:

EID0 <--- HAXTR <--- HARTR <--- XxTR <--- El D1
El DO El DO El DO El DO
RLOC- HAXTR- i RLOC- HARTR

Figure 2: Destination EIDs and RLOCs of a LISP packet between two
comuni cat i ng endpoi nts.

3.2. Message Sequence Diagram for Basic Operation.

Figure 3 and Figure 4 illustrate the basic operation of LISP-HA by a
di agram showi ng all control and data nessages exchanged to send data
i n upstream and downstream direction. |In both cases we assune that

t he HAXTR and the XTR have regi stered their EIDsi EIDO and EI Dl at
the M5, but the required mappi ngs are not available in caches.

When the endhost with EIDO starts sending data to EID1, it forwards
themto its HAXTR. The HAXTR requests the mapping for RLOC of EID1
fromthe M5 to verify that EIDL is globally reachbl e before sending
it to the HAXTR. The HAXTR encapsul ates the packet with the
configured address of the HARTR as destination RLOC, using the access
line selected by its HALB. Upon receipt of the packet, the HARTR

al so requests the mappi ng for EIDl, exchnages the destination RLOC in
t he packet with the RLOC of the XTR provided in the map-reply and
sends the packet to the xTR  Upon receipt, the xTR decapsul ates the
LI SP packet and forwards it to the endhost with ElD1.
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El DO HAXTR \S3 HARTR XTR El D1
dat a
----------- >
request for EIDL
---------- >
reply containing RLOC- XxTR
K m e - =
LI SP data with dst: EID1 / RLOC- HARTR
_____________________ >
request for EIDL
P,
reply containing RLOC- XxTR
---------- >
LI SP data dst: El D1/ RLOC- xTR
----------- >
dat a
---------- >

Figure 3. Message sequence diagram for upstream conmuni cati on.

When endhost with EIDlL starts sending data to EIDO, it forwards them
to its xTR.  The HAXTR requests the mapping for EIDO fromthe M5,
receives the ELP for EIDO, encapsul ates the packet with RLOC- HARTR
and sends it to the HARTR. Upon recei pt of the packet, the HARTR
requests the mapping for EIDO fromthe M5. The HALB function of the
HARTR sel ects the path to the HAXTR, the HARTR exchanges the
destination RLOC in the LISP packet with RLOC- HAXTR and sends the
packet over the determ ned path. Upon receipt, the HAXTR

decapsul ates the LI SP packet and forwards it to the endhost with

El DO.
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El DO HAXTR \S3 HARTR XTR El D1
dat a
e e e e o - -
request for EIDO
Ko e e e e e e e mm - =
reply containing ELP: RLOC- HAXTR-i -> HARTR
_________________ >
LI SP data wi th dst: El DO/ RLOC- HARTR
Ko e e e e - = -
request for EIDO
P,
reply containing ELP: RLOC- HAXTR-i -> HARTR
---------- >
LI SP data with dst: El DO/ RLOC- HAXTR- i

Figure 4. Message sequence di agram for downstream conmuni cati on.
3.3. Policy-Based Path Sel ection

For specific kinds of traffic, e.g., for realtinme comunication, the
usage of specific paths may be desired. LI SP-HA supports such

requi renments through LI SP LCAF extensions both on upstream and
downstream To that end, the HAXTR is configured with LCAF

extensions, e.g., indicating that traffic for realtime comunication
must be forwarded over a specific path. The HAXTR uses this LCAF as
| ocal policy to encapsulate the traffic. In addition, Tthe HAXTR

registers the sane LCAF at the M5. As a consequence, XTRs
encapsul ate traffic towards the HAXTR using the specific RLOC in the
LCAF.

3.4. (Operation of an HAXTR behi nd a NAT

A HAXTR may be | ocated behind a NAT. W consider this case as this
scenario is common for HAXTRs connected via LTE.
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| EID0O | ELP; RLOC- HARTR -> RLOC- HAXTR-0 |
| EIDO | ELP: RLOC- HARTR -> RLOC- NTR |

S R S +
B +
+----- | Wi |----------- +
| oo + |
I I
I I
B + Fomm e + Fomm e + B +
| EIDO |---| HAXTR | | HARTR |--- ... ---] EIDL |
S R + | HALB/ HARF | | HALB/ HARF | L R +
TR + TR +
I I
I I
| R + +----- +
I | LTE | NAT |---| NTR |
TR + S g +

Figure 5. LISP-HA | oad-bal ances traffic between HAXTR and HARTRT
while part of the traffic traverses a NAT.

We show how LI SP-HA | everages existing LI SP NAT traversa
[1-D.ermagan-lisp-nat-traversal] so that it does not require
addi ti onal mechanisns to cope w th NATSs.

Figure 5 shows a HAXTR that is connected to the Internet / LISP net
via LTE and through a NAT. The HAXTR registers its RLOC at the M5,
the M5 detects that the RLOC in the LISP register nessage differs
fromthe RLOC in the outer header encapsulating it. As a
consequence, the MS does not register the mapping and infornms the
HAXTR proposing a list of potential NAT Traversal Routers (NTRs).
Then, the HAXTR sel ects one of the NTRs and registers again at the M5
via this NTR The NTR exchanges the RLOC in the mapping by its own
RLOC (RLOC-NTR). As a result, traffic for the HAXTR is directed to
the NTR which forwards it to the HAXTR  This nmechani sm works for
LISP-HA only if the HAXTR registers its ELPs over the correspondi ng
interfaces; otherw se the M5 cannot securely detect that the HAXTR i s
behi nd a NAT.
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The usage of general NTRs |eads to triangle routing and adds
significant delay which may be prohibitive. However, an NTR may be
conmbined with the HARTR and configured with the HAXTR so that
triangle routing and added path delay are avoi ded.

To cope with carrier grade NATs, nessages need to be exchanged
frequently enough over the NTR to avoid that NAT table entries are
removed. This, however, is to be fixed for the NIR draft
[I-D.ermagan-1lisp-nat-traversal]. Moreover, HAXTR and HARTR exchange
f eedback messages for dynam c | oad bal ancing frequently enough so
that NAT table entries wll not be renoved.

3.5. Extensions for Dynam c Load Bal anci ng

One goal of HAis to increase a HAXTR s overal |l access bandw dt h by
conmbi ning the bandwi dth of all available paths. However, static | oad
bal ancing | eads to statistical variations [MenthO6p] so that sone
pat hs are already overl oaded while others are underutilized. Dynamc
| oad bal anci ng takes the current | oad on the links into account and
can achi eve better resource utilization wthout overloadi ng paths.

We propose dynanic | oad bal ancing for LISP-HA with the purpose to

i ncrease resource efficiency, thereby providing higher bandwi dth to
the user. A challenge is that path properties |ike avail able
bandw dt h and del ay are possi bly unknown and vary over tine,
especially if the path is shared and includes wireless links. Also
flowrates vary over tine and the rate of elastic flows depends on
pat h characteristics. Nevertheless, incipient congestion can be
inferred fromincreasing path-specifc packet |oss and delay. So the
idea is to obtain feedback about path-specific packet | oss and del ay
and | everage this information for inproved |oad bal ancing. To that
end, the HARF functions continuously nonitor the quality of all paths
perceived by transmtted traffic so that the HALB can | everage pat h-
specific information about packet |oss and delay for |oad bal anci ng
decisions. In the followng we briefly explain how a pair of
correspondi ng HALB and HARF functions on a one-directional path can
obtain informati on about packet |oss and del ay.

To estimate packet |oss, the HALB function equi ps the overall packet
stream wi th sequence nunbers before | oad-bal anci ng them over nultiple
interfaces. These sequence nunbers are al so used for packet
reordering if needed.

The HALB function counts the nunber of packets sent per path up to
some checkpoi nt sequence nunber. The correspondi ng HARF functi on
counts the nunmber of packets received per path up to the sane
checkpoi nt sequence nunbers and reports themto the correspondi ng
HALB. The difference between the nunber of sent and received packets
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bet ween checkpoi nt sequence nunbers gives an estimte about packet
| oss per path.

Measuri ng packet delay between HALB and HARF is rather difficult as
their clocks may not be synchroni zed and have a drift. Therefore,
only relative del ays are neasured over tine.

The HALB equi ps packets with tinestanps before sending themto an
interface and the HARF conputes the difference to its current tine
upon receipt, yielding a biased packet delay due to potentially

m ssi ng cl ock synchroni zati on. Assumi ng that all biased packet

del ays have the sane bias, the evolution of the biased packet del ay
reflects the evolution of the real packet delay. The HARF reports to
t he HALB t he path-specific nunbers of recently received packets and
delay information. Delay netrics nmay be m ni num maxi num average
delay as well as a standard deviation. However, the netrics are not
clear, yet, because the |oad-balancing algorithmis still under
research. The sanme holds for the frequency of checkpoint sequence
nunbers and the frequency of feedback reports fromthe HARF to the
HALB.

3.6. Extensions for Packet-Based Load Bal anci ng

Per-fl ow | oad bal ancing forwards packets of a flow over the sane
path. Therefore, packets will arrive in order unless they are
reordered for other reasons on the path. Thus, per-flow | oad

bal anci ng avoi ds addi ti onal packet reordering by LISP-HA.  However,
it is nmore difficult to efficiently use the bandw dth of existing
paths with per-flow | oad-bal ancing than wi th per-packet | oad

bal anci ng. Moreover, as flow based | oad bal anci ng forwards packets
of a single flow only over a single path, very large flows cannot
profit from several paths.

Packet - based | oad bal anci ng nmay cause reordered packets in particul ar
if paths have different delay. As packet reordering has negative

i npact on sone transport protocols and applications, it should either
be avoi ded or packets should be reordered. W propose that the HARF
function perforns packet reordering if needed so that the HALB
function can | oad-bal ance per packet if desired. However, packet
reordering causes sone additional delay |leading to a tradeoff between
reordered packets and increased del ay.

A HALB may be configured to | oad-bal ance certain flows per flow and
ot her flows per packet, depending on the needs of specific transport
protocols or applications. |In addition, the HARC may reorder packets
from per-packet | oad balanced flows into order. To that end, such
packets need to be marked with a "Reorder"” flag so that other packets
do not suffer fromreordering del ay.
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The HARF | everages the sequence nunbers of all packets for packet

reordering. It holds back packets which require reordering before
forwarding so long that it is unlikely that packets fromthe sane
floww th | ower sequence nunbers will be received. Details are

subject to future work.
3.7. Deploynent Considerations

HARTRs are infrastructure that need to be operated and cause costs in
the first place. However, the operation of a HARTR allows to perform
traffic engineering by appropriate |oad balancing. E.g., an LTE
network operator prefers to offload its resources and can achieve
that with the HARTR i f ot her paths have sufficient capacity. Thus,

| SPs may have interest to set up HARTRs to have strategic control

over traffic forwarding in the network.

Apart fromthat, offering a HARTR as a service by a third party for a
small fee may al so be an option. Thereby, custonmers could book cheap
contracts for LTE and residential access and conbi ne these
technologies via the third party HARTR

4. Packet Formats

A nodified LI SP datapl ane header is presented to convey information
fromHALB to HARF and a new LI SP control nessage is proposed to
report feedback information from HARF to HALB

4.1. Dat apl ane Header

LI SP-HA reuses sone fields of the datapl ane header of encapsul ated
LI SP data packets to convey information for dynam c | oad bal anci ng
fromthe HALB to the HARF. The origi nal dataplane header is
illustrated in Figure 6. The usage of the fields is defined in

[ RFC6830] .

XX Xxx1000

s T S s e o S S Tl s i S S S S S T o

N L|E VI gs| Nonce/ Map- Ver si on |

- - - - -+ B i i T R e T e e i i e o ot SIS S SR
I nstance I D | LSBs |

s S S S S e i i s e S S S S i ik St N

<
Y

-+
I
- +

+
I
+
|
+

Figure 6: Oiginal dataplane header.

The Nonce was proposed for security purpose, but has no application
in the LISP-HA context. An Instance IDis used to uniquely identify
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the source in a virtual address space, which is neither applicable in
the LI SP-HA context. Three header flags are unused. Therefore we
propose to reuse the Nonce and the Instance ID fields of the original
dat apl ane header definition to convey sequence nunbers and ti mestanps
fromthe HALB to the HARF together with an indication whether a
packet needs to be forwarded in-order. The nodified LISP header is
illustrated in Figure 7. The nodified header fields are explained in
the foll ow ng.

Ox 0x0x00O0
+-+- +- +- +- +- +- +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
NI LI E| VIR I Sequence numnber |
S R T W e TR R P Y SR N T N W A S A A N AU MY N N MY S MY Y MR ¥
| Ti mest anp | LSBs |
+-

S T S o S T i o S S e e T

<

«Q

+
I
- +-

Figure 7: Modified LISP Datapl ane Header.

R Reorder flag to indicate whether a packet needs to be forwarded
in-order. It is 1 if the packet has to be reordered, and it is O
if the packet can be forwarded i mmedi ately.

Sequence nunber: Sequence nunber for packets sent from HALB to HARF
used for packet |oss detection and reordering.

Ti mestanp: The lower 24 bits of the tinestanp of the sender.

Al'l other fields: Al fields not explicitly described here have the
same nmeaning as in [ RFC6830].

In upstreamdirection the HAXTR sends packet with the nodified header
to the HARTR. The HARTR nodi fies the nodi fied header in upstream
direction to be conpliant to [ RFC6830]. In downstreamdirection the
HARTR recei ves LI SP packets with a header format compliant to

[ RFC6830] and nodifies the header as proposed in this section. The
HAXTR renoves this header. NIRs may be | ocated between HAXTR and
HARTR, but they do not need to process the nodified header fields.
Therefore, only HAXTR and HARTR need to inplenent, understand, and
process the nodified header format.

4.2. Control Message
We propose the unused Type nunber 5 for LISP-HA Feedback Messages to
report feedback about packet |oss and delay fromthe HARF to the

HALB. These nessages contain information about the nunber of
recei ved packets between sequence nunber checkpoint and i nformation
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about packet delay as described in Section 3.5. The exact val ues and
format is are subject to further research

5. Use Cases

In the follow ng, we describe two typical use cases of LISP-HA. The
first use case explains how LI SP-HA can be used for residential users
to benefit fromHA to connect to the Internet. In the second use
case, we present how a nobile node, e.g. a smartphone, can use LI SP-
HA.

5.1. Connecting Residential Users to the CGeneral Internet

For custoners with cable internet high bandw dth can not be
guaranteed as cable internet is based on a shared nedium Especially
in the evening hours when many custoners need bandw dth at the sane
time, the rate can drop significantly. For those custoners it would
be a great benefit if they could bundle their, sonetinmes slow, cable
access with LTE to inprove their bandw dth. Figure 8 illustrates a
potential solution using LISP-HA

The HAXTR nay be inplenmented in the hone router, it has a public EID
which it registers at the Ms. The custoner typically uses a private
address space in his honme LAN which is connected through the NAT of

t he hone router. The HAXTR is connected to the Internet through a
DSL and an LTE interface and there is a provider NAT on the LTE path.
An NTR is used to make the HAXTR reachabl e vial LTE fromthe
Internet. As LISP nodes cannot comunicate directly with the
Internet, the HAXTR is configured with an appropriate PxTR to send
traffic to non-LISP I P addresses. To mnimze path stretch and

del ay, both NTR and PxTR may be integrated in the sanme box as the
HARTR.
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| EIDO | ELP: RLOC-HARTR -> RLOC- HAXTR-0 |
| EIDL | ELP: RLOC- HARTR -> RLOC- NTR |

R R L +
Fomm e e oo +
| cable |
+---| internet |------- +
I LR + I
I I
I I
- - o e - + e
\ | Honme Router | | /
\ Fommm e e, + Fommm e + L R + /
LAN | ---] ( NAT) | | HARTR |---] PXTR |---| Internet
/ I + | HALB/ HARF | +------ + \
/ | HAXTR | e + \
--- | HALB/ HARF | e
o e + |
I I
I I
| S + +----- +
+---] LTE | NAT |---|] NIR |
Fom e oo + - - - +

Figure 8: LISP-HA used for residential access to the Internet.

This solution may be attractive to users who are not even aware of
LISP. Their traffic is just |oad-bal anced over DSL and LTE between

t he hone router and the HARTR and decapsul ated by the PxTR In case
of a public address space in the custoner’s LAN the HAXTR can

regi ster the entire subnet of the LAN as EID prefix at the M5. The
PxTR has to announce the EIDs registered by the HAXTR to the I nternet
so that traffic for the HAXTR is sent to PxTR

5.2. Smartphones with Mbil e Node.

Today’ s smartphones include multiple radio interfaces that allow to
connect to nultiple access technologies |like LTE and Wfi at he sane
time. The default policy that is inplenented in smartphones is to
offload traffic fromthe cellular network to Wfi access. However,

it would be desireable to use both technol ogies to increase the
avai | abl e bandwi dth for normal internet traffic |Iike downl oads and to
select the Wfi connection for realtine applications like VolP. In
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Figure 9, we present a potential setup how a MN can use LISP-HA to
realize the scenario.

| EIDO | ELP: RLOC-HARTR -> RLOC-NTR-0 |
| EIDO | ELP: RLOC-HARTR -> RLOC-NTR-1 |
| EIDO | LCAF: Vol P use RLOC-NTR-0 |

L SRS T +
+-- - - - - +-- - - - + +-- - - - + +-- - - - +
+--| Wfi | NAT |---] DSL |---| NITR |
| S . e + e + e +
I I
S IO + e
I IMN I I /
R + R + R + /
| HAXTR | | HARTR |---| PxTR |---| Internet
| HALB/ HARF | | HALB/ HARF | F--m - - - + \
Fommmmen e + Fommmmen e + \
I e
I I
| R + +----- + |
+--| LTE | NAT |---] NTR|------- +
ey + R +

Figure 9: LISP-HA used for Smartphones with Mbile Node.

To realize HA on a M\, the MN has to inplenment its own HAXTR
consisting of HALB and HARF. Typically, the MN has access to the
Internet nost of the time using cellular networks |ike LTE or HSDPA.
So the MN registers its EID through the cellular network at the M.
A provider NAT in the LTE network is handled |ike described in
Section 3.4. WTfi access becones available if the MNis in reach of
a public Wfi hotspot, in the hone LAN of the user or other known
Wfi networks. Once Wfi access is available, the MN registers its
EID over Wfi, too. Additionally, the MN can register an LCAF for
Vol P traffic to use Wfi. |If Wfi is available no nore because the
MN left the Wfi cell, the MN should de-register the Wfi mappings at
t he MS.
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6. Security Considerations

HA by itself does not raise any security concerns. However, LISP-HA
is based on LISP so that the sane security considerations apply as
described in [RFC6830]. There is no authentication of endhosts at
the XxTR and no aut hentication between XxTRs which allows every node to
send any anmount of traffic to any XTR which makes it vulnerable to
DCS attacks. This also counts for the HARTR and the HAXTR. LI SP
traffic is not encrypted, so if it is required to encrypt the

comuni cation, this has to be realized by the endhosts.
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