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Abstract
Aiming at the wvulnerability and security threat of Industrial
Control System, this document proposed a detection model based on
the characteristics of Modbus/TCP protocol.
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Introduction

With the development of industrialization and informatization,
increasing information technology is applied to the industrial field.
Due to the hardware and software, which are widely used in

Industrial Control Systems, come from different vendors, and the ICS
need to interact the information with the outside net, both of them
make Industrial Control Systems more and more open, and face more
security threats.

The research of anomaly detection for ICS is introduced as follows.
For example, the anomaly detection of communication protocol
datagram format has the premise of obtaining a specific proprietary
protocol specification, the detection method based on protocol
message format is liable to cause lower detection rate, and is not
easy to expand. Another anomaly detection mechanism is the
configuration of blacklist and whitelist, in order to realize this
mechanism, engineers need to run the system, and set the blacklist
and whitelist according to the ICS state.

In addition, most research work focus on intrusion detection

algorithm, the key to improve the detection rate is to extract
efficient features of anomaly detection. Research on intrusion
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detection algorithm shows that, the basic principle of neural
network method is to use learning algorithm to study the
relationship between input and output vectors, and to sum up a new
input-output relationship. The neural network algorithm has rather
high computational complexity, and very large demand for samples,
while it is difficult for Industrial Control System to extract more
samples. Genetic algorithm is a natural selection based on the best
search algorithm, but it has higher coding complexity, and longer
training time.

However, Support Vector Machine algorithm is a kind of data
classification method based on statistical learning theory. It has
many advantages, such as few samples, good generalization and global
optimization. Therefore, the SVM algorithm based on clustering is
suitable for the anomaly detection of ICS.

1.1. Requirements Notation

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "MAY" in this document are to be interpreted
as described in [RFC2119]

1.2. Terms Used
ICS: Industrial Control System.
SVM: Support Vector Machines. SVM is specified in [CoVal995].

Security: It means the specific security mechanism or security
algorithm.

2. Overview of the detection scheme

In this document, the establishment of the system anomaly detection
model is based on the periodic characteristics of Industrial Control
System and communication protocol message characteristics of
Modbus/TCP. The industrial control network equipment involved in the
anomaly detection process includes security gateway, programmable
logic controller, security management platform and controlled device,
wherein the security gateway includes an anomaly detection subsystem
and a packet depth analysis system. The packet depth analysis system
executes depth analysis and feature extraction for Modbus/TCP packet,
the anomaly detection subsystem is used to detect the underlying
network data and generate an alarm response to the abnormal data.
Depending on the specific technological process, the programmable
logic controller issues control commands to the controlled device

for orderly production. Security management platform is responsible
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for the configuration of security mechanism and the handling of
abnormal alarm in the security gateway. Controlled equipment,
including level gauge, pressure gauge, temperature sensor and so on,
is responsible for the collection of physical quantity in the
industrial production process. The detection process is as follows.

(1) Capture the communication data between master and slave devices
through the security gateway, and then analyze the data.

(2) According to the packet format of Modbus/TCP protocol, the
packet depth analysis system directs at the feature fields that
should exist in the packet and the expected values for those fields,
analyzes the packets in depth layer-by-layer, and removes the excess
attribute characteristics, only leaving the characteristics related
to the system behavior patterns.

(3) According to the eigenvectors extracted by the packet depth
analysis system, the anomaly detection subsystem constructs the
classifier for the purpose of measurement, statistics and abnormal
detection, and sends an alarm to the security management platform
for abnormal results.

A detection model based on Modbus protocol features

Modbus/TCP is an application layer protocol that embeds a Modbus
frame into a TCP frame, its message transmission service is to
provide communication between client and server, and these devices
are connected to an Ethernet TCP/IP network. Modbus/TCP protocol is
specified in [RFC793] and [RFC791]. Modbus/TCP packets include two
parts, Modbus Application Protocol (MBAP) and Protocol Data Unit
(PDU) . For the Modbus Application Protocol packet header, it
contains the transaction ID, protocol ID, length, and unit ID. The
protocol data unit includes the function code and data. The
transaction ID represents the packet identification of the Modbus
request/response transaction processing. The function code
represents the control command, which is sent by the master device
to the slave device, each specific function code represents a
different operation. According to the source address and the
destination address of the packet, the direction of transmission of
data packets is generated.

Extract transaction identifier, slave function code, slave
communication address, and packet transfer direction eigenvector,
port number elements as the eigenvector, and construct a number of
different categories of eigenvalues in the eigenvector, which makes
the description of the behavior pattern of the system more accurate
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and reasonable, and the detection accuracy of detection model is
also improved.

An anomaly detection model of SVM based on K-means clustering is
constructed by the acquired eigenvectors, and these eigenvectors are
based on communication behaviors. This process is shown in Figure 1.

(1) The k-means clustering algorithm is used to preprocess the
protocol feature vector, which randomly selects the k objects as the
initialization cluster, and calculates the average of the data in
each cluster. The standard criterion function is used to determine
whether the cluster center is stable or not.

(2) By using the clustered data as the input data, the SVM
classifier is constructed.

(3) There are three main steps involved in SVM algorithm. Firstly,
construct the hyperplanes of classification. Secondly, select the
appropriate training parameters, which include the penalty factor
and the radial basis function. Finally, obtain the decision function
in SVM.
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Figure 1 SVM anomaly detection model based on clustering
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6.1.

6.2.

Security Considerations

TBD.

IANA Considerations

This memo includes no request to IANA.
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