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1. Introduction

JSON wieb Signature (W) is r
environments such as HTTP Authorization headers and URI query parameters. I represents
signed content using JSON [RFCA627] data structures. The WS signature mechanisms are.
the type A igned. A
capabilty is described E) OWE

specification.

2. Terminology

JSON Vieb Signature (W)
A data Structure cryptographically securing a JWS Header and a JWS Payload with a
WS Signature.

WS Header

Asting contaning 3 SN oject that describesthesgnatur appl 10 the M5
Header and the IS Payload to create the W Signatu
s Payload
“The bytes o be signed - .k.a., the message.
WS Signature

W Header and the WS Payload.
Enmded s Heater
seEdur ncoding ofth byt o the UTF-§ RFC 3629 (RFC3625)
resemat nof e U5
Encoded s .
e Aesduentoding of he 5 Payioad
Encoded 16 Snature
Se6aur encoding ofthe JWS Signature.
s Swgmnq nput
concatenaton o the Encoded S Header,period (1) charactr, and the
s Payioad
Header Parometer Names.

e narmes of the memhers within the JSON object represented in a JWS Header.
HeaderParometer Value

wthin the W5 Header.
Digital s@namre
Forthepuposes of s specicatio,we use s tem to encompass bt e
odes
ok nerrepudation, anddigtal sgnatures A ey algerms,vhichcon
provsboth of this distinctio
o Singe ket fo b concepts 1 Improve eadabity of i Specicaton
Basesdur Encodin
For the parbases of this specification, this term alvays refers to the he URL- ar
e a0 Sasegs encadng descrioed n RFC 4048 (RFCA048) Secton 5 win
the (non URL-safe) =" padding characters omitted, as permitted by Section 3.2
ix C for notes on

padaing)

3. JSON Web Signature (JWS) Overview
5 represents datastructures and
epeton conse v bt e e et e s Faad ons e

The
e WS
aurtencoded for transmission, and typically represented
e concatenalion 1t encoded stange i tha arder, e iree Sings boR
Separated by period (. characters, as s done when used in JSON Web Tokens (WTs) WT].

A the WS Header tur A
portion of the base4url encoded content that is sianed is the Encoded WS Payload Fnally,
it contina sgnture tha ensuresthe néegriyof the contents of e I Header and the
e payion d W5

The member names within the JWS Header are referred to as Header Parameter Names.
These names MUST be unique. The corresponding values are referred to as Header

string that unambiguously dentifes the algorthm used to sign the JWS Header and the JS
Payioad to produce the JMS Sigr

3.1, Example JWS =
The following example WS Header declares that the encoded object is 2 [SON Web Token
(JAT) [JWT] and the JWS Header and the WS Payioad are signed using the HMAC SHA-256.
algorthm:

Creyp
"alg": "Hs256")

the bytes of the the WS Header yields this
Encoded WS Header value:

Y306 XAL01IKVIQILAGKICINbGC101ITUZ TN 39

The folloving is an example of a JSON object that can be used as a JS Payload. (Note that
the payload can be any content, and need not be a representation of a JSON object.)

riss®:"joe”,
exp":1300819380,
"hEEp: //exanple. con/is_root":true)

the bytes of the the JSON object yilds th
following Encoded IS Payload.

Signing the UTF-8 representation of the WS Signing Input (the concatenation of the Encoded

WS Header, a period () character, and the Encoded JWS Payload) wih the HMAC SHA- 256

algorithm and base64ur encoding the resutt as per Section 6.1, yields this Encoded IS
gnature value:

4B F£2624CVP - NBIZKZ7UNBUIULPIr_WALOFWFOESXK

4. JWS Header

Jctieyes ma Enmd fed 5
e thd 5. IAplmenctons MUST sdstan che enie cortentsof e hesder
Crbrvise, tha 8 MUST e rejociod o processing

4.1, Reserved Header Parameter Names.

The folloving header parameter names are reserved. All the names are short because a core.
goal of W5 I for the representations to be compact.

Weader Tison [eader |

Name |Type [syntax |
eIy e Tesde et e e oo e
Slsornm used o secure the . A st of eserved lg vl s
Drocessing of e a1 (sigorknm) header
" sy StingortRs zme.ev [ present, equires that the value of the a1 header

The typ (type) header parameter s used to declare the type of
o sung Sting  the sned cantentThe typ vale s case senskie, T eader
parameter is OPTIONAL.
The jku /SON Web Key URL) header parameter is an absolute




ipents. The interpretation of the cont

st string String

ik string URL Key (K) WK speciication. The protoc

tents of th
AL

URL that refrs to a resourcefor a et af JSON-encorded publc
s,

The kid (ke D) header parameter i a hint indicating which

speciflc key owned by the signer should be used to validate the

ia suing String  signature. This allows signers to explicitly signal a change of key to
kid parameter|

s unspecied. This parameteris
‘e x50 (X.509 URL) header parameter is an absolute URL that
fers to a resource for the X 509 public key certicate or

certiicate chain corresponding to the key used to sign the J05.

The identified resource M vide a representation of the.

certificate or certificate chain that conforms t 280
bsu string URL [RFC5280] in PEM encoded form RFC 1421 [RFC1421]. The

Use TLS RFC 2818 [RFC2818] RFC 5246 (RFC5246] wth server

Ka. digest) of the DER

defined o folovs:

Addtional reserved header parameter names MAY be defined via the IANA JSON Web
Signature Header Parameters registry, a5 per Section 7. The syntax values used above are

SI% [syntax pefinition

e number of seconds from 1970-01-01T0:0:07 a5 measured in UTC unti the desired
intDate  datenime. See RFC 3339 [R-C3339) for detalls regarding dateftimes in general ant

T parteuar
Suing  Any string vlue MAY b used.
usedbuta v beaURIas
[StingOrUR! e in RFC 3986 (RFC3986),
UL AURLas defned n RFC 1738 (RFC17361
abl : HanderParamater Synt Dettions

42. Public Header Parameter Names

Additional header parameter names can be defined by those using WSS Hovever, i order

MUST take reasonable precautions to make sure they are n control of the part of the.
pal

hould be as

Interoperable JWSs.

4.3, Private Header Parameter Names

A producer and consumer of a JWS may agree to any header parameter name that is not a
Reserved Name Section 4.1 or a Public Name Section .2. Unike Publc Names, these
private names are subject to collsion and should be used wth caution

ewheader parameters shoukd be iraduced sparinl, o they ca resuln non-

interoperabie.

5. Rules for Creating and Validating a JWS.
To create a WS, one MUST follow these steps:
1 Ceats e content o b used 2 the M Paosd

load. Tnis

Encoded WS

3. Cooahe s JSON oblect contining a set of desied header parameters. Note that

before encoding,

performed
4. Tansate s JSON objects ricads code poe o UTF5,as defed n RFC

3629 (R

5. Baseaiu ancode the UTE- representtin ofthis SON gtiec a deined n ths
ied W5

specfcation (Wehout paclngl. This encoclng becomes the Ence

o
e vsed The Sl ot - s he concatonabon of i Eocoded

Header, a period () character, and the Encode

e alg

header parameter MUST be present in the JSON Header, wth the aigorfthm

the s,

ignature.

Encoded WS Signature.

then valdatng S, th fllwing sieps MUST be aken. f any of th sted seps as, then

the signed content MUST be rejected.

3. The Encoded WS Payioad MUST be successuly basegdurl decode follving the

used.

2. The Encoded s Neader MUST be successiully base6durt decuded ruuamv the

Used.

o iehr MUST oE Compedy At FON Sy confoming 1 A

e i

. The Encoded s Signature MUST b successtly basesdurl decoded flouing

5. The s Header MUST be valdated to oy incluce garametes and vaies whose
ported.

syntax and semantics are both understood an

6. The WS Signature MUST be successful valliated against

the Jus Header and

WS Payload in the manner defined for the algorithm being used, which MUST be
ich MUST

be present.

rocessing a5 inevialy requires comparing knoun srings 9 values i he header. fo

mple, in checking what the algorkthm i, the Unicode string encoding alg

vl be checked

aqalnst the member names in the S Header (o sce fthere s 2 matchig header

ter reresents 3 supported aigorihm. Comparing Unicode Sngs, hovever, has
ns.

significant security implications, as per Sect

SN stings and other MUST be performed as

Specified below:

3. Remove any JSON appled escaping o produce an aray of Unicode code pons

2 uni [USALS) MUST NOT

= MUST

the JSON Stig orto the St i be compared kst
the

Unicade code

Boin 10 coae poin equaley comparon.

6. Signing JWSs with Cryptographic Algorithms.

WSS use specfic cryptographic algorithms to sign the contents of the JWS Header and the.
M Paosd e us o the okowing slgortmsfor procucog Vs b dated i i secion

lst of alg cfcation,
each of which s explaned n more et 1 the folown sections

[Alg Parameter Vatue] Algorithm
5756 FMAC using SHA-256 hash agorth
538 HMAC using SHA-384 hash algorihm
iss12 HMAC using SHA-512 hash algorihm

256 RS using SHA-256 hash algorkhm
s 360 RS using SHA-384 hash algorkhm
5512 RS using SHA-512 hash algorkhm
5256 ECDSA using P-256 curve and SHA-256 hash algorithm
5364 ECDSA using P-384 curve and SHA-384 hash algorkhm
ess12 ECDSA using P-521 curve and SHA-512 hash algorihm

“Table 3: 150N Web Signature Reserved Algorithm Values

See Appendix B fora
th lent identifiers used by other d packages

O these algorithms, only HMAC SHA-256 MUST be implemented by conformi

mplementations. s RECOMMENDED that implementations a0 2upport i RSA SHA-256
‘and ECDSA P-256 SHA-256 algorithms. Support for other algorthms and key sizes is

The signed content for a JWS is the same for all algorithms: the concatenation of the Encoded

1 Header  period () charater, and the Encoced W5 Pyioad: s

25 the JWS Signing Inpu. Note that Ifthe JS represents a JWT,

o' parton o e I epresentatonpreceding the second period chre
he JWS tothe

crer. The UTF-&

6.1 Creatinga 3 3

Hash based Message Authentication Codes (HMACS) enable one Lo use a secret plus
cyplograpnic hash uncion o generate a Hessage Authentcation Code (MAC). Thiscan be

2se the s Siging

e Satrt T meane o xcoanging 1o Shared ey - ol te scope o o

specification.

e algritm for implementing and vldating HWACS & provided i RFC. 2108 (REC2108)

vy
header parameter values HS256, K534, and HSS12 are used in the JWS Header to indicate.

respective hash function.

The HMAC SHA-256 MAC s generated as follows:

MAC value using th

to
Slgning Input using the shared key to produce an HMAC.
2. Base6url encode the HMAC, as defined in this specification

The output is the Encoded JWS Signature for that .
The HMAC SHA-256 MAC for a JWS is valdated as follows:

the s

the s

tothe
Slgning Input of the JS using the shared key.

specicaton

that the contents of the JWS have ot be tamper
4. e vadation s, the Sined coment MUST oe relecte

ot oot tht 1 e s o6 gencrate the HHAC onthe o

Siging v the HMAC 51354 a1 WA St 512 agrtins b paromed ertcaty o
HMAC SHA-256 - jus ‘and result values.

6.2. Creating a JWS with RSA SHA-256, RSA SHA-384, or RSA SHA-512

s secion deinestheuse of the BSASSAPKCS11. 5 sgnature aigorkt as defned i

Values RS256, RS384, and RS512 are used in the JWS Header to indicate that the Encoded
WS Signature contains a base6aurl encoded RSA signature using the respective hash

function.

ved

The retrieved using
Section 4.1 or may be distrbuted using methods that are outside the scope of this

specification.
A2048-bit or longer key length MUST be used with this algorithm.
The RSA SHA-256 signature is generated as follows:

1. Generate a digital signature of the UTF-8 representation of the WS Signing Input
using RSASSA-PKCS1-V1_5-SIGN and the SHA-256 hash function wih the

desired prvate key. The Gutput wil be  byte array.
a

oy,
The output is the Encoded JMS Signature for that .
The RSA SHA-256 signature for a JWS is valdated a5 folovs:

1. Tokethe Encoded NS Signature and baseSturt decade o  bte aray.

decodng ol the Signed contont MUST be relect

2. Subrl the UTF-8 represe tation o the N 5 Gring nput and th publckey
Comespondng e pate key sacd by he <ot he ROASSA PGS 5.

/ERIFY aigorithm using SHA-256 as the hash function
3. Ifthe validation fails, the signed content MUST be rejected.

Signing ith the RSA SHA-384 and RSA SHA-512 algorithms s performed identically to the.
procedure for RSA SHA-256 - Just with correspondingly longer key and resutt values.

6.3. Creating a JWS with ECDSA P-256 SHA-256, ECDSA P-384 SHA-384, or ECDSA P-
521 SHA-512

he Elltic Cuve Digtal Signature Algorm (ECDSA) i defined by FIPS 1863 (1. 1263)

for the use of Eliptic Ci i s sbe

e s e ECDSA sonatires i e ubsiani Smaler
than equivalently strong RSA Digital Signatures.

This specification defines the use of ECDSA with the P-256 curve and the

terms of lngth

SHA256



cryptographic hash function, ECDSA with the P-384 curve and the SHA-384 hash function,
and ECDSA vith the P-521 curve and the SHA-512 hash function. The P-256, P-384, and P-

s
Containe 3 base6iun encoded ECOSA 256 SHA 256, ECDSA P304 S11A 381, of ECOSA P
521 SHA-512 signature, respectivel

e described In
Db a3 ) e G S methods ot are S e scope o
specification
AWS is sgned with an ECDSA P-256 SHA-256 signature as follows:
1. Generte  digtalsignatue ofthe T reresentation o the s Siging out
sing ECOSA 7256 SHA 256 Wi the desred prvatekey. Th autput wi b the
EC point (). vhere Rand S o unsgned n egers
1 RanG S it bye aiays i b endan order” £ach aray il be 32 ytes

ong
3. Concatenate the tw byte arrays in the order Riand then s,
a byte array,

The output is the Encoded IS Signature for the JWS.
The ECDSA P-256 SHA-256 signature for a JWS is valdated as follows:

1. Take the Encoded JWS Signature and base64url decode it nto 3 byte array. I
decodngfl, he signed conent HUST be efected

2. The output of the basebaurldecoding MUST be 2 64 b

3 SR he ot yte artay ot 33 by arays. e ok il be R and the
second - Remember ha th bte omays re i bigendan bjte rderplease
check the ECDSA valdator n use to see what byte order i rec

. Submi the UTE-8 representation o he M Sghing pu. . § and the publc
Key (x, y) to the ECDSA P-256 SHA-256 valldator.

5. Ifthe validation fais, the signed content MUST be rejected.

The ECDSA valdtorwilthen determin f the digta sgnature b vald iven the iputs Note
that ECDSA digial signature contains a value referred to as K, which i a rand
senersted for cach il sgnature ratance. s means tht o ECOS5 gl Sanatures

Valogs Wl ba diferent. The consequence of ths s that one must validate an ECDSA
signature by submItting the previously specified iputs to an ECDSA validator.

Signing vith the ECDSA P-384 SHA-384 and ECDSA P-521 SHA-512 algorithms s performed
dentically to the procedure for ECDSA P-256 SHA-256 - just wih correspondingly longer key
and result values.

6.4. Additional Algorithms:

be used
e waing sutad o oo ' them. New a1g headerparametr values SHOULD either be
fefined n the IANA JSON Web jstry or

Colion resiant amespoce. 1 patcaot e voe o BeAAT emTers derned n XML
DSIG [RFC3275] and related speciications i pe

7. IANA Considerations.
This specification calls for:
« AnewiANA “JSON Web Signature
reserved header parameter names is defined n Section 4.1. Inclusion in the.

regetry s RC requred  he RFC 5226 (RFCo226) sene o esered o
srat are e

e and a pointer o the REC that defnes it Thisspecication Gefnes inclusion
nv the header parameter names dened n

. A rebity ertied ToON i Signat eA\gonlhms for reserved
valuesusedwﬁh!hea header parameter values is defined in Section 6.4.

Inclusion in the registry is RFC Required in the RFC 5226 [RFC5226] sense. The
sty il st recor the 4.0 value and 3 poiter o the FEC that deins . This
the aigorithr Table 3.

8. Security Considerations

Lots of work to do here. We need to remember to look Into any issues relating to

espécialy around comparson of ames For nstance, comparisons u!hendevpﬂmmetsr

about: mportance of keeping secrets Secret Rotatng keys. trenths and weaknesses of
the diferent algorthms
D: Need to put in text about why strct JSON validation is necessary. Basically,that if
malformed JSON is recelved then the intent of the sender is impossible to relaby discern.
One exampie of mafformed JSON that MUST be rejected is an object in which the sar
\ember name occurs multple times.

TBD: Wiite securiy considerations about the implications of using a SHA-1 hash (for
P XSt (x50

nen uiizing TLS o retrieve nformaton the authrty provdng the resource MUST be
authenticated and the information retrieved MUST be free from modficatior

8.1. Unicode Comparison Security Issues
parameer rames n s ar Un for the
56 namos any esc
g o o ReC 537 sz, Secton 35y
i mears, o nstance, ht these JSON trngs must compare s boing el (5
: e thse Ut Compare b0 ot e the S or 5 och
ot (S S ShuooiT
SO strnge A contan carctrs utside the Unicade Sasic Mutdogual pane For
e, the G cef character (U+ 1D116) may e represente Sting 55
BSSSLDDIE oy, ) Impemeniatons SHOULD ersure et characies utsie the
825 HalkiingualPlane re preserved and compared correcty; akermatney. £ = not
mpementation, then npu containg them MUST be rejecied

9. Open Issues and Things To Be Done (TBD)
The folloving tems remain to be done in ths draft:
« Consider whether there is a better term than "Digital Signature" or the concept
k

that includes both HMACS and digital signatures using puble keys.
« Consider whether we really want (o allow prvate header parameler names that
TANA and

have

diflrent code to talk o different endpoints that "knows" about each endpoint's

private parameters.

Clartyth aptonal aily toprovide e formation i the M

Specifcally, clariy the intended use of the typ Header Parameter, whether it

Comieys Syntax o semantis. and ndecd wether i i FGht appIoACh

Also clariy the relationship between these type values and MIME [RFC2045]

types.

Clarity the semantics of the kid (key ID) header parameter. Open issues include:
happens if a kid header is received wth an unrecognized value? Is that an

eror?Shoul t b eated s s emply? iha happers i he header has a

b oes match nother ey that § associated vk the Ssuer? s that an
Coeiderwhether a ey type parameter should aso be nroduc
© Sihce RFC 3447 Sacton § expiciy calk or people NOT fo adopt RSASSA presy

urity C
PHCSL i being used 5 et Commonty Iemented) and what he poental
consequer
30d Securky Considerations texton timing attack
E\ould be 9004 to have 3 confimation metod elément 50 ould b use vith
holder-of key.
Think about howt best describe the conceptcarently descrbed s the bytes

of the UTF-8 representation of. Possible terms to use nstead of ‘bytes.

incude byte sequences. fotet series,and octet sequence’ Ao Consaer

gomeiing ke wery place we say the UTF-§ representation of X' e mean the.
o representation of X" That would potentialy allow us to omit
er

s
Conelberwbier s e e vl be proposed, such as applcationfis

+ Finehthe Securty Consderatons se

A an ecample i thepeycad e it  bsscdr ancoced SN tfect

. Cons\derhawng an a1 ot & 8 MAC ssn SHA 256 that plovies content
ettt o whkhpere v associted s s would s e i

oci
ik o vadato of e authonERy Comcom 1o provied Bt i
a checksum provided.

« Consider whether to define the JWT ‘alg":“none here, rather than n the JIT spec.
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Appendix A. JWS Examples
sctin proves aeverl examplesar s, e tese exampes o represent SO
Ve Tokens (WTs) UWHT, ne payioad con be any basebur encode conten

A1, JWS using HMAC SHA-256

Encoding

“The folloving example JWS Header declares that the data structure is a JSON Web Token (WT)
OWT] and th i s si Note that

oy Header strings is performed
before encoding,

Coypn:
AR
The folloving byte array contains the UTF-8 characters for the JWS Header:

123,30, 116, 121, 12,34, 58,34, 74,87, 84,3044, 13, 10,32, 34,7, 108, 103,34, 58,
4,72, 83,50, 53, 54, 34, 1251

Base6aur encoding this UTF-8 representation yields this Encoded WS Header value:

ey 308 XAL013KVIQILAGKICINbGC101ITUZ 1IN 39

The jus follovs. base6durl
encoded content, and need not be a base6aurl encoded JSON object)

G
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The folloving byte array contains the UTF-8 characters for the JWS Payload:

1125,34,105, 15, 115,34 58, 34,106 111,101 34 44 13, 10,32, 34 101, 120, 12,34,
EX 56,48, 44,13, 10,
101,120, 5 2,108, 101, 46, 98, 111, 109, 47, 105, 115, 95,
ERt ]

i e

Bases4url encoding the above yields the Encoded WS Payload value:

Concatenatingthe Encoce WS Header, s perod characte,and the Encoded S Payoad
yields this WS Signing Input value (uith e breaks for cisplay purposes only)

Y306 XAL01IKVIQILAGKICINbGC01ITUZ TN 3D

The UTF-3 representation of the JWS Signing Input i the following byte array:

[101,121, 74, 48, 101, 88, 65, 105, 79, 105, 74, 75, 86, 49, 81, 105, 76, 65, 48, 75, 73,
74, 104,88, 71, 99, 105, 79, 105, 74, 73, 85, 122, 73, 49, 78, 105, 74, 57, 46, 101, 121, 74,
112,99, 51,77, 105, 79, 105, 74, 113, 38, 50, 85, 105, 76, 65, 48, 75, 73,67, 74, 108, 101,
72,65, 105, 75, 106, 69, 122, 77, 68, 65, 52, 77, 84, 107, 122, 79, 68, 65, 115, 68, 81, 111,
103, 75,109, 104, 48, 100, 72, 65, 54, 76, 121, 57, 108, 101, 71,70, 116, 99, 71, 120, 108,
76,109, 78, 118, 35 21,88, 50, 57, 48,
86, 108, 102, 81

HMACS are generated using keys. This example uses the key represented by the folloving
byte array:

(3,35, 53, 75, 43, 15, 165, 188, 131, 126, 6, 101, 119, 123, 166, 143, 90, 179, 40, 230, 240,
84,201, 40, 169, 15, 132, 178, 210, 80, 46, 191, 211, 251, 90, 146, 210, 6, 71, 235, 150, 138,
180, 195, 119, 98, 61, 34, 61, 46, 33, 114, 5, 46, 79, 8, 192, 205, 154, 245, 103, 208, 128,
1631

the the JWS Signing Input
Wth this key yields the following byte array:

(116, 24,223, 180, 151, 153, 224, 37, 79, 250, 9, 125, 216, 173, 187, 186, 22, 212, 37, 77,
105,714, 191, 240, 91, 58, 5, 88, 83,132, 141, 121)

the Encoded s

4B f£2624CVP - wBIZK2TUNBUIULpLr WALGFWFOESXK

A1.2. Decoding
Decoding the WS first requires removing the basesdurl encoding from the Encoded JWS
Header, the Encoded JWS Payload, and the Encoded JWS Signature. Wie base6durl decode the

inputs and turm them into the corresponding byte arrays, We translate the header input byte
array containing UTF-8 encoded characters Into the JWS Header string.

A3, Validating
Next we validate the decoded results. Since the alg parameter in the header is "HS256", we
validate the HMAC SHA-256 signature contained In the WS Signature. If any of the valdation
steps fail the signed content MUST be rejected.

First, we validate that the JWS Header string s legal JSON.

UTES representation o the s Signing nput 25 nput 1o a SHA-256 HNAC unction and then

Sanature has paen valaated

A2. JWS using RSA SHA-256
A2.1. Encoding

The JWS Header in this example is different from the previous example in two Ways: Firs,
because a diferent algorithm is being used, the alg value s diferent. Second, for lustration
. the optional typ" parameter is not used. (This difference is not related to the
signature algorithm employed.) The JWS Header used
"alg":"Rs256"}
The foloving byte array contains the UTF-8 characters for the JWS Header:
1123, 34,97, 108, 103, 34, 58, 34, 82, 83, 50, 53, 54, 34,1251

Basesaur encoding this UTF- representation yields this Encoded WS Header value:
eyahbGC101IsUTINII0

‘e WS Payload used in this example, which follows, s the same as in the previous exam)
Since the Encoded [WS Payioad wil therefore be the same, its computation is not repeated

Gassnige

10380,
“http://exanpie. con/is root”:true)

Concatenating the Encoded JS Header, a period character, and the Encoded JWS Payload
vields this JWS Signing Input value (with line breaks for display purposes only):

eyInbGCi0LISUZIINIIS

The UTF-8 representation of the JS Signing Input is the following byte array:

101,121, 7,104, 08, 71,98, 105,75, 105, 74,83, 85 122,73, 49,78, 105, 74, 57, 45, 101,
121.74,112,99, 51, 77, 105,79, 105, 74, 113, 98, 50, 85, 105, 76, 65, 48, 75, 7
108, 101, 72, 65, 105, 79, 106, 69, 122, 77, 68, 65, 52, 77, 84, 107, 122, w,sa,ss, 1138,
81, 111,103, 73, 109, 104, 48, 100, 72, 65, 54. 76. 121, 57, 108, 101, 71, 70, 116, 99, 71,
120, 108, 76, 109, 78, 118, 98, 83, 57, 112, 99, 49, 57, 121, 98, 50, 57, 43, 73, 106, 112, 48,
99, 110, 86, 108, 102, 81)

A key consists of 3 public part n, ), and a private exponent d. The values of the RSA
ey e n 1S e, peseried 3 e Bie aays represeming b3 anin regersar

T e

[161, 248, 22,10, 226, 227, 201, 180, 101, 706, 141, 45, 10198, 99,54, 43, 146, 125,

. 211, 235, 242, 57, 34, 25, 73, 3 182,134, 135, 44, 87, 22, 245, |
271 08 175, 192,80, 12, 48 307 117, 147,57, 54, 80,7, 5. 37, TA1 96,131,
158, 33, 224, 84, 86, 202, 229, 233, 161]

e 0,1
(18,174, 113, 164, 105, 205, 10, 43, 195, 126, 82, 108, 69, 0, 87, 31, 29, 97, 117, 20,

16, 7s 157,535,198, 184,24, m 25 m 189.202,93.146, 7, 244,50, 200, 101,
104,231,115, 52, 244, 65, 79, 1o,

The RS pruae ke (& s the passed o the RSA snin fnctio,uhich i takes the
hash type, SHA-256, and h UTE.8 represenation of e i Sk It a5 inputs. he
resuk of lhe snatieisa vt arey 5, which reprosents 5 6 Encan meeger e
mple

Resul]
Resultlvaiue

(112,46, 33 137,67, 232, 143, 209, 30, 161, 216_ 45, 191 120, 69, 243, 65, 6, 174,27,
126,258, 247, 115, 17, 23,173, 206, 113, 135, 131, 101, 105, 66, 10, 253, 60,150, 236,
221,115, 162, 102, 62, 81, 102, 104, 123,0, 11, 135, 34, 110, 1, 135, 237, 16, 115, 249, 69,
151, 91, 23,
208,148, 2150297, 215, 517,217,112, 7, 16,14, 176,125, 96,213 208,112,157 68,

347,307, 334. 28,339, 64 35 175,33, 80 69 170, 104,85, 105- 161, 80 195,267, 75,
160, 112, 223, 200, 163, 42, 70,149, 67, 208, 25,238, 251, 711

Base6aurl encoding the signature produces this value for the Encoded JWS Signature:

¢ _IFSYKE_ NozBaLcoL

A22. Decoding

from Header and
Encoded WS Payload exactly a5 done in the frst example.

A23. Validating

Since the alg parameter in the header is " validate the RSA SHA-256 signature
Comtined n e M Sgnarurs. ay of e vation Sepe ol 1 Soned contort MUST be

Fist, we validate that the JWS Header string is legal JSON.

Valdatingthe s Signatre b a e diferent o he revious exampe st we

url decode the Encoded JWS Signature to produce a signature S to check. W ther
Dase () 5 ond the UTFS represeniatin o e 5 S mput 1o an Ko sgrature.
Verifer that has been configured to use the SHA-256 hash function.

A.3. JWS using ECDSA P-256 SHA-256

A3.1. Encoding

‘e W5 Header for this example diffrs from the previous example because a different
algorthm i being used. The JW5 Header used is

("alg":"es256")

The following byte array contains the UTF-8 characters for the WS Header:
1123, 34,97, 108, 103, 34, 58, 34, 69, 83, 50, 53, 54, 34,125]
Base6aur encoding this UTF- representation yields this Encoded WS Header value:

eyInbGCi0LIFUZTINGID

The JWS Payload used in this example, which follovs, is the same as i the previous
examples. Since the Encoded [W5 Payload wl therefore be the same, its computation is not
repeate

130081
i Ao ot )

Concatenating the Encoded JWS Header, a period character, and the Encoded JWS Payload
yields this JWS Signing Input valle (with lie breaks for display purposes only):

eyINbGCI0LIFUZTINII

The UTF- representation of the JWS Signing Input i the following byte array:

[101, 121, 74, 104, 98, 71, 99, 105, 79, 105, 74, 70, 85, 122, 73, 49, 78, 105, 74, 57, 46, 101,
121,74, 112,99, 51, 77, 105, 79, 105, 74, 113,98, 50, 85, 105, 76, 65, 48, 75, 73, 67, 74,
108, 101, 72, 65, 105,79, 106, 69, 122, 77, 68, 65, 52, 77, 84, 107, 122, 79, 68, 65, 115, 68,



81,111, 103, 73, 109, 104, 45, 100, 72, 65, 54, 76, 121, 57, 108, 101, 71, 70, 116, 99, 71,
120, 108, 76, 109, 78, 118, 9, 83, 57, 112, 99, 49, 57, 121, 98, 50, 57, 48, 73, 106, 112, 48,
99, 110, 86, 108, 102, 81)

‘e ECDSA key consists of a publc part, the EC point (x,y), and a private part d. The values
T O o wacd (A exame. reseniid o3 e e iy represening 54 endon

P
T e

[127, 205, 206, 35, 112, 246, 156, 53, 65, 131,203, 238, 111, 219, 75, 123, 88,7, 51,
53,123,233, 239, 19, 186, 207, 110, 60, 123,209, 84,
(199, 241, 66, 205, 27, 189, 155, 126,135, 49, 223, 237, 185, 238, 185, 244, 179, 105
i’ 93,110, 169, 11, 36, 173, 138, 70, 35, 40, 133, 136, 225, 173]

142,185, 16,158, 113 144, 152 101, 152.4, 135,223, 31,93, 119,233, 203,41, 86,
110,150,210, 38, 223,132, 244, 178)

Toe ECDSA phatepar o1 then paseed t an £CDSA s fncton i ko akos the
9

urve type, P.256, the hash 256, and the UTF representation ofth M5 Sigi
bt a9 mputs.The esul O 1o snaiure b he EC popt (. 3 wh Sare unsined
inegers. inthis exampl,the and S values ive a5 byte arays representing b endan
integers ar

Result

Result [value

N (14,209, 33,83, 121, 69, 108, 72, 60, 47, 127,21, 86, 7, 212, 2, 163, 178, 40, 3, 56, 249,
124,126, 23, 129, 154, 195, 22, 158, 166, 101)

s [197,10,7, 211, 140, 60, 112, 229, 216, 241, 45, 175, 8, 74, 84, 128, 166, 101, 144,197,
242,147, 80, 154, 143, 63, 177, 138, 131, 163, 84, 213]

c gthe's the R
prodices this value for the Encoded JWS Signature:

A32. Decoding
Header and

from thi
Encoded WS Payload exactly as done In the fst example.

A33. Validating

Since the alg parameter i the header is ‘ES256", we validate the ECDSA P-256 SHA-256
signature contained in the JWS Signature, If any of the valdation steps fal the signed
content MUST

First, we validate that the JWS Header string s legal JSON.

Valatingthe M5 Signature i a It dferet o the st sxample st we basesdu
code the Encoded S Sgnature asnth previus exampls bt we then ned to st the
oyt array hat Mmust reslt o tu 32 Dyl atays, the et R and the second .
We'then pass . . (k. 9 and the UTF-8 reprsentation of the IS Sianing Input t0an
ECDSA signature veriflr that has been configured to use the P-256 curve with the SHA-256
hash fu
s explainedn Section 6.3, th use of the kalue 1 ECDSA means tht we camnot vaidate
f the signature in the f the HMAC,
Instead, use an ECDSA valdator

Appendix B.. Algorithm Identifier Cross-Reference
alg val
ed by ott ackages. See XML DS
(RIS anit v Cratontaphy Archacture A o move mfommation o0t the

Hames defned by those Gocuments

[Aigorithm _[ws _[xmL DSIG Tica Jon

FVAC using

SHAZS o5 N MM IOZOOLOUAMISSIO macsriazss 1284011354929
aigorinm

AC using

SHASEE i3 M i 00Z00LOANMS ycshazsa 1240113500210
aigornm

AC using

SHASIZ g Do o 2000 acsinsi  1.2840113549211
aigornm.

s using

SHAZS s M i orgRO0LONAMIS: iposeinash  12.840113540.1111
aigorinm.

SHASSE gy MDA OOOLOMAMIGS: ypsgainisa 1240113549112

12 PN 0T 200U OISO Sys puanRSA  12.840.113549.1113

oS ERs es2ss MDAl CZOOLOHAMISSS 1p256tnECosA 12,640 10045317

i
i aia e esssa MDA oZOOUOHAMISSS ypsopinecosh 13132034

CiaiaSia ess1z MDA oOZOOUOHAMISS: 140513 tneCosA 13132035

Jalgorithm

Table &: Algorithm Wentifer Cross Reference

Appendix C. Notes on implementing base6durl encoding without padding

based upon standard functions that do use

padding.
To be concrete, example C# code implementing these functions is shown below. Similar code
could be used in other languages.

static string basesdurlencode(byte [] arg)

string s = Convert. Togasesastring(arg); // Standard basess encoder
$'2 sesplit('=)[e]; // hemove any traiting

SReplace(' oty 113,70 8ona thar of encoding
SiRapLace( /5 \L0): /7 card|char of ancosing
Teturn 5
3

static byte [] bases4urldecode(string arg)

string s = arg
5132 7 gand char ot encoding

ce( S3rd, char of encating
SHEeeh o Lomgth & 41 17 Pag okt Eraiing

case o: broak; // Mo pad chars in this case
3 /1 Two pad chars
cak ; // one pad cf
g

d-hul;‘ ‘throw new S,
Hllegal basesdurl scringrey.

6astring(s); // Standard basesa decoder

)
Feturn Convert. Fronga:
3

A per the example code above, the number of '=* padding characters that needs to be

ket the end o  baseatr! encoded atng ot paddng fo ur o one

pading i 3 determinstic uncton fth engt o the encode atring. Specifcaly, i the
padding is added; i

Sraades, e kot mogs 5 v

1, the input s malformed.

acding character 5 aaded: f th length mod 4 s

values follovs. The byte
Sequen(e below encodes into the string below, which when decoded, reproduces the byte.

3 236 255 224 193
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