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Abstract

Thi s docunment extends the Incident Cbject Description Exchange Format
(I ODEF) defined in RFC 5070 [ RFC5070] to facilitate enriched
cybersecurity information exchange anong cybersecurity entities by
enbeddi ng structured information formatted by specifications,

i ncluding CAPECITM [CAPEC], CEE[TM [CEE], CPE[TM [CPE], CVE(R
[CVE], CVRF [CVRF], CVSS [CVSS], CWE[TM [CWE], CWSS[TM [COWBS], OCIL
[CCIL], OVAL(R) [OVAL], and XCCDF [ XCCDF] .

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."”
This Internet-Draft will expire on August 4, 2012.

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents

Takahashi, et al. Expi res August 4, 2012 [ Page 1]



| nt er net - Draf t | ODEF- ext - sci Feb 2012

(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

Cyber attacks are getting nore sophisticated, and their nunbers are

i ncreasi ng day by day. To cope with such situation, incident

i nformati on needs to be reported, exchanged, and shared anobng

organi zations. |ODEF is one of the tools enabling such exchange, and
is already in use.

To efficiently run cybersecurity operations, these exchanged

i nformati on needs to be machi ne-readabl e. | ODEF provides a
structured neans to describe the information, but it needs to enbed
various non-structured such information in order to convey detail ed
information. Further structure within | ODEF increases | ODEF
docunents’ machine-readability and thus facilitates streamnining
cybersecurity operations.

On the other hand, there exist various other activities facilitating
detail ed and structured description of cybersecurity information,
maj or of which includes CAPEC [ CAPEC], CEE [CEE], CPE [CPE], CVE
[CVE], CVRF [CVRF], CVSS [CVSS], CWE [CWE], OABS [CWsS], OCIL [OCIL],
OVAL [OVAL], and XCCDF [ XCCDF]. Since such structured description
facilitates cybersecurity operations, it would be beneficial to enbed
and convey these information inside | ODEF docunent.

To enable that, this docunent extends the | ODEF to enbed and convey
various structured cybersecurity information, w th which
cybersecurity operations can be facilitated. Since | ODEF defines a
fl exi bl e and extensible format and supports a granul ar |evel of
specificity, this docunent defines an extension to | ODEF instead of
defining a new report format. For clarity, and to elimnate
duplication, only the additional structures necessary for describing
t he exchange of such structured information are provided.

2. Term nol ogy

The term nol ogy used in this docunent follows the one defined in RFC
5070 [ RFC5070] .

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Applicability

To mai ntain cybersecurity, organi zati on needs to exchange
cybersecurity information, which includes the follow ng infornmation:
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attack pattern, platforminformation, vulnerability and weakness,
count ermmeasure instruction, conputer event |og, and the severity.

| CDEF provi des a schenme to exchange such i nfornmation anong interested
parties. However, the detailed comopn format to describe such
information is not defined in the | ODEF base docunent.

On the other hand, to describe those information and to facilitate
exchange, a structured format for that is already available. Mjor
of them are CAPEC, CEE, CPE, CVE, CVRF, CVSS, CWE, CWsS, OCIL, OVAL,
and XCCDF. By enbedding theminto the | ODEF docunent, the docunent
can convey nore detailed contents to the receivers, and the docunent
can be easily reused. Note that interactive comunication is needed
in sone cases, and sonme of these structured information, e.g., OCL
information, solicits reply fromrecipients. These reply could be
al so enbedded i nside the | ODEF docunent.

These structured cybersecurity information facilitates cybersecurity
operation at the receiver side. Since the information is machi ne-
readabl e, the data can be processed by conputers. That expedites the
aut omati on of cybersecurity operations

For instance, an organi zation wishing to report a security incident
wants to describe what vulnerability was exploited. Then the sender
can sinply use | ODEF, where an CAPEC record is enbedded instead of
descri bing everything in free format text. Receiver can al so
identify the needed details of the attack pattern by | ooking up sone
of the xm [XM.1.0] tags defined by CAPEC. Receiver can accumrul ate
the attack pattern information (CAPEC record) in its database and
could distribute it to the interested parties if needed, w thout
needi ng human interventions.

4. Ext ensi on Definition

This draft extends | ODEF to enbed structured cybersecurity
information by introducing new cl asses, with which these information
can be enbedded inside | ODEF docunent as el enent contents of

Addi ti onal Dat a and Recordltem cl asses.

4.1. List of Supported Structured Cybersecurity Information
Speci fictions

Thi s extension enbeds structured cybersecurity information from
external specifications. The initial |ist of supported
specifications is listed below. Each entry has namespace [ XM_Nanes],
specification nanme, version, specification URI and applicable classes
for each specification. Future assignnments are to be managed by | ANA
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usi ng the Expert Review [ RFC5226] and Specification Required
[ RFC5226] allocation policies as further specified in Section 6.

4.1.1. CAPEC 1.6

Nanmespace: http://capec. mtre. org/ observabl es

Specification Nane: Common Attack Pattern Enuneration and Cl assification
Ver si on: 1.6

Specification URI: http://capec.mtre.org/

Applicable C asses: AttackPattern

4.1.2. CCE 5.0

Nanespace: http://cce.mtre.org
Speci fication Nane: Common Configuration Enumeration
Ver si on: 5.0

Specification URI: http://cce.mtre.org/
Appl i cabl e Cl asses: Verification

4.1.3. CCSS 1.0

Nanespace: N A
Speci fication Nane: Conmon Configuration Scoring System
Ver si on: 1.0

Specification URI: TBD
Appl i cabl e O asses: Scoring

4.1.4. CEE 0.6

Nanespace: http://cee.mtre.org
Speci fication Nane: Common Event Expression
Ver si on: 0.6

Specification URI: http://cee.mtre.org/
Appl i cabl e O asses: Event Report

4.1.5. CPE 2.3 Language

Nanmespace: http://cpe.mtre.org/l anguage/ 2.0
Speci fication Nane: Common Pl atform Enunmerati on Reference
Ver si on: 2.3

Specification URI: http://scap.nist.gov/specifications/cpe/
Appl i cabl e C asses: Pl atform
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4.1.6. CPE 2.3 Dictionary

Nanespace: http://cpe.mtre.org/dictionary/ 2.0
Speci fication Nane: Common Pl atform Enunmeration Dictionary
Ver si on: 2.3

Specification URI: http://scap.nist.gov/specifications/cpe/
Applicable Casses: Platform

4.1.7. CVE 1.0

Nanespace: http://cve.mtre.org/cve/ downl oads/ 1.0
Specification Nane: Common Vul nerability and Exposures
Ver si on: 1.0

Specification URI: http://cve.mtre.org/
Applicable O asses: Vulnerability

4.1.8. CVRF 1.0

Nanespace: http://ww. icasi.org/ CVRF/ schema/cvrf/ 1.0
Speci fication Nane: Common Vul nerability Reporting Format

Ver si on: 1.0

Specification URI: http://ww.icasi.org/cvrf

Applicable C asses: Vulnerability

4.1.9. CVSS 2.0

Nanespace: http://scap. nist.gov/schema/ cvss-v2/1.0
Speci fication Nane: Common Vul nerability Scoring System
Ver si on: 2

Specification URI: http://ww.first.org/cvss
Appl i cabl e O asses: Scoring

4.1.10. CWE 5.0

Nanmespace: N A
Speci fication Nane: Conmon Wakness Enuneration
Ver si on: 5.1

Specification URI: http://cwe.mtre.org/
Appl i cabl e O asses: Wakness

4.1.11. CWsS 0.8

Nanmespace: N A

Speci fication Nane: Common Weakness Scoring System
Ver si on: 0.8

Specification URI: http://cwe.mtre.org/cwss/

Appl i cabl e C asses: Scoring
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4.1.12. MAEC 2.0

Nanespace: http://maec. mtre. org/ XM_.Schena/ maec- cor e- 2
Specification Nane: Malware Attribute Enuneration and Characterization
Ver si on: 2.0

Specification URI: http://mec.mtre.org/

Applicable C asses: EventReport, AttackPattern

4.1.13. OCL 2.0

Nanespace: http://scap. nist.gov/schema/ocil/2.0
Speci fication Nane: Open Checklist Interactive Language
Ver si on: 2.0

Specification URI: http://scap.nist.gov/specifications/ocil/
Applicable C asses: Verification

4.1.14. OVAL 5.10.1 Definitions

Nanespace: http://oval . mtre. org/ XM_.Schema/ oval -definitions-5
Specification Nane: Qpen Vul nerability and Assessnent Language
Ver si on: 5.10.1

Specification URI: http://oval.mtre.org/
Appl i cabl e C asses: Verification

4.1.15. OVAL 5.10.1 Results

Nanespace: http://oval . mtre. org/ XM.Schena/ oval -resul ts-5
Specification Nane: Qpen Vul nerability and Assessnent Language
Ver si on: 5.10.1

Specification URI: TBD
Applicable C asses: Verification

4.1.16. OVAL 5.10.1 Common

Nanmespace: http://oval . mtre. org/ XM.Schema/ oval - cormon-5
Specification Nane: Open Vulnerability and Assessnent Language
Ver si on: 5.10.1

Specification URI: TBD
Applicable C asses: Verification

4.1.17. XCCDF 1.2

Nanespace: http://checklists.nist.gov/xccdf/ 1.2

Speci fication Nane: Extensible Configuration Checklist Description Format
Ver si on: 1.2

Specification URI: http://scap.nist.gov/specifications/xccdf/

Appl i cabl e C asses: Verification
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4.2. Extended Data Types

This extension inherits all of the data types defined in the | ODEF
nodel. One data type is added: XM.DATA.

4.2.1. XM.DATA

An enbedded XML data is represented by the XMLDATA data type. This
type is defined as the extension to the iodef: ExtensionType
[ RFC5070], whose dtype attribute is set to "xm."

4. 3. Ext ended Cl asses

The | ODEF I ncident elenment [RFC5070] is summarized below. It is
expressed in Unified Mdeling Language (UMW) syntax as used in the
| ODEF specification. The UM representatlon is for illustrative
pur poses only; elenents are specified in XM. as defined in Appendi x
A
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e +
| Incident |
Fom e e e e e e o oaoa ok +
ENUM pur pose | <>--------- [ I ncident| D]

STRI NG ext - purpose | <>--{0..1}-[Al ternativel D]
| <>--{0..1}-[Rel at edActi vi ty]
| <>--{0..1}-[ Detect Ti ne]

| <>--{0..1}-[StartTi ne]

| <>--{0..1}-[ EndTi ne]

ENUM | ang
ENUM restriction

| <>--------- [ Report Ti ne]

| <>--{0..*}-[Description]
| <>--{1..*}-[ Assessnent]
| <>--{0..*}-[ Met hod]

| <>--[ Addi ti onal Dat a]
| <>--[AttackPattern]
| <>--[Vul nerability]
| <>- - [ Weakness]

<>--{1..*}-[Contact]
<>--{0..*}-[ Event Dat a]

| <>-- [ Fl ow]

I | <>--[Systen

| | <>--[ Addi ti onal Dat a]
| | <>--[Platforni

| <>--[ Expectati on]
| <>--[ Record]
| <>--[ Recor dDat a]

| <>--[ Recordlteni
| <>--[ Event Report]

>--{0..1}-[Hi story]
>--{0..*}-[Addi tional Dat a]
| <>--[Verification]
| <>--[ Renmedi ati on]

Figure 1. Incident class

This extension defines the foll ow ng seven el enents.

4.3.1. AttackPattern

An AttackPattern consists of an extension to the

I nci dent. Met hod. Addi ti onal Data el ement with a dtype of

extensi on descri bes attack patterns of incidents or events.

n Xm n

The

It is recommended that Method cl ass SHOULD contain one or nore of the
ext ensi on el ements whenever avail abl e.

An AttackPattern class is structured as foll ows.

Takahashi ,

et al.

Expi res August 4, 2012
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| ENUM SpecificationlID |<>--(
| STRING AttackPatternl D | <>--(
| | <>--(

0..*)-[ RawData ]
0..*)-[ Reference |
0..*)-[ Platform]

Figure 2: AttackPattern cl ass
This class has the followi ng attri butes.

SpecificationlD: REQU RED. ENUM The identifier of the
speci fication specifying the format of the RawData el enent. The
val ue shoul d be chosen fromthe namespaces [ XM_Nanes] listed in
Section 4.1. Note that the lists in Section 4.1 will be devel oped
further by IANA. I n case a RawbData or Reference elenent is
provided along with this attribute, witers/senders MJST ensure
that this value is consistent with the one provided by the
element; if a reader/receiver detects an inconsistency, it SHOULD
prefer this attribute s value, and SHOULD | og the inconsistency so
a human can correct the problem

AttackPatternl D: OPTIONAL. STRING An identifier of an attack
pattern to be reported. This attribute SHOULD be used whenever
such identifier is available, but could be omtted if no such one
is available. In this case, either RawData or Reference el enents,
or both of them MJST be provided. |In case a RawbData or Reference
elenment is provided along with this attribute, witers/senders
MUST ensure that this value is consistent with the one provided by
the elenment; if a reader/receiver detects an inconsistency, it
SHOULD prefer this attribute’ s value, and SHOULD | og the
i nconsi stency so a human can correct the problem

The AttackPattern class is conposed of the foll ow ng aggregate
cl asses.

RawDat a: Zero or nore. XM.DATA. A conplete docunent that is
formatted according to the specification and its version
identified by the value of the SpecificationlID with the
Section 4.1.

Ref erence: Zero or nore of iodef:Reference [ RFC5070]. This el enent
all ows an | ODEF document to include a link to a structured
information instead of directly enbedding it into a RawDat a
el enent .
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4.

3.

Platform Zero or nore. An identifier of software platforminvol ved
in the specific attack pattern, which is elaborated in
Section 4.3.2. Sone of the structured information enbedded in the
RawDat a el enent may include the identifier withinit. In this
case, this Platformel enent SHOULD NOT be used. |If a reader/
recei ver detects the identifiers in both RawData and Pl atform
el ements and their inconsistency, it SHOULD prefer the identifiers
derived fromthe Platformel enent, and SHOULD | og t he
i nconsi stency so a human can correct the problem

2. Platform

A Platformidentifies a software platform It is recommended that
AttackPattern, Vulnerability, Wakness, and System cl asses contain
this el enents whenever avail abl e.

A Platformelenent is structured as foll ows.

U U +

| Platform |

o +

| ENUM SpecificationlD |<>-(0..*)-[ RawData ]

| STRING Platform D | <>--(0..*)-[ Reference ]
e +

Figure 3: Platformclass
This class has the followi ng attri butes.

SpecificationlD: REQU RED. ENUM The identifier of the
speci fication specifying the format of the RawbData el enent. The
val ue shoul d be chosen fromthe namespaces [ XM_.Nanes] listed in
Section 4.1. Note that the lists in Section 4.1 will be devel oped
further by 1ANA. I n case a RawbData or Reference elenent is
provided along with this attribute, witers/senders MJST ensure
that this value is consistent with the one provided by the
elenment; if a reader/receiver detects an inconsistency, it SHOULD
prefer this attribute s value, and SHOULD | og the inconsistency so
a human can correct the problem

PlatformD: OPTIONAL. STRING An identifier of a platformto be
reported. This attribute SHOULD be used whenever such identifier
is avail able, but could be omtted if no such one is avail abl e.
In this case, either RawbData or Reference elenents, or both of
them MUST be provided. 1In case a RawbData or Reference elenent is
provided along with this attribute, witers/senders MJST ensure
that this value is consistent with the one provided by the
element; if a reader/receiver detects an inconsistency, it SHOULD
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prefer this attribute s value, and SHOULD | og the inconsistency so
a human can correct the problem

This class is conposed of the foll owi ng aggregate cl asses.

RawDat a: Zero or nore. XM.DATA. A conplete docunent that is
formatted according to the specification and its version
identified by the value of the SpecificationlD with the
Section 4.1.

Reference: Zero or nore of iodef:Reference [RFC5070]. This el enent
all ows an | ODEF docunment to include a link to a structured
information instead of directly enbedding it into a RawDat a
el enent .

Witers/senders MJST ensure the specification nane and version
identified by the SpecificationlD are consistent with the contents of
the ID, if a reader/receiver detects an inconsistency, it SHOULD
prefer the specification name and version derived fromthe content,
and SHOULD | og the inconsistency so a hunman can correct the problem

4.3.3. Vulnerability

A Vul nerability consists of an extension to the

I nci dent. Met hod. Addi ti onal Data el ement wth a dtype of "xm". The
extensi on describes the (candidate) vulnerabilities of incidents or
events.

It is recomended that Method cl ass SHOULD contain one or nore of the
ext ensi on el enents whenever avail abl e.

A Vul nerability elenent is structured as foll ows.

o +
| Vulnerability |
T +

| ENUM SpecificationlD |<>--(0..*)-[ RawData ]

| STRING Vul nerabilitylD |<>--(0..*)-[ Reference ]
| | <>--(0..*)-[ Platform]
| | <>--(0..*)-[ Scoring ]
e +

Figure 4: Vulnerability class

This class has the followi ng attri butes.
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SpecificationlD: REQU RED. ENUM The identifier of the
speci fication specifying the format of the RawData el enent. The
val ue shoul d be chosen fromthe namespaces [ XM_Nanes] listed in
Section 4.1. Note that the lists in Section 4.1 will be devel oped
further by IANA. I n case a RawbData or Reference elenent is
provided along with this attribute, witers/senders MJST ensure
that this value is consistent with the one provided by the
element; if a reader/receiver detects an inconsistency, it SHOULD
prefer this attribute’ s value, and SHOULD | og the inconsistency so
a human can correct the problem

Vul nerabilitylD: OPTIONAL. STRING An identifier of a

vul nerability to be reported. This attribute SHOULD be used
whenever such identifier is available, but could be omtted if no
such one is available. In this case, either RawData or Reference
el enents, or both of them MJST be provided. |In case a Rawbata or
Reference elenent is provided along with this attribute, witers/
senders MUST ensure that this value is consistent with the one
provided by the elenent; if a reader/receiver detects an

i nconsistency, it SHOULD prefer this attribute’s value, and SHOULD
| og the inconsistency so a human can correct the problem

This class is conposed of the follow ng aggregate cl asses.

RawDat a: Zero or one. XM.DATA. A conplete docunent that is
formatted according to the specification and its version
identified by the value of the SpecificationlID with the
Section 4.1.

Ref erence: Zero or one of iodef:Reference [ RFC5070]. This el ement
all ows an | ODEF docunment to include a link to a structured
information instead of directly enbedding it into a RawDat a
el enent .

Platform Zero or nore. An identifier of software platform affected
by the vulnerability, which is elaborated in Section 4.3.2. Sone
of the structured information enbedded in the RawData el enment nmay
include the identifier within it. 1In this case, this el enment
SHOULD NOT be used. |If a reader/receiver detects the identifiers
in both RawbData and Platform el ements and their inconsistency, it
SHOULD prefer the identifiers derived fromthe Platform el enent,
and SHOULD | og the inconsistency so a human can correct the
pr obl em

Scoring: Zero or nore. An indicator of the severity of the
vul nerability, such as CVSS and CCSS scores, which is el aborated
in Section 4.3.4. Sone of the structured information may incl ude
scores wwthinit. |In this case, the Scoring el enment SHOULD NOT be
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used since the RawData el ement contains the scores. |If a reader/
recei ver detects scores in both RawData and Scoring el enents and

their inconsistency, it SHOULD prefer the scores derived fromthe
RawDat a el enent, and SHOULD | og the inconsistency so a human can

correct the problem

4.3.4. Scoring
A Scoring class describes the scores of the severity in terns of
security. It is recomended that Vul nerability and Wakness cl asses
contain the elenents whenever avail abl e.

A Scoring class is structured as foll ows.

o e e e e e e e e e oo o - +
| Scoring |
Fom e +
| ENUM SpecificationlD | <>-------- [ ScoreSet |
Fom oo +

Figure 5. Scoring class

This cl ass has two attri butes.

SpecificationlD: REQU RED. ENUM The identifier of the
speci fication specifying the format of the RawData el enent. The
val ue shoul d be chosen fromthe namespaces [ XM_.Nanes] listed in
Section 4.1. Note that the lists in Section 4.1 will be devel oped
further by IANA. I n case a RawbData or Reference elenent is
provided along with this attribute, witers/senders MJST ensure
that this nanmespace is consistent with the one provided by the
element; if a reader/receiver detects an inconsistency, it SHOULD
prefer the value of this attribute, and SHOULD | og the
i nconsi stency so a human can correct the problem

This class is conposed of an aggregate cl ass.

ScoreSet: One. XMLDATA. A conplete docunent that is formatted
according to the specification and its version identified by the
val ue of the SpecificationlID with the Section 4.1. This el enment
i ncludes a set of score information.

Witers/senders MJST ensure the specification nane and version
identified by the SpecificationlD are consistent with the contents of
the Score; if a reader/receiver detects an inconsistency, it SHOULD
prefer the specification nane and version derived fromthe content,
and SHOULD | og the inconsistency so a human can correct the problem
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4.3.5. Wakness
A Weakness consists of an extension to the
I nci dent . Met hod. Addi ti onal Data el ement with a dtype of "xm". The
ext ensi on descri bes the weakness types of incidents or events.

It is recommended that Method cl ass SHOULD contain one or nore of the
ext ensi on el ements whenever avail abl e.

A Weakness elenent is structured as foll ows.

e +
| Weakness |

e +

| ENUM SpecificationlD |<>-(0..*)-[ RawData ]

| STRI NG Weaknessl| D | <>--(0..*)-[ Reference ]
| | <>--(0..*)-[ Platform]
| | <>--(0..*)-[ Scoring ]
U +

Figure 6: Wakness cl ass
This class has the followi ng attributes.

SpecificationlD: REQU RED. ENUM The identifier of the
speci fication specifying the format of the RawData el enent. The
val ue shoul d be chosen fromthe namespaces [ XM_.Nanes] listed in
Section 4.1. Note that the lists in Section 4.1 will be devel oped
further by IANA. I n case a RawbData or Reference elenent is
provided along with this attribute, witers/senders MJST ensure
that this value is consistent with the one provided by the
element; if a reader/receiver detects an inconsistency, it SHOULD
prefer this attribute s value, and SHOULD | og the inconsistency so
a human can correct the problem

WeaknessID: OPTIONAL. STRING An identifier of a weakness to be
reported. This attribute SHOULD be used whenever such identifier
is available, but could be omtted if no such one is avail abl e.
In this case, either RawbData or Reference elenents, or both of
them MUST be provided. 1In case a RawbData or Reference elenent is
provided along with this attribute, witers/senders MJST ensure
that this value is consistent with the one provided by the
elenment; if a reader/receiver detects an inconsistency, it SHOULD
prefer this attribute s value, and SHOULD | og the inconsistency so
a human can correct the problem

This class is conposed of the follow ng aggregate cl asses.
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RawDat a: Zero or nore. XM.DATA. A conplete docunent that is
formatted according to the specification and its version
identified by the value of the SpecificationlID with the
Section 4.1.

Ref erence: Zero or one of iodef:Reference [ RFC5070]. This el enment
all ows an | ODEF docunment to include a link to a structured
information instead of directly enbedding it into a RawDat a
el enent .

Platform Zero or nore. An identifier of software platform affected
by the weakness, which is elaborated in Section 4.3.2. Sone of
the structured informati on enbedded in the RawData el enent may
include the identifier withinit. 1In this case, this el enment
SHOULD NOT be used. |If a reader/receiver detects the identifiers
in both RawbData and Platform el ements and their inconsistency, it
SHOULD prefer the identifiers derived fromthe Platform el enent,
and SHOULD | og the inconsistency so a human can correct the
pr obl em

Scoring: Zero or nore. An indicator of the severity of the
weakness, such as CW5S score, which is elaborated in
Section 4.3.4. Sone of the structured information may i ncl ude
scores wwthinit. |In this case, the Scoring elenment SHOULD NOT be
used since the RawData el ement contains the scores. |If a reader/
recei ver detects scores in both RawData and Scoring el enents and
their inconsistency, it SHOULD prefer the scores derived fromthe
RawDat a el enent, and SHOULD | og the inconsistency so a human can
correct the problem

4.3.6. EventReport
An Event Report consists of an extension to the
I nci dent . Event Dat a. Recor d. Recor dDat a. Recordltem el enent with a dtype
of "xm". The extension enbeds structured event reports.

It is recommended that Recordltemclass SHOULD contain one or nore of
t he extensi on el ements whenever avail abl e.

An Event Report element is structured as foll ows.

e +

| Event Report |

Fom e +

| ENUM SpecificationlD |<>-(0..*)-[ RawData ]

| STRING Event| D | <>--(0..*)-[ Reference ]
Fom e +
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Figure 7: Event Report cl ass
This class has the followi ng attri butes.

SpecificationlD: REQU RED. ENUM The identifier of the
specification specifying the format of the RawbData el enent. The
val ue shoul d be chosen fromthe nanmespaces [ XMLNanes] listed in
Section 4.1. Note that the lists in Section 4.1 will be devel oped
further by 1ANA. I n case a RawbData or Reference elenent is
provided along with this attribute, witers/senders MJST ensure
that this value is consistent with the one provided by the
element; if a reader/receiver detects an inconsistency, it SHOULD
prefer this attribute s value, and SHOULD | og the inconsistency so
a human can correct the problem

EventI D OPTIONAL. STRING An identifier of an event to be
reported. This attribute SHOULD be used whenever such identifier
is avail able, but could be omtted if no such one is avail abl e.
In this case, either RawbData or Reference elenents, or both of
them MJST be provided. 1In case a RawData or Reference elenent is
provided along with this attribute, witers/senders MJST ensure
that this value is consistent with the one provided by the
elenment; if a reader/receiver detects an inconsistency, it SHOULD
prefer this attribute’'s value, and SHOULD | og the inconsistency so
a human can correct the problem

This class is conposed of three aggregate cl asses.

RawDat a: Zero or one. XM.DATA. A conpl ete docunent that is
formatted according to the specification and its version
identified by the value of the SpecificationlD with the
Section 4.1.

Ref erence: Zero or one of iodef: Reference [ RFC5070]. This el enent
all ows an | ODEF docunment to include a link to a structured
information instead of directly enbedding it into a RawDat a
el enent .

This class MJUST contain at | east one of RawData or Reference

el enents. Witers/senders MJST ensure the specification nanme and
version identified by the SpecificationlD are consistent with the
contents of the RawData; if a reader/receiver detects an

i nconsistency, it SHOULD prefer the specification name and version
derived fromthe content, and SHOULD | og the inconsistency so a human
can correct the problem
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4.3.7. Verifcation

A Verification consists of an extension to the
Incident. Additional Data el ement with a dtype of "xm". The extension
el ements describes incident on vefifying incidents.

A Verification class is structured as foll ows.

| ENUM SpecificationlD |<>-(0 )-[ RawbDat a |
| STRING Verificationl D <>--(0..*)-[ Reference ]

Figure 8. Verification class
This class has the followi ng attri butes.

SpecificationlD: REQU RED. ENUM The identifier of the
speci fication specifying the format of the RawData el enent. The
val ue shoul d be chosen fromthe nanmespaces [ XM_Nanmes] listed in
Section 4.1. Note that the lists in Section 4.1 wll be devel oped
further by 1ANA. I n case a RawbData or Reference elenent is
provided along wth this attribute, witers/senders MJST ensure
that this value is consistent with the one provided by the
elenent; if a reader/receiver detects an inconsistency, it SHOULD
prefer this attribute s value, and SHOULD | og the inconsistency so
a human can correct the problem

VerificationlD: OPTIONAL. STRING An identifier of an check item
to be reported. This attribute SHOULD be used whenever such
identifier is available, but could be omtted if no such one is
avai lable. In this case, either RawbData or Reference el enents, or
both of them MJST be provided. 1In case a RawData or Reference
element is provided along with this attribute, witers/senders
MUST ensure that this value is consistent with the one provided by
the elenent; if a reader/receiver detects an inconsistency, it
SHOULD prefer this attribute s value, and SHOULD | og the
i nconsi stency so a human can correct the problem

This class is conposed of two aggregate cl asses.
RawDat a: Zero or one. XM.DATA. A conplete docunent that is
formatted according to the specification and its version

identified by the value of the SpecificationlD with the
Section 4.1.
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Ref erence: Zero or one of iodef:Reference [ RFC5070]. This el enment
all ows an | ODEF docunment to include a link to a structured
information instead of directly enbedding it into a RawDat a
el enent .

This class MJST contain at |east either of RawData and Reference

el enents. Witers/senders MJST ensure the specification nanme and
version identified by the SpecificationlD are consistent with the
contents of the RawData; if a reader/receiver detects an

i nconsi stency, it SHOULD prefer the specification name and version
derived fromthe content, and SHOULD | og the inconsistency so a human
can correct the problem

4.3. 8. Renedi ati on

A Renedi ati on consists of an extension to the Incident. Additional Data
elenmrent with a dtype of "xm". The extension elenents describes
i ncident renediation information including instructions.

It is recommended that |ncident class SHOULD contain one or nore of
this extensi on el enents whenever avail abl e.

A Renedi ation class is structured as foll ows.

| ENUM SpecificationlD |<>-(0..*)-[ RawData ]
| String RenediationlD |<>--(0..*)-[ Reference ]

Figure 9: Renediation class
This class has the followi ng attri butes.

SpecificationlD: REQU RED. ENUM The identifier of the
specification specifying the format of the RawbData el enent. The
val ue shoul d be chosen fromthe namespaces [ XM_Nanes] listed in
Section 4.1. Note that the lists in Section 4.1 will be devel oped
further by 1ANA. I n case a RawbData or Reference elenent is
provided along with this attribute, witers/senders MJST ensure
that this value is consistent with the one provided by the
elenment; if a reader/receiver detects an inconsistency, it SHOULD
prefer this attribute s value, and SHOULD | og the inconsistency so
a human can correct the problem
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Renedi ationlD: OPTIONAL. STRING An identifier of a renediation
information to be reported. This attribute SHOULD be used
whenever such identifier is available, but could be omtted if no
such one is available. |In this case, either RawbData or Reference
el enents, or both of them MJST be provided. In case a RawData or
Ref erence elenent is provided along with this attribute, witers/
senders MJST ensure that this value is consistent with the one
provided by the elenment; if a reader/receiver detects an
i nconsi stency, it SHOULD prefer this attribute’ s value, and SHOULD
| og the inconsistency so a human can correct the problem

This class is conposed of two aggregate cl asses.

RawDat a: Zero or one. XM.DATA. A conplete docunent that is
formatted according to the specification and its version
identified by the value of the SpecificationlD with the
Section 4.1.

Ref erence: Zero or one of iodef:Reference [ RFC5070]. This el enment
all ows an | ODEF docunment to include a link to a structured
information instead of directly enbedding it into a RawDat a
el enent .

This class MJST contain at |east either of RawData and Reference

el enents. Witers/senders MJST ensure the specification nanme and
version identified by the SpecificationlD are consistent with the
contents of the RawData; if a reader/receiver detects an

i nconsi stency, it SHOULD prefer the specification name and version
derived fromthe content, and SHOULD | og the inconsistency so a human
can correct the problem

5. Security Considerations

Thi s docunent specifies a format for encoding a particular class of
security incidents appropriate for exchange across organi zati ons. As
nerely a data representation, it does not directly introduce security
i ssues. However, it is guaranteed that parties exchangi ng instances
of this specification will have certain concerns. For this reason,

t he underlying nessage format and transport protocol used MJST ensure
the appropriate degree of confidentiality, integrity, and
authenticity for the specific environnent.

Organi zati ons that exchange data using this docunent are URGED to

devel op operating procedures that docunent the follow ng areas of
concern.
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5.1. Transport-Specific Concerns

The underlying nessagi ng format and protocol used to exchange

i nstances of the | ODEF MUST provi de appropriate guarantees of
confidentiality, integrity, and authenticity. The use of a
standardi zed security protocol is encouraged. The Real-tine Inter-
networ k Defense (RID) protocol [RFC6045] and its associated transport
bi ndi ng [ RFC6046] provide such security.

The critical security concerns are that these structured information
may be falsified or they may becone corrupt during transit. In areas
where transm ssion security or secrecy is questionable, the
application of a digital signature and/or nmessage encryption on each
report will counteract both of these concerns. W expect that each
exchangi ng organi zation will determ ne the need, and nechanism for
transport protection.

6. | ANA Consi derations
Thi s docunment uses URNs to describe XM. nanmespaces and XM
schemat a| XM_LschenaPart 1] [ XM_.schemaPart2] conformng to a registry
mechani sm descri bed in [ RFC3688] .

Regi stration request for the | ODEF structured cybersecurity
i nformati on extensi on nanmespace:

URI: urn:ietf:paranms:xm:ns:iodef-sci-1.0

Regi strant Contact: Refer here to the authors’ addresses section
of the docunent.

XM.: None

Regi stration request for the | ODEF structured cybersecurity
i nformati on extension XM. schema:

URI: urn:ietf:paranms: xm :schema:iodef-sci-1.0

Regi strant Contact: Refer here to the authors’ addresses section
of the docunent.

XM.: Refer here to the XML Schema in the appendi x of the docunent.

This meno creates the following registry for | ANA to manage:

Takahashi, et al. Expi res August 4, 2012 [ Page 22]



| nt er net - Draf t | ODEF- ext - sci Feb 2012

Nane of the registry: "I ODEF Structured Cyber Security Information
Speci ficati ons”

Nanespace details: Aregistry entry for a Structured Cyber
Security Information Specification (SCl specification) consists
of :

Nanespace: A URI [RFC3986] that is the XM. nanespace nane used
by the registered SCI specification.

Specification Nane: A string containing the spelled-out nane of
the SCI specification in human-readabl e form

Specification URI: A list of one or nore of the URI s [ RFC3986]
fromwhich the regi stered specification can be obtained. The
regi stered specification MIUST be readily and publicly avail abl e
fromthat URI.

Applicable C asses: Alist of one or nore of the Extended
Cl asses specified in Section 4.3 of this docunent. The
regi stered SCl specification MIUST only be used with the
Ext ended Cl asses in the registry entry.

Information that nust be provided to assign a new val ue: The above
[ist of information.

Fields to record in the registry: Namespace/ Specification Name/
Ver si on/ Appl i cabl e Cl asses.

Initial registry contents: See sections from Section 4.1.1 through
Section 4.1.17 above.

Al l ocation Policy: Expert Review [ RFC5226] and Specification
Requi red [ RFC5226].

The Designated Expert is expected to consult with the mle (Managed

I nci dent Li ghtwei ght Exchange) working group or its successor if any
such WG exists (e.g., via email to the working group’s mailing list).
The Designated Expert is expected to retrieve the SCI specification
fromthe provided URI in order to check the public availability of
the specification and verify the correctness of the URI. An

i nportant responsibility of the Designated Expert is to ensure that
the regi stered Applicable C asses are appropriate for the regi stered
SCl specification.
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8. Appendix I: XM. Schema Definition for Extension

The XML Schenma describing the elenments defined in the Extension
Definition section is given here. Each of the exanples in Section 9
shoul d be verified to validate against this schema by autonated

t ool s.

<?xm version="1.0" encodi ng="UTF-8"?>

<xsd: schema t arget Nanmespace="urn:ietf: parans: xm : ns: i odef-sci-1.0"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schena"

xm ns:iodef="urn:ietf:parans: xm :ns:iodef-1.0"

xm ns:iodef-sci="urn:ietf:parans: xm :ns:iodef-sci-1.0"

el ement For nDef aul t ="qual i fi ed" attri but eFornDefaul t="unqualified">

<xsd:inport nanespace="urn:ietf:parans: xm :ns:iodef-1.0"
schemaLocat i on="i odef _schema. xsd"/ >

<l--
schemaLocati on="urn:ietf:parans: xn : schema: i odef-1.0"/>

<xsd: conpl exType name=" XM_DATA" >
<xsd: conpl exCont ent >
<xsd:restriction base="i odef: Extensi onType">
<xsd: sequence>
<xsd: any nanespace="##any" processContents="1ax" m nQccurs="0"
maxQccur s="unbounded"/ >
</ xsd: sequence>
<xsd: attribute name="dtype" type="iodef:dtype-type"
use="prohi bi ted" val ue="xm"/>
<xsd:attribute nane="ext-dtype" type="xsd:string" use="optional"/>
<xsd: attribute name="neani ng" type="xsd:string"/>
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<xsd:attribute name="formatid" type="xsd:string"/>
<xsd:attribute name="restriction" type="iodef:restriction-type"/>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el enent nanme="Scori ng">
<xsd: conpl exType>
<xsd: sequence>
<xsd: el enent nanme="ScoreSet" type="iodef-sci: XM.DATA"
m nOccur s="0" maxQccur s="unbounded"/ >
</ xsd: sequence>
<xsd:attribute name="Specificationl D' type="xsd:string"
use="required"/>
</ xsd: conpl exType>
</ xsd: el enent >

<xsd: el enent nane="AttackPattern">
<xsd: conpl exType>
<xsd: sequence>
<xsd: el enent nanme="RawDat a" type="i odef-sci: XMLDATA"
m nQccurs="0" maxQccur s="unbounded"/ >
<xsd: el enent nanme="Ref erence" ref="iodef: Reference"
m nCQccurs="0" maxQccur s="unbounded"/ >
<xsd: el enent name="Pl atforni ref="iodef-sci:Platforni
m nCccur s="0" maxCOccur s="unbounded"/ >
</ xsd: sequence>
<xsd:attribute nanme="Specificationl D' type="xsd:string"
use="required"/>
<xsd:attribute name="AttackPatternl D' type="xsd:string"
use="optional "/ >
</ xsd: conpl exType>
</ xsd: el enent >

<xsd: el enent nanme="Vul nerability">
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<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement nanme="RawDat a" type="i odef-sci: XMLDATA"
m nCccur s="0" maxCccur s="unbounded"/ >
<xsd: el enent nane="Reference" ref="iodef: Reference"
m nCccur s="0" maxCccur s="unbounded"/ >
<xsd: el enent nanme="Platform' ref="iodef-sci:Platfornt
m nCccur s="0" maxCccur s="unbounded"/ >
<xsd: el enent nanme="Scoring" ref="iodef-sci: Scoring"
m nCccur s="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
<xsd:attribute name="Specificationl D' type="xsd:string"
use="required"/>
<xsd:attribute name="Vulnerabilityl D' type="xsd:string"
use="optional "/ >
</ xsd: conpl exType>
</ xsd: el enent >

<| s e e
== Weakness { ass ==
e —————————————————————————————————————————————————————— s ]
<xsd: el enent nanme="Wakness" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement nanme="RawDat a" type="i odef-sci: XMLDATA"
m nQccur s="0" maxCccur s="unbounded"/ >
<xsd: el enent nanme="Reference" ref="iodef: Reference"
m nCccurs="0" maxQOccur s="unbounded"/ >
<xsd: el enent nanme="Pl atforni' ref="iodef-sci:Platfornt
m nQccur s="0" maxCccur s="unbounded"/ >
<xsd: el ement nanme="Scoring" ref="iodef-sci: Scoring"
m nQccur s="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
<xsd:attribute nane="Specificationl D' type="xsd:string"
use="required"/>
<xsd:attribute name="WaknesslI D' type="xsd:string"
use="optional "/ >
</ xsd: conpl exType>
</ xsd: el enent >
<! - - - - - - - . —_—_—_—_—_—_—_—_—_—_——C—
== Platform d ass ==
e e s e >

<xsd: el emrent name="Pl at f or ni' >
<xsd: conpl exType>
<xsd: sequence>
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<xsd: el ement nanme="RawDat a" type="i odef-sci: XMLDATA"
m nCccur s="0" maxCccur s="unbounded"/ >
<xsd: el enent nanme="Ref erence" ref="iodef: Reference"
m nCccur s="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
<xsd:attribute name="Specificationl D' type="xsd:string"
use="required"/>
<xsd:attribute name="Platform D' type="xsd:string"
use="optional "/ >
</ xsd: conpl exType>
</ xsd: el enent >

== Event Report C ass ==

<xsd: el enent nane="Event Report">
<xsd: conpl exType>
<xsd: sequence>
<xsd: choi ce>
<xsd: el ement nanme="RawDat a" type="i odef-sci: XMLDATA"/ >
<xsd: el ement nanme="Ref erence" ref="iodef: Reference"/>
</ xsd: choi ce>
</ xsd: sequence>
<xsd:attribute nanme="Specificationl D' type="xsd:string"
use="required"/>
<xsd: attribute name="Event| D' type="xsd: string"
use="optional "/ >
</ xsd: conpl exType>
</ xsd: el enent >

<| -/ - - - —-" "

<xsd: el enent nanme="Verification">
<xsd: conpl exType>
<xsd: sequence>
<xsd: choi ce>
<xsd: el emrent nanme="RawDat a" type="i odef-sci: XMLDATA"/ >
<xsd: el enent nane="Reference" ref="iodef: Reference"/>
</ xsd: choi ce>
</ xsd: sequence>
<xsd:attribute nanme="Specificationl D' type="xsd:string"
use="required"/>
<xsd:attribute name="Verificationl D' type="xsd:string"
use="optional "/ >
</ xsd: conpl exType>
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</ xsd: el enent >

<xsd: el enent nanme="Renedi ati on">
<xsd: conpl exType>
<xsd: sequence>
<xsd: choi ce>
<xsd: el enent nane="RawDat a" type="i odef-sci: XM_.DATA"/ >
<xsd: el enent nanme="Reference" ref="iodef: Reference"/>
</ xsd: choi ce>
</ xsd: sequence>
<xsd: attribute name="Specificationl D' type="xsd:string"
use="required"/>
<xsd: attribute nane="Renedi ationl D' type="xsd:string"
use="optional "/ >
</ xsd: conpl exType>
</ xsd: el ement >

</ xsd: schema>

9. Appendix Il: XM Exanpl es

This section provides an exanple of an incident encoded in the | CDEF
This do not necessarily represent the only way to encode a particul ar
incident. Belowis an exanple of a CSIRT reporting an attack.

<?xm version="1.0" encodi ng="UTF-8"?>
<| CDEF- Docunent versi on="1.00" |ang="en"
xm ns="urn:ietf:paranms: xm :ns:iodef-1.0"
xm ns:iodef="urn:ietf:parans: xm :ns:iodef-1.0"
xm ns:iodef-sci="urn:ietf:parans: xn :ns:iodef-sci-1.0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance" >
<l nci dent purpose="reporting">
<Inci dentl D nane="csirt.exanpl e. coni>189493</ | nci dent | D>
<Report Ti me>2001- 09- 13T23: 19: 24+00: 00</ Report Ti ne>
<Descri ption>I ncident report in conpany xx</Description>
<Assessnent >
<l npact conpletion="failed" type="adm n"/>
</ Assessnent >
<Met hod>
<Description>Structured informati on on attack pattern, exploited
vul nerability, and weakness</Description>
<Addi ti onal Data dtype="xm ">
<i odef -sci: AttackPattern Specificationl D="CAPEC 1. 6"
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At t ackPat t er nl D=" CAPEC- 14" >
<i odef - sci : RawDat a>
<Attack_Pattern_Catal og Catal og_Nane=" CAPEC"

Cat al og_Versi on="1. 6" Catal og_Dat e="2010-12- 09"

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xm ns: observabl es="http://capec. mtre. org/ observabl es”

xsi : noNanespaceSchenmalLocat i on=

"http://capec.mtre.org/data/ xsd/ ap_schema_v2. 1. xsd">
<Views>..... </ Vi ews>

</ Attack_Pattern_Catal og>
</i odef - sci : RawDat a>
<Ref er ence>
<Ref er enceNane>Li nk t o Capec- 14</ Ref er enceNane>
<URL>http://capec. mtre.org/data/definitions/14. htm </ URL>
</ Ref erence>
</iodef-sci:AttackPattern>
<i odef-sci:Vulnerability Specificationl D="CVE_1.0"
Vul nerabi li tyl D="CVE- 2010- 3654" >
<i odef - sci : RawDat a>
<cve xsi: noNamespaceSchenmalLocati on=
"http://cve.mtre.org/schema/ cve/ cve_1.0. xsd"

xm ns="http://cve.mtre. org/ cvel/ downl oads"

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<item seq="1999- 0002" nane="CVE-1999-0002" type="CVE">
</itenp

</cve>
</i odef - sci : RawbDat a>
<i odef-sci:Platform Specificationl D="CPE_2. 3"
PlatformD="[CPE ID| "/ >
<i odef -sci: Scoring SpecificationlD="CVSS 2.0">
<i odef - sci : Scor eSet >
<base netrics>
<scor e>9. 3</ scor e>
<access-vect or >NETWORK</ access- vect or >
<access-conpl exi t y>MEDI UMK/ access- conpl exi ty>
<aut hent i cati on>NONE</ aut henti cati on>
<confidentiality-inpact>COMWPLETE</ confi dentiality-inpact>
<integrity-inpact >COMPLETE</integrity-inpact>
<avail ability-inmpact >COVPLETE</ avai |l abi lity-i npact>
<source>http://nvd. ni st. gov</source>
<gener at ed- on-dat eti ne>2012- 01- 11T09: 55: 00. 000- 05: 00
</ gener at ed- on-dat eti ne>
</ base_netrics>
</i odef-sci: ScoreSet >
</i odef -sci: Scoring>
</iodef-sci:Vulnerability>
<i odef - sci : Wakness Specificationl D="CWE_5. 0"
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Weakness| D="CW\E- 119" >
<i odef - sci : RawDat a>
<Weakness_Cat al og
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schema- i nst ance"
Cat al og_Nane="VI EW LI ST: CWE-1000: Research Concepts"
Cat al og_Version="2.1" Catal og_Dat e="2011-09- 13"
xsi : noNanespaceSchenmalLocat i on=
"http://cwe. mtre. org/datal/ xsd/ cwe_schema_v5. 1. xsd" >
<Views>..... </ Vi ews>
</ Wakness_Cat al og>
</i odef - sci : RawDat a>
</ i odef - sci : Weakness>
</ Addi ti onal Dat a>
</ Met hod>
<Contact role="creator" type="organization">
<Cont act Nane>Exanpl e. com CSI RT</ Cont act Nane>
<Regi stryHandl e regi stry="ari n">exanpl e- conk/ Regi stryHandl e>
<Emai | >cont act @si rt. exanpl e. conx/ Emai | >
</ Cont act >
<Event Dat a>
<FI ow>
<Syst em cat egor y="sour ce">
<Node>
<Addr ess category="i pv4-addr">192. 0. 2. 200</ Addr ess>
<Count er type="event">57</ Counter >
</ Node>
</ Syst enp
<System cat egory="target">
<Node>
<Addr ess cat egory="ipv4-net">192. 0. 2. 16/ 28</ Addr ess>
</ Node>
<Service ip_protocol ="6">
<Por t >80</ Port >
</ Servi ce>
<Addi ti onal Data dtype="xm ">
<i odef -sci: Pl atform Specificationl D="CPE_2. 3"
Platform D="[CPE I D] "/>
</ Addi ti onal Dat a>
</ Syst enp
</ Fl ow>
<Expectati on action="bl ock-host" />
<Expectation action="other"/>
<I-- <Recordlten> has an excerpt froma log -->
<Recor d>
<Recor dDat a>
<Dat eTi me>2001- 09- 13T18: 11: 21+02: 00</ Dat eTi me>
<Descri pti on>a Web-server event record</Description>
<Recordl tem dtype="xm ">
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<i odef - sci : Event Report Specificationl D="CEE 0. 6" >
<i odef - sci : RawDat a>
<CEE xm ns="http://cee.mtre.org">
</ CEE>
</ i odef - sci : RawDat a>
</i odef-sci: Event Report >
</ Recordl t enr
</ Recor dDat a>
</ Recor d>
</ Event Dat a>
<Hi story>
<l-- Contact was previously made with the source network owner -->
<Hi storyltem acti on="cont act-source-site">
<Dat eTi me>2001- 09- 14T08: 19: 01+00: 00</ Dat eTi nme>
<Description>Notification sent to
constituency-contact @92. 0. 2. 200</ Descri pti on>
</H storyltenr
</Hi story>
<Addi ti onal Data dtype="xm ">
<i odef -sci: Verification Specificationl D="0OVAL_5.10">
<i odef - sci : RawDat a>
<oval _definitions
xm ns="http://oval . mtre. org/ XM_Schenma/ oval -defi ni ti ons-5"
xm ns:ind-def =
“http://oval.mtre.org/ XM_.Schema/ oval - defi ni ti ons- 5#i ndependent "
xm ns: | i nux-def =
"http://oval.mtre. org/ XM_.Schema/ oval - defi ni ti ons-5#l i nux"
xm ns:oval ="http://oval . mtre. org/ XM_Schena/ oval - conrmon- 5"
xm ns: oval - def =
“http://oval . mtre.org/ XM.Schema/ oval -definitions-5"
xm ns: uni x- def =
"http://oval.mtre.org/ XM.Schema/ oval - defi ni ti ons-5#uni x"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schenma- i nst ance" >
</ oval _definitions>
</ i odef - sci : RawDat a>
</iodef-sci:Verification>
<i odef-sci: Verification Specificationl D="XCCDF_1.2">
<i odef - sci : RawDat a>
<xccdf: Benchmark i d="xccdf _org. exanpl e_benchmar k_exanpl el"
xm ;1 ang="en" 1d="toSi gn"
xm ns: ht m="htt p: // ww. w3. or g/ 1999/ xht m "
xm ns: xccdf ="http://checklists. nist.gov/xccdf/1. 2"
xm ns: cpe2-dict="http://cpe.mtre.org/dictionary/2.0">
</ xccdf : Benchmar k>
</ i odef - sci : RawDat a>
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</iodef-sci:Verification>
</ Addi ti onal Dat a>
</ | nci dent >

</ | CDEF- Docunent >
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