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1

I nt roducti on

[ ARF] defines a nessage format for sending reports of abuse in the
nmessagi ng infrastructure, with an eye towards automati ng both the
generation and consunption of those reports. There is now also a
desire to extend the ARF format to include reporting of nessages that
fail to authenticate using known authentication nethods, as these are
sonmeti mes evidence of abuse that can be detected and reported through
aut omat ed neans. The same nechani sm can be used to convey forensic

i nformati on about the specific reason the authentication nethod
failed. Thus, this neno presents such extensions to the Abuse
Reporting Format to allow for detailed reporting of nessage

aut hentication failures.
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2. Definitions

2.1. Keywords

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

2.2. Base 64
base64 is defined in [ M Mg
The val ues that are base64 encodi ngs may contain FW5 for formatting
pur poses as per the usual header field wapping defined in [ MAIL].
During decodi ng, any characters not in the base64 al phabet are

i gnored so that such line wapping does not harmthe value. The ABNF
token "FWS" is defined in [DKIM.
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3. Extension ARF Fields for Authentication Failure Reporting

The current report format defined in [ARF] | acks sonme specific
features required to do effective sender authentication reporting.
This section defines extensions to ARF to accomodate this

requi renment.

3.1. New ARF Feedback Type

A new feedback type of "auth-failure"” is defined as an extension to
Section 8.2 of [ARF]. See Section 3.3 for details.

A nessage that uses this feedback type has the foll ow ng nodified
header field requirenents for the second (nachi ne-parseable) [M MVE]
part of the report:

Aut hentication-Results: MJST appear exactly once. |t MJST be
formatted according to [ AUTH RESULTS], and MJST reflect only a
single authentication failure. To report nmultiple failures for a
singl e nmessage, multiple reports MJST be generated. This
indicates to the receiver the failure that generated the report.

Original -Envel ope-1d: As specified in [ARF]. This field SHOULD be
i ncl uded exactly once if available to the entity generating the
report.

e

iginal-Mail-From As specified in [ARF]. This field SHOULD be
i ncl uded exactly once for SPF, or for other nethods that eval uate
aut hentication during the SMIP phase.

Source-1P: As specified in [ARF]. This field SHOULD be i ncl uded
exactly once for SPF, or for other nethods that eval uate
aut henti cati on during the SMIP phase.

Reported-Domain: As specified in [ARF]. This field MJST appear at
| east once.

Delivery-Result: As specified in Section 3.2.1. This fieldis
OPTI ONAL, but MJST NOT appear nore than once. |If present, it
SHOULD i ndicate the outcone of the message in some neani ngful way,
but m ght be redacted to 'other’ for local policy reasons.

The third M ME part of the nmessage is either of type "nessage/rfc822"
(as defined in [MMe-TYPES]) or "text/rfc822-headers"” (as defined in
[ REPORT]) and contains a copy of the entire header block fromthe

original message. This part MJST be included (contrary to [ REPORT]).

For privacy reasons, report generators m ght need to redact portions
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of a reported nessage such as the end user whose conplaint action
resulted in the report. See [I-D.|ETF-MARF- REDACTI ON] for a
di scussion of this.

3.2. New ARF Header Field Nanes

The follow ng new ARF field nanes are defined as extensions to
Section 3.1 of [ARF].

3.2.1. Required For Al Reports

Aut h-Failure: Indicates the type of authentication failure that is
being reported. The list of valid values is enunerated in
Section 3. 3.

3.2.2. Optional For Al Reports
Delivery-Result: The final nessage disposition that was enacted by

t he ADVD generating the report and MJUST NOT appear nore than once.
Possi bl e val ues are:

delivered: The nessage was delivered (not specific as to where).

spam The nessage was delivered to the recipient’s spam fol der
(or equivalent).

policy: The nessage was not delivered to the intended inbox due
to authentication failure. The specific action taken is not
speci fi ed.

reject: The nessage was rejected.

other: The nessage had a final disposition not covered by one of
t he above val ues.

3.2.3. Required For DKIM Reports

DKI M Domai n:  The domain that signed the nessage, taken fromthe "d="
tag of the signature.

DKIM I dentity: The identity of the signature that fail ed
verification, taken fromthe "i=" tag of the signature.
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DKI M Sel ector: The selector of the signature that failed
verification, taken fromthe "s=" tag of the signature.

3.2.4. Optional For DKIM Reports

DKI M Canoni cal i zed- Header: A base64 encodi ng of the canonicalized
header of the nessage as generated by the verifier.

DKI M Canoni cal i zed- Body: A base64 encodi ng of the canonicalized body
of the nessage as generated by the verifier. The encoded content
MJST be limted to those bytes that contribute to the DKIM body
hash (i.e., the value of the "I=" tag; see Section 3.7 of [DKIM.

I f DKI M Canoni cal i zed- Header and DKI M Canoni cal i zed- Body encode
redacted data, they MJUST NOT be included. Oherw se, they SHOULD be
i ncluded. The data presented there have to be exactly the
canoni cal i zed header and body as defined by [DKIM and conputed at
the verifier. This is because these fields are intended to aid in
identifying nmessage alterations that invalidate DKIM signatures in
transit. Including redacted data in themrenders the data unusabl e.
(See also Section 5 and Section 7.6 for further discussion.)

3.2.5. Required For ADSP Reports

DKI M ADSP- DNS: | ncl udes the ADSP record di scovered and applied by the
entity generating this report.

3.2.6. Required For SPF Reports

SPF- DNS MUST appear once for every SPF record used to obtain the SPF
result.

3.3. Authentication Failure Types

The list of defined authentication failure types, used in the "Auth-
Failure:" header field (defined above), is as follows:

adsp: The nessage did not conformto the sender’s published [ ADSP]
signing practises. The DKIM ADSP-DNS field MJST be included in
t he report.

bodyhash: The body hash in the signature and the body hash conputed

by the verifier did not match. The DKI M Canoni cal i zed-Body field
SHOULD be included in the report (see Section 3.2.4).
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revoked: The DKIM key referenced by the signature on the nessage has
been revoked. The DKI M Domai n and DKI M Sel ector fields MJST be
included in the report.

signature: The DKIM signature on the nessage did not successfully
verify agai nst the header hash and public key. The DKI M Domain
and DKI M Sel ector fields MJUST be included in the report, and the
DKI M Canoni cal i zed- Header field SHOULD be included in the report
(see Section 3.2.4).

spf: The evaluation of the sending domain’ s SPF record produced a
"fail", "softfail", "tenperror" or "pernerror" result.

Suppl enentary data MAY be included in the formof [MAL]-conpliant
comments. For exanple, "Auth-Failure: adsp" could be augnented by a
comment to indicate that the failed nessage was rejected because it
was not signed when it shoul d have been. See Appendi x B for an
exanpl e.

Font ana Expires June 4, 2012 [ Page 8]



I nternet-Draft Auth Failure Reporting Decenber 2011

4. Syntax For Added ARF Header Fields
The ABNF definitions for the new fields are as foll ows:

auth-failure = "Auth-Failure:" [CFW5 token [CFWS] CRLF
; "token" nmust be a registered authentication failure type
; as specified el sewhere in this neno
; "token" is inported from|[M Mg
; "CFWS" is inported from [ MAIL]

delivery-result = "Delivery-Result:" [CFWS]
( "delivered" / "spam' /"policy" /
"reject"” / "other" ) [CFW5] CRLF

dki m header = "DKI M Canoni cal i zed- Header : " [ CFW5]
base64string CRLF
; "base64string” is inported from|[DKIM

dki m si g-domain = "DKI M Donmai n: " [ CFW5] dki mdomai n [ CFW5] CRLF
; "dki mdomain" is inported from|[DKIM

dkimidentity = "DKIMIldentity:" [CFWS] [ local-part | "@
domai n- nanme [ CFW5] CRLF
; "local-part" is inported from|[MAlL]

dki msel ector = "DKIM Sel ector:" [CFW5] token [CFWS] CRLF
dki m adsp-dns = "DKI M ADSP- DNS: " [ CFWE]
guoted-string [ CFW5] CRLF
; "quoted-string" is inported from [ MAIL]

dki m body = "DKI M Canoni cal i zed- Body: " [ CFWE]
base64string CRLF

dki m sel ector-dns = "DKI M Sel ect or-DNS: " [ CFWE]
quot ed-string [ CFW5] CRLF

spf-dns = "SPF-DNS: " : { "txt" [/ "spf" } [FWE] ":" [FW§H]
domain [FWS] ":" [FW5] quoted-string
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5. | ANA Consi der ati ons

As required by [IANA], this section contains registry information for
the new tag, and the extension to [ ARF].

5.1. Updates to ARF Feedback Types

The foll ow ng feedback type is added to the Feedback Report Feedback
Type Registry:

Feedback Type: auth-failure
Description: sender authentication failure report
Regi stration: (this docunent)

5.2. Updates to ARF Header Field Nanes

The foll owi ng headers are added to the Feedback Report Header Nanes
Regi stry:

Field Name: Auth-Failure

Description: Type of authentication failure
Mul ti pl e Appearances: No

Rel at ed " Feedback- Type": auth-failure

Field Name: Delivery-Result

Description: Final disposition of the subject nessage
Mul ti pl e Appearances: No

Rel at ed " Feedback- Type": auth-failure

Fi el d Name: DKI M ADSP- DNS

Description: Retrieved DKIM ADSP record
Mul ti pl e Appearances: No

Rel at ed " Feedback- Type": auth-failure

Fi el d Nanme: DKI M Canoni cal i zed- Body
Description: Canonicalized body, per DKIM
Mul ti pl e Appearances: No

Rel at ed " Feedback- Type": auth-failure

Fi el d Name: DKI M Canoni cal i zed- Header
Description: Canonicalized header, per DKIM
Mul ti pl e Appearances: No

Rel at ed " Feedback- Type": auth-failure
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Fi el d Name: DKI M Donmai n

Descri ption: DKIM signing domain from"d=" tag
Mul ti pl e Appearances: No

Rel at ed " Feedback- Type": auth-failure

Field Name: DKIMIdentity

Description: ldentity from DKIM signature
Mul ti pl e Appearances: No

Rel at ed " Feedback-Type": auth-failure

Fi el d Name: DKI M Sel ect or

Description: Selector from DKIM signature
Mul ti pl e Appearances: No

Rel at ed " Feedback- Type": auth-failure

Fi el d Name: DKI M Sel ect or - DNS
Description: Retrieved DKIM key record
Mul ti pl e Appearances: No

Rel at ed " Feedback- Type": auth-failure

Fi el d Name: SPF-DNS

Description: Retrieved SPF record
Mul ti pl e Appearances: No

Rel at ed "Feedback- Type": auth-failure

2011
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6. Security Considerations

Security issues with respect to these reports are simlar to those
found in [DSN] .

6. 1. I nherited Consi derations

| mpl enenters are advised to consider the Security Considerations
sections of [DKIM, [ADSP] [SPF] and [ ARF].

6.2. Forgeries

These reports may be forged as easily as ordinary Internet electronic
mail . User agents and automatic mail handling facilities (such as
mai | distribution |ist exploders) that wish to make automatic use of
DSNs of any ki nd should take appropriate precautions to mnimze the
potential damage from deni al -of -servi ce attacks.

Security threats related to forged DSNs include the sending of:

a. Afalsified authentication failure notification when the nessage
was in fact delivered to the indicated recipient;

b. Falsified signature information, such as selector, domain, etc.

Per haps the sinplest neans of mtigating this threat is to assert
that these reports should thensel ves be signed with sonething Iike
DKIM On the other hand, if there’s a problemw th the DKIM
infrastructure at the verifier, signing DKIMfailure reports may
produce reports that aren’t trusted or even accepted by their

i nt ended recipients.

6.3. Automatic Generation

Aut omati c generation of these reports by verifying agents can cause a
deni al - of -service attack when a |large volunme of e-mail is sent that
causes sender authentication failures for whatever reason.

Limting the rate of generation of these nessages may be appropriate
but threatens to inhibit the distribution of inportant and possibly
time-sensitive information.

In general ARF feedback |oop ternms, it is suggested that report
generators only create these (or any) ARF reports after an out-of-
band arrangenent has been nmade between two parties. This nmechani sm
t hen beconmes a way to adjust paranmeters of an authorized abuse report
feedback loop that is configured and activated by private agreenent
rather than starting to send them automatically based solely on
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di scovered data in the DNS.
6.4. Envel ope Sender Sel ection

In the case of transmtted reports in the formof a new nessage, it
IS necessary to consider the construction and transm ssion of the
nmessage so as to avoid anplification attacks, deliberate or

ot herwi se. See Section 5 of [ARF] for further information.

6.5. Reporting Multiple Incidents

If it is known that a particular host generates abuse reports upon
certain incidents, an attacker could forge a high volune of nessages
that will trigger such a report. The recipient of the report could
then be innundated with reports. This could easily be extended to a
di stri buted deni al -of-service attack by finding a nunber of report-
generating servers.

The incident count referenced in [ARF] provides a limted form of
mtigation. The host generating reports may elect to send reports
only periodically, with each report representing a nunber of
identical or near-identical incidents. One mght even do sonething
i nverse-exponentially, sending reports for each of the first ten

i ncidents, then every tenth incident up to 100, then every 100th
incident up to 1000, etc. until sone period of relative quiet after
which the imtation resets.

The use of this for "near-identical" incidents in particular causes a
degradation in reporting quality, however. |[|f for exanple a |arge
nunber of pieces of spamarrive fromone attacker, a reporting agent
may decide only to send a report about a fraction of those nessages.
While this averts a flood of reports to a system adm nistrator, the
preci se details of each incident are simlarly not sent.

6.6. Redaction of Data in DKIM Reports

This meno requires that the canonicalized header and body be returned
wi t hout being subject to redaction when a DKIMfailure is being
reported. This is necessary to ensure that the returned
canoni cal i zed forms are useful for debugging as they nmust be conpared
to the equivalent format the signer. |f a nessage is altered in
transit, and the returned data are al so redacted, the redacted
portion and the altered portion may overl ap, rendering the conparison
results nmeani ngl ess. However, unredacted data can | eak information
the reporting entity considers to be private. It is for this reason
the return of the canonicalized forms is not required.
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endi x B. Exanple

This section contains an exanple of the use of the extension defined
by this meno.

Exanpl e Use of ARF Extension Headers

An ARF-formatted report using the proposed ARF extension fields:

Recei ved: from mail.exanple.com (mail.exanple.com[192.0.2.1])
by nmx.exanple.net (8.14.4/8.14.4) with ESMIP id c6cs67945pbm
Sat, 8 Oct 2011 13:16:24 +0000 (@GMr)
Ret urn-Pat h: feedback@rf. nail.exanpl e. net
Aut henti cation-Results: nx.exanpl e. net; spf=pass (exanple.net: donmain
of feedback@rf.nail.exanple.net designates 192.0.2.1 as pernitted
sender) smtp. nmail =f eedback@arf. mai | . exanpl e. net
Message- | D: <433689. 81121. exanpl e@rt a. mai | . exanpl e. net >
From "Soneisp Mail Antispam Feedback" <feedback@mil .exanpl e. net>
To: arf-failure@xanple.com
Subj ect: FW You have a new bill from your bank
Date: 8 Oct 2011 13:16:24 +0000 (QGMr)
M ME-Version: 1.0
Content-Type: nultipart/report;
boundary="------------ Boundar y- 00=_3BCR4Y7kX93yPOuUPRNg"
report-type=feedback-report
Cont ent - Tr ansf er- Encodi ng: 7bi t

-------------- Boundar y- 00=_3BCR4Y7kX93yP9uUPRhg
Content - Type: text/plain; charset="us-ascii"
Content-Di sposition: inline
Cont ent - Tr ansf er - Encodi ng: 7bit

This is an authentication failure report for an emani|l nessage
recei ved from anexanpl e. exanpl e.comon 8 COct 2011 13:16: 24
+0000(@GMIN) . For nore information about this format pl ease see
http://datatracker.ietf.org/doc/draft-ietf-marf-authfail ure-report

-------------- Boundar y- 00=_3BCR4Y7kX93yP9uUPRhg
Cont ent - Type: nessage/ f eedback-report
Content-Di sposition: inline
Cont ent - Tr ansf er - Encodi ng: 7bi t

Feedback- Type: auth-failure

User - Agent: Sornei sp! - Mai | - Feedback/ 1.0

Version: 0.1

Original -Mail -From anexanpl e@nexanpl e. exanpl e. com
Aut hentication-Results: ntalOll. mail.tp2. exanpl e. net
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f romranexanpl e. exanpl e. com dki m=fail (bodyhash)

Aut h- Fai | ure: bodyhash

DKI M Canoni cal i zed- Body: VGhpcyBpcyBhl G1lI c3NhZ2UgYmBke
SB0aGF0I GdvdCBt b2RpZmi | ZCBpbi BOcnfuc2l OLgo=

Arrival -Date: 8 Oct 2011 13:16: 24 +0000( GMI)
Source-1P: 192.0.2.1

Report ed- Domai n: anexanpl e. exanpl e. com

Pol i cy- Action: none

Reported- URl : htt p://ww. exanpl e. com

-------------- Boundar y- 00=_3BCR4Y7kX93yP9uUPRNg
Content - Type: text/rfc822-headers
Cont ent - Tr ansf er - Encodi ng: 7bit
Aut hentication-Results: ntalOll. mail.tp2. exanpl e. net
f romranexanpl e. exanpl e. com dki mefail (bodyhash); spf=pass
DKI M Si gnature: v=1; c=rel axed/sinple; a=rsa-sha256;
s=t est key; d=exanpl e. net; h=From To: Subj ect : Dat e;
bh=2j USOHINnht VGCQMAr 9Br | APr eKQ O6Sn7XI kf JVOzv8=;
b=AuUoFEf DxTDkH LXSZEpZj 79LI CEps6eda7Wsde TVFCk4y AUoqOB
4nuj c7YopdGEdW.SANg6Xx NAZpOPr +kHxt 11 r E+NahMsL/ LbvaHut
KvdkLLkpVavwQPzeRDI 009SQ21 | 5Lu7r DNH6nmZckBdr | xOor Et ZV
4bnp/ Yzhw cubWi=
Recei ved: from snt p-out.exanpl e.net by nail.exanpl e.com
with SMIP id o03F52gx(0029144;
Sat, 08 COct 2011 13:15:31 -0700 (PDT)
Received: frominternal -client-001. exanpl e. com
by mail.exanpl e. com
with SMIP id o3F3BwmY028431,;
Sat, 08 Cct 2011 13:12:09 -0700 (PDT)
Date: Sat, 8 Cct 2011 13:16:24 -0400 (EDT)
Repl y- To: anexanpl e. r epl y@nexanpl e. exanpl e. com
From anexanpl e@nexanpl e. exanpl e. com
Subj ect: You have a new bill
Message- | D. <87913910. 1318094604546>
-------------- Boundar y- 00=_3BCR4Y7kX93yP9uUPRNg- -

Exanpl e 1: Exanpl e ARF report using these extensions
Thi s exanpl e ARF nessage is making the foll ow ng assertion:

o DKIMverification of the signature added w thin "exanple.conf
failed

0 The cause for the verification failure was a m smatch between t he

body contents observed at the verifier and the body hash contai ned
in the signature.
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us

Phone: +1 626 676 8852
Emai | : hi |l da@f ont ana. com

Font ana Expires June 4, 2012 [ Page 19]



