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Abstract

Security Assertion Markup Language (SAML) 2.0 is a generalized
framework for the exchange of security-related information between
asserting and relying parties. Sinple Authentication and Security
Layer (SASL) and the Generic Security Service Application Program
Interface (GSS-API) are application franeworks to facilitate an
extensi bl e authentication nodel. This docunent specifies a SASL and
GSS- APl nmechanismfor SAML 2.0 that | everages the capabilities of a
SAML- awar e "enhanced client” to address significant barriers to
federated authentication in a manner that encourages reuse of

exi sting SAML bi ndi ngs and profil es designed for non-browser

scenari os.
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1

I nt roducti on

Security Assertion Markup Language (SAM.) 2.0

[ OASI S. sanl -core-2.0-0s] is a nodul ar specification that provides
various neans for a user to be identified to a relying party (RP)

t hrough the exchange of (typically signed) assertions issued by an
identity provider (1dP). It includes a nunber of protocols, protocol
bi ndi ngs [ OASI S. san - bi ndi ngs-2.0-0s], and interoperability profiles
[OASI S. saml -profil es-2.0-0s] designed for different use cases.

Addi tional profiles and extensions are also routinely devel oped and
publ i shed.

Si npl e Aut hentication and Security Layer (SASL) [RFC4422] is a
general i zed nechani smfor identifying and authenticating a user and
for optionally negotiating a security |layer for subsequent protocol
interactions. SASL is used by application protocols |Iike | MAP, POP
and XMPP [ RFC3920]. The effect is to make authentication nodular, so
t hat newer authentication nmechani sns can be added as needed.

The Generic Security Service Application ProgramlInterface (GSS-API)
[ RFC2743] provides a framework for applications to support multiple
aut henti cati on mechani sns through a unified programm ng interface.
Thi s docunent defines a pure SASL nechanismfor SAM., but it conforns
to the bridge between SASL and the GSS-API called GS2 [ RFC5801] .

This nmeans that this document defines both a SASL nechani sm and a
GSS- APl nechanism The GSS-API interface is optional for SASL

i npl enenters, and the GSS- APl considerations can be avoided in
environnents that use SASL directly w thout GSS-API.

The mechani snms specified in this docunent allow a SASL- or GSS- API -
enabl ed server to act as a SAML relying party, or service provider
(SP), by advertising this nmechanismas an option for SASL or GSS-API
clients that support the use of SAML to communicate identity and
attribute information. dients supporting this mechanismare terned
"enhanced clients" in SAM. term nol ogy because they understand the
federated aut hentication nodel and have specific know edge of the

| dP(s) associated wth the user. This know edge, and the ability to
act on it, addresses a significant problemw th browser-based SAM.
profiles known as the "discovery", or "where are you fron?" (WAYF)
problem Cbviating the need for the RP to interact with the client
to determne the right IdP (and its network |ocation) is both a user
interface and security inprovenent.
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The SAML nmechani sm described in this docunent is an adaptation of an
exi sting SAML profile, the Enhanced Cient or Proxy (ECP) Profile
(V2.0) [ SAMLECP20], and therefore does not establish a separate

aut hentication, integrity and confidentiality mechanism It is
anticipated that existing security |layers, such as Transport Layer
Security (TLS) or Secure Shell (SSH), will continued to be used.

Figure 1 describes the interworking between SAML and SASL: this
docunent requires enhancenents to the RP and to the client (as the
two SASL comuni cation endpoi nts) but no changes to the SAML | dP are
assuned apart fromits support for the applicable SAM. profile. To
acconplish this, a SAML protocol exchange between the RP and the |dP,
brokered by the client, is tunneled wwthin SASL. There is no assuned
conmuni cati on between the RP and the 1dP, but such conmunicati on may
occur in conjunction with additional SAM.-related profiles not in
scope for this docunent.
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Figure 1. Interworking Architecture

2. Term nol ogy
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The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

The reader is also assuned to be famliar with the terns used in the
SAML 2.0 specification, and an understandi ng of the Enhanced C i ent
or Proxy (ECP) Profile (V2.0) [SAMLECP20] is necessary, as part of
this mechanismexplicitly reuses and references it.

Thi s docunment can be inpl enented w thout know edge of GSS- APl since
the normative aspects of the GS2 protocol syntax have been duplicated
in this docunent. The docunent may al so be inplenented to provide a
GSS- APl nechani sm and then know edge of GSS-API is essential. To
faciliate these two variants, the references has been split into two
parts, one part that provides normative references for all readers,
and one part that adds additional normative references required for

i npl ementers that wish to i npl enent the GSS-API portion.

3. Applicability for Non-HTTP Use Cases

While SAML is designed to support a variety of application scenari os,
the profiles for authentication defined in the original standard are
desi gned around HTTP [ RFC2616] applications. They are not, however,
limted to browsers, because it was recognized that browsers suffer
froma variety of functional and security deficiencies that would be
useful to avoid where possible. Specifically, the notion of an
"Enhanced Cient" (or a proxy acting as one on behalf of a browser,
thus the term "ECP') was specified for a software conponent that acts
sonewhat |i ke a browser froman application perspective, but includes
limted, but sufficient, awareness of SAM. to play a nore consci ous
role in the authentication exchange between the RP and the IdP. What
follows is an outline of the Enhanced Cient or Proxy (ECP) Profile
(V2.0) [ SAMLECP20], as applied to the web/ HTTP servi ce use case:

1. The Enhanced Cient requests a resource of a Relying Party (RP)
(via an HTTP request). 1In doing so, it advertises its "enhanced"
capability using HTTP headers.

2. The RP, desiring SAM. authentication and noting the client’s
capabilities, responds not with an HTTP redirect or form but
with a SOAP [ WBC. soapll] envel ope contai ning a SAML
<Aut hnRequest > al ong with sone supporting headers. This request
identifies the RP (and may be signed), and may provide hints to
the client as to what 1dPs the RP finds acceptable, but the
choice of IdP is generally left to the client.

3. The client is then responsible for delivering the body of the
SOAP nessage to the IdP it is instructed to use (often via
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configuration ahead of tine). The user authenticates to the IdP
ahead of, during, or after the delivery of this nessage, and
perhaps explicitly authorizes the response to the RP

4. Vet her authentication succeeds or fails, the IdP responds with
its owmn SOAP envel ope, generally containing a SAM. <Response>
nmessage for delivery to the RP. 1In a successful case, the
nmessage Wil |l include one or nore SAML <Assertion> el enents
cont ai ni ng aut hentication, and possibly attribute, statenents
about the subject. Either the response or each assertion is
signed, and the assertion(s) nmay be encrypted to a key negoti at ed
with or known to belong to the RP

5. The client then delivers the SOAP envel ope containing the
<Response> to the RP at a location the IdP directs (which acts as
an additional, though Iimted, defense against M TM attacks).
This conpl etes the SAM. exchange.

6. The RP now has sufficient identity information to approve the
original HTTP request or not, and acts accordingly. Everything
bet ween the original request and this response can be thought of
as an "interruption" of the original HTTP exchange.

When considering this flowin the context of an arbitrary application
protocol and SASL, the RP and the client both nust change their code
to inplenent this SASL nechani sm but the 1dP can remain untouched.
The existing RP/client exchange that is tunneled through HTTP maps
well to the tunneling of that same exchange in SASL. In the parlance
of SASL [ RFC4422], this nmechanismis "client-first" for consistency
wth GS2. The steps are shown bel ow

1. The server MAY advertise the SAM.20EC and/ or SAM.20EC- PLUS
mechani sns.

2. The client initiates a SASL aut hentication with SAM.20EC or
SAML20EC- PLUS.

3. The server sends the client a challenge consisting of a SCAP
envel ope containing its SAML <Aut hnRequest >.

4. The SASL client unpacks the SOAP nessage and communi cates with
its chosen 1dP to relay the SAML <Aut hnRequest> to it. This
communi cation, and the authentication with the I1dP, proceeds
separately fromthe SASL process.

5. Upon conpl etion of the exchange with the IdP, the client responds

to the SASL server with a SOAP envel ope containing the SAML
<Response> it obtained, or a SOAP fault, as warranted.

Cantor & Josefsson Expi res Novenber 07, 2013 [ Page 6]



I nternet-Draft SAML ECP SASL & GSS- APl Mechani sns May 2013

6. The SASL Server indicates success or failure.

Not e: The details of the SAML processing, which are consistent with
t he Enhanced Cient or Proxy (ECP) Profile (V2.0) [ SAMLECP20], are
such that the client MJUST interact with the IdP in order to conplete
any SASL exchange with the RP. The assertions issued by the 1dP for
t he purposes of the profile, and by extension this SASL nechani sm
are short lived, and therefore cannot be cached by the client for

| at er use.

Enconpassed in step four is the client-driven selection of the IdP,
authentication to it, and the acquisition of a response to provide to
the SASL server. These processes are all external to SASL

Wth all of this in mnd, the typical flow appears as foll ows:

SASL Serv. cient | dP
| >----- (1)----- >| | Adverti senent
I <----- (2)----- <I I Initiation
I> ----- (3)----- >I I SASL Server Response
I I<- - -(4)- - >I SOAP Aut hnRequest + user authn
I< ----- (5)----- <I I SASL dient Response
I> ----- (6)----- >I I Server sends Cutcone
| | |
----- = SASL

- - - = SOAP over HTTPS (external to SASL)

Figure 2: Authentication flow
4. SAM. SASL Mechani sm Speci fication

Based on the previous figures, the foll owi ng operations are defined
by the SAML SASL nechani sm
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4.1. Advertisenent

To advertise that a server supports this nechanism during
application session initiation, it displays the name "SAM.20EC' and/
or "SAML20EC-PLUS" in the list of supported SASL nechanisns (the
latter indicating support for channel binding).

4. 2. Initiation

Aclient initiates "SAML20EC' or "SAM.20EC- PLUS' aut hentication. |If
supported by the application protocol, the client MAY include an
initial response, otherwise it waits until the server has issued an
enpty chal l enge (because the nmechanismis client-first).

The format of the initial client response ("init-resp"”) is as

fol | ows:
hok = "urn: oasis: nanmes:tc: SAM.: 2. 0: cm hol der - of - key"
mut = "urn:oasis:nanmes:tc: SAML: 2. 0: profil es: SSO ecp: 2. 0: " \
"Want Aut hnRequest sSi gned"”
del = "y"
init-resp = gs2-cb-flag "," [gs2-authzid] "," [hok] "," [mut] "," [del]

The gs2-ch-flag flag MIUST be set as defined in [ RFC5801] to indicate
whet her the client supports channel binding. This takes the place of
t he PACS HTTP header extension used in [ SAMLECP20] to indicate
channel bindi ng support.

The optional "gs2-authzid® field holds the authorization identity, as
requested by the client.

The optional "hok" field is a constant that signals the client’s
support for stronger security by nmeans of a locally held key. This

t akes the place of the PACS HTTP header extension used in [ SAMLECP20]
to indicate "hol der of key" support.

The optional "nmut" field is a constant that signals the client’s
desire for mutual authentication. |If set, the SASL server MJST
digitally sign its SAM. <Aut hnRequest> nessage. The URN const ant
above is a single string; the linefeed is shown for RFC formatting
reasons.
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The optional "del" field is a constant that signals the client’s
desire for the acceptor to request an assertion usable for del egation
of the client’s identity to the acceptor.

4.3. Server Response

The SASL server responds with a SOAP envel ope constructed in
accordance with section 2.3.2 of [SAMLECP20]. This includes adhering
to the SOAP header requirenents of the SAM. PACS Bi ndi ng

[ QASI S. sani - bi ndi ngs-2. 0-0s], for conpatibility with the existing
profile. Various SOAP headers are al so consuned by the client in
exactly the sane manner prescribed by that section.

4.4. User Authentication with lIdentity Provider

Upon recei pt of the Server Response (Section 4.3), the steps
described in sections 2.3.3 through 2.3.6 of [SAMLECP20] are
performed between the client and the chosen I1dP. The neans by which
the client determnes the IdP to use, and where it is |ocated, are
out of scope of this nechanism

The exact neans of authentication to the IdP are al so out of scope,
but clients supporting this nmechani sm MJUST support HTTP Basic

Aut hentication as defined in [RFC2617] and TLS client authentication
as defined in [ RFC5246] .

4.5. dient Response

Assum ng a response is obtained fromthe 1dP, the client responds to
the SASL server with a SOAP envel ope constructed in accordance with
section 2.3.7 of [ SAMLECP20]. This includes adhering to the SCAP
header requirenents of the SAML PACS Bi ndi ng

[ OASI S. sani - bi ndi ngs-2.0-0s], for conpatibility with the existing
profile. If the client is unable to obtain a response fromthe |dP,
or nust otherwi se signal, failure, it responds to the SASL server
with a SOAP envel ope containing a SOAP fault.

4.6. CQutcone
The SAM. protocol exchange having conpl eted, the SASL server wl|l
transmt the outcone to the client depending on |local validation of
the client responses. This outcone is transmtted in accordance with
t he application protocol in use.

4.7. Additional Notes

Because this nmechanismis an adaptation of an HITP-based profile,
there are a few requirenents outlined in [ SAMLECP20] that make
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reference to a response URL that is normally used to regul ate where
the client returns information to the RP. There are also security-
rel ated checks built into the profile that involve this |ocation.

For conpatibility with existing IdP and profile behavior, and to
provide for mutual authentication, the SASL server MJST popul ate the
responseConsunmer URL and AssertionConsuner ServiceURL attributes with
its service nane. The parties then performthe steps described in

[ SAMLECP20] as usual

Simlarly, the use of HTTP status signaling between the RP and cli ent
mandat ed by [ SAMLECP20] nay not be applicabl e.

5. SAML EC GSS- API Mechani sm Speci fication

This section and its sub-sections and all normative references of it
not referenced el sewhere in this docunent are | NFORMATI ONAL for SASL
i npl ementors, but they are NORMATI VE for GSS-API inplenentors.

The SAML SASL Enhanced Cients nechanismis also a GSS-API nechani sm
The nessages are the sane, but a) the GS2 header on the client’s
first nmessage is excluded when SAML EC i s used as a GSS- APl
mechani sm and b) the [ RFC2743] section 3.1 initial context token
header is prefixed to the client’s first authentication nessage
(context token).

The GSS-API nechanism O D for SAML ECis OD TBD (I ANA to assign: see
| ANA considerations). The DER encoding of the QD is TBD.

The mutual state request flag (GSS _C MJUTUAL FLAG NMAY be set to TRUE
resulting in the "nutual -auth” option set in the initial client
response. The security context nutual _state flag is set to TRUE only
if the server digitally signs its SAM. <Aut hnRequest > nessage, and
the identity provider signals this to the client in an

<ecp: Request Aut hent i cat ed> SOAP header bl ock

If the nutual _state flag is not requested, or is not set, then the
security layer managed by the application outside of the GSS-API
mechani smis responsi ble for authenticating the acceptor. 1In this
case, applications MIUST match the server identity fromthe existing
security layer with the target nanme. For TLS, this matchi ng MJST be
performed as discussed in [RFC6125]. For SSH, this matching MIST be
performed as discussed in [ RFC4462] .

The lifetinme of a security context established with this mechani sm
SHOULD be limted by the value of a SessionNotOnOrAfter attribute, if
any, in the <AuthnStatenent> el enent(s) of the SAM. assertion(s)
received by the RP. By convention, in the rare case that nultiple
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val i d/ confirmed assertions containi ng <Aut hnSt atenent> el enents are
received, the nost restrictive SessionNotOnOrAfter is generally
appl i ed.

5.1. GSS-API Credential Del egation

Thi s mechani sm supports credenti al del egation through the issuance of
SAML assertions that the issuing identity provider will accept as
proof of authentication by a service on behalf of a subject. An
initiator may request delegation of its credentials by setting the
"del" option field in the initial client response to "y".

An acceptor, upon receipt of this flag, requests a del egated
assertion by including in its <AuthnRequest> nessage a <Conditions>
el enment contai ning an <Audi enceRestriction> identifying the I1dP as a
desi red audi ence for the assertion(s) to be issued. Upon receipt of
an assertion satisfying this property, and containing a

<Subj ect Confirmati on> el enent that the acceptor can satisfy, the
security context may have its deleg state flag (GSS_C DELEG FLAG set
to TRUE.

The identity provider, if it issues a del egated assertion to the
acceptor, MJIST include in the SOAP response to the initiator a

<sanl ec: Del egat ed> SOAP header bl ock, indicating that del egation was
enabled. It has no content, other than mandatory SOAP attri butes (an
exanpl e fol |l ows):

<sanl ec: Del egated xm ns: sam ec="urn:ietf:parans: xnl : ns: sanl ec"
xm ns: S="http://schenmas. xnl soap. or g/ soap/ envel ope/ "
S: nmust Under st and="1"
S:actor="http://schemas. xm soap. or g/ soap/ actor/ next" />

Upon recei pt of such a header block, the initiator MIST fail the
establishment of the security context if it did not request

del egation in its initial client response to the acceptor. It SHOULD
signal this failure to the acceptor with a SOAP fault nessage in its
final client response.

As noted previously, the exact neans of client authentication to the
IdP is formally out of scope of this nechanism This extends to the
use of a del egation assertion as a neans of authentication by an
acceptor acting as an initiator. In practice, sone profile of
[W5S-SAM.] is used to attach the assertion and a confirnmation proof
to the SOAP nessage fromthe client to the 1dP
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5.2. GSS- APl Channel Binding

GSS- APl channel binding [RFC5554] is a protected facility for
exchangi ng a cryptographi c nane for an encl osi ng channel between the
initiator and acceptor. The initiator sends channel binding data and
t he acceptor confirns that channel binding data has been checked.

The acceptor SHOULD accept any channel binding provided by the
initiator if null channel bindings are passed into

gss_accept _sec_context. Protocols such as HTTP Negoti ate [ RFC4559]
depend on this behavior of sone Kerberos inplenentations.

The exchange and verification of channel binding information is
descri bed by [ SAMLECP20] .

5.3. Session Key Derivation

Some GSS- APl features (discussed in the follow ng sections) require a
session key be established as a result of security context

establishment. In the conmon case of a "bearer" assertion in SAM,, a
mechanismis defined to communicate a key to both parties via the
identity provider. In other cases such as assertions based on

"“hol der of key" confirmation bound to a client-controlled key, there
may be additional nethods defined in the future, and extension points
are provided for this purpose.

Information defining or describing the session key, or a process for
deriving one, is comruni cated between the initiator and acceptor
usi ng a <samnl ec: Sessi onKey> el enent, defined by the XM. schema in
Appendi x A.  This elenent is a SOAP header bl ock. The content of the
el enent further depends on the specific use in the mechanism The
Algorithm XML attribute identifies a nmechanismfor key derivation.

It is omtted to identify the use of an lIdentity Provider-generated
key (see followi ng section) or will contain a URI value identifying a
derivation nechani sm defined outside this specification. Each header
bl ock’ s nust Under stand and actor attributes MJST be set to "1" and
"http://schemas. xm soap. or g/ soap/ actor/ next" respectively.

In the acceptor’s first response nessage containing its SAM request,
one or nore <saml ec: Sessi onKey> SOAP header bl ocks MJST be i ncl uded.
The el ement MUST contain one or nore <EncType> el enents contai ning
the name of a supported encryption type defined in accordance with

[ RFC3961]. Encryption types should be provided in order of
preference by the acceptor.
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In the final client response nessage, a single <sanl ec: Sessi onKey>
SOAP header bl ock MJUST be included. A single <EncType> el ement MJST
be included to identify the chosen encryption type used by the
initiator.

Al parties MJIST support the "aesl28-cts-hmac-shal-96" encryption
type, defined by [ RFC3962].

Further details depend on the mechani smused, one of which is
described in the foll ow ng section.

5.3.1. Cenerated by Identity Provider

The identity provider, if issuing a bearer assertion for use wth
this mechani sm SHOULD provide a generated key for use by the
initiator and acceptor. This key is used as pseudorandominput to
the "randomto-key" function for a specific encryption type defined
in accordance with [ RFC3961]. The key is base64-encoded and pl aced
i nside a <sam ec: Gener at edKey> el enment. The identity provider does
not participate in the selection of the encryption type and sinply
gener ates enough pseudorandom bits to supply key material to the

ot her parties.

The resulting <sam ec: GCener at edkKey> el enent is placed within the
<sanl : Advi ce> el ement of the assertion issued. The identity provider
SHOULD encrypt the assertion; if channel binding is not used, the
assertion MUST be encrypted. |If multiple assertions are issued
(al l owed, but not typical), the elenent need only be included in one
of the assertions issued for use by the relying party.

A copy of the elenent is also added as a SOAP header block in the
response fromthe identity provider to the client (and then renoved
when constructing the response to the acceptor).

If this mechanismis used by the initiator, then the

<sanl ec: Sessi onKey> SCOAP header bl ock attached to the final client
response nessage will identify this via the om ssion of the Al gorithm
attribute and will identify the chosen encryption type using the
<sanl ec: EncType> el enent :
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<sanl ec: Sessi onKey xm ns:sanml ec="urn:ietf:parans: xm :ns:sanl ec"
xm ns: S="http://schemas. xm soap. or g/ soap/ envel ope/ "
S: must Under st and="1"
S:actor="http://schemas. xnl soap. or g/ soap/ act or/ next " >
<sanl ec: EncType>aes128- ct s- hmac- shal- 96</ sam ec: EncType>
<sanl ec: Sessi onKey>

Both the initiator and acceptor MJST execute the chosen encryption
type’s randomto-key function over the pseudorandom val ue provi ded by
t he <saml ec: Gener at edKey> el enent. The result of that function is
used as the protocol key.

5.3.2. Alternate Key Derivation Mechani sns

In the event that a client is proving possession of a secret or
private key, a formal key agreenent al gorithm m ght be supported.
Thi s specification does not define such a nmechanism but the

<sanl ec: Sessi onKey> el enent is extensible to allow for future work in
this space by nmeans of the Algorithmattribute and an opti onal

<ds: Keylnfo> child elenment to carry extensible content related to key
est abl i shnment .

However a key is derived, the <sanl ec: EncType> element wll identify
t he chosen encrytion type, and both the initiator and acceptor MJST
execute the encryption type’'s randomto-key function over the result
of the key agreenent or derivation process. The result of that
function is used as the protocol key.

5.4. Per-Message Tokens

The per-nessage tokens SHALL be the same as those for the Kerberos V5
GSS- APl nmechani sm [ RFC4121] (see Section 4.2 and sub-sections).

The replay_det state (GSS _C REPLAY FLAG), sequence_state
(GSS_C _SEQUENCE_FLAG), conf_avail (GSS_C CONF_FLAG and integ_avail
(GSS_C I NTEG FLAG security context flags are always set to TRUE

The "protocol key" SHALL be a key established in a manner descri bed
in the previous section. "Specific keys" are then derived as usual
as described in Section 2 of [RFC4121], [RFC3961], and [ RFC3962].

The ternms "protocol key" and "specific key" are Kerberos V5 terns
[ RFC3961] .

SAML20EC i s PROT_READY as soon as the SAM. response nessage has been
seen.
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5.5. Pseudo- Random Function (PRF)

The GSS- APl has been extended with a Pseudo- Random Function (PRF)
interface in [ RFC4401]. The purpose is to enable applications to
derive a cryptographic key froman established GSS-API security
context. This section defines a GSS Pseudo _randomthat is applicable
for the SAML20EC GSS- APl nechani sm

The GSS _Pseudo_random() [RFC4401] SHALL be the same as for the

Ker beros V5 GSS- APl nechani sm [ RFC4402]. There is no acceptor-
asserted sub-session key, thus GSS C PRF_KEY FULL and

GSS_C PRF_KEY_PARTI AL are equivalent. The protocol key to be used
for the GSS _Pseudo_randonm() SHALL be the sane as the key defined in
t he previous section.

5.6. GSS-API Principal Name Types for SAM. EC

Services that act as SAML relying parties are typically identified by
means of a URI called an "entitylD'. Cients that are nanmed in the
<Subj ect> el enment of a SAM. assertion are typically identified by
nmeans of a <Nanel D> el enment, which is an extensible XM. structure
containing, at mninmum an elenent value that names the subject and a
Format attri bute.

In practice, a GSS-API client and server are unlikely to know in
advance the nane of the initiator as it will be expressed by the SAM.
identity provider upon conpletion of authentication. It is also
generally incorrect to assune that a particul ar acceptor name wl |
directly map into a particular RP entityl D, because there is often a
| ayer of nam ng indirection between particul ar services on hosts and
the identity of a relying party in SAML terns.

To avoi d conplexity, and avoid unnecessary use of XML within the

nam ng | ayer, the SAML EC nechanismrelies on the comobn/ expected
name types used for acceptors and initiators,

GSS_C _NT_HOSTBASED SERVI CE and GSS_C NT_USER NAME. The nechani sm
provides for validation of the host-based service nanme in conjunction
with the SAML exchange. It does not attenpt to solve the probl em of
mappi ng between an initiator "usernane”, the user’s identity while
authenticating to the identity provider, and the information supplied
by the identity provider to the acceptor. These relationships nust
be managed through local policy at the initiator and acceptor.

SAM.- based i nformati on associated with the initiator SHOULD be

expressed to the acceptor using GSS-API nam ng extensions [ RFC6680],
in accordance with [I-D.ietf-abfab-gss-eap-nam ng].
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5.6.1. User Nam ng Consi derations

The GSS_C NT_USER NAME form represents the nane of an individual
user. Clients often rely on this value to determ ne the appropriate
credentials to use in authenticating to the identity provider, and
supply it to the server for use by the acceptor

Upon successful conpletion of this nechanism the server MJST
construct the authenticated initiator name based on the <samn : Nanel D>
elenment in the assertion it successfully validated. The nanme is
constructed as a UTF-8 string in the follow ng form

name = elenent-value "!" Format "!" NanmeQualifier
"1™ SPNanmeQualifier "!"™ SPProvidedl D

The "el enent-val ue" token refers to the content of the <sanl : Nanel D>
el ement. The other tokens refer to the identically named XM
attributes defined for use with the elenent. |[If an attribute is not
present, which is conmmon, it is omtted (i.e., replaced with the
enpty string). The Format value is never omtted; if not present,

t he SAM.- equi val ent val ue of "urn:oasis:nanmes:tc: SAM.: 1. 1: nanei d-
format: unspecified" is used.

Not all SAM. assertions contain a <sam :NanelD> elenent. In the
event that no such elenent is present, including the exceptional
cases of a <sanl:Basel D> el ement or a <sam : Encryptedl D> el enent that
cannot be decrypted, the GSS_C NT_ANONYMOUS name type MUST be used
for the initiator nane.

As noted in the previous section, it is expected that nost
applications able to rely on SAML aut henticati on woul d nmake use of
nam ng extensions to obtain additional infornmation about the user
based on the assertion. This is particularly true in the anonynous
case, or in cases in which the SAML nane is pseudonynous or transient
in nature. The ability to express the SAML nane in

GSS_C NT_USER NAME formis intended for conmpatibility with
applications that cannot nake use of additional infornmation.

5.6.2. Service Nam ng Considerations

The GSS _C NT_HOSTBASED SERVI CE nane formrepresents a service running
on a host; it is textually represented as "service@ost”. This nane
formis required by nost SASL profiles and is used by many existing
applications that use the Kerberos GSS-API nechanism Such a nane is
used directly by this nmechanismas the effective

AssertionConsuner Service "l ocation" associated wth the service.
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This value is used in the construction of the responseConsuner URL and
AssertionConsumner Servi ceURL attributes, and for eventual conparison
and validation by the client before conpleting the exchange. The

val ue MJUST be securely associated with the SAML entityl D clai ned by
the server by the identity provider, such as through the use of SAM.
nmet adat a [ OASI S. sanl - net adat a- 2. 0- os] .

6. Exanmple

Suppose the user has an identity at the SAML | dP sani . exanpl e. org and
a Jabber ldentifier (jid) "sonenode@xanple.conf, and w shes to

aut henticate his XMPP connection to xnpp. exanple.com (and exanpl e. com
and exanpl e.org have established a SAM.-capabl e trust rel ationship).
The aut hentication on the wire would then | ook sonething |ike the
fol | ow ng:

Step 1: dient initiates streamto server

<stream stream xm ns="j abber:client’
xm ns: streams’ http://etherx.jabber.org/streans’
t o=" exanpl e. coni version="1.0" >

Step 2: Server responds with a streamtag sent to client:

<stream stream
xm ns="jabber:client’ xmns:stream=" http://etherx.jabber.org/streans’
id="sonme_id from= exanple.conm version="1.0" >

Step 3. Server inforns client of avail able authenticati on nechani sns:

<stream f eat ures>

<mechani snms xm ns="urn:ietf:parans: xnl : ns: xnpp- sasl’ >
<mechani sn>Dl GEST- MD5</ nechani sn®
<mechani sn>PLAI N</ mechani sne
<mechani sn>SAM_20EC</ nechani sn»

</ mechani sns>

</ stream f eat ures>
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Step 4: dient selects an authentication nmechani smand sends the
initial client response (it is base64 encoded as specified by the
XMPP SASL protocol profile):

<auth xm ns="urn:ietf:paranms: xm : ns: xnpp-sasl’ nmechani sm" SAM_L20EC >
bi wsLCOw=
</ aut h>

The initial response is "n,,,," which signals that channel binding is
not used, there is no authorization identity, and the client does not
support key-based confirmation, or want nutual authentication or

del egati on.

Step 5: Server sends a challenge to client in the formof a SOAP
envel ope containing its SAML <Aut hnRequest >:

<chal | enge xml ns="urn:ietf:parans: xm : ns: xnpp-sasl’ >
PFM6RWb2Z\Wk v c GUKI CAgl Hht bG5zOnNhbWWI nVybj pvYXNpczpuYWLI czpOYzpT
QUAIMJ | uMDphc3N cnRpb24i G Agl CB4bWkuczpzYWLscDOi dXJuOnBhc2l zOnbh
bWz OnR O NBTUW6M 4wOnByb3RvY29s| gogl CAgeGLlsbnM5Uz 0i aHROcDovL 3N
aGvt YXMueGlsc29hcC5ventvcec29hcCOl bnZl bGBwZS8i Pgogl DxTCkhl YWRI ¢cj 4K
| CAgl DxwYW9zA JI cXVI c3QgeGlsbnMocGFvez0i dXJuOmxpYmvydHk6c GFvczoy
MDAz LTA41 gogl CAgl CBt ZXNz YWl SUI mvie YTRmOA 5YzJkl1 i BTOTL1c3RVbnR
cnNOYWEkPSI x| gogl CAgl CBTOntj d@yPSJodHRWO 8vc2NoZWLhcy54bWzb2Fw
LmByZy9zb2FWL2F) d@&@yL25] eHQ G Agl CAgl HII c3BvbnN 29uc 3Vt ZXJVUkwo
I nht cHBAeGlwe C51 eGRt cGxl LiNvb ST KI CAgl CAgc2Vydmd j ZTOi dXJuOnBhc2l z
OrbhbW/zOnRj O NBTUWGM 4wOnByb2ZpbGvzA NTTzpl Y3Ai Lz4KI CAgl Dxl Y3A6
UnvxdW/zdAogl CAgl CB4bWuczpl Y3A9I nVybj pvYXNpczpuYWLI czpO0YzpTQULM
Q | uMDpwemPmaWkl czpTUO86ZVWAwW gogl CAgl CBTOnF d&@yPSJodHRWG 8vc2No
Z\WLhcy54bWkzb2FwWLmdyZy9zb2FwWL2F) d@yL251 eHQ G Agl CAgl FMebXVzdFVu
ZGVyc3RhbmPl j Ei | FByb3ZpZGvy Tntt ZTOi SnFi Ynivyl GOl Gv4YWLwb GUu Y29t
I j 4KI CAgl CAgPHNhbW\WG6 SXNz dW/y Pmh0dHBz O 8veGlwe C5l eGRt ¢ GxI LimNvb Tww
c2Ft bDpJc3N1ZXI +Ci Agl CA8L2V] cDpSZXF1ZXNOPgogl CAgPHNhbWkI Yz pTZXNz
aWuS2V5I1 Hht bG5zOnNhbWkI Yz0i dXJuQOml | dGY6cGFy YWLzOnht bDpuczpz YWLs
ZVWM Ci Agl CAgl Hht bGszA MBI mh0OdHAGLY 9z Y2hl bWFzLnht bHNv YXAub3JnL3Nv
YXAvZW62ZWkvc GUvi gogl CAgl CBTOmML1c3RVbnR cnNOYWEkPSI xI gogl CAgl CBT
OnFj d&@yYyPSJodHRWO 8vc2NoZWLhcy54bWkzb2FwLnDy Zy9zb2FwWL2Fj dyL25I
eHQ Pgogl CAgl CA8c2Ft bGVj CkVuY1R5¢c GUH+YW/zMTT 4LWNOcy 1obWFj LXNoYTEt
OTY8L3NhbWk| YzpFbrmNUe XBI Pgogl CAgl CA8c2Ft bGVj CkVuY1R5¢cGUH+YW/zM U2
LVWOcy1obWFj LXNoYTEt OTY8L3NhbWkI YzpFbmNUe XBI Pgogl CAgPHNhbWkI YzpT
ZXNzaWouS2V5Pgogl Dw Uz pl ZWFk ZXI +Ci AgPFMBQnBkeT4KI CAgl DxzYWLscDpB
dXRobl JI ¢ XVl c3QKI CAgl CAgSU@I mVEYTROG 5YzJkl i BWZXJzaWAuPSI yLj Ai
| El zc3VI SWozdGFudDOi M ANy OxM OxMFQxMIoz OToz NFoi Ci Agl CAgl FByb3Rv
Y29sQm uZd uzZz0i dXJuQrdhc2| zOnbhbWzOnRj O NBTUW6M 4wOmlpbnmRpbndz
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O BBT1M Gi Agl CAgl EFzc2Vydd vbkNvbnN1bWyU2Vydm j ZWSTDOi eGlwe EB4
bXBWLMVAYWLWO GUU Y29t | | 4KI CAgl CAgPHNhbWW6 SXNzdW/y | Hht bG5z OnNhbW\9
I nVybj pvYXNpczpuYWLI czpOYzpTQULMJ | uMDphc3N cnRpb24i Pgogl CAgl CAg
aHROCcHWVBLY 94bXBwLmv4YWLwb GUUY29t Ci Agl CAgl Dwc2Ft bDpJc3N1zZXI +Ci Ag
| CAgl Dxz YWLscDpOYWLI SURQb2xpY3kgQWksb3dDcmvhdGU9I nRydWUi Ci Agl CAg
| CAQRMYbWFOPSJ 1cnd6b2FzaXMebnt ZXM6dGVBUOFNTDoyLj A6bnFt ZW kL\WZv
cnmlhdDpwzXJzaXNOZWs0I1 i 8+Ci Agl CAgl Dxz YWLs c DpSZXF1ZXNOZWRBd XRobk Nv
bnR eHQ@9t cGryaXNvbj 0i ZXhhY3Q Pgogl CAgl CAgPHNhbWW6QXV0aGs5Dbh250
ZXh0@xhc3NSZWy+Ci Agl CAgl CB1lcmibb2FzaXMebnt ZXMBdGVBUOFNTDoyLj A6
YWVBY2xhc3N czpQYXNzd29yZFByb3Rl Y3RI ZFRy YWszc @y dAogl CAgl CAgPC9z
YWLs Ok F1dGhu@9udGV4dENs YXNz UmVnPgogl CAgl CASL3NhbWwA JI ¢ XVI c3RI
ZEF1dGhu@9udGv4dD4gCi Agl CASL3NhbWwWOk F1dGhuUmvxdW/zdD4KI CASL1 MG
QMkeT4KPCOTCkVudmVsb3Bl Pg==

</ chal | enge>

The Base64 [ RFC4648] decoded envel ope:

<S: Envel ope
xm ns: sam ="urn: oasi s: nanes:tc: SAM.: 2. 0: assertion”
xm ns: sam p="urn: oasi s: nanes: tc: SAM.: 2. 0: prot ocol "
xm ns: S="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<S: Header >
<paos: Request xm ns: paos="urn:|iberty: paos: 2003-08"
nmessagel D="c3a4f 8b9c2d" S: nmust Under st and="1"
S:actor="http://schemas. xm soap. or g/ soap/ act or/ next "
responseConsuner URL="xnpp@npp. exanpl e. cont'
servi ce="urn: oasis: nanes:tc: SAM.: 2. 0: profil es: SSO ecp"/ >
<ecp: Request
xm ns: ecp="urn:oasis: nanes:tc: SAM.: 2. 0: profil es: SSO ecp"”
S:actor="http://schemas. xm soap. or g/ soap/ act or/ next "
S: nmust Under st and="1" Provi der Name="Jabber at exanpl e.coni >
<sanl : I ssuer>htt ps:// xnpp. exanpl e. conx/ sam : | ssuer >
</ ecp: Request >
<sanl ec: Sessi onKey xm ns: sanml ec="urn:ietf:parans: xm :ns:sanl ec"
xm ns: S="http://schemas. xnm soap. or g/ soap/ envel ope/ "
S: must Under st and="1"
S:actor="http://schemas. xnl soap. or g/ soap/ act or/ next " >
<sanl ec: EncType>aes128- ct s- hmac- shal- 96</ sam ec: EncType>
<sanl ec: EncType>aes256- ct s- hmac- shal- 96</ sam ec: EncType>
<sanl ec: Sessi onKey>
</ S: Header >
<S: Body>
<sanl p: Aut hnRequest
| D="c3a4f 8b9c2d" Version="2.0" Issuel nstant="2007-12-10T11: 39: 342"
Pr ot ocol Bi ndi ng="ur n: oasi s: nanes: t c: SAM.: 2. 0: bi ndi ngs: PACS"
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Asserti onConsumner Ser vi ceURL="xnmpp@npp. exanpl e. con' >

<sam : | ssuer xm ns:sam ="urn: oasi s: nanes:tc: SAM.: 2. 0: assertion">
htt ps://xnpp. exanpl e. com

</sam : | ssuer>

<sani p: Nanel DPol i cy Al | owCreate="true"

For mat =" ur n: oasi s: nanmes: tc: SAM.: 2. 0: nanei d-format : persistent"/>

<sanl p: Request edAut hnCont ext Conpari son="exact" >

<samnl : Aut hnCont ext Cl assRef >
urn: oasi s: nanmes: tc: SAM.: 2. 0: ac: cl asses: Passwor dPr ot ect edTr ansport
</ sam : Aut hnCont ext Cl assRef >

</ sanl p: Request edAut hnCont ext >

</ sam p: Aut hnRequest >
</ S: Body>
</ S: Envel ope>

Step 5 (alt): Server returns error to client:

<failure xm ns="urn:ietf:parans: xm : ns: xnpp- sasl’ >
<i ncorrect-encodi ng/ >

</failure>

</ stream streanp

Step 6: Cient relays the request to IdP in a SOAP nessage
transmtted over HITP (over TLS). HITP portion not shown, use of
Basi ¢ Authentication is assunmed. The body of the SOAP envel ope is
exactly the sane as received in the previous step.

<S: Envel ope
xm ns: sam ="urn: oasi s: nanes: tc: SAM.: 2. 0: asserti on”
xm ns: sam p="urn: oasi s: nanmes: tc: SAM_: 2. 0: pr ot ocol "
xm ns: S="http://schemas. xm soap. or g/ soap/ envel ope/ ">

<S: Body>
<sanl p: Aut hnRequest >
<l-- same as above -->
</ sam p: Aut hnRequest >
</ S: Body>

</ S: Envel ope>

Step 7: IdP responds to client wwth a SOAP response contai ning a SAM.
<Response> containing a short-lived SSO assertion (shown as an
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encrypted variant in the exanple). A generated key is included in
the assertion and in a header for the client.

<S: Envel ope
xm ns: sam ="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion”
xm ns: sam p="urn: oasi s: nanes: tc: SAM.: 2. 0: pr ot ocol "
xm ns: S="http://schemas. xm soap. or g/ soap/ envel ope/ ">
<S: Header >
<ecp: Response S: nust Under st and="1"
S:actor="http://schemas. xnl soap. or g/ soap/ act or/ next "
AssertionConsuner Ser vi ceURL="xnpp@npp. exanpl e. con'/ >
<samnl ec: Cener at edKey xml ns: sanml ec="urn:ietf:parans: xm : ns: sanl ec">
3WIWSBKUOSRLs U69x CK7dg==
</ sam ec: Gener at edKey>
</ S: Header >
<S: Body>
<samnl p: Response | D="d43h94r 389309r" Versi on="2. 0"
| ssuel nstant ="2007- 12- 10T11: 42: 34Z" | nResponseTo="c3a4f 8b9c2d"
Desti nati on="xnmpp@npp. exanpl e. cont >
<sam : | ssuer>https://sam . exanpl e. org</sam : | ssuer >
<sanl p: St at us>
<sanl p: St at usCode
Val ue="ur n: oasi s: nanes: tc: SAM.: 2. 0: st at us: Success"/ >
</ sam p: St at us>
<saml : Encrypt edAsserti on>
<l-- contents elided, copy of sam ec: GeneratedKey in Advice -->
</ sam : Encrypt edAssertion>
</ sanl p: Response>
</ S: Body>
</ S: Envel ope>

Step 8. dient sends SOAP envel ope containing the SAM. <Response> as
a response to the SASL server’s chall enge:

<response xm ns="urn:ietf:paranms: xm :ns: xnmpp-sasl’ >

PFM6RWS2Z\Wk v c GUKI CAgl Hht bG5zOnNhbWWI nVybj pvYXNpczpuYWLI czpOYzpT
QUAIMJ | uMDphc3N cnRpb24i G Agl CB4bWkuczpzYWLscDOi dXJuOnmBhc2l zOnbh
bWz OnR O NBTUW6M 4wOnByb3RvY29s| gogl CAgeGlsbnMsUz 0i aHROcDovL3N|
aGvt YXMueGlsc29hcC5ventve29hcCOl bnZl bGBwZS8i Pgogl DxTOkhl YWR! ¢cj 4K
| CAgl DxwyW9zA JI c3BvbnN | Hht bG5zOnBhb3MBI nVybj psaWll cnR5OnBhb3IVb
M AwmWy OWOCI Kl CAgl CAgUzphY3Rvcj 0i aHROcDovL3N) aGvt YXMueGlsc29hcCov
cntvc29hcCOhY3Rvcei 9uzXxh0l gogl CAgl CBTOML1c3RVbnR cnNOYWEKkPSI x1 i By
ZWZUb01l ¢3NhZ2VJIRDOi NmvVE YTRNOQ 5YzJkl i 8+Ci Agl CA8c2Ft bGVj O NI c3Np
b25LZXkgeGlsbnMsc2Ft bGV] PSI1cnd6aVW0Zj pwYXJhbXM6eGls Onbz OnNhbWkI
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Yyl Kl CAgl CAgeGlsbnM5Uz0i aHROcDovL3N aGvt YXMueGlsc29hcC5ventvc29h
cCal bnzl bAAWZS8i Ci Agl CAgl FM6bXVzdFVuzZzGVvyc3Rhbm®l j Ei G Agl CAgl FMVb
YWNOb3I 91 mhOdHAG6LY 9z Y2hl bWFzLnht bHNv YXAub3JnL3Nv YXAv YWNOb 31 vbmv4
dCl +Ci Agl CAgl DxzYWLs ZWWBRW5] VH wZT5hZXWKM gt Y3RzLWht YWM c2hhMS05
Nj wc2Ft bGVj GkVuY1R5cGUH+Ci Agl CA8c2Ft bGVj A Nl c3Npb25LZXk+Ci AgPCIOT
Okhl YWRI cj 4KI CA8UzpCh2R5Pgogl CAgPHNhbWwA JI ¢3BvbnN | EI EPSIJKkNDNo
OTRyMzg5Mz ASci | gVmyc2l vbj 0i M 4w gogl CAgl CAgl El zc3VI SWozdGFudDO

M AM\y OxM OxMFQxMToOM ozNFoi | El uUnVzc@uc2VUbz0i YZNNNGY4Y] | j M)
Ci Agl CAgl CAgRGVzdd uYXRph2491 nht cHBAeGLlwe C51 eGFt cGxI Lm\vbSI +Ci Ag
| CAgl DxzYWLs K| zc3VI ¢j 5o0dHRwe zov L3NhbWwiZXhhbXBs ZS5vcnt 8L3NhbVW\6
SXNz dWy Pgogl CAgl CA8c2Ft bHA6U3RhdHVz Pgogl CAgl CAgl DxzYWLscDpTdG-0
dXNDb2RI Ci Agl CAgl CAgl CAgl FZhbHVI PSJ1cnmi6b2FzaXMebnt ZXM6dGVBUOFN
TDoyLj A6c3RhdHVZA N1Y2N c3M Lz4KI CAgl CAgPC9zYWLscDpTdGFOdXM+Ci Ag
| CAgl DxzYWLsCkVuY3J5cHRI ZEFzc2Vydd vbj 4Kl CAgl CAgl CA81 SOt | G\vbnRI

bnRzl GvsaWR ZOwgY29we SBvZi Bz YWLs ZWWBR2VuZXJIhdGvk S2V51 d ul EFkdn |
ZSAt LT4KI CAgl CAgPC9z YWLs CkVuY3J5cHRI ZEFzc2Vydd vbj 4KI CAgl Dw c2Ft
bHA6UMVzc@uc2WUH+C AgPCOTOkIVvZHk+C w Uz pFbnZl b&RwWZT4K

</response>

The Base64 [ RFC4648] decoded envel ope:

<S: Envel ope

xm ns: sam ="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion”

xm ns: sam p="urn: oasi s: nanmes: tc: SAM.: 2. 0: prot ocol "

xm ns: S="http://schemas. xm soap. or g/ soap/ envel ope/ ">

<S: Header >

<paos: Response xnl ns: paos="urn:|iberty: paos: 2003- 08"
S:actor="http://schemas. xm soap. or g/ soap/ act or/ next"
S: must Under st and="1" ref ToMessagel D="6c3a4f 8b9c2d"/ >

<sanl ec: Sessi onKey xmnl ns:sanl ec="urn:ietf:parans: xm :ns: san ec"”

xm ns: S="http://schemas. xnm soap. or g/ soap/ envel ope/ "
S: nust Under st and="1"
S:actor="http://schemas. xnl soap. or g/ soap/ act or/ next ">
<sanl ec: EncType>aes128- ct s- hmac- shal- 96</ sanl ec: EncType>
<sanl ec: Sessi onKey>
</ S: Header >
<S: Body>
<sanl p: Response | D="d43h94r 389309r" Versi on="2. 0"

| ssuel nst ant =" 2007- 12- 10T11: 42: 34Z" | nResponseTo="c3a4f 8b9c2d"

Desti nati on="xnmpp@npp. exanpl e. cont' >
<sam : | ssuer>https://sam . exanpl e. org</sam : | ssuer >
<sanl p: St at us>
<sam p: St at usCode
Val ue="ur n: oasi s: nanes: tc: SAM.: 2. 0: st at us: Success"/ >
</ sanl p: St at us>
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<sanl : Encr ypt edAsserti on>
<l-- contents elided, copy of sam ec: GCeneratedKey in Advice -->
</ sam : Encrypt edAssertion>
</ sam p: Response>
</ S: Body>
</ S: Envel ope>

Step 9: Server informs client of successful authentication:

<success xm ns="urn:ietf:parans: xnm : ns: xnpp-sasl ' />

Step 9 (alt): Server inforns client of failed authentication:

<failure xm ns="urn:ietf:paranms: xm : ns: xnpp-sasl’ >
<t enporary-auth-failure/>

</failure>

</stream streanp

Step 10: Cient initiates a new streamto server

<stream stream xml ns="j abber: client’
xm ns: streans http://etherx.jabber.org/streans’
t o=" exanpl e.com version="1.0">

Step 11: Server responds by sending a stream header to client al ong
with any additional features (or an enpty features elenent):

<stream stream xnl ns="j abber: client’
xm ns: strean¥ http://etherx.jabber.org/streans’
id="c2s_ 345 from=" exanple.com version="1.0" >
<stream f eat ures>
<bi nd xm ns="urn:ietf:paranms: xm :ns: xnmpp-bind />
<session xm ns="urn:ietf:parans: xm : ns: xnpp-sessi on’ />
</ stream f eat ur es>
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Step 12: Cient binds a resource:

<ig type="set’ id="bind_ 1 >
<bi nd xm ns="urn:ietf:parans: xnl:ns: xnpp-bi nd’ >
<r esour ce>soner esour ce</ r esour ce>
</ bi nd>
</iqg>

Step 13: Server inforns client of successful resource binding:

<ig type="result’ id="bind 1 >
<bi nd xm ns="urn:ietf:paranms: xm :ns: xmpp-bi nd’ >
<j i d>sonenode@xanpl e. com soner esource</jid>
</ bi nd>
</iqg>

Pl ease note: line breaks were added to the base64 for clarity.
7. Security Considerations

This section will address only security considerations associ at ed
with the use of SAML with SASL applications. For considerations
relating to SAML in general, the reader is referred to the SAM.
specification and to other literature. Simlarly, for general SASL
Security Considerations, the reader is referred to that

speci ficati on.

Version 2.0 of the Enhanced Client or Proxy Profile [ SAMLECP20] adds
opti onal support for channel binding and use of "Hol der of Key"
subject confirmation. The former is strongly recomended for use
with this nmechanismto detect "Man in the Mddle" attacks between the
client and the RP without relying on flawed commercial TLS
infrastructure. The latter may be inpractical in many cases, but is
a val uabl e way of strengthening client authentication, protecting
agai nst phishing, and inproving the overall nechanism

7.1. Ri sks Left Unaddressed
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The adaptation of a web-based profile that is largely designed around
security-oblivious clients and a bearer nodel for security token
validation results in a nunber of basic security exposures that
shoul d be wei ghed agai nst the conpatibility and client sinplification
benefits of this mechani sm

When channel binding is not used, protection against "Man in the

M ddl e" attacks is left to |lower |ayer protocols such as TLS, and the
devel opnent of user interfaces able to inplenent that has not been
effectively denonstrated. Failure to detect a MTMcan result in
phi shing of the user’s credentials if the attacker is between the
client and 1dP, or the theft and m suse of a short-lived credenti al
(the SAML assertion) if the attacker is able to inpersonate a RP
SAML al |l ows for source address checking as a mnor mtigation to the
|atter threat, but this is often inpractical. [1dPs can mtigate to
some extent the exposure of personal information to RP attackers by
encrypting assertions wth authenticated keys.

7.2. User Privacy

The IdP is aware of each RP that a user logs into. There is nothing
in the protocol to hide this information fromthe IdP. It is not a
requi renent to track the activity, but there is nothing technically
that prohibits the collection of this information. Servers should be
aware that SAML 1dPs will track - to sone extent - user access to
their services. This exposure extends to the use of session keys
generated by the IdP to secure nessages between the parties, but note
t hat when bearer assertions are involved, the IdP can freely

i npersonate the user to any relying party in any case.

It is also out of scope of the nechanismto determ ne under what
conditions an IdP will release particular information to a relying
party, and it is generally unclear in what fashion user consent could
be established in real time for the rel ease of particular

informati on. The SOAP exchange with the |IdP does not preclude such
interaction, but neither does it define that interoperably.

7.3. Collusion between RPs

Dependi ng on the information supplied by the IdP, it may be possible
for RPs to correlate data that they have collected. By using the
sanme identifier to log into every RP, collusion between RPs is

possi ble. SAM. supports the notion of pairw se, or targeted/
directed, identity. This allows the IdP to nmanage opaque, pairw se
identifiers for each user that are specific to each RP. However,
correlation is often possible based on other attributes supplied, and
is generally a topic that is beyond the scope of this nechanism It
is sufficient to say that this nechani sm does not introduce new
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correlation opportunities over and above the use of SAML in web-based
use cases.

8. | ANA Consi derati ons

8.1. GSS-API and SASL Mechani sm Regi stration
The I ANA is requested to assign a new entry for this GSS nechanismin
the sub-registry for SM Security for Mechani sm Codes, whose prefix
is iso.org.dod.internet.security.nechanisns (1.3.6.1.5.5) and to
reference this specification in the registry.

The 1ANA is requested to register the followi ng SASL profile:
SASL nechani sm profiles: SAM.20EC and SAM.20EC- PLUS
Security Considerations: See this docunent
Publ i shed Specification: See this docunent
For further information: Contact the authors of this docunent.
Omner/ Change controller: the | ETF
Not e: None
8.2. XM Nanespace Name for SAM.-EC

A URN sub- nanespace for XM. constructs introduced by this nmechani sm
is defined as foll ows:

URI: urn:ietf:paranms: xm :ns:sanl ec
Speci fication: See Appendix A of this docunent.

Description: This is the XM. nanespace nane for XM constructs
i ntroduced by the SAML Enhanced Cient SASL and GSS- APl Mechani sns.

Regi strant Contact: the | ESG
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Appendi x A, XM. Schenma

The follow ng schema formally defines the
"urn:ietf:parans: xnm :ns:sam ec” nanespace used in this docunment, in
conformance with [ WBC. REC- xml schema-1] While XML validation is
optional, the schenma that follows is the normative definition of the
constructs it defines. Were the schema differs fromany prose in
this specification, the schema takes precedence.

<schema
t ar get Nanespace="urn:ietf: parans: xnl : ns: sam ec"
xm ns="http://ww.w3. org/ 2001/ XM_Schema"
xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
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xm ns: S="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: sam ec="urn:ietf:parans: xm :ns: sam ec"

el enment For nDef aul t =" unqual i fi ed"

attri but eFor nDef aul t ="unqual i fi ed"

bl ockDef aul t =" substitution"

version="1.0">

<i mport nanespace="http://ww. w3. org/ 2000/ 09/ xm dsi g#"/ >
<i nport nanespace="http://schemas. xn soap. or g/ soap/ envel ope/ "/ >

<el enent nane="Sessi onKey" type="sam ec: Sessi onKeyType"/ >
<conpl exType nane="Sessi onKeyType" >
<sequence>
<el ement ref="sanl ec: EncType" maxCccurs="unbounded"/ >
<el ement ref="ds: Keylnfo" m nQccurs="0"/>
</ sequence>
<attribute ref="S: nust Understand" use="required"/>
<attribute ref="S:actor" use="required"/>
<attribute name="Al gorithni/>
</ conpl exType>

<el ement name="EncType" type="string"/>

<el enent nane="Cener at edKey" type="sanl ec: Gener at edKeyType"/ >
<conpl exType nanme="CGener at edKeyType" >
<si npl eCont ent >
<ext ensi on base="base64Bi nary" >
<attribute ref="S: nust Understand"/ >
<attribute ref="S:actor"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>

<el ement name="Del egat ed" type="sanm ec: Del egat edType"/ >
<conpl exType nane="Del egat edType" >
<seqguence/ >
<attribute ref="S: nust Understand" use="required"/>
<attribute ref="S:actor" use="required"/>
</ conpl exType>

</ schema>
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Appendi x C. Changes

This section to be renoved prior
o 08, nore corrections,
o 07, corrections,

o 06,

SAML ECP SASL & GSS- API

Mechani sns May 2013

to publication.

added a del egati on signaling header
revi sed section on del egation

sinplified session key schema, noved responsibility for
randomto-key to the endpoints,

and defi ned adverti senent of

session key algorithm and enctypes by acceptor

o 05,
key,
nam ng reference

o 04, stripped down the session
define an | dP-brokered keying
constructs from OASI S draft

o 03, added TLS key export as a
nam ng material based on |i st

o 02, mjor revision of GSS-API

o 01, SSH | anguage added, noted
handl i ng,
o 00, Initial Revision,

unsolicited SAM. responses.
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