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Abstract

Thi s docunent describes a security enhancenents for the BFD packet’s
sequence nunber.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on May 25, 2018.

Copyright Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

BFD [ RFC5880] section 6.7 describes the use of nonotonically

i ncrenenting 32-bit sequence nunbers for use in authentication of BFD
packets. While this nmethod protects against sinple replay attacks,
the nonotonically increnenting sequence nunbers are predictable and
vul nerable to nore conplex attack vectors. This docunent proposes

t he use of non-nonotonically-increnenting sequence nunbers in BFD
aut hentication TLVs to enhance the security of BFD sessions.
Specifically, the docunment presents a nethod to generate pseudo-
random sequence nunbers on the frame by al gorithm cally hashing
nmonot oni cal Iy i ncreasi ng sequence nunbers. Further security may be
i ntroduced by resetting un-encrypted sequence to a random val ue when
the 32-bit sequence nunber rolls-over.

2. Theory of operations

I nstead of nonotonically increasing the sequence nunber or even
occasionally nonotonically increasing the sequence nunber, the next
sequence nunber is generated by conputing a hash on what woul d have
been the next sequence nunber using a shared key. That conputed hash
is then inserted into the sequence nunber field of the packet. In
case of BFD Authentication [I-D.ietf-bfd-optim zing-authentication],

t he sequence nunber used in conputing an authenticated packet woul d
be this new conputed hash. Even though the BFD Aut henticati on
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[1-D.ietf-bfd-optimzing-authentication] sequence nunber is
i ndependent of this enhancenent, it would benefit by using the
comput ed hash.

A normal BFD packet with authentication will undergo the follow ng
steps, where:

[Q: original RFC 5880 packet wi th nonotonically increasing sequence
nunber

[S]: psuedo random sequence nunber
[A]: Authentication

Sender Recei ver

[Q [S] [Al -------mmm--- [Al [S] [Q

In order to encode a sequence nunber, the sender would identify a
hash al gorithm (symetric) that would create a 32 bit hash. The
hashi ng key is provisioned securely on the sender and receiver of the
BFD session. The nechani sm of provisioning such a key is outside the
scope of this draft. Instead of using the sequence nunber, the
sender encodes the sequence nunber with the hashing key to produce a
hash.

Upon receiving the BFD Control packet, the receiver conpares the
recei ved sequence nunber agai nst the expected sequence nunber. The
mechani sm used for conparing is an inplenentation detai

(i mpl enrent ations nmay pre-cal cul ate the expected hashed sequence
nunber, or decrypt the recei ved sequence nunber before conparing
agai nst expected value). To tolerate dropped franes, the receiver
MUST conpare the received sequence nunber agai nst the current
expect ed seugence nunber (previous received sequence nunber + 1) and
N subsequent expected sequence nunbers (where N is greater than or
equal to the detect nultiplier). Note: The first sequence nunber can
be obtai ned using the sanme logic as the My Di scrim nator val ue.

k: hashi ng key
S: sequence nunber

O original RFC 5880 packet with nonotonically increasing sequence
nunber

R remai nder of packet

H1: hash of s
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H2: hash of entire packet
A H2 + insertion in packet
hash(s, k) = H1

hash((HL + R, k) = H2

hash’ ((Packet - H2), k) == H2 ? Good packet : bad packet

hash’ (H1, k) == s ? Good sequence nunber : bad sequence nunber
Sender Recei ver
[Q [H] [Al -------- [Al [H] [T

3. Inpact of using a hash

Under this proposal, every packet’s sequence nunber is encoded within
a hash. Therefore there is sone inpact on the systemand its

per formance whil e encodi ng/ decodi ng the hash. As security neasures
go, this enhancenent greatly increases the security of the packet
with or without authentication of the entire packet.

4. | ANA Consi derations
Thi s docunment makes no request of | ANA

Note to RFC Editor: this section nay be renoved on publication as an
RFC.

5. Security Considerations
6. Acknow edgenents
7. References
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