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Abstract

Thi s docunent describes a binary encodi ng of the Asynchronous
Managenent Mddel (AMM and a protocol for the exchange of these
encoded itens over a network. This Asynchronous Managenent Prot ocol
(AMP) does not require transport-Ilayer sessions, operates over
unidirectional links, and seeks to reduce the energy and conpute
power necessary for perform ng network nmanagenent on resource
constrai ned devi ces.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nmay al so distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on QOctober 17, 2020.
Copyright Notice

Copyright (c) 2020 I ETF Trust and the persons identified as the
docurment authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

wn =

Noos

Bi rr ane

OTAWNE T10 00000000 0000000000000 HR00WORAONEMNNNNNE

LCoovoo

I ntroduction . .
Requi renent s Language )
Scope . .

.1. Protocol Scope .
.2. Specification Scope .

Ter m nol ogy . .
Constraints and Assurrptlons .
Technical Notes . . . . . .
AMP- Speci fic Concepts .
Ni cknames (NN) .o
Motivation for Corrpr eSSI on
ADM Enuner ation .

ADM Enuner ati on Consi der at [ ons
odi ngs . . .
CBOR Consi der at [ ons .
AMM Type Encodi ngs
.2.1. Primtive Types .
.2.2. Derived Types .
Col l ections . . .
Resour ce Identlfler (ARI) Coe
Encodi ng ARI's of Type LI TERAL .
Encodi ng Non-Literal ARIs .
bj ect Encodi ngs . .
External |y Defined Dat a (EDD)
Constants ( CONST)
Controls (CTRL)
Macros (MAC) . .
Qperators (OPER) . . .
Report Tenpl ates (RPTT)
Report (RPT) .
St at e- Based Rul es (SBR)
Tabl e Tenpl ates (TBLT)
.10. Tables (TBL) . . .
.11. Tinme-Based Rul es (TBR)
.12. Vari abl es (VAR)
ct i onal Specification
AMP Message Summary .
Message G oup Format
Message For mat
Regi st er Agent
Report Set

1.1.
1.2.
. 1. 3.
1.4. Ni ckname Definition .
1.5.
codi

n

N
> w
2

!

CONOORWNE BN

u

Expi res QOctober 17, 2020

ADM Tenpl ate Col | ecti on Enurrer at i on .

OCOO~NOOOOUIRARRADWWWW



I nternet-Draft AMP April 2020

3.

3.

9.6. PerformControl . . . . . . . . . . . . . . . . . . . . . 238
9.7. Table Set . . . . . . . . . . . . . . . . . . . . . . . . 38
10. I ANA Considerations . . . . . . . . . . . . . . . . . . . .. 39
11. Security Considerations . . . . . . . . . . . . . . . . . . . 39
12. I nplenentation Notes . . . . . . . . . . . . . . . . . . .. 39
13. References . . . . . . . . . . . . . . . . . . .. .. .. . ... 40
13.1. Informative References . . . . . . . . . . . . . . . . . 40
13.2. Normative References . . . . . . . . . . . . . . . . . . 40
Appendi x A. Acknow edgenents . . . . . . . . . . . . . . . . . . 40
Author’s Address . . . . . . . . . . . . . . . . . . . . .. .. 40

I nt roducti on

Net wor k managenent in chall enged and resource constrai ned networks
nmust be acconplished differently than the network managenent met hods
in high-rate, high-availability networks. The Asynchronous
Managenent Architecture (AMA) [I|-D. birrane-dtn-ama] provides an
overview and justification of an alternative to "synchronous"
managenent services such as those provided by NETCONF. In
particular, the AVA defines the need for a flexible, robust, and

ef fici ent autonony engi ne to handl e deci si ons when operators cannot
be active in the network. The |ogical description of that autononous
nodel and its major conponents is given in the AVA Data Mdel (ADV
[1-D. birrane-dtn-adm.

The ADM presents an efficient and expressive autonony nodel for the
asynchronous managenent of a network node, but does not specify any
particul ar encoding. This docunent, the Asynchronous Managenent
Prot ocol (AMP), provides a binary encodi ng of AMM objects and
specifies a protocol for the exchange of these encoded objects.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Scope
Pr ot ocol Scope

The AMP provides data nonitoring, adm nistration, and configuration
for applications operating above the data link |ayer of the OSI
net wor ki ng nodel. While the AMP nmay be configured to support the
managenent of network |ayer protocols, it also uses these protocol
stacks to encapsul ate and comunicate its own nmessages.
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It is assuned that the protocols used to carry AVP nessages provide
addressing, confidentiality, integrity, security, fragnmentation/
reassenbly, and other network functions. Therefore, these itens are
out si de of the scope of this docunent.

3.2. Specification Scope

Thi s docunent describes the format of nmessages used to exchange data
nodel s bet ween managi ng and managed devices in a network. The
rationale for this type of exchange is outside of the scope of this
docunent and is covered in [I-D. birrane-dtn-ama]. The description
and expl anation of the data nodel s exchanged is al so outside of the
scope of this docunment and is covered in [I-D.birrane-dtn-adnj.

Thi s docunment does not address specific configurations of AMP-enabl ed
devi ces, nor does it discuss the interface between AMP and ot her
managenent protocol s.

4. Term nol ogy

Note: The terns "Actor", "Agent", "Application Data Mdel"

"Externally Defined Data", "Variable", "Control", "Literal", "Macro"
"“Manager", "Report Tenplate", "Report", "Table", "Constant",
"Qperator"”, "Tinme-Based Rule" and "State-Based Rule" are used w thout

nodi fication fromthe definitions provided in [|-D.birrane-dtn-ang].
5. Constraints and Assunptions

The desirabl e properties of an asynchronous nanagenent protocol, as

specified in the AMA, are summari zed here to represent design

constraints on the AMP specification.

o Intelligent Push of Information - Nodes in a chall enged network
cannot guarantee concurrent, bi-directional comunications. Sone

i nks between nodes may be strictly unidirectional. AMP Agents
"push" data to Managers rather than Managers "pulling" data from
Agent s.

o Small Message Sizes - Smaller nmessages require snmaller periods of
vi abl e transm ssion for conmunication, incur |ess retransm ssion
cost, and consune fewer resources when persistently stored en
route in the network. AMP mnim zes nessage size wherever
practical, to include binary data representati ons and predefined
data definitions and tenpl ates.

o0 Absolute and Custom Data ldentification - Al data in the system

must be uni quel y addressable, to include operator-specified
informati on. AMP provides a conpact encoding for identifiers.
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6.

0]

Aut ononmous, Stateless Operation - There is no reliable concept of
session establishnent or round-trip data exchange in asynchronous
networks. AMP is designed to be statel ess. \Were hel pful, AW
provi des nechani snms for transactional ordering of commands within
a single AWP protocol data unit, but otherw se degrades gracefully
when nodes in the network diver in their configuration.

Techni cal Not es

Unl ess ot herw se specified, nmulti-byte values in this
specification are expected to be transmitted in network byte order
(Bi g Endi an).

Character encodings for all text-based data types will use UTF-8
encodi ngs.

All AMP encodings are self-termnating. This neans that, given an
indefinite-length octet stream each encodi ng can be unanbi guously
decoded fromthe streamw thout requiring additional information
such as a length field separate fromthe data type definition

This specification uses the term OCTETS to refer to a sequence of
one or nore related BYTE values. There is no inplied structure
associated wth OCTETS, neaning they do not encode a | ength val ue
or utilize a termnator character. Wile OCTETS may contain CBOR-
encoded val ues, the OCTETS sequence itself is not encoded as a
CBOR structure.

If an OCTETS sequence is included as an el enent of a CBOR array
then the sequence MUST be considered as a single array el enent
when determ ning the size of the array.

Bit-fields in this docunent are specified with bit position O
hol ding the least-significant bit (LSB). Wen illustrated in this
docunent, the LSB appears on the right.

In order to describe the encoding of data nodels specified in
[I-D. birrane-dtn-adnj, this specification nust refer to both the
dat a obj ect being encoded and to the encoding of that data object.
When di scussi ng the encoded version of a data object, this
specification uses the notation "E(data object)" where E() refers
to a conceptual encoding function. This notation is only provided
as a neans of clarifying the text and inposes no changes to the
actual wire coding. For exanple, this specification will refer to
the "macro” data object as "Macro" and to the encoding of a Macro
as "E(Macro)".
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7.

7.

7.

o Illustrations of fields in this specification consist of the nane
of the field, the type of the field between []'s, and if the field
is optional, the text "(opt)".

Field order is determnistic and, therefore, fields MJST be
transmtted in the order in which they are specified. |In cases
where an optional field is not present, then the next field wll
be considered for transm ssion.

An example is shown in Figure 1 below. In this illustration two
fields (Field 1 and Field 2) are showmn, with Field 1 of Type 1 and
Field 2 of Type 2. Field 2 is also listed as being optional.

Byte fields are shown in order of receipt, fromleft-to-right.
Therefore, when transmtted on the wire, Field 1 will be received
first, followed by Field 2 (if present).

| Field 1 | Field 2 |
| [TYPE 1] | [TYPE 2] |
| | (opt) |

Figure 1. Byte Field Formatting Exanpl e

When types are docunented in this way, the type always refers to
t he encoding of that type. The E() notation is not used as it is
to be inferred fromthe context of the illustration.

AMP- Speci fi ¢ Concepts

The AMP specification provides an encodi ng of objects conprising the
AM  As such, AMP defines very few structures of its own. This
section identifies those data structures that are unique to the AW
and required for it to performappropriate and efficient encodi ngs of
AMM obj ect s.

1. Nicknanmes (NN

In the AMP, a "N cknanme" (NN) is used to reduce the overall size of
the encoding of ARIs that are defined in the context of an ADM A NN
is calculated as a function of an ADM Mbder at ed Nanmespace and the
type of object being identified.

1.1. Mdtivation for Conpression

As identifiers, ARIs are used heavily in AWM obj ect definitions,
particularly in those that define collections of objects. This nakes
encodi ng ARI's an inportant consideration when trying to optim ze the
si ze of AMP nessage.
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Additionally, the majority of ARIs are defined in the context of an
ADM Certain AWM objects types (EDDs, OPs, CTRLs, TBLTs) can only be
defined in the context of an ADM O her object types (VARs, CONSTs,
RPTTs) may have common, useful objects defined in an ADM as wel | .

The structure of an ADM to include its use of a Mderated Nanespace
and col l ections by object type, provide a regular structure that can
be exploited for creating a conpact representation.

In particular, as specified in [I-D.birrane-dtn-adn, ARIs can be
grouped by (1) their nanespace and (2) the type of AMM object being
identified. For exanple, consider the following ARIs of type EDD
defined in ADML with a Mderated Nanmespace of "/DIN ADML/".

ari:/ DTN ADML/ Edd.item 1 ari:/DTN ADML/ Edd.item 2 ... ari:/ DTN ADML/
Edd.item 1974

In this case, the nanespace (/DTN ADML/) and the object type (Edd)
are good candi dates for enuneration because their string encoding is
very verbose and their information follows a regular structure shared
across nmultiple ARIs. Separately, the string representation of
object names (iteml, item2, etc...) may be very verbose and they
are al so candi dates for enuneration as they occupy a particul ar ADM
object type in a particular order as published in the ADM

7.1.2. ADM Enunerati on

Any ARl defined in an ADM exists in the context of a Mderated
Nanespace. These nanespaces provide a unique string nane for the
ADM  However, ADMs can al so be assigned a uni que enuneration by the
same noderating entities that ensure nanespace uni queness.

An ADM enuneration is an unsigned integer in the range of 0 to
(2764)/20. This range provides effective support for thousands of
trillions of ADM.

The formal set of ADMs, simlar to SNVP M Bs and NETCONF YANG nodel s,
wi |l be noderated and published. Additionally, a set of inform
ADME may be devel oped on a network-by-network or on an organi zati on-
by- or gani zati on bases.

Since informal ADME exist within a predefined context (a network, an
organi zation, or sone other entity) they do not have individual ADM
enunerations and are assigned the special enuneration "0". ARIs that
are not defined in formal ADMs rely on other context information to
help with their encoding (see Section 8.3).
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The ADM tenplate presented in [I-D. birrane-dtn-adn] defines a series
of object collections for the specification of various AWM objects.
Enunerating these collections in a standard way allows for their

conpressed representation in the context

stored in these coll ections.

of nicknanmes for objects

The enuneration of ADM Tenpl ate collections is provided in Table 1

bel ow.

MAC
OPER
RPTT
SBR
TBLT
TBR
VAR
met adat a

reserved

Table 1. ADM Type Enunerations

NOTE: Col |l ection enunerations are different from AMM obj ect types.

For exanpl e,

the enuneration for the VAR collection (9)

different fromthe VAR object type (12).

Bi rr ane
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7.1.4. Ni ckname Definition

As an enuneration, a N cknanme is captured as a 64-bit unsigned
i nteger (UVAST) cal cul ated as a function of the ADM enunerati on and
the ADM type enuneration, as foll ows.

NN = ((ADM Enuneration) * 20) + (ADM Cbject Type Enuneration)

Consi dering the exanple set of ARIs from Section 7.1.1, assum ng that
ADML has ADM enuneration 9 and given that objects in the exanple were
of type EDD, the NN for each of the 1974 itens would be: (9 * 20) + 2
= 182. In this particular exanple, the ARl "/DTN ADML/ Edd. item 1974"
can be encoded in 5 bytes: two bytes to CBOR encode the nicknane
(182) and 3 bytes to CBOR encode the itenmis offset in the Edd
col l ection (1974).

7.1.5. ADM Enunerati on Consi derations

The assignnent of formal ADM enunerations SHOULD take into
consideration the nature of the applications and protocols to which
the ADM applies. Those ADMs that are likely to be used in chall enged
net wor ks SHOULD be al | ocated | ow enunerati on nunbers (e.g. those that
will fit into 1-2 bytes) while ADMs that are likely to only be used
in well resourced networks SHOULD be al | ocated hi gher enuneration
nunbers. |t SHOULD NOT be the case that ADM enunerations are

all ocated on a first-cone, first-served basis. It is recomended

t hat ADM enunerati ons shoul d be | abel ed based on the nunber of bytes
of the Ni ckname as a function of the size of the ADM enuneration
These | abels are shown in Table 2.

S U S RS- S U U U S +
| ADM Enum | NN | Label | Conmrent |
| | Size | | |
o e - o e e e o - o e e e e e e e e e e e e - +
| Ox1 - OxCCC | 1-2 | Challenged | Constraints inposed by |
| | Bytes | Net wor ks | physical |ayer and power. |
I 0xCCD - I 3-4 I Congest ed I Constraints inposed by I
| OxCCCCCCC | Bytes | Net wor ks | network traffic. |
I >=0x CCCCCCD I 5-8 I Resour ced I General 'y unconstrai ned I
| | Bytes | Net wor ks | net wor ks. |
S RS Fooaooaon S S U U +

Tabl e 2: ADM Enuner ati ons Label s
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8.

8.

8.

8.

Encodi ngs

This section describes the binary encoding of |ogical data constructs
usi ng the Concise Binary Object Representation (CBOR) defined in
[ RFC7049] .

1

CBOR Consi der ati ons

The foll owi ng considerations act as gui dance for CBOR encoders and
decoders inpl enenting the AWVP.

0]

2.

2.

1

Al'l AMP encodi ngs are of definite I ength and, therefore,
i ndefinite encodi ngs MJUST NOT be used.

AMP encodi ngs MUST NOT use CBOR tags. Identification nechanismnms
in the AVMP capture structure and other information such that tags
are not necessary.

Canoni cal CBOR MJUST be used for all encoding. Al AW CBOR
decoders MUST run in strict node.

Because AMA objects are self-delineating they can be serialized
into, or deserialized from OCTETS. CBOR containers such as
BYTESTR and TXTSTR that encode length fields are only useful for
data that is not self-delineating, such as nanme fields. Encoding
sel f-delineating objects into CBOR contai ners reduced efficiency
as length fields would then be added to data that does not reqire
a length field for processing.

Encodi ngs MUST result in smallest data representations. There are
several cases where the AMM defines types with I ess granularity
than CBOR  For exanple, AWM defines the U NT type to represent
unsigned integers up to 32 bits in Iength. CBOR supports separate
definitions of unsigned integers of 8, 16, or 32 bits in |ength.

I n cases where an AMM type MAY be encoded in nultiple ways in
CBOR, the snuallest data representati on MIST be used. For exanple,
U NT val ues of 0-255 MJST be encoded as a uint8 t, and so on.

AMM Type Encodi ngs

Primtive Types

The AMP encodes AMM primtive types as outlined in Table 3.
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S N Fom e o +
| AW | CBOR Mjor | Conment s |
|  Type | Type I I
- o e e +
| BYTE | unsigned | BYTEs are individually encoded as unsigned

| | int or byte | integers unless the are defined as part of |
| | string | a byte string, in which case they are |
| | | encoded as a single byte in the byte |
| | | string. |
I I I I
| INT | unsigned | |INTs are encoded as positive or negative

| | integer or | integers from(u)int8 t up to (u)int32_t. |
| | negative | |
| | i nt eger | |
I I I I
| U NT | unsi gned | U NTs are unsigned integers fromuint8 t |
| | i nt eger | up to uint32_t. |
I I I I
| VAST | unsigned | VASTs are encoding as positive or negative |
| | integer or | integers up to (u)int64_t. |
| | negative | |
| | i nt eger | |
I I I I
| UVAST | unsi gned | VASTs are unsigned integers up to |
| | i nt eger | uint 64 t. |
I I I I
| REAL32 | floating | Up to an | EEE-754 Single Precision Float. |
I I poi nt I I
| REAL64 | floating | Up to an | EEE-754 Double Precision Float. |
e I
| STRING | text string | Uses CBOR encodi ng unnodi fi ed. |
I I I I
| BOOL | Sinpl e | O is considered FALSE. Any other value is

| | Val ue | consi dered TRUE. |
S N Fom e o +

Tabl e 3: Standard Nuneric Types
8.2.2. Derived Types

This section provides the CBOR encodi ngs for AMM derived types.
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8.2.2.1. Byte String Encoding

The AMM derived type Byte String (BYTESTR) is encoded as a CBOR byte
string.

8.2.2.2. Tinme Values (TV) and Tinestanps (TS)

An TV is encoded as a WAST. Simlarly, a TS is also encoded as a
UVAST since a TS is sinply an absolute TV.

Rat her than define two separate encodings for TVs (one for absol ute
TVs and one for relative TVs) a single, unanbi guous encodi ng can be
generated by defining a Relative Time Epoch (RTE) and interpreting
the type of TVin relation to that epoch. Tine values less than the
RTE MJUST be interpreted as relative tinmes. Tine values greater than
or equal to the RTE MJIST be interpreted as absolute tine val ues.

A relative TV is encoded as the nunber of seconds after an initiating
event. An absolute TV (and TS) is encoded as the nunber of seconds
t hat have el apsed since 1 Jan 2000 00: 00: 00 (Unix Ti nme 946684800).

The RTE is defined as the tinestanp val ue for Septenber 9th, 2017
(Unix time 1504915200). Since TS values are the nunber of seconds
since 1 Jan 2000 00: 00: 00, the RTE as a TS value is 1504915200 -
946684800 = 558230400.

The potential values of TV, and how they should be interpreted as
relative or absolute is illustrated bel ow

Potenti al Tinme val ues

/\
/ \
Rel ati ve Ti nes Absol ute Ti nes
e e e e e e e D >
0 - 558, 230, 400 558, 230, 401 - 2”64

T T |
00: 00: 00 1 Jan 2000 00: 00: 00 9 Sep 2017
Uni x Ti me 946684800 Uni x Tinme 1504915200

For exanple, a time value of "10" is a relative tinme representing 10
seconds after an initiating event. A tinme value of "600, 000, 000"
refers to Saturday, 5 Jan, 2019 10: 40: 00.

NOTE: Absolute and relative tinmes are interchangeable. An absolute

time can be converted into a relative tinme by subtracting the current
time fromthe absolute time. A relative time can be converted into
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an absolute tine by adding to the relative tine the tinestanp of its
relative event. A pseudo-code exanple of converting a relative tine
to an absolute tine is as follows, assum ng that current-tine is
expressed in Unix Epoch tine.

I F (tinme_value <= 558230400) THEN

absolute_tinme = (event _tine - 946684800) + tine_val ue
ELSE

absolute tine = tinme_val ue
8.2.2.3. Type-Nane-Val ue (TNV)

TNV val ues are encoded as a CBOR array that conprises four distinct
pi eces of information: a set of flags, a type, an optional nane, and
an optional value. 1In the E(TNV) the flag and type information are
conpressed into a single value. The CBOR array MJST have length 1
2, or 3 depending on the nunber of optional fields appearing in the
encoding. The E(TNV) format is illustrated in Figure 2.

R +
| TNV |
| [ARRAY] |
R S
| |
|
I\
/ \
Fom e e o o e e e o - R +
| Flags/ Type | Name | Val ue
| [ BYTE] | [TXT STR] | [Varies] |
| (opt) | (opt) |
R R Hommm oo - +

Figure 2: E(TNV) For mat
The E(TNV) fields are defined as foll ows.

Fl ags/ Type

The first byte of the E(TNV) describes the type associ at ed
with the TNV and which optional conponents are present. The
| ayout of this byte is illustrated in Figure 3.
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E(TNV) Fl ag/ Type Byte For mat

R S +

| Nane | Struct |

| Flag | Type |
+--mmm- - +

| 7 | 6543210

S e +
V5B LSB

Figure 3

Nanme Fl ag
This flag indicates that the TNV contains a nanme
field. Wen set to 1 the Nane field MJUST be present
in the E(TNV). Wen set to O the Nanme field MJST NOT
be present in the E(TNV)

Struct Type
This field lists the type associated with this TNV
and MJUST contain one of the types defined in
[I-D. birrane-dtn-adml with the exception that the
type of a TNV MJUST NOT be a TNV.

Nanme
This optional field captures the human-readabl e nane for the
TNV encoded as a CBOR text string. |If there are 3 elenents
in the TNV array OR there are 2 elenments in the array and the
Nanme Flag is set, then this field MIUST be present.
O herwise, this field MUST NOT be present.

Val ue

This optional field captures the encoded val ue associ at ed
with this TNV. The value is encoded in accordance with AW
rules for encoding of itens of the type of this TNV. |If
there are 3 elenents in the TNV array OR there are 2 elenents
in the array and the Nane Flag is not set, then this field
MUST be present. Oherwise, this field MUST NOT be present.

8.2.3. Collections
8.2.3.1. Type-Nane-Val ue Collection (TNVC)
A TNV Col l ection (TNVC) is an ordered set of TNVs with speci al

semantics for nore efficiently encoding sets of TNVs with identical
attri butes.
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A TNV, defined in Section 8.2.2.3, consists of three distinct
conponents: a type, a nanme, and a value. Wen all of the TNVs in the

TNVC have the same format (such as they all include type information)
t hen the encoding of the TNVC can use this information to save
encodi ng space and nake processing nore efficient. In cases when al

TNVs have the same format, the types (if present), nanmes (if

present), and values (if present) are separated into their own arrays
for individual processing with type information (if present) always
appearing first.

Extracting type information to the "front" of the collection

optim zes the performance of type validators. A validator can
inspect the first array to ensure that el enent values match type
expectations. |If type information were distributed throughout the
collection, as in the case with the TNVC, a type validator would need
to scan through the entire set of data to validate each type in the
col | ecti on.

A TNVC i s encoded as a sequence of at least 1 octet, where the single
required octet includes the flag BYTE representing the optional
portions of the collection that are present. |If the flag BYTE

i ndicates an enpty collection there will be no foll owi ng octets. The
format of a TNVCis illustrated in Figure 4.

N +
| TNVC |
| [ OCTETS] |
Fom e et - - -+
| |
| |
[\
/ \
S Fomm e Fomm e m oo oo Fomm e m oo oo Fomm e m oo oo Fomm o oo o +
| Flags | # Items | Types | Names | Values | M xed
| [BYTE] | [UNT] | [OCTETS] | [OCTETS] | [OCTETS] | [CCTETS] |
| |  (Opt) | (Opt) | (Opt) | (Opt) | (Opt) |
N S N N N N o +

Figure 4. E(TNVC) For mat
The E(TNVC) fields are defined as foll ows.
Fl ags
The first byte of the E(TNVC) describes which optional

portions of a TNV will be present for each TNV in the
col I ecti on.
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Bi rr ane

If all non-reserved flags have the value O then the TNVC
represents an enpty collection, in which case no other
information is provided for the E(TNVC).

The layout of this byte is illustrated in Figure 5.

E(TNV) Flag Byte For mat

S Fommm - Fommm - Fommm - Fommm - +
| Reserved | Mx | Type | Nane | Val |
| Flags | Flag | Flag | Flag | Flag
N oo - oo - oo - oo - +
| -4 | 3 | 2| 1| 0 |
N S S S S +
VBB LSB

Figure 5

M xed Fl ag

This flag indicates that the set of TNVs in the

2020

collection do not all share the sane properties and,
therefore, the collectionis a mx of different types
of TNV. Wen set to 1 the E(TNVC) MJST contain the
M xed Values field and all other flags in this byte
MJUST be set to 0. When set to 0 the E(TNVC) MJST NOT

contain the M xed Val ues fi el d.

Type Fl ag
This flag indicates whether each TNV in the

collection has type information associated with it.

When set to 1 the E(TNVC) MJIST contain type
information for each TNV. \Wen set to 0, type
i nformati on MJUST NOT be present.

Nane Fl ag
This flag indicates whether each TNV in the

coll ection has nane infornmati on associated with it.

When set to 1 the E(TNVC) MJST contai n nane
information for each TNV. Wen set to 0, nane
i nformati on MJUST NOT be present.

Val ue Fl ag
This flag indicates whether each TNV in the

coll ection has value infornmati on associated with it.

When set to 1 the E(TNVC) MJST contain val ue
information for each TNV. Wen set to 0, val ue
i nformati on MJUST NOT be present.
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Types

Val ues

M xed

Bi rr ane

The nunber of itens field lists the nunber of itens that are
contained in the TNVC. Each of the types, nanes, and val ues
sequences (if present) MJST have exactly this nunber of
entries in them This field MIUST be present in the E(TNVC
when any one of the non-reserved bits of the Flag Byte are
set to 1.

The types field is encoded as an OCTETS sequence where the
Nth byte in the sequence represents the type for the Nth TNV
inthe collection. This field MIUST be present in the E(TNVC
when the Type Flag is set to 1 and MJUST NOT be present
otherw se. |If present, this field MJST contain exactly the
same nunber of types as nunber of itens in the TNVC

The nanes field is encoded as an OCTETS sequence contai ni ng
the nanes of the TNVs in the collection. Each nanme is
encoded as a CBOR string, with the Nth CBOR string
representing the name of the Nth TNV in the collection. This
field MUST be present in the E(TNVC) when the Nanes Flag is
set to 1 and MJUST NOT be present otherwise. |If present, this
field MUST contain exactly the sanme nunber of CBOR strings as
nunber of itenms in the TNVC

The values field is encoded as an OCTETS sequence contai ni ng
the values of TNVs in the collection.

If the Type Flag is set to 1 then each entry wll be encoded
in accordance with the corresponding index in the type field.
For exanple, the 1st value wll be encoded using the encodi ng
rules for the first byte in the type OCTETS sequence.

If the Type Flag is set to O then the values will be encoded
as native CBOR types. CBOR types do not have a one-to-one
mappi ng with AMP types and it is the responsibility of the
transmtting AMP actor and the receiving AVMP actor to
determ ne how to map these to AMP types. This field MJST be
present in the E(TNVC) when the Value Flag is set to 1 and
MUST NOT be present otherwise. |If present, this field MJST
contain exactly the same nunber of values as nunber of itens
in the TNVC

The m xed field is encoded as an OCTETS sequence containing a
series of E(TNV) objects. This field MIST be present when
the Mxed Flag is set to 1 and MJUST NOT be present otherw se.
If present, this field MJUST contain exactly the sane nunber
of E(TNV) objects as nummber of itens in the TNVC
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8.2.3.2. ARl Collections (AC
An ARl collection is an ordered collection of ARl values. It is
encoded as a CBOR array with each el ement being an encoded AR, as
illustrated in Figure 6.

E(AC) For mat

Fomm e +
| AC |
| [ARRAY] |
S &
| |
|
[\
/ \
oo + oo +
| AR 1| ... | ARl N|
| [ARI] | | [ARI] |
oo + oo +
Figure 6

8.2.3.3. Expressions (EXPR)
The Expression object encapsul ates a typed postfix expression in
whi ch each operator MJST be of type OPER and each operand MJUST be the
typed result of an operator or one of EDD, VAR, LIT, or CONST

The Expression object is encoded as an OCTETS sequence whose format
is illustrated in Figure 7.

E( EXPR) For mat

S +
| EXPR |
| [OCTETS] |
+----- +4+--- +
| |
N
I\
/ \
R N +
| Type | Expression
| [BYTE] | [ AC] |
R Fom e e o +
Figure 7
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Type
The enuneration representing the type of the result of the
eval uated expression. This type MJST be defined in

[I-D.birrane-dtn-adm as a "Primtive Type".

Expr essi on
An expression is represented in the AMP as an ARl coll ection,
where each ARl in the ordered collection represents either an
operand or operator in postfix form

.3. AWM Resource ldentifier (ARI)
The AR, as defined in [I-D.birrane-dtn-adm, identifies an AWM

object. There are two kinds of objects that can be identified in
this schenme: literal objects (of type LIT) and all other objects.

.3.1. Encoding ARI's of Type LI TERAL

Aliteral identifier is one that is literally defined by its val ue,
such as nunbers (0, 3.14) and strings ("exanple"). ARs of type

LI TERAL do not have issuers or nicknanes or paraneters. They are
sinply typed basic val ues.

The E(ARI') of a LIT object is encoded as an OCTETS sequence and
consists of a mandatory flag BYTE and the value of the LIT.

The E(ARI) structure for LIT types is illustrated in Figure 8.

E(ARI) Literal Format

S N Fomm e e e o +

| Flags | Value |

| [BYTE] | [VARIES] |

e e - - - e e e - - +
Figure 8

These fields are defined as foll ows.

Fl ags
The Fl ags byte identifies the object as being of type LIT and
al so captures the primtive type of the follow ng value. The
| ayout of this byte is illustrated in Figure 9.
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E(ARI') Literal Flag Byte Format

Fom e e e e oo Fom e e oo +
| VALUE TYPE OFFSET | STRUCT TYPE
Fmmm e e e e Fommm e e, |
| 7 6 5 4 | 3 2 1 O
U S RS +
VBB LSB
Figure 9

Val ue Type O f set
The high nibble of the flag byte contains the offset
into the Primtive Types enuneration defined in
[I-D.birrane-dtn-admi. An offset of O represents the
first defined Primtive Type. An offset of 1
represents the second defined Primtive Type, and so
on. An offset into the data types field is used to
ensure that the type value fits into a nibble.

Structure Type
The lower nibble of the flag byte identifies the type
of AMM Qbject being identified by the ARI. In this
instance, this value MJUST be LIT, as defined in
[1-D. birrane-dtn-adnj.

Val ue
This field captures the CBOR encodi ng of the value. Values
are encoded according to their Value Type as specified in the
flag byte in accordance with the encoding rules provided in
Section 8.2.1.

8.3.2. Encoding Non-Literal ARIs

All other ARIs are defined in the context of AMM objects and may
contain paraneters and other neta-data. The AMP, as a machi ne-to-
machi ne binary encoding of this information renoves human-readabl e
informati on such as Nanme and Description fromthe E(ARI).
Additionally, this encoding adds other information to inprove the

ef ficiency of the encoding, such as the concept of N cknames, defined
in Section 7. 1.

The E(ARI) is encoded as an OCTETS sequence and consists of a
mandatory flag byte, an encoded object nanme, and optional annotations
to assist with filtering, access control, and paraneterization. The
E(ARI) structure is illustrated in Figure 10.
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E(ARI) General Format

S Fomm e Fomm e Fomm e Fomm e Fom e e o +

| Flags | NN | Nane | Parns | | ssuer | Tag |

| [BYTE] | [UVAST] | [BYTESTR] | [TNVC] | [BYTESTR] | [BYTESTR] |

| | (opt) | | (opt) |  (opt) | opt) |

S S N S S N +
Figure 10

These fields are defined as foll ows.

Fl ags

Fl ags describe the type of structure and which optional
fields are present in the encoding. The |ayout of the flag
byte is illustrated in Figure 11.

E(ARI) Ceneral Flag Byte Format

R oo - oo - S +

| NN| PARM| 1SS | TAG | STRUCT TYPE |

Fom e m - +--- - +--- - Fom e e oo +

| 7 | 6 | 5 | 4 | 3 2 1 0 |

N S S S +

VBB LSB
Figure 11

Ni ckname (NN)

This flag indicates that ADM conpression is used for
this E(ARI). Wen set to 1 the Nicknane field MJST
be present in the E(ARI). Wen set to 0 the N cknane
field MUST NOT be present in the E(ARI). Wen an ARl
is user-defined, there are no semantics for N cknanes
and, therefore, this field MJST be 0 when the |ssuer
flag is set to 1. Inplenentations SHOULD use

Ni cknames whenever possible to reduce the size of the
E(ARI).

Par anet ers Present (PARM
This flag indicates that this ARl can be
paraneterized and that paraneter information is
included in the E(ARI). When set to 1 the Parns
field MUST be present in the E(ARI). Wen set to 0O
the Parns field MUST NOT be present in the E(ARI).

| ssuer Present (ISS)
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This flag indicates that this AR is defined in the
context of a specific issuing entity. Wen set to 1
the Issuer field MUST be present in the E(AR). Wen
set to O the Issuer field MJUST NOT be present in the
E(ARI) .

Tag Present (TAQG
This flag indicates that the ARl is defined in the
context of a specific issuing entity and that issuing
entity adds additional information in the formof a
tag. Wien set to 1 the Tag field MJST be present in
the E(ARI'). When set to O the Tag field MJUST NOT be
present in the E(ARI). This flag MJUST be set to O if
the Issuer Present flag is set to O.

Structure Type (STRUCT TYPE)
The I ower nibble of the E(ARI) flag byte identifies
the kind of structure being identified. This field
MUST contain one of the AMM object types defined in
[1-D. birrane-dtn-adnj.

Ni ckname ( NN)

hj ect

This optional field contains the N cknane as cal cul at ed
according to Section 7.1.

Nane

This mandatory field contains an encodi ng of the ADM object.
For elenents defined in an ADM Tenplate (e.g., where the

I ssuer Flag is set to 0) this is the 0-based index into the
ADM col l ection holding this element. For all user-defined
ADM obj ects, (e.g., where the Issuer Flag is set to 1) this
value is as defined by the Issuing organizati on.

Par aneters

| ssuer

Bi rr ane

The paraneters field is represented as a Type Nane Val ue
Collection (TNVC) as defined in Section 8.2.3.1. The overal
nunber of itenms in the collection represents the nunber of
paraneters. The types of the TNVC represent the types of
each parameter, with the first listed type associated with
the first paraneter, and so on. The values, if present,
represent the values of the paraneters, with the first listed
val ue being the value of the first paraneter, and so on.

This is a binary identifier representing a predetermn ned

i ssuer nane. The AMP protocol does not parse or validate
this identifier, using it only as a distinguishing bit
pattern to ensure uni queness. This value, for exanple, my
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come froma global registry of organi zations, an issuing node
address, or some other network-uni que marking. The issuer
field MUST NOT be present for any ARl defined in an ADM

Tag
A val ue used to disanbiguate nmultiple ARIs with the sane
Issuer. The definition of the tag is left to the discretion
of the Issuer. The Tag field MJUST be present if the Tag Fl ag
is set in the flag byte and MJUST NOT be present otherw se.

8.4. ADM Qbj ect Encodi ngs

The autonony nodel codified in [I-D. birrane-dtn-adn] conprises
mul ti ple individual objects. This section describes the CBOR
encodi ng of these objects.

Not e: The encodi ng of an object refers to the way in which the

conpl ete object can be encoded such that the object as it exists on a
Manager may be re-created on an Agent, and vice-versa. |n cases
where both a Manager and an Agent al ready have the definition of an
object, then only the encoded ARl of the object needs to be

communi cated. This is the case for all objects defined in a
publ i shed ADM and any user-defined object that has been synchroni zed
bet ween an Agent and Manager.

8.4.1. Externally Defined Data (EDD)

Externally defined data (EDD) are solely defined in the ADMs for
various applications and protocols. EDDs represent values that are
cal cul ated external to an AMA Agent, such as val ues neasured by
firmware.

The representation of these data is sinply their identifying AR s.
The representation of an EDD is illustrated in Figure 12.

E(EDD) For mat

e pp——— +
| 1D |
| [ARI] |
ommma- +
Fi gure 12

This is the ARl identifying the EDD. Since EDDs are al ways
defined solely in the context of an ADM this ARl MJST NOT
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have an | SSUER field and MJUST NOT have a TAG field. This AR
may be defined wth paraneters.

8.4.2. Constants (CONST)

Unlike Literals, a Constant is an imutable, typed, naned val ue.
Exanpl es of constants include Pl to some nunber of digits or the UNI X
Epoch.

Since ADM definitions are preconfigured on Agents and Managers in an
AMA, the type information for a given Constant is known by all actors
in the systemand the encodi ng of the Constant needs to only be the
name of the constant as the Manager and Agent can derive the type and
val ue fromthe uni que Constant nane.

The format of a Constant is illustrated in Figure 13.

E( CONST) For mat

+- e - - +
| 1D |
| [ARI] |
R R ppe— +
Fi gure 13

This is the ARl identifying the Constant. Since Constant
definitions are always provided in an ADM this ARl MJST NOT
have an | SSUER field and MUST NOT have a TAG field. The ARl
MUST NOT have paraneters.

8.4.3. Controls (CTRL)

A Control represents a pre-defined and optionally paraneteri zed
opcode that can be run on an Agent. Controls in the AMP are always
defined in the context of an AMA; there is no concept of an operator-
defined Control. Since Controls are pre-configured in Agents and
Managers as part of ADM support, their representation is the AR that
identifies them simlar to EDDs.

The format of a Control is illustrated in Figure 14.
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E(CTRL) For mat

+o e e - - +
| 1D |
| [ARI] |
S +
Figure 14

This is the ARl identifying the Control. This ARl MJST NOT
have an | SSUER field and MJUST NOT have a TAG field. This AR
may have paraneters.

8.4.4. WMacros (MAC

Macros in the AVMP are ordered collections of ARIs (an AC) that
contain Controls or other Macros. Wen run by an Agent, each ARl in
the AC MUST be run in order.

Any AMP i npl enentation MJST allow at |east 4 | evels of Macro nesting.
| mpl ement ati ons MUST prevent recursive nesting of Macros.

The ARI associated with a Macro MAY contain paranmeters. Each
paraneter present in a Macro ARl MJST contain type, nanme, and val ue
information. Any Control or Macro encapsulated within a
paraneteri zed Macro MAY al so contain paraneters. |f an encapsul ated
obj ect paraneter contains only name information, then the paraneter
val ue MJUST be taken from the nanmed paraneter provided by the
encapsul ating Macro. O herw se, the value provided to the object
MUST be used i nstead.

The format of a Macro is illustrated in Figure 15.

E(MAC) For mat

S R N +

| 1D | Definition

| [ARI] | [AC] |

Hom e - - - S +
Fi gure 15

This is the ARl identifying the Macro. Wen a Macro is
defined in an ADMthis ARl MJST NOT have an | SSUER field and
MJUST NOT have a TAG field. Wen the Macro i s defined outside
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of an ADM the ARl MJST have an | SSUER field and MAY have a
TAG fi el d.

Definition
This is the ordered collection of ARIs that identify the
Controls and other Macros that should be run as part of
runni ng this Macro.

.5. Operators (OPER)

Operators are always defined in the context of an ADM There is no
concept of a user-defined operator, as operators represent

mat hemati cal functions inplenmented by the firmvare on an Agent.
Since Operators are preconfigured in Agents and Managers as part of
ADM support, their representation is sinply the ARl that identifies
t hem

The ADM definition of an Operator MJST specify how many paraneters
are expected and the expected type of each paraneter. For exanpl e,
the unary NOT Qperator ("!") would accept one paraneter. The binary
PLUS Operator ("+") would accept two paranmeters. A custom function
to cal cul ate the average of the |ast 10 sanples of a data item should
accept 10 paraneters.

Operators are always evaluated in the context of an Expression. The

encodi ng of an Operator is illustrated in Figure 16.
E(OP) For mat
S R +
I D
| [ARI] |
+o e e - - +
Figure 16
I D

This is the ARl identifying the Operator. Since Operators
are always defined solely in the context of an ADM this AR
MUST NOT have an | SSUER field and MUST NOT have a TAG fi el d.

8.4.6. Report Tenplates (RPTT)

A Report Tenplate is an ordered collection of identifiers that
describe the order and format of data in any Report built in
conpliance with the tenplate. A tenplate is a schema for a class of
reports. It contains no actual values and nmay be defined in a fornal
ADM or configured by users in the context of a network depl oynent.
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The encoding of a RPTT is illustrated in Figure 17.

E(RPTT) For mat

Fommm e oo +
ID | Contents |
| [ARI] | [ AC] I
Fommm e Fom e +
Figure 17
I D
This is the ARl identifying the report tenpl ate.
Contents
This is the ordered collection of ARIs that define the
tenpl at e.

8.4.7. Report (RPT)

A Report is a set of data val ues popul ated using a given Report

Tenpl ate. While Reports do not contain name information, they MAY
contain type information in cases where recipients wsh to perform
type validation prior to interpreting the Report contents in the
context of a Report Tenplate. Reports are "anonynous" in the sense

t hat any individual Report does not contain a unique identifier.
Reports can be differentiated by exam ning the conbination of (1) the
Report Tenpl ate being populated, (2) the time at which the Report was
popul ated, and (3) the Agent producing the report.

A Report object is conprised of the identifier of the tenplate used
to popul ate the report, an optional tinmestanp, and the contents of
the report. A Report is encoded as a CBOR array with either 2 or 3
elenents. If the array has 2 elenments then the optional Timestanp
MJUST NOT be in the Report encoding. |f the array has 3 elenents then
the optional tinmestanp MJUST be included in the Report encoding. The
Report encoding is illustrated in Figure 18.
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E(RPT) For mat

| RPT |
| [ARRAY] |
R

| Tenplate | Tinestanp | Entries |
| [OCTETS: | [TS] | [ OCTETS: |
| ARI] | (opt) | TNV |

Figure 18

Tenpl ate
This is the ARl identifying the tenplate used to interpret
the data in this report.

This ARl may be paraneterized and, if so, the paraneters MJST
include a nane field and have been passed-by-nane to the
tenpl ate contents when constructing the report.

Ti mest anp

The tinmestanp nmarks the tinme at which the report was created.
This tinmestanp may be omitted in cases where the tine of the
report generation can be inferred fromother information.

For exanple, if a report is included in a nessage group such
that the tinmestanp of the nessage group is equivalent to the
timestanp of the report, the report tinmestanp may be onitted
and the tinestanp of the included nessage group used i nstead.

Entries
This is the collection of data values that conprise the
report contents in accordance with the associ ated Report
Tenpl at e.

8.4.8. State-Based Rul es (SBR)

A State-Based Rule (SBR) specifies that a particular action should be
t aken by an Agent based on sone evaluation of the internal state of
the Agent. A SBR specifies that starting at a particular START tine
an ACTI ON shoul d be run by the Agent if some CONDI TI ON eval uates to
true, until the ACTION has been run COUNT tinmes. Wen the SBRis no
| onger valid it may be discarded by the agent.
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Exanpl es of SBRs i ncl ude:

Starting 2 hours fromrecei pt, whenever V1 > 10, produce a Report

for Report Tenplate RL no nore than 20 tines.
Starting at sone future absolute tine, whenever V2 != V4, run
Macro ML no nore than 36 tines.
An SBR object is encoded as an OCTETS sequence as illustrated in
Fi gure 19.

E(SBR) For mat

N +
| SBR |
| [ CCTETS] |
Fom oo - - -+
| |
|
[\
/ \
B B - - - R +
| 1D | START | COND | EVALS | FIRES | ACTION |
| [ARI] | [TVI | [EXPRl | [UNT] | [UNT] | [AC] |
Fomeao o Fomeao o Fomme oo Fomme oo Fomme oo Fomm e +
Figure 19
I D
This is the ARl identifying the SBR If this ARl contains
paraneters they MJST include a nanme in support of pass-by-
nane to each el enent of the Action AC
START
The tinme at which the SBR condition should start to be
evaluated. This will nmark the first evaluation of the
condition associated with the SBR
CONDI TI ON
The Expression which, if true, results in the SBR running the
associ ated action. An EXPR is considered true if it
evaluates to a non-zero val ue.
EVALS
The nunber of times the SBR condition can be evaluated. The
special value of O indicates there is no limt on how many
tinmes the condition can be eval uat ed.
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FI RES
The nunber of times the SBR action can be run. The speci al
value of O indicates there is no limt on how many tinmes the
action can be run.

ACTI ON

The coll ection of Controls and/or Macros to run as part of
the action. This is encoded as an AC in accordance with
Section 8.2.3.2 with the stipulation that every ARl in this
col l ection MIUST be of type CTRL or MAC.

8.4.9. Table Tenplates (TBLT)

A Table Tenpl ate (TBLT) describes the types, and optionally nanes, of
the colums that define a Table.

Because TBLTs are only defined in the context of an ADM their
definition cannot change operationally. Therefore, a TBLT is encoded
sinmply as the ARl for the tenplate. The format of the TBLT Obj ect
Array is illustrated in Figure 20.

E(TBLT) For mat

e +
I D

| [ARI] |

+o e e - - +

Fi gure 20

The el enments of the TBLT array are defined as foll ows.

I D

This is the ARl of the table tenplate encoded in accordance
with Section 8.3.

8.4.10. Tables (TBL)

A Tabl e object describes the series of values associated with a
Tabl e Tenpl ate.

A Tabl e object is encoded as a CBOR array, with the first el enent of
the array identifying the Table Tenpl ate and each subsequent el enent
identifying a rowin the table. The fornmat of the TBL Object Array
is illustrated in Figure 21.
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E(TBL) For mat

| TBL |
| [ARRAY] |
R

| TBLT ID| Row 1 | | Row N |
| [ARI] | [TNVC] | ... | [TNC |

Figure 21
The TBL fields are defined as foll ows.

Tenplate 1D (TBLT | D)
This is the ARl of the table tenplate describing the fornmat
of the table and is encoded in accordance with Section 8. 3.

Row
Each row of the table is represented as a series of val ues
with optional type information to aid in type checking table
contents to columnm types. Each rowis encoded as a TNVC and
MAY include type information. AM inplenentations shoul d
consider the inpact of including type information for every
row on the overall size of the encoded table.
Each TNVC representing a row MJUST contain the same nunber of
el ements as there are colums in the referenced
Tabl e Tenpl at e.

8.4.11. Tine-Based Rules (TBR)

A Time-Based Rule (TBR) specifies that a particular action should be
t aken by an Agent based on sone tine interval. A TBR specifies that
starting at a particular START tinme, and for every PERI OD seconds
thereafter, an ACTION should be run by the Agent until the ACTION has
been run for COUNT tinmes. Wen the TBRis no longer valid it MAY BE
di scarded by the Agent.

Exanpl es of TBRs i ncl ude:

Starting 2 hours fromrecei pt, produce a Report for Report
Tenpl ate RL every 10 hours ending after 20 tines.
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Starting at the given absolute tinme, run Macro ML every 24 hours
ending after 365 tines.

The TBR object is encoded as an OCTETS sequence as illustrated in
Fi gure 22.

START

PERI GD

COUNT

ACTI ON

Bi rr ane

E(TBR) For mat

Fomm e m oo oo +
| TBR |
| [COCTETS] |
T =
| |
|
[\
/ \
oo oo S S S +
| ID | START | PERIOD | COUNT | ACTION |
| TARI] | [TV | [UINT] | [UNT] | [AC] |
oo oo S R S R S +
Figure 22

This is the ARl identifying the TBR and is encoded in
accordance with Section 8.3. If this AR contains paraneters
they MJUST include a name in support of pass-by-nanme to each
el ement of the Action AC.

The tinme at which the TBR condition should start to be
eval uat ed.

The nunber of seconds to wait between running the action
associated with the TBR

The nunber of times the TBR action can be run. The speci al
value of O indicates there is no limt on how many tinmes the
action can be run.

The coll ection of Controls and/or Macros to run as part of
the action. This is encoded as an ARl Collection in
accordance with Section 8.2.3.2 with the stipulation that
every ARl in this collection MIST represent either a Control
or a Macro.
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8.4.12. Variables (VAR

Vari abl e objects are transmitted in the AVP wi thout the human-
readabl e description.

Vari abl e objects are encoded as an OCTETS sequence whose format is
illustrated in Figure 23.

E( VAR) For mat
| Variable |

| [COCTETS] |
oo o ++--- -+

| 1D | Value
| [ARI] | [TNV] |

Fi gure 23

This is the ARl identifying the VAR and is encoded in
accordance with Section 8.3. This ARl MJST NOT i ncl ude
par anet ers.

Val ue

This field captures the value (and optionally the type and
nanme) of the variable, encoded as a TNV.

9. Functional Specification

This section describes the format of the nessages that conprise the
AMP pr ot ocol .

9.1. AWM Message Sunmmary

The AMP nessage specificationis limted to three basic
communi cati ons:
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N Fom e o m m e e e e e e e e e e e e e e e e eaaaon +
| Message | Enuneration | Description |
R o e - o m e e e e e e e e e e e e e e e e e e e e e e - +
| Register | O | Add Agents to the |ist of nmanaged |
| Agent | | devices known to a Manager. |
| | | |
| Report Set | 1 | Receiving a Report of one or nore |
| | | Report Entries from an Agent. |
I I I I
| Perform | 2 | Sending a Macro of one or nore |
| Control | | Controls to an Agent. |
| | | |
| Table Set | 3 | Receiving one or nore tables from an |
| | | Agent. |
R o e - o m e e e e e e e e e e e e e e e e e e e e e e - +

Tabl e 4. ADM Message Type Enunerati ons

The entire managenent of a network can be perfornmed using these three
nmessages and the configurations from associ ated ADMs.

9.2. Message G oup Format

I ndi vi dual nmessages within the AMP are conbined into a single group
for communi cation with another AMP Actor. Messages within a group
MUST be received and applied as an atomic unit. The format of a
nmessage group is illustrated in Figure 24. These nmessage groups are
assumed communi cat ed anongst Agents and Managers as the payl oads of
encapsul ati ng protocols which should provide additional security and
data integrity features as needed.

A nmessage group is encoded as a CBOR array with at |least 2 el ements,

the first being the tinme the group was created followed by 1 or nore
nessages that conprise the group. The format of the nessage group is
illustrated in Figure 24.
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AMP Message Group For mat

S +
| Message Group |
| [ ARRAY] |
S e o g +
| |
N
/ \
o e e e o - o e e e o - + o e e e o - +
| Timestanp | Message 1 | ... | Message N |
| [ TS] | [BYTESTR] | | [BYTESTR] |
S SRS SR + SR +
Figure 24
Ti mest anp
The creation tine for this messagi ng group. |ndividual

nmessages may have their own creation tinmestanps based on
their type, but the group tinestanp al so serves as the
default creation tinmestanp for every nmessage in the group.
This is encoded in accordance with Table 3.

Message N
The Nt h nessage in the group.

9.3. Message For nat
Each nessage identified in the AMP specification adheres to a comon
message format, illustrated in Figure 25, consisting of a nessage
header, a nmessage body, and an optional trailer.

Each nmessage in the AMP is encode as an OCTETS sequence formatted in
accordance with Figure 25.

AMP Message For mat

oo oo S S +

| Header | Body | Trailer |

| [BYTE] | [VARIES] | [VARI ES] |

| | | (opt.) |

S N N +
Fi gure 25

Header
The nmessage header BYTE is shown in Figure 26. The header
identifies a nessage context and opcode as well as flags that
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control whether a Report should be generated on nessage
success (Ack) and whet her a Report shoul d be generated on
nmessage failure (Nack).

AMP Common Message Header

Fomm e e e o S S R S Fomm e e e o +
| Reserved | ACL | Nack | Ack | Opcode
R +----- R +----- R +
| 7 6 | 5 | 4 | 3 | 2 1 0
S S g S R S g S +
VEB LSB

Fi gure 26

Opcode

The opcode field identifies which AVMP nessage is
bei ng represented.

ACK Fl ag
The ACK flag descri bes whether successful application
of the nessage nmust generate an acknow edgnent back
to the nessage sender. |If this flag is set (1) then
the receiving actor MJST generate a Report
communi cating this status. Oherw se, the actor MAY
generate such a Report based on other criteria.

NACK Fl ag
The NACK flag descri bes whether a failure applying
t he nmessage nust generate an error notice back to the
nmessage sender. If this flag is set (1) then the
recei ving Actor MJST generate a Report communi cating
this status. Oherw se, the Actor MAY generate such
a Report based on other criteria.

ACL Used Fl ag
The ACL used flag indicates whether the nessage has a
trailer associated with it that specifies the list of
AMP actors that may participate in the Actions or
definitions associated with the nessage. This area

is still under devel opnent.
Body
The nessage body contains the information associated with the
gi ven nmessage.
Trailer
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An OPTI ONAL access control list (ACL) may be appended as a
trailer to a nessage. Wen present, the ACL for a nmessage
identifiers the agents and nanagers that can be affected by
the definitions and actions contained within the nmessage.

The explicit inpact of an ACL is described in the context of
each nessage below. \Wen an ACL trailer is not present, the
message results may be visible to any AMP Actor in the
networ k, pursuant to other security protocol inplenentations.

9.4. Register Agent

The Regi ster Agent nessage is used to informan AMP Manager of the
presence of another Agent in the network.

The body of this nessage is the nane of the new agent, encoded as
illustrated in Figure 27.

Regi ster Agent Message Body
| Agent 1D |
| [BYTESTR] |
Fi gure 27
Agent | D
The Agent I D MUST represent the unique address of the Agent
in whatever protocol is used to comunicate with the Agent.

9.5. Report Set

The Report Set nessage contains a set of 1 or nore Reports produced
by an AMP Agent and sent to an AMP Manager.

The body of this nessage contains information on the recipient of the
reports followed by one or nore Reports. The body is encoded as
illustrated in Figure 28.

Report Set Message Body

| RX Nanes | Reports |
|  [ARRAY] | [ARRAY] |

Fi gure 28
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RX Nanes

This field captures the set of Managers that have been sent
this report set. This is encoded as a CBOR array that MJST

have at |east one entry. Each entry in this array is encoded
as a CBOR text string.

Reports

This field captures the set of reports being sent. This is
encoded as a CBOR array that MJST have at | east one entry.

Each entry in this array is encoded as a RPT in accordance
with Section 8.4.7.

9. 6. Per f or m Cont r ol

The perform control nmessage causes the receiving AMP Actor to run one
or nore preconfigured Controls provided in the nessage.

The body of this nessage is the start time for the controls foll owed
by the controls thenselves, as illustrated in Figure 29.

Perform Control Message Body

S R TR +

| Start | Controls |

| [TV] | [ AC] I

S R Fomm e +

Fi gure 29
Start
The tinme at which the Control s/ Macros shoul d be run.

Control s

The collection of ARIs that represent the Controls and/or
Macros to be run by the AMP Actor. Every ARl in this
col l ection MIUST be either a Control or a Macro.

9.7. Table Set

The Tabl e Set nessage contains a set of 1 or nore TBLs produced by an
AMP Agent and sent to an AMP Manager.

The body of this nessage contains information on the recipient of the
tables foll owed by one or nore TBLs. The body is encoded as
illustrated in Figure 30.
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Tabl e Set Message Body

| RX Nanes | Tables |
|  [ARRAY] | [ARRAY] |

Fi gure 30

RX Nanes
This field captures the set of Managers that have been sent
this table set. This is encoded as a CBOR array that MJST
have at |east one entry. Each entry in this array is encoded
as a CBOR text string.

Tabl es
This field captures the set of tables being sent. This is
encoded as a CBOR array that MJST have at | east one entry.
Each entry in this array is encoded as a TBL in accordance
with Section 8.4.10.

10. | ANA Consi derations
A Ni cknanme registry needs to be established.
11. Security Considerations

Security within the AMP exists in two |ayers: transport |ayer
security and access control.

Transport-|layer security addresses the questions of authentication,
integrity, and confidentiality associated with the transport of
nmessages between and anongst Managers and Agents. This security is
appl i ed before any particular Actor in the systemreceives data and,
therefore, is outside of the scope of this docunent.

Finer grain application security is done via ACLs provided in the AW
nmessage headers.

12. I nplenmentation Notes
A reference inplenentation of this version of the AW specification
is available in the 3.6.2 rel ease of the I ON open source code base

avai |l abl e from sourceforge at https://sourceforge. net/projects/ion-
dtn/.
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