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Abstract

Thi s paper proposes a tenporary solution to the QoS inplenentation
in IPv6, the design of which uses the Hop-by-Hop Extension header
and not the 20-bit flow label field in the IPv6 main header. This
paper deals extensively with Integrated Services type of QoS nodel
(like the one supported by RSVP) and gives the definition of the
i mportant TLV options that will be needed to specify the Type of QoS
and the corresponding resource requirenments in the Hop-by-Hop
Ext ensi on Header. This design can also support the Differentiated
Services type of QS nodel, which is dealt in a brief manner. The
paper also elaborates on the data structures that will be required
at the routers and finally gives the algorithm that the source and
the router should follow while trying to inplenment this design.
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1. I nt roducti on

This paper talks about the design and gives an overview of the
i mpl enentation details of Quality of Service (QS) in IPv6. Though
IPv6 rmain header has a 20-bit flow | abel field for QS
i mpl enment ati on purposes, it has not yet been exploited. This paper
doesn’t talk of using those 20 bits but explores the possibility of
usi ng the hop-by-hop extension header to inplenent QoS. This design
is based on the Integrated Services mpdel and can act as an
effective tenporary solution till the specifications to use the 20-
bit flow control field in the IPv6 main header is devel oped.

2. Motivation for using the hop-by-hop extension header inplenmenting

QS

To inplenment any nmodel of QoS, all the routers en-route have to be
requested for the particular resources required and it is inmportant
that they give their consent on the same. The hop-by-hop extension
header is one that will be processed by all the routers en-route to
the destination. So all the routers in the path wll see any
information that is enbedded in this header.

The TLV options in the hop-by-hop extension header have not yet
been fully exploited. By exploiting those options to our
convenience, it is possible to specify the requisite information for
each flow (i.e. the type and the resources required) to all the
intermediate routers. The individual routers can send appropriate
nmessages to the source if it cannot neet the resource requirenments.

3. The Hop- by- Hop Ext ensi on header

Before using the Hop-by-Hop Extension header, it is necessary to
know about it in detail. According to RFC 2460 - the fornal
Speci fication for |1Pv6, the Hop-by-Hop Extension Header is used to
carry optional information that nust be exam ned by every node al ong
a packet's delivery path. It is identified by a Next Header value of
O (Zero) in the IPv6 header, and has the follow ng formt:

B e s s o T R S e et i cik s T T SR S S S S S o

| Next Header | Hdr Ext Len | |

i i S it i T S e S ol s +
Opti ons

B T o i i i s U S S i S e
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Next Header: It’'s an 8bit field that identifies the type of header
i medi ately follow ng the Hop-by-Hop Options header

Hdr Ext Len: It’s an &bit unsigned integer field, which tells the
Il ength of the Hop-by-Hop Options header in 8-octet wunits, not
including the first 8 octets.

Options: It's a variable-length field, of Ilength such that the
conpl ete Hop-by-Hop Options header is an integer nultiple of 8
octets |ong.

Type — length — value (TLV) options

4.1 Introduction

The hop-by-hop options header can carry a variable number of TLV
encoded "options", of the follow ng format [RFC 2460]:

B i T S R s a T T o T ot
| Option Type | Opt Data Len | Option Data

B T S i S S S

Option Type: 8-bit identifier of the type of option

Opt Data Len: 8-bit wunsigned integer. Length of the Option Data
field of this option, in octets.

Option Data: Variable-length field. Option-Type-specific data.

The sequence of options within a header nust be processed strictly
in the order they appear in the header; a receiver nust not, for
exanpl e, scan through the header looking for a particular kind of
option and process that option prior to processing all preceding
ones.

The Option Type identifiers are internally encoded such that their
hi ghest-order two bits specify the action that nust be taken if the
processing | Pv6 node does not recognize the Option Type.

00 - skip over this option and continue processing the header.

01 - discard the packet.

10 - discard the packet and, regardless of whether or not the
packet's Destination Address was a nulticast address, send an |CW
Paraneter Problem Code 2, nmessage to the packet's Source Address,
pointing to the unrecogni zed Opti on Type.

11 - discard the packet and, only if the packet's Destination
Address was not a nulticast address, send an |ICMP Paraneter Problem
Code 2, nessage to the packet's Source Address, pointing to the
unr ecogni zed Option Type.
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The third-highest-order bit of the Option Type specifies whether or
not the Option Data of that option can change en-route to the
packet's final destination.

0 - Option Data does not change en-route

1 - Option Data may change en-route

The three high-order bits described above are treated as part of the
Option Type, not independent of the Option Type. That is, a full 8-
bit Option Type, not just the loworder 5 bits of an Option Type,
identifies a particular option.

The Al ready defined TLV options

The only hop-by-hop options defined in RFC 2460 (IPv6 Specification)
are the Padl and PadN options specified as foll ows:

.1 Padl option

T R S I SR N S

I 0 I

B R T ik T N S
The format of the Padl option is special in the sense that it does
not have length and value fields. The Padl option is used to insert
one octet of padding into the Options area of a header. [RFC 2460].
.2 PadN option

T S T e s s T e

| 1 | Opt Data Len | Option Data

B S S e T o e
The PadN option is used to insert two or nore octets of padding into
the Options area of a header. For N octets of padding, the Opt Data
Len field contains the value N-2, and the Option Data consists of N
2 zero-valued octets. [RFC 2460]
.3 The router alert option
This option has been defined in the RFC 2711 - titled Router Alert
Option and has the follow ng format:

Type Lengt h=2 Val ue

B R i T e T i ah T s S T SR S R ST S S S R S Y S o SR S R S
|0 0000101000000 10 Val ue (2 octets)

T i i e e S T S i St SHP SEp A A RS
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The first three bits of the first byte are zero and the value 5 in
the remaining five bits is the Hop-by-Hop Option Type nunber. By
zeroing all three, this specification requires that, nodes not
recognizing this option type should skip over this option and
conti nue processing the header and that the option nust not change
en route.

The above 3 are the options that have been defined in RFCs. The rest
of the values for the option type of the hop-by-hop options header
haven't been defined yet. [RFC 2711]

5. Using the TLV options to inplenment QS

This design hopes to exploit the remaining non-defined and possible
values of the option type in the Hop-by-Hop options header, (after
|l eaving some values for future use) to indicate sone inportant QS
types.

5.1 QoS Mbdel s and their representation in the options field

Since this work focuses to provide a transitional mechanism for
providing QoS-support (by conplenenting the 20-bit flow control
field in the IPv6 base header), it deals with a Integrated Services
(IntServ) nodel |ike that supported by RSVP [Paul et al.], wherein
each and every flow needs to specify its TYPE and the RESOURCES t hat
it needs en-route. (This design can also support the Differentiated
Services (DiffServ) nodel of QS, in which case each flow is
aggregated to a particular class of traffic. This design can then
act as a substitute for the concept behind the Traffic Class bits
(8-bit field) in the IPv6 base header.)

The source tells the routers that it is wusing the Integrated
Services nodel by setting the nineteenth bit of the first 32 bits.

0 8 16 Type 24 Length
B R T s i S i ST S S S i ST S S S Sy it S S S
| Next Header | Hdr Ext Len | 0 0 0|1 0 O O O] [

B el e T e i e R e el T Tt I R g e e e T s st S S e
+ Options data +
B R T s i S i ST S S S i ST S S S Sy it S S S

The Differentiated Services (DiffServ) feature, if required, can be
specified by setting the twentieth bit of the first 32 bits.
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0 8 16 Type 24 Length
B R S it s I o S e T T I Tk s oNIE S S S
| Next Header | Hdr Ext Len | 0 0 0/0 1 0 O O] |

B e et i I e S e i i ol i it S e S e S S S e i
+ options data +
B i i i ai c E ie IE N S

This report talks extensively of the IntServ nodel only and hopes
that the DiffServ nodel gets developed in the future.

5.2 The IntServ Model
The two main Types of flows in the IntServ nodel are [Paul et al]

Guar anteed fl ow service
Controll ed Load Service

The last three bits of the Type field i.e. the bits nunbered 21, 22,
23 are used to represent one of these types.

0 8 16 Type 24 Length
B T e i R S S S R R -
| Next Header | Hdr Ext Len | 0 0 0J0O O 0 0 Of |

T c S S T i ST S S S i S I S S Ik i o S

I I
+ options data +
I I

T T S T S g I T G S T T e T

There are a total of 8 possible conmbinations out of which the
IntServ nodel uses two. The rest can be can be exploited by the
DiffServ nodel and future use.

5.2.1 The QoS Identifier

This is an 8-bit identifier and occupies the first byte in the
options data field as shown in the figure below. There m ght be many
applications from the same source wherein each one has its own flow
specifications. So there arises a need to uniquely identify each
such flow. The QoS identifier does this job. A particular source can
establish a maxi num of 256 connections that need QoS guarantee.

Rahul Banerjee [ Page 8]
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0 8 16 Type 24 Length
B R S it s I o S e T T I Tk s oNIE S S S
| Next Header | Hdr Ext Len | 0 0 00 O O O O] [

B e et i I e S e i i ol i it S e S e S S S e i
| QoS Identifier| |
T S S s S S T S S S e i S S i i S

B R T Tl T i I S e S S o T i s I SIS R SR S S S
5.2.2 Resource ldentifier

This is a 4bit identifier that specifies the type of the resource
needed by a particular flow The different types of resources needed
are indicated using these identifiers in a list. This list follows
the QS Identifier in the option data field, which in turn is
followed by a list of 32 bit values that specify the anmount of
resource required for each of the resource types. Sone of the
identified resource types are:

0000 - End of List Identifier
This is a special identifier that specifies the end of the resource-
required list (brief explanation in section 5.2.3).

0001 - Constant Data Transfer Rate

This identifies the Constant Bandwi dth required and the value is
given in a 32-bit field specified in Kbps (Kilo bits per second).
(Max val ue = 512 GBps)

0010 — Average Data Transfer Rate
This identifies the Average Bandwidth required and the value is
given in a 32-bit field in Kbps (Kilo bits per second).

0011 — Maxi mum Data Transfer Rate
This identifies the Mxinmum Bandwi dth required and the value is
given in a 32-bit field specified in Kilobits per second (Kbps).

0100 - M ninmum Del ay Requi r ement

This identifies the Mnimum Delay that the application demands and
the required value is given in a 32-bit field specified in
nanoseconds. (Max value = 4.3 sec)

0101 - Average Del ay Requirenent

This identifies the Average end-to-end delay that the application
can tolerate and the value is given in a 32-bit field specified in
nanoseconds.
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0110 — Buffer Requirenent

This identifies the Buffer Requirenent by the flow at each router
and the amount required is expressed as a 32-bit quantity specified
in bytes. (Max value = 4 GB)

5.2.3 Resources Required List

The Type of flow (Guaranteed/ Controlled Load, briefly explained in
section 5.3) is specified in the option type bits of the Hop-by-Hop
Ext ensi on header. The resources needed by this flow at each router
are specified in the bits following the 8-bit QoS identifier in the
options data field. The resource identifiers (4 bits each) are
specified one after the other and the list ends with the 0000 End of
List ldentifier (as nentioned above). The correspondi ng amunt of
resource required (a 32 bit quantity only) for all the resource
types listed is specified in the same order as that of the resource
types, starting fromthe next aligned 32 bits.

5.3 The Different TYPES OF FLOWNin the | ntServ Model
5.3.1 Guaranteed Flow Service

This service is nmeant for RTI (Real Time Intolerant) or hard Real
Time applications, which demand nminimal latency and jitter. For
exanpl e, consi der a t wo- per son vi deoconf erence. Del ay is
unaccept abl e and ends should be brought as close as possible. [Paul
et al] The whole application should sinulate two persons talking
face to face. For this videoconference case, the required resource
reservations are

a. Constant bandwi dth for the application traffic

b. Determnistic Mnimmdelay that can be tol erated.

These types of applications can decrease delay by increasing demands
for bandw dt h.

5.3.1.1 Option Definition

The above exanple of a two-person videoconferencing, which is a
CGuar anteed Type of Service, can be defined in the foll owi ng way.

0 8 16 Type 24 Length
T T i e i S S et i kR N S s
| Next Header | Hdr Ext Len | 1 0 0/1 0 0 1 O] |

B R T Tl T i I S e S S o T i s I SIS R SR S S S
| Q@S Identifier] 000101000000 |
B e it T o e e e e e mh s I S e e e S i I T TP S e
| 32 bit value — constant bandwi dth in bps |
B R T s i S i ST S S S i ST S S S Sy it S S S

| 32 bit value — min delay in mcroseconds |
B e o i S S e T T T T S S I R S P SR S S S S S S it it
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5.3.1.2 Explanation

The first 3 bits being 1,0,0 say that if the router is not able to
recogni ze the option type, it should discard the packet and,
regardl ess of whether or not the packet's Destination Address was a
mul ti cast address, send an |CWVMP Paranmeter Problem Code 2, nessage
to the packet's Source Address, pointing to the unrecognized Option
Type and the value of the option data field should not be changed en
route by any routers.

The value of 18 in the 5 bits numbered 19, 20, 21, 22,23 defines this
Q@S type of IntServ and Guaranteed Service. The nuneric decinal
val ue specifying this type is 146.

5.3.1.3 The Resource Required List and its Specification

a. Constant Bandwi dth Requirenent: The bit value of 0001 after the
QoS identifier is the identifier for this and the first 32-bit
val ue gives the ampunt of bytes to be reserved

b. Mninmum delay Requirement: The deternministic mninmal del ay
nanoseconds. The identifier is 0010 and the second 32-bit val ue
corresponds to this.

The 0000 identifier ends this |ist.

5.3. 1.4 Exanples

Interactive applications |ike Videoconferencing/Audio Conferencing
or real time applications.

5.3.2) Controlled Load Service

This service is nmeant for RTT (Real Tine tolerant) or soft Real Tinme
applications, which have an average bandw dth requirenent and an
indetermnate end-to-end delay for an arbitrary packet. [Paul et
al]. These RTI applications demand weak bounds on the maxi num del ay
over the network. Occasional packet |oss is acceptable. For exanple,
consi der video applications which use buffering.

The required resource reservations can be

a. Average bandwi dth for the application traffic
b. Buffer requirenent at each relevant internediate router

Rahul Banerjee [ Page 11]
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5.3.2.1 Option Definition:
The above exanpl e can be defined as foll ows.

0 8 16 Type 24 Length

B i T o T o S e T ol I S e S S it St S o S S i i ol st I B
| Next Header | Hdr Ext Len | 1 00/1 00 1 1]

B R T Tl T i I S e S S o T i s I SIS R SR S S S
| QS Identifier] 001001100000 |
s e o oI T o e i T S S i e e B R s st s st i S e
| 32 bit val ue —average bandw dth in bps |
B i T o T o S e T ol I S e S S it St S o S S i i ol st I B
| 32 bit value —buffer req. in bytes |
B R T Tl T i I S e S S o T i s I SIS R SR S S S

5.3.2.2) Explanation

The first 3 bits being 1,0,0 say that if the router is not able to
recogni ze the option type, it should discard the packet and,
regardl ess of whether or not the packet's Destination Address was a
mul ti cast address, send an |CMP Paraneter Problem Code 2, nessage
to the packet's Source Address, pointing to the unrecognized Option
Type and the value of the option data field should not be changed en
route by any routers.

The value of 19 in the 5 bits nunbered 19, 20, 21, 22,23 defines this
QS type of IntServ and Controlled Load Service. The numeric decinmal
val ue specifying this type is 147.

5.3. 2.3 The Resource Required List and its Specification
a. Average Bandwi dth Requirenent: The bit value of 0010 after the
QS identifier is the identifier for this and the first 32-bit
val ue gives the required value in Kbps.
b. Buffer Requirenent: The bit value of 0110 follow ng the Average
Bandwi dth Resource type is the identifier for this and the second 32
bit value gives the nunber of bytes to be reserved.
This list is ended by the 0000 identifier.
5.3.2.4) Exanples

Vi deo/ Audi o applications that require buffering like video mail,
voi ce mail

Rahul Banerjee [ Page 12]
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5.4 Overview of sone inportant facts.

There are two Types of Flows (Guaranteed/ Controlled Load). Under
each type, the Resource Requirement List can vary for each and every
application that needs QoS. The application has to specify the
fol | owi ng.

-Whether it requires Guaranteed/ Controlled Load treatnment
-The List of Resources it requires

-The required amount of these resources.

For applications that do not need QS, it can specify the No Flow
Control option defined as defined in the next section

5.5 No Fl ow Management

This type indicates that the source requires no QS and wll be
content with a 'best effort' treatnent.

5.5.1 Option Definition
The option type is defined as

0 8 16 Type 24 Length

B e S T e i T o il s T S S S T
| Next Header | Hdr Ext Len | 00 0/0OO0OO0O0O0OJ0OO0OO0O0OGO OO 1]
B e et i I e S e i i ol i it S e S e S S S e i

The wvalue of 0 in the Jleast significant 5 bits nunbered
19, 20,21,22,23 signifies the type for No QS required at the
internmedi ate routers. The numeric decimal value specifying this type
is 0. But it is different fromthe Padl option in the foll ow ng way.
The Padl option doesn’t have a length and data field. But the No
flow control option has a value of 1 in the length field and no data
field.

6. At the Router

Any router that tries to inmplenment QoS maintains a QoS routing table
and keeps track of the QoS available to each destination through the
requi red nunmber of hops. [RFC 2676]. Apart from this table, the
router needs to keep track of the allotted QS to each and every
flow This table is the AllottedQS table.

6.1 The AllottedQoS table
It has the follow ng entries:
1. Source address

Rahul Banerj ee [ Page 13]
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2. Q@S identifier for that particular flow fromthe source.

3. Information regarding whether it is the IntServ Mdel or the
Di ffserv Mdel .
Enum MODEL_| D{
| NTSERV=0, // the IntServ Model
Dl FFSERV=1 // the DiffServ Model

}s

4. List of resources allotted to that entry (i.e.) an array of
val ues like the follow ng.

Struct RESOURCE_ALLOCATED{

Short int Res_identifier; //the 4 bit identifier of the resource

Int Res_allocated; //the 32 bit value of the allocated resource

b
6.2 Resource Required List

The list of resources will be an array of pointers to the structure
RESOURCE_ALLQOCATED as decl ared bel ow.

Struct RESOURCE_ALLOCATED *res_al | ocat ed][ MAX] ;

This array will be mintained for each source address. The QS
Identifier will be the array subscript for each source. The pointer
value stored acts as the head of the list of the resources allotted
for that particular QoS identifier.

6.3 Defining the different Resource Ildentifiers

enum RES_| D

ENDOFLI ST=0, // End of List ldentifier
CONSTBW =1, // Constant Data Transfer Rate
AVBW =2, |/ Average Data Transfer Rate
MAXBW =3, // Maxinmum Data Transfer Rate
M NDELAY =4, // M ni num Del ay Requi r ement
AVDELAY =5, // Average Del ay Requirenent
BUFFREQ =6 // Buffer Requirenent

3

6.4 Tenplate for the AllottedQos table entry

#define MAX 256 // maxi mum of 256 QoS Ids for every source

typedef struct {

struct sockaddr _in6 *srcaddr; //the source |Pv6 address

struct RESOURCE_ALLOCATED *res_allocated[ MAX]; //a pointer which
/lacts as the head for each of the lists i.e. for each of the
/10.. MAX QoS ldentifiers for the particul ar source address.

MODEL_I D nodel; // IntServ or DiffServ

} ALLOTTEDQOS_TABLE;
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7. Overview of the whol e design.

This section describes the whole process by taking an exanple.
Consi der any application (like Videoconferencing or Video/Audio on
Demand) that needs some specified QoS.

7.1 Function of the Source

It gets a unique QoS Ildentifier for that particular flow and fills
it in the Hop-by-Hop header.

It specifies the IntServ nodel by setting the appropriate bit.

The source application then fills in the resource-required list and
the corresponding 32 bit values (the anpunt of each resource needed)
in the options data part of the Hop-by-Hop header.

This packet is put on the network and it reaches the internediate
routers.

7.2 Function of each relevant internediate router
7.2.1 Initial Processing

It gets the option type value fromthe header.
Checks if its the default (no QS required which is indicated by a
value of all bits being O in the 5 bits nunbered 19, 20, 21, 22, 23

If its not the default QS, it gets the QS identifier from the
first byte of the options data field.

7.2.2 Searching for the entry

1. The ALLOTTED QOS table is searched based on the source address.

2. If an entry is found, then for that particular source, a search
is mde based on the QS Ildentifier got during the Initial
Processing stage. (the array index for the res_allocated
structure is the corresponding QS ldentifier and this pointer is
NULL if its a new entry).

3. If the entry already exists, the |IPv6 packet is processed so that
the reserved QoS is net.

4. If the entry is not found, a new entry is nmade in the
ALLOTTED QOS table for the source and the QS Identifier and
further processing of this new entry is done as foll ows.

7.2.3 New Entry

1. The router now checks if its the IntServ Mdel or the Diffserv
Mbdel by checking the appropriate bits in the options type field
and stores this information in the nodel variable of type
MODEL_ID in the ALLOTTED_QOS t abl e.
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2. The router then gets the Resources required list and their
corresponding values from the options data field and updates the
res_allocated array structure.

3. It then checks with the QoS Routing table, to find out if this
reservation is possible. If yes, it updates the new entry in the
ALLOTTED _QOCS table in the menory or else this entry is renoved.

4. |f any relevant router en-route is not able to guarantee the
requested QS, an |ICMPv6 nessage is sent to the source and the
other routers (that had guaranteed the QoS) are also notified of
the same so that they delete the corresponding entry from their
QoS tabl es.

This process happens at all the internmediate routers between the
source and the destination.

8. Concl usion

This work has dealt extensively with the design of the Integrated
Services nodel of Quality of Service in IPv6 using the Hop-by-Hop
Ext ensi ons  Header. This is being suggested primarily as a
transitional nmechanism / solution although it has a definite
potential to qualify as an effective QS support mneasure.
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