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Abstract

Thi s docunent describes an extension to the Bidirectional Forwarding
Detection (BFD) protocol to determ ne the optinmal BFD transmt
interval for Iinks with high one-way del ay.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 25, 2018.
Copyright Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect

M shra & Jet hanandani Expires May 25, 2018 [ Page 1]



| nt er net - Draf t November 2017

to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1 I nt roducti on

2 Use Cases . . . . . .
3. BFD Performance TLV .
4. Theory of Operations

5 | ANA Requirenents . .
6. Security Consideration
7. Normative References
Aut hors’ Addr esses

GQOToToh,WNDN

1. I ntroducti on

The Bidirectional Forwarding Detection (BFD) [ RFC5880] protocol
operates by transmitting and receiving control frames, generally at
hi gh frequency, over the datapath being nonitored. |In order to
prevent significant data | oss due to a datapath failure, the

tol erance for |lost or delayed franmes in the Detection Tine, as
defined in BFD [RFC5880] is set to the smallest feasible value.

Thi s docunent proposes a nmechanismto determi ne the smallest BFD
transmt interval that can be supported on the Iink. This is

achi eved by actively neasuing the one-way delay for each BFD session
and setting the BFD session intervals based on the neasured del ay.
This allows the BFD session to adapt to the fastest rate feasible on
the current active path.

2. Use Cases

To ensure stability, the BFD interval is typically set to val ue
greater than the one-way delay of the link. This value is currently
manual |y tuned based on the | argest one-way delay in the set of |inks
over which the session can be established.

The net hod described in this proposal is useful in networks where the
network latency is high, or varies with tinme. Trans-oceanic |inks
and connectivity over geo-synchronous satellites are typical exanples
of links where the latency is high and the difference in latency on
primary and backup paths can be significant.

Anot her use-case is connectivity using satellites in md-earth orbit

(MEO or lowearth orbit (LEO. In these systens the one-way del ay,
while it is low (25nsec to 150 nsec), varies with tine. This
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vari ation, based on various factors, can be as high as 30 nsec. Wth
nobi | e recei vers, such as ships, the delay when using such
connectivity can be non-trivial to predict. This requires an

aut omated nethod to deternine the optinmal BFD interval to allow
fastest possible recovery in case of failure.

Many networ ks enmpl oy the use of diverse |ink types for redundancy
where each link has significantly different |link characteristics.

For exanpl e, using geo-stationary orbit (GEO satellite backup for
MEQ LEO connectivity, or using fibre backup for MEO connectivity.

The end-to-end BFD sessions for services running on top of the

di verse transport will benefit from adaptive BFD rate.

3. BFD Per f or mance TLV

The functionality proposed for BFD perfornmance neasurenent is

achi eved by proposing a new BFD Performance TLV to the BFD contr ol
frame. This TLV | everages the delay neasurenent nethod defined in
RFC 6374 [ RFC6374]. As BFD Version 1 control franme does not have
unused flags, the BFD Performance TLV overl oads the BFD

Aut hentication Flag and uses a new auth type BFDP- AUTH TYPE (code-
poi nt TBA). The BFD Performance TLV nerges the MPLS del ay

measur enent nessage with the BFD authentication TLV (while renoving
fields that are not required for this application)
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Figure 1: BFD Performance TLV

wher e:
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Aut h Type: The Authentication Type, which in this case i s BFDP- AUTH
TYPE (val ue to be assigned).

Auth Len: The length of the Authentication Section, in bytes.
Version: Currently set to O.

Fl ags: As specified in Section 3.1 of RFC 6374 [RFC6374]. The T flag
is set to 1.

Control Code: As specified in Section 3.1 of RFC 6374 [ RFC6374].

QTF: Querier Timestanp Format. The format of the tinmestanp val ues
witten by the querier, as specified in Section 3.4 of RFC 6374
[ RFC6374] .

RTF: Responder Tinmestanp Format. The format of the tinestanp val ues
witten by the responder, as specified in Section 3.4 of RFC 6374
[ RFC6374] .

RPTF: Responder’s Preferred Tinmestanp Format. The tinestanp format
preferred by the responder, as specified in Section 3.4 of RFC 6374
[ RFC6374] .

Timestanp 1-4: Referring to Section 2.4 of RFC 6374 [ RFC6374], when a
query is sent fromA, Tinmestanp 1 is set to Tl and the other
timestanp fields are set to 0. Wen the query is received at B,
Timestanp 2 is set to T2. At this point, B copies Tinestanp 1 to
Timestanp 3 and Tinmestanp 2 to Tinestanp 4, and re-initializes
Timestanp 1 and Tinmestanp 2 to 0. When B transmts the response,
Timestanp 1 is set to T3. Wen the response is received at A,
Timestanp 2 is set to T4. The actual formats of the tinmestanp fields
witten by A and B are indicated by the Querier Tinestanp Format and
Responder Timestanp Format fields respectively.

The mapping of tinestanps to the Tinmestanp 1-4 fields is designed to
ensure that transmt tinestanps are always witten at the sane fixed
offset in the packet, and |likew se for receive tinmestanps. This
property is inportant for hardware processing.

4. Theory of Operations

Thi s del ay nmeasurenment follows the nmethod defined in Section 2.4 of
RFC 6374 [ RFC6374].

The nessage is classified using the BFD authentication nmethod defi ned
in RFC5880 [ RFC5880].
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Met hod for determning the optimal BFD interval for a link with
certain delay charateristics is inplenentation specific and beyond
t he scope of this docunent.

5. | ANA Requi renents
Requesti ng new BFD Aut hentication Type for BFD Performance TLV.

6. Security Consideration

O her than concerns raised in BFD [ RFC5880], there are no new
concerns with this proposal.
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