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Abstract

Thi s docunent defines an extension to the MPLS Label Sw tched Path
(LSP) Ping and Traceroute as specified in RFC 4379. The extension
all ows the MPLS LSP Ping and Traceroute to di scover and exercise
speci fic paths of Layer 2 (L2) Equal-Cost Miultipath (ECMP) over Link
Aggregation Goup (LAG interfaces.

Thi s docunent updates RFC4379 and RFC6424.

Requi renent s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nmay al so distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on June 2, 2015.
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I ntroduction
Ter m nol ogy
The follow ng acronyns/term nol ogies are used in this docunent:
o MPLS - Miltiprotocol Label Sw tching.
0 LSP - Label Sw tched Path.
0 LSR - Label Switching Router.
o ECWP - Equal - Cost Ml ti pat h.
o LAG - Link Aggregation G oup.
o Initiator LSR - LSR which sends MPLS echo request.

0 Responder LSR - LSR which receives MPLS echo request and sends
MPLS echo reply.

Backgr ound

The MPLS Label Switched Path (LSP) Ping and Traceroute as specified
in [ RFC4379] are powerful tools designed to diagnose all avail able

| ayer 3 (L3) paths of LSPs, i.e. provides diagnostic coverage of L3
Equal - Cost Multipath (ECVMP). In many MPLS networ ks, Link Aggregation
G oup (LAG as defined in [|IEEE802. 1AX], which provide Layer 2 (L2)
ECVMP, are often used for various reasons. MPLS LSP Ping and
Traceroute tools were not designed to discover and exercise specific
paths of L2 ECMP. Result raises alimtation for follow ng scenario
when LSP X traverses over LAGY:

o Label switching of LSP X over one or nore nenber links of LAGY is
succeedi ng.

o Label switching of LSP X over one or nore nenber links of LAGY is
failing.
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o0 MPLS echo request for LSP X over LAG Y is |oad bal anced over a
menber |ink which is |abel sw tching successfully.

Wth above scenario, MPLS LSP Ping and Traceroute will not be able to
detect the MPLS switching failure of problematic nenber |ink(s) of
the LAG In other words, |ack of L2 ECVWP di scovery and exercise
capability can produce an outconme where MPLS LSP Ping and Traceroute
can be blind to | abel switching failures over LAGinterface that are
i mpacting MPLS traffic. It is, thus, desirable to extend the MPLS
LSP Ping and Traceroute to have determnministic diagnostic coverage of
LAG i nterfaces.

Creation of this docunent was notivated by issues encountered in |ive
net wor ks.

2. Overview

Thi s docunent defines an extension to the MPLS LSP Ping and
Traceroute to describe Miultipath Information for LAG nenber [|inks
separately, thus allowing MPLS LSP Ping and Traceroute to di scover
and exercise specific paths of L2 ECVWP over LAG interfaces. Reader
is expected to be familiar with mechanics of the MPLS LSP Pi ng and
Traceroute described in Section 3.3 of [RFC4379] and Downstream
Detai |l ed Mapping TLV (DDVAP) described in Section 3.3 of [RFC6424].

MPLS echo request carries a DDVAP and an optional TLV to indicate
that separate | oad bal ancing information for each L2 nexthop over LAG
is desired in MPLS echo reply. Responder LSR pl aces the sane

optional TLV in the MPLS echo reply to provide acknow edgenent back
to the initiator. It also adds, for each downstream LAG nenber, a

| oad bal ance information (i.e. nmultipath information and interface
index). The following figure and the texts provides an exanpl e using
an LDP network. However the problem and the nechanismis applicable
to all types of LSPs which can traverse over LAG interfaces.

<----- LDP Network ----- >
Fo- - - +
| |

A------- B=======C------- E
| |
F---- - D------- +

---- Non- LAG

==== LAG conprising of two nenber |inks

Figure 1. Exanple LDP Network
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When node Ais initiating LSP Traceroute to node E, node B wi ||l
return to node A | oad bal ance information for follow ng entries.

1. Downstream C over Non-LAG (upper path).

2. First Downstream C over LAG (m ddl e path).
3. Second Downstream C over LAG (m ddle path).
4. Downstream D over Non-LAG (|l ower path).
Thi s docunment defi nes:

o In Section 3, a nmechanismto discover L2 ECVP nul tipath
i nformati on;

O In Section 4, a nmechanismto validate L2 ECVP traversal in some
LAG provi si oni ng nodel s;

o In Section 5, the LAG Interface Info TLV;
o In Section 6, the LAG Description |Indicator flag;
o In Section 7, the Interface |Index Sub-TLV,
o In Section 8, the Detailed Interface and Label Stack TLV;
o In Appendix A issues with LAG having an L2 Switch.
Note that the mechani sm described in this docunent does not inpose
any changes to scenarios where an LSP is pinned down to a particul ar
LAG nenber (i.e. the LAGis not treated as one |logical interface by
the LSP).
3. Mechanismto D scover L2 ECMP Multipath
3.1. Initiator LSR Procedures
The MPLS echo request carries a DDVAP and the LAG Interface Info TLV

(described in Section 5) to indicate that separate | oad bal anci ng
information for each L2 nexthop over LAGis desired in MPLS echo

reply.
3.2. Responder LSR Procedures
Responder LSRs that understand the LAG Interface Info TLV but are

unabl e to describe outgoing LAG nenber |inks separately are to use
the foll ow ng procedures:

Akiya, et al. Expires June 2, 2015 [ Page 5]



I nternet-Draft LSP Ping LAG Mul ti path Novenber 2014

0 The responder LSR MUST add the LAG Interface Info TLV in the MPLS
echo reply. This will allowthe initiator LSR to understand that
t he responder LSR understood the LAG Interface Info TLV.

o0 The responder LSR MJUST cl ear the Downstream LAG | nfo Accommobdati on
flag in the LAGInterface Info Flags field of the LAG Interface
Info TLV. This will allow the initiator LSR to understand that
t he responder LSR understood the LAG Interface Info TLV but cannot
descri be out goi ng LAG nmenber |inks separately in the DDVAP

The responder LSRs that understands the LAG Interface Info TLV and
are able to describe outgoing LAG nenber |inks separately are to use
the follow procedures, regardl ess of whether or not outgoing
interfaces include LAG interfaces:

o The responder LSR MUST add the LAG Interface Info TLV in the MPLS
echo reply.

0 The responder LSR MJST set the Downstream LAG I nfo Acconmodati on
flag in the LAG Interface Info Flags field of the LAG Interface
Info TLV.

0 For each downstreamthat is a LAGinterface:
* The responder LSR MUST add DDVAP in the MPLS echo reply.

* The responder LSR MJST set the LAG Description Indicator flag
in the DS Flags field (described in Section 6) of the DDVAP.

* |In the DDVAP, Interface |Index Sub-TLV and Miul ti path Data Sub-
TLV are to descri be each LAG nenber link. Al other fields of
the DDVAP are to describe the LAGinterface.

*  For each LAG nenber link of this LAG interface:

+ The responder LSR MUST add an Interface I ndex Sub-TLV
(described in Section 7) with the LAG Menber Link |ndicator
flag set in the Interface Index Flags field, describing this
LAG nenber |i nk.

+ The responder LSR MUST add an Multipath Data Sub-TLV for
this LAG nmenber link, if received DDVAP requested nultipath
i nformati on.

Based on the procedures described above, every LAG nenber link wll
have the Interface I ndex Sub-TLV and the Miultipath Data Sub-TLV
entries in the DDVAP. \Wen both the Interface I ndex Sub-TLV and the
Mul ti path Data Sub-TLV are placed in the DDVAP to describe a LAG
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menber link, Interface | ndex Sub-TLV MJST be added first with
Mul tipath Data Sub-TLV i nmedi ately foll ow ng.

For exanple, a responder LSR possessing a LAGinterface with two
menber |inks would send the follow ng DDVAP for this LAG interface:

0 1 2 3

01234567890123456789012345678901
T i o S T i S S i i S S e T 2
DDVAP fields describing LAGinterface with DS Flags G set |
B T i S I T i S ik N I SR S

+

+-

|

+-

| Interface I ndex Sub-TLV of LAG nenber |ink #1 |
e i i s i s e SR S S e
| Mul ti path Data Sub-TLV LAG nenber |ink #1 |
B T i S S T i s T ik ik T o S S S S
| Interface I ndex Sub-TLV of LAG nenber |ink #2 |
R e i T e S e i i i i S SR SR SR S
| Mul tipath Data Sub-TLV LAG nenber |ink #2 |
e i i s i i i S S e
| Label Stack Sub-TLV |
B T i S S T i s T ik ik T o S S S S

Figure 2: Exanple of DDMAP in MPLS Echo Reply
3.3. Additional Initiator LSR Procedures
Above procedures allow an initiator LSR to:

0 Require the responder LSR to always add the LAG Interface Info TLV
in the MPLS echo reply. This allows the initiator LSRto identify
whet her or not the responder LSR understands the LAG Interface
Info TLV and can descri be out goi ng LAG nenber |inks separately.

o Uilize the value of the LAG Description Indicator flag in DS
Flags to identify whether each DDVMAP descri bes a LAG interface or
a non-LAG i nterface.

0o Obtain multipath informati on which is expected to traverse the
speci fic LAG nmenber |ink described by corresponding interface
i ndex.

When an initiator LSR receives a DDMAP cont ai ni ng LAG nenber
information froma downstream LSR with TTL=n, then the subsequent
DDVAP sent by the initiator LSRto the downstream LSR with TTL=n+1
t hrough a particul ar LAG nenber |ink MJUST be updated with foll ow ng
pr ocedur es:
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o The Interface |Index Sub-TLVs MJUST NOT be present in the sending
DDVAP.

o The Multipath Data Sub-TLVs SHOULD be updated to include just the
one corresponding to the LAG nenber |ink being traversed. The
initiator LSR MAY conbine the Miultipath Data Sub-TLVs for all LAG
menber links into a single Miultipath Data Sub-TLV, but there MJST
be only one Miultipath Data Sub-TLV in the sendi ng DDVAP

o Al other fields of the DDMAP are to conply with procedures
described in [ RFC6424].

Usi ng the DDVAP exanpl e described in the Figure 2, the DDVAP bei ng
sent by the initiator LSR through LAG nenber |link #1 to the next
downstream LSR shoul d be:

0 1 2 3
01234567890123456789012345678901
T T i S S i S S T il sl s i S S S S S
| DDVAP fields describing LAGinterface with DS Flags G set

B I il aihs S I I T i ot S S S Y S S S S it o
| Mul ti path Data Sub-TLV LAG nenber |ink #1 |
e i R R e e e el I S R R R . e S il S NI S R R R R
| Label Stack Sub-TLV |
T T i S S i S S T il sl s i S S S S S

Figure 3. Exanple of DDMAP in MPLS Echo Request
4. Mechanismto Validate L2 ECMP Traversal

Thi s docunent does not update the FEC validation procedures nor the
DDVAP val i dati on procedures, specified in [RFC4379] and [ RFC6424]
respectively. Rather this docunent provides the nechanismfor the
initiator LSR to obtain additional information fromthe downstream
LSRs when incom ng and/or outgoing interfaces are LAGs. Wth this
additional information, it is the responsibility of the initiator LSR
to validate the L2 ECWP traversal

4.1. Initiator LSR Procedures
The MPLS echo request is sent with a DDVAP with DS Flags | set and
the optional LAG Interface Info TLV to indicate the request for

Detailed I nterface and Label Stack TLV with additional LAG nmenber
link information (i.e. interface index) in the MPLS echo reply.
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Responder LSR Procedures

Responder LSRs that understands the LAG Interface Info TLV but unabl e
to describe incomng LAG nenber |ink are to use foll ow ng procedures:

o The responder LSR MUST add the LAG Interface Info TLV in the MPLS
echo reply. This will allowthe initiator LSR to understand that
t he responder LSR understood the LAG Interface Info TLV.

o The responder LSR MUST cl ear The Upstream LAG I nfo Acconmodati on
flag in the LAG Interface Info Flags field of the LAG Interface
Info TLV. This will allow the initiator LSR to understand that
t he responder LSR understood the LAG Interface Info TLV but cannot
descri be i ncom ng LAG nenber [ink.

The responder LSRs that understands the LAG Interface Info TLV and
able to describe incomng LAG nenber |ink MJST use the foll ow ng
procedures, regardl ess of whether or not incomng interface was a LAG
i nterface:

0o Add the LAGInterface Info TLV in the MPLS echo reply to provide
acknow edgenent back to the initiator. The Upstream LAG Info
Accomodation flag MJUST be set in the LAG Interface Info Flags
field.

o Wen the received DDVAP had DS Flags | set, add the Detail ed
Interface and Label Stack TLV (described in Section 8) in the MPLS
echo reply.

o Wen the received DDVAP had DS Flags | set and incomng interface
was a LAG add the Incomng Interface Index Sub-TLV (described in
Section 8.1.2). The LAG Menber Link Indicator flag MJST be set in
the Interface Index Flags field, and the Interface Index field set
to the LAG nmenber |ink which received the MPLS echo request.

These procedures allowinitiator LSR to:

0 ldentify whether or not the responder LSR understands the LAG
Interface Info TLV and can describe the incom ng LAG nenber |inks
(the responder LSR is nandated to always add the LAG Interface
Info TLV in the MPLS echo reply).

Additional Initiator LSR Procedures

Al ong with procedures described in Section 3, described procedures in
this section will allow an initiator LSR to know
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0 The expected | oad bal ance information of every LAG nenber |ink, at
LSR with TTL=n.

o Wth specific entropy, the expected interface index of the
out goi ng LAG nenber link at TTL=n.

o Wth specific entropy, the interface index of the incom ng LAG
menber |ink at TTL=n+1.

Expectation is that there’'s a relationship between the interface

i ndex of the outgoing LAG nenber link at TTL=n and the interface

i ndex of the incom ng LAG nenber link at TTL=n+1 for all discovered
entropies. |In other words, set of entropies that |oad bal ances to
out goi ng LAG nenber link X at TTL=n should all reach the nexthop on
same i ncom ng LAG nmenber link Y at TTL=n+1.

Wth additional logics added in the initiator LSR follow ng checks
can be perforned:

O Success case:

* Traversing LAG nenber=1 at TTL=n results in LAG nenber=1" as
the incomng interface at TTL=n+1l.

* Traversing LAG nmenber=2 at TTL=n results in LAG nenber=2" as
the incomng interface at TTL=n+1.

o FError case:

* Traversing LAG nenber=1 at TTL=n results in LAG nenber=1" as
the incomng interface at TTL=n+1.

* Traversing LAG nenber=2 at TTL=n results in LAG nenber=1" as
the incom ng interface at TTL=n+1.

Note that defined procedures will provide a determnistic result for
LAG i nterfaces that are back-to-back connected between routers (i.e.
no L2 switch in between). |If there is a L2 switch between LSR at
TTL=n and LSR at TTL=n+1, there is no guarantee that traversal of
every LAG nenber link at TTL=n will result in reaching different
interface index at TTL=n+1l. |Issues resulting fromLAGwW th L2 switch
in between are further described in Appendix A LAG provisioning
nodel s in operated network shoul d be considered when anal yzi ng the
out put of LSP Traceroute exercising L2 ECWPs.
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5. LAG Interface Info TLV

The LAG Interface Info object is a new TLV that MAY be included in
the MPLS echo request message. An MPLS echo request MJUST NOT i ncl ude
nore than one LAG Interface Info object. Presence of LAG Interface
Info object is a request that responder LSR describes upstream and
downstream LAG i nterfaces according to procedures defined in this
docunent. If the responder LSR is able to accommobdate this request,
then the LAG Interface Info object MJUST be included in the MPLS echo
reply message.

LAG Interface Info TLV Type is TBDl1. Length is 4. The Value field
of LAG Interface TLV has follow ng fornmat:

0 1 2 3
01234567890123456789012345678901
e i R R e e e el I S R R R . e S il S NI S R R R R
| Type | Lengt h |
T T i S S i S S T il sl s i S S S S S
| LAG Interface Info Flags | Mist Be Zero |
B I il aihs S I I T i ot S S S Y S S S S it o

Figure 4. LAG Interface Info TLV

LAG Interface Info Fl ags

LAG Interface Info Flags field is a bit vector with follow ng
formt.

0 1
0123456789012345
T i S e i S S S
| Must Be Zero (Reserved) | Ul D
T i I S S S S T T S S e

Two flags are defined: U and D. The remaining flags MJST be set
to zero when sending and ignored on receipt. Both U and D flags
MUST be cleared in MPLS echo request nessage when sendi ng, and
ignored on receipt. Either or both Uand D flags MAY be set in
MPLS echo reply message.
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6.

7.

Flag Name and Meani ng

U Upstream LAG I nfo Accommodat i on
When this flag is set, LSR is capable of placing |Incom ng
Interface I ndex Sub-TLV, describing LAG nenber link, in
the Detailed Interface and Label Stack TLV.
D Downstream LAG I nfo Accommopdati on
When this flag is set, LSR is capable of placing Interface
I ndex Sub-TLV and Multi path Data Sub-TLV, describing LAG
menber link, in the Downstream Detail ed Mapping TLV.
DDVAP TLV DS Fl ags: G
One flag, G is added in DS Flags field of the DDVAP TLV. The G fl ag
of the DS Flags field has no neaning in the MPLS echo request
nmessage. The G flag MJST therefore be cl eared when sendi ng, and
i gnored on the recei pt of the MPLS echo request nmessage. In the MPLS
echo reply nmessage, G flag MIST be set if the DDVAP TLV descri bes a
LAG interface. It MJST be cleared otherw se.
DS Fl ags

DS Flags Gis added, in Bit Nunmber TBD4, in DS Flags bit vector.

RFC- Edi tor- Not e: Pl ease update above figure to place the flag Gin
the bit nunber TBD4.

Flag Name and Meani ng

G LAG Description Indicator
Wien this flag is set, DDVAP describes a LAG interface.
Interface | ndex Sub-TLV

The Interface Index object is a Sub-TLV that MAY be included in a
DDMVAP TLV. Zero or nore Interface |Index object MAY appear in a DDVAP
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TLV. The Interface |Index Sub-TLV describes the index assigned by
local LSR to the egress interface.

Interface I ndex Sub-TLV Type is TBD2. Length is 8, and the Val ue
field has followi ng format:

0 1 2 3
01234567890123456789012345678901
T T S i T T o S S S s S S s i o S S

| Type | Lengt h |
R o o o R S T et S I S S i s sl sl sl oo CEE S 5
| Interface I ndex Flags | Must Be Zero |

i S S s JHR S S S S ek
| I nterface I ndex |
B I il aihs S I I T i ot S S S Y S S S S it o
Figure 5. Interface | ndex Sub-TLV
Interface I ndex Flags
Interface Index Flags field is a bit vector with foll ow ng format.
0 1
0123456789012345
i S i sl St SHE CH SS
| Must Be Zero (Reserved) | M

i i S S i S SHIE S S S S

One flag is defined: M The remaining flags MJST be set to zero
when sendi ng and ignored on receipt.

Flag Name and Meani ng

M LAG Menber Link I ndicator

When this flag is set, interface index described in
this sub-TLV is nmenber of a LAG

I nterface I ndex
I ndex assigned by the LSRto this interface.
8. Detailed Interface and Label Stack TLV
The "Detailed Interface and Label Stack"” object is a TLV that MAY be

included in a MPLS echo reply nessage to report the interface on
whi ch the MPLS echo request nessage was received and the | abel stack
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t hat was on the packet when it was received. A responder LSR MJST
NOT insert nore than one instance of this TLV. This TLV allows the
initiator LSR to obtain the exact interface and | abel stack
information as it appears at the responder LSR

Detailed Interface and Label Stack TLV Type is TBD3. Length is K +
Sub- TLV Length (sum of Sub-TLVs). Kis the sumof all fields of this
TLV prior to Sub-TLVs, but the length of K depends on the Address
Type. Details of this information is described below. The Val ue
field has follow ng fornat:

0 1 2 3
01234567890123456789012345678901
e S s S L T T S i N N S
| Type | Lengt h |
I I ik ais: ST S S I I i o STt I S I I s st e S
| Address Type | Must Be Zero |
i i T T et i S R T -
| | P Address (4 or 16 octets) |
T i S e I S s i S S S S ik o N S
| Interface (4 or 16 octets) |
I I ik ais: ST S S I I i o STt I S I I s st e S
| Must Be Zero | Sub- TLV Length |
i i e T e i S e s o S N S

Li st of Sub-TLVs
:|-- e i S S i sl ST S S S S ST S S T i (T N Y Y Y +-:|-
Figure 6: Detailed Interface and Label Stack TLV

The Detailed Interface and Label Stack TLV format is derived fromthe
Interface and Label Stack TLV format (from[RFC4379]). Two changes
are introduced. First is that |abel stack, which is of variable

I ength, is converted into a sub-TLV. Second is that a new sub-TLV is
added to describe an interface index. The fields of Detailed
Interface and Label Stack TLV have the same use and neaning as in

[ RFC4379]. A summary of the fields taken fromthe Interface and
Label Stack TLV is as bel ow

Addr ess Type

The Address Type indicates if the interface is nunbered or
unnunbered. It also determnes the length of the I P Address
and Interface fields. The resulting total for the initial part
of the TLVis listed in the table below as "K Cctets". The
Address Type is set to one of the foll ow ng val ues:
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Type # Address Type K Cctets
1 | Pv4 Nunbered 16
2 | Pv4 Unnunbered 16
3 | Pv6 Nunber ed 40
4 | Pv6 Unnunbered 28

| P Address and Interface

| Pv4 addresses and interface indices are encoded in 4 octets;
| Pv6 addresses are encoded in 16 octets.

If the interface upon which the echo request nessage was
received i s nunbered, then the Address Type MJST be set to |Pv4
Nunbered or | Pv6 Nunbered, the | P Address MJST be set to either
the LSR' s Router ID or the interface address, and the Interface
MJUST be set to the interface address.

If the interface is unnunbered, the Address Type MJST be either
| Pv4 Unnunbered or |1 Pv6 Unnunbered, the | P Address MJUST be the
LSR' s Router ID, and the Interface MIUST be set to the index
assigned to the interface.

Not e: Usage of | Pv6 Unnunbered has the sane issue as [ RFC4379],
described in Section 3.4.2 of [I-D.ietf-npls-ipv6-only-gap]. A
sol uti on should be considered an applied to both [ RFC4379] and

this docunent.

Sub- TLV Length

Total length in octets of the sub-TLVs associated with this
TLV.

8.1. Sub-TLVs

This section defines the sub-TLVs that MAY be included as part of the
Detailed Interface and Label Stack TLV.

Sub- Type Val ue Field

1 I ncom ng Label stack
2 Incom ng Interface |ndex

8.1.1. Incom ng Label Stack Sub-TLV
The I ncom ng Label Stack sub-TLV contains the | abel stack as received

by the LSR If any TTL val ues have been changed by this LSR, they
SHOULD be restored.

Akiya, et al. Expires June 2, 2015 [ Page 15]



I nternet-Draft LSP Ping LAG Mul ti path Novenber 2014

Incom ng Label Stack Sub-TLV Type is 1. Length is variable, and the
Value field has follow ng format:

0 1 2 3
012345678901 23456789012345678901
B B T R S S S S T T S R S S S S M S S N R S S S
| Type | Lengt h |
T S S S S T S R R S S
| Label | TC | S TTL |
I I ik ais: ST S S I I i o STt I S I I s st e S

T S o T i S S S B S R T T i S S S S S S
| Label | TC |9 TTL
T T S i T i S S S e T I S S S S S

Figure 7: Incom ng Label Stack Sub-TLV
8.1.2. Incomng Interface I ndex Sub-TLV

The Incoming Interface I ndex object is a Sub-TLV that MAY be incl uded
in a Detailed Interface and Label Stack TLV. The Incom ng Interface
I ndex Sub-TLV describes the index assigned by this LSR to the
interface which received the MPLS echo request nessage.

Incom ng Interface I ndex Sub-TLV Type is 2. Length is 8, and the
Value field has the sane format as the Interface I ndex Sub-TLV
described in Section 7, and has follow ng fornmat:

0 1 2 3

01234567890123456789012345678901
T T S i T T o S S S s S S s i o S S

| Type | Lengt h |
R o o o R S T et S I S S i s sl sl sl oo CEE S 5
| Interface I ndex Flags | Must Be Zero |

T T i S S i S S T il sl s i S S S S S
| I nterface | ndex |
B I il aihs S I I T i ot S S S Y S S S S it o
Figure 8. Incomng Interface |Index Sub-TLV
Interface I ndex Flags

Interface Index Flags field is a bit vector with foll ow ng format.
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10.

10.

0 1
0123456789012345
i i T s T S S S
| Must Be Zero (Reserved) | M
T o S S S S it i e S

One flag is defined: M The remaining flags MJUST be set to zero
when sent and ignored on receipt.

Flag Name and Meani ng

M LAG Menber Link I ndicator

When this flag is set, the interface index described in
this sub-TLV is a menber of a LAG

Interface | ndex
I ndex assigned by the LSRto this interface.
Security Consi derations

Thi s docunment extends LSP Traceroute mechanismto di scover and
exercise L2 ECW paths. As result of supporting the code points and
procedures described in this docunent, additional processing are
required by initiator LSRs and responder LSRs, especially to conpute
and handl e i ncreasi ng nunber of nultipath infornmation. Due to
additional processing, it is critical that proper security neasures
described in [RFC4379] and [ RFC6424] are fol |l owed.

The LSP Traceroute allows an initiator LSR to discover the paths of
tested LSPs, providing deep know edge of the MPLS network. Exposing
such information to a malicious user is considered dangerous. To
prevent | eakage of vital information to untrusted users, a responder
LSR MJUST only accept MPLS echo request nessages fromtrusted sources
via filtering source |IP address field of received MPLS echo request
nmessages.

| ANA Consi derati ons
1. LAG Interface Info TLV
The 1 ANA is requested to assign new value TBD1 for LAG Interface Info

TLV fromthe "Miltiprotocol Label Switching Architecture (MPLS) Label
Swi tched Paths (LSPs) Ping Paranmeters - TLVs" registry.
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Val ue Meani ng Ref erence
TBD1 LAG Interface Info TLV t hi s document
10.1.1. LAG Interface Info Flags

The 1ANA is requested to create and maintain a registry entitled "LAG
Interface Info Flags" with follow ng regi stration procedures:

Regi stry Nane: LAG Interface Info Fl ags

Bi t nunmber Nane Ref er ence
15 D: Downstream LAG | nfo Accommobdat i on t hi s docunent
14 U Upstream LAG I nfo Acconmodati on t hi s docunent

0- 13 Unassi gned

Assignnents of LAG Interface Info Flags are via Standards Action
[ RFC5226] .

10. 2. I nterface | ndex Sub-TLV

The 1ANA is requested to assign new value TBD2 for Interface |Index
Sub-TLV fromthe "Ml tiprotocol Label Sw tching Architecture (MPLS)
Label Switched Paths (LSPs) Ping Paraneters - TLVs" registry, "Sub-
TLVs for TLV Types 20" sub-registry.

Val ue Meani ng Ref er ence
TBD2 Interface | ndex Sub-TLV t hi s docunent
10.2.1. Interface Index Flags

The 1 ANA is requested to create and naintain a registry entitled
“"Interface Index Flags" wth follow ng registration procedures:

Regi stry Nanme: Interface |Index Flags
Bit nunber Nane Ref erence

15 M LAG Menber Link | ndicator t hi s docunent
0- 14 Unassi gned

Assignnents of Interface Index Flags are via Standards Action
[ RFC5226] .

Note that this registry is used by the Interface Index Flags field of
the Interface I ndex Sub-TLV which nmay be present in the "Downstream
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Det ai | ed Mappi ng" TLV and the Incom ng Interface |Index Sub-TLV which
may be present in the "Detailed Interface and Label Stack"™ TLV.

10. 3. Detail ed I nterface and Label Stack TLV

The 1 ANA is requested to assign new value TBD3 for Detailed Interface
and Label Stack TLV fromthe "Ml tiprotocol Label Sw tching
Architecture (MPLS) Label Swi tched Paths (LSPs) Ping Paraneters -
TLVS" registry ([l ANA-MPLS-LSP-PI NG ).

Val ue Meani ng Ref erence

TBD3 Detail ed Interface and Label Stack TLV thi s docunent
10.3.1. Sub-TLVs for TLV Type TBD3

The 1ANA is requested to create and maintain a sub-registry entitled
"Sub-TLVs for TLV Type TBD3" under "Multiprotocol Label Sw tching
Architecture (MPLS) Label Sw tched Paths (LSPs) Ping Paraneters -
TLVS" registry.

Initial values for this sub-registry, "Sub-TLVs for TLV Types TBD3",
are described bel ow.

Sub- Type Nane Ref er ence
1 I ncom ng Label Stack t hi s docunent
2 Incom ng Interface |ndex t hi s docunent
4- 65535 Unassi gned

Assi gnnents of Sub-Types are via Standards Action [ RFC5226] .
10.4. DS Fl ags

The 1ANA is requested to assign a new bit nunber fromthe "DS fl ags”
sub-registry fromthe "Milti-Protocol Label Sw tching (MPLS) Label
Swi tched Paths (LSPs) Ping Paranmeters - TLVsS" registry

([ 1 ANA- MPLS-LSP-PING ) .

Note: the "DS flags" sub-registry is created by
[I-D.ietf-npls-Isp-ping-registry].

Bit number Nane Ref er ence

TBD4 G LAG Description |Indicator t hi s docunent
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Appendix A, LAGwith L2 Switch |Issues

Several flavors of "LAGwth L2 switch" provisioning nodels are
described in this section, with MPLS data plane ECVP traversal
val idation issues with each.

A. 1. Equal Nunbers of LAG Menbers
Rl ==== S1 ====

The issue with this LAG provisioning nodel is that packets traversing
a LAG menber fromRl to S1 can get | oad bal anced by Sl1 towards R2.
Therefore, MPLS echo request nessages traversing specific LAG nenber
fromRlL to S1 can actually reach R2 via any LAG nenbers, and sender
of MPLS echo request nessages have no know edge of this nor no way to
control this traversal. In the worst case, MPLS echo request
nmessages With specific entropies to exercise every LAG nenbers from
Rl to S1 can all reach R2 via sanme LAG nenber. Thus it is inpossible
for MPLS echo request sender to verify that packets intended to
traverse specific LAG nenber fromRlL to S1 did actually traverse that
LAG nenber, and to determ nistically exercise "receive" processing of
every LAG nenber on R2.

A. 2. Deviating Nunmbers of LAG Menbers

Rl ==== S1 —===

There are deviating nunber of LAG nenbers on the two sides of the L2
switch. The issue with this LAG provisioning nodel is the sanme as
previ ous nodel, sender of MPLS echo request nessages have no

know edge of L2 | oad bal ance al gorithm nor entropy values to control
t he traversal

A.3. LAG Only on Ri ght

The issue with this LAG provisioning nodel is that there is no way
for MPLS echo request sender to determnistically exercise both LAG
menbers fromSl to R2.  And w thout such, "receive" processing of R2
on each LAG menber cannot be verified.
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A 4. LAG Only on Left
RlL ==== S1 ---- R2
MPLS echo request sender has know edge of how to traverse both LAG
menbers fromRL to S1. However, both types of packets will term nate
on the non-LAG interface at R2. It beconmes inpossible for MPLS echo
request sender to know that MPLS echo request nessages intended to
traverse a specific LAG nmenber fromRl to S1 did indeed traverse that
LAG nenber .
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