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 motivation 

        it’s time to consider the quality of IPv6 network
            -  one of the major hurdles in IPv6 deployment
              IPv6 network should be better than IPv4 to attract users
            -  in reality, IPv6 performance is much worse
              advanced users play with IPv6 for a while
              and then, disable IPv6 for performance reasons
              which might leave yet another unmanaged IPv6 network...
            -  possible causes
              low-quality operations, lack of peering, poor tunneling
        we need to understand the real situation:
            -  is IPv6 network so bad?
            -  is it caused by a small number of bad ones?
              if so, we can improve IPv6 network by fixing them
        need to identify specific problems to fix bad ones
            -  routing problems, bad tunnels, lack of peering
 



 

 approach 

        identify dual-stack nodes with poor IPv6 performance by
            -  comparing IPv4/IPv6 RTTs
            -  comparing IPv4/IPv6 paths
            -  from several points to thousands of dual-stack nodes
        methods
            -  create a list of target dual-stack nodes
              dual-stack nodes: hosts with both A and AAAA
                a target list from real traffic
            -  run ping{,6} to the targets
            -  extract nodes with large v6rtt/v4rtt ratio
            -  run traceroute{,6} to the extracted targets
            -  visualize results to identify the causes of the problems
 



 

 preliminary measurements 

        results are preliminary
        caveats
            -  the same DNS name could point to different hosts
              load balancing, different hosts for IPv4 and IPv6
            -  ping isn’t good to measure RTT
              slow-forwarding path for ICMP, ICMP is often filtered
            -  measurements currently only from jp
              planning to do the same in US and Europe
 

        but the results still provide some ideas
 



 

 AAAA capturing 

        AAAA capturing tool (to obtain IPv6 addresses in use)
            -  monitor DNS responses by pcap(3), and print name/AAAA pairs 

apearing in answer, authority, additional sections

            -  tested at 3 sites in japan (AS2500) for 2 weeks in Feb 2004
        got 6514 unique IPv6 address/hostname pairs
            -  valid(5448): 
              2001::/16(4276), 2002::/16(134), 3ffe::/16(970), ::ffff/96(67)
            -  invalid(1066) link-local, unassigend prefixes
        use 2001::/16 and 3ffe::/16 (5247) for further tests
            -  countries by prefixes in RIR info
              JP(1146) NL(1059) DE(609) US(562) FR(405) UK(183) IT(120) 

CH(117) CA(112) PL(98) SE(90) FI(69) CZ(65) SK(58) DK(49) 
AT(43) PT(43) IE(33) EE(33) AU(32) NO(30) TW(29) ZA(29) 
EU(24) BE(16) KR(15) BR(14) CN(13) ES(13) HU(13) LT(13) 
LU(12) MY(11) TH(9) YU(8) MX(7) RU(5) HK(4) GR(4) AR(3) TN(2) 
SG(2) RO(1)

 



 

 target list creation 

        extract dual-stack nodes (with both A and AAAA) by DNS lookup
            -  2001::/16 and 3ffe::/16 (5247)
            -  A+AAAA(3434) A only(68) AAAA only(1635) nodata(109) err(1)
        filter ones with bad A: 127.0.0.1(4) RFC1918(19)
        got 3411 dual-stack nodes
            -  JP(1033) NL(451) US(409) DE(395) FR(204) UK(128) IT(84) CA(81) 

SE(68) CH(61) SK(40) PL(37) FI(35) IE(32) AU(28) NO(27) AT(26) 
DK(25) CZ(25) PT(22) EE(20) TW(18) KR(15) EU(14) CN(12) 
LT(11) BR(10) BE(10) HU(10) MY(9) TH(8) ZA(8) LU(8) YU(7) 
ES(6) HK(4) MX(4) RU(4) GR(2) TN(2) SG(2) AR(2) RO(1)

            -  CA(81) includes 77 in freenet6 (3ffe:0b/24)
 

        RTT measurement by ping from a single site in WIDE(AS2500)
 



 

 ping results 

        48% have similar RTT (+-20%) for IPv4 and IPv6
        result suggests connectivity is a bigger issue than RTT
            -  9% are not reachable by both IPv4 and IPv6
            -  10% are not reachable by IPv4 (or ICMP filterd) but ok for IPv6
            -  13% are not reachable by IPv6 but ok for IPv4
 

        distibution of IPv6/IPv4 rtt ratio (3411 nodes)
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 jp (1033 nodes) and other APNIC (96 nodes) 
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 ARIN (506 nodes) and RIPE (1739 nodes) 
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 3ffe:0b/24 for freenet6 (77 nodes) 
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 traceroute results 

        data collection: scamper tool by Waikato/CAIDA/WIDE
            -  traceroute optimized for a large list
            -  IPv4 and IPv6 supported
            -  Path MTU discovery for IPv6
        visualization
            -  plot IPv4 path and IPv6 path, side by side
            -  mark hops colored by AS number
              APNIC:red, ARIN:blue, RIPE:green
            -  mark MTU to identify tunnels
 



 

 APNIC targets

 

 0  100  200  300  400

response time (msec)

www.ipv6.dacom.net (211.32.113.82, 2001:270:1f:700::2)
15 hops
10 hops

c.dns.tw (61.220.48.1, 2001:238:800:1::1)
16 hops
8 hops

d.dns.tw (210.17.9.230, 2001:c50:ffff:1::230)
13 hops
9 hops

ns1.v6.hknet.com (202.67.189.80, 2001:2e0:0:1::53)
14 hops
7 hops

ns1.i2.jucc.edu.hk (192.245.196.114, 2001:ce0:1:1:203:baff:fe10:24fe)
7 hops
14 hops

www.ipv6.net.edu.cn (202.38.99.17, 3ffe:3200::1:80)
9 hops
8 hops

klips2003.my6.net.my (202.187.22.100, 2001:328:0:2::4)
12 hops
8 hops

rns1.v6.inet.co.th (203.150.14.111, 3ffe:400b:4618:0:210:64ff:fe30:7cb9)
13 hops
7 hops

orchard.v6.singnet.com.sg (220.255.0.2, 2001:c20::2)
18 hops
7 hops

munnari.oz.au (128.250.22.2, 2001:388:c02:4000::1:21)
15 hops
8 hops

MTU:1480

MTU:1480

MTU:1480

MTU:1280

MTU:1480

MTU:1280

MTU:1480

MTU:1480

MTU:1480

IPv4 to dst
IPv6 to dst

WIDE
APAN-JP

IIJ
KDDI
OCN

ODN
ERX-DACOMNET
ERX-ETRINET

DRAGONTAP-CN-AS
ERX-CERNET-BKB

ASN-HKNET-AP
ERX-HARNET

HUTCHISON-AS-AP
REACH

CHTTL-TW
HINET

HINET-IPV6-TW
HINETUSA

UNSPECIFIED

ERX-SINGNET
SINGTEL-AS-AP

INET-TH-AP
INET-TH-AS
ERX-JARING

ABONE-AS
AARNET-NSW-RNO

AARNET-VIC-RNO
DTI

ABILENE
ALTERNET-AS

GBLX
LEVEL3

SPRINTLINK9

VERIO
unknown



 

 ARIN targets

 

 0  50  100  150  200  250

response time (msec)

www.6tap.net (198.128.3.129, 2001:400:14:3::9)
12 hops
11 hops

x.ns.verio.net (129.250.35.250, 2001:418:3ff::53)
21 hops
7 hops

ns1.sprintv6.net (63.167.40.5, 2001:440:1239:3::2)
17 hops
9 hops

ipv6.internet2.edu (207.75.164.64, 2001:468:1420::1500)
12 hops
14 hops

dns.postel.org (128.9.112.1, 2001:470:1f00:1019:2d0:b7ff:c0de:1)
8 hops
9 hops

r3.sfo2.isc.org (192.5.4.247, 2001:4f8:4::3)
7 hops
9 hops

mailer1.psc.edu (128.182.58.100, 2001:5e8:1:3a:207:e9ff:fe16:f1dd)
13 hops
18 hops

6bone.merit.edu (198.108.0.3, 3ffe:1c00::3)
12 hops
7 hops

cs-v6.pym.vbns.net (204.147.128.193, 3ffe:28ff:ffff:1::99)
11 hops
8 hops

unam-ipv6-1.ipv6.unam.mx (132.248.108.254, 3ffe:8070:1:6c::1)
13 hops
10 hops

MTU:1280

MTU:1480

MTU:1280

MTU:1280

MTU:1280

MTU:1476

IPv4 to dst
IPv6 to dst

WIDE
APAN-JP

IIJ
KDDI

ODN
DTI

NTTV6NET
ABILENE
ABOVENET

ALTERNET-AS

CWUSA
ESNET-CENTRAL292

ESNET-WEST293
GBLX

HURRICANE
LOS-NETTOS-AS

MERIT-AS-14
PSC-EXT

PSCNET-HS-AS
SBIS-AS

SPRINTLINK
SPRINTLINK9

VBNS
VERIO

VIX
MX-CUDI-LACNIC
MX-RAME-LACNIC

FR-RENATER

unknown



 

 RIPE targets (1/2)

 

 0  50  100  150  200  250  300  350  400  450

response time (msec)

dns3.denic.de (81.91.161.2, 2001:608:6::2)
16 hops
9 hops

ns2.surfnet.nl (192.87.36.2, 2001:610:3:200a:192:87:36:2)
17 hops
11 hops

ns1.shatow.net (68.8.83.38, 2001:618:4d8:666::)
17 hops
9 hops

hermes.ne-worcs.ac.uk (212.219.188.66, 2001:630:1c0::3)
22 hops
15 hops

ftp.chg.ru (193.233.9.194, 2001:640:20:ff00:20a:48ff:fe00:4f12)
17 hops
16 hops

ns3.nic.fr (192.134.0.49, 2001:660:3006:1::1:1)
19 hops
10 hops

ns.netcore.fi (193.94.160.1, 2001:670:86::1)
21 hops
6 hops

ns.rnl.ist.utl.pt (193.136.164.1, 2001:690:2100:10::1)
20 hops
16 hops

ns3.su.se (130.237.93.150, 2001:6b0:5:1933::53)
19 hops
14 hops

natpt.se.ipv6.telia.net (217.209.241.202, 2001:6c0:0:2::10)
20 hops
9 hops

MTU:1480

MTU:1480

MTU:1480

MTU:1480

MTU:1480

MTU:1280

MTU:1280

IPv4 to dst
IPv6 to dst

WIDE
APAN-JP

KDDI
ODN
DTI

ABILENE
ALTERNET-AS

CCINET-2
GBLX

GNTY-1
LEVEL3
VERIO

NORDUNET
RCCN

FREE-NET-AS
RBNet
SUNET

TELIANET
TELIANET-SWEDEN

JANET
BT-CIN-AND-ADASTRAL

DENIC-AS
SPACENET

GEANT
EUNET-FINLAND

KQFI

FR-RENATER
OPENTRANSIT
SURFNET-NL

AFNIC
unknown



 

 RIPE targets (2/2)

 

 0  50  100  150  200  250  300  350  400

response time (msec)

bigglesworth.mail.be.easynet.net (212.100.160.67, 2001:6f8:200:1::1:67)
15 hops
13 hops

oslo-gw8.uninett.no (128.39.3.65, 2001:700:f000:100::1)
18 hops
18 hops

6net-rtr.funet.fi (193.166.5.183, 2001:708::2)
19 hops
18 hops

zappa.rediris.es (130.206.1.151, 2001:720:418:cafe::159)
18 hops
9 hops

dns.nic.it (193.205.245.5, 2001:760:600:1::5)
20 hops
14 hops

ns.inex.ie (193.1.31.18, 2001:770:80::2)
16 hops
18 hops

dns.ehu.tid.euro6ix.org (158.227.75.54, 2001:800:40:2450::1)
21 hops
12 hops

ns.eunet.ee (195.222.0.1, 2001:ad0::)
18 hops
10 hops

www.hs247.com (62.80.104.210, 2001:1638::)
14 hops
8 hops

MTU:1280

MTU:1280

MTU:1476

MTU:1280

MTU:1480

MTU:1480

MTU:1480

IPv4 to dst
IPv6 to dst

WIDE
APAN-JP

IIJ
KDDI
ODN

DTI
ABILENE

ABOVENET
ALTERNET-AS

GBLX
GNTY-1
LEVEL3

STEALTH
VERIO

NORDUNET
UNINETT
EASYNET

BT-CIN-AND-ADASTRAL
IPHH

TISCALI-BACKBONE
AS15488

DATATELECOM
RedIRIS
AS3352
GEANT

EUNET-FINLAND

FUNETAS
ASN-NERIM

HEANET
INEX

ASGARR
unknown



 

 freenet6 targets

 

 0  50  100  150  200  250  300  350  400  450  500

response time (msec)

twig.rodents.montreal.qc.ca (216.46.5.3, 3ffe:b00:4020:300::3:0)
21 hops
10 hops

elwood.glowwave.com (203.31.238.44, 3ffe:b80:2:acbe::2)
15 hops
9 hops

dumbcat.snafu.org (208.201.244.209, 3ffe:b80:fc:0:203:baff:fe10:2dcc)
14 hops
9 hops

bozo.ugh.net.au (203.220.0.113, 3ffe:b80:92d::1)
18 hops
9 hops

diablo.pimpworks.org (12.20.154.10, 3ffe:b80:be2:1:a00:2bff:febf:4d74)
18 hops
10 hops

mail.takatera.com (210.168.190.49, 3ffe:b80:1612:1::1)
10 hops
9 hops

kolivas.org (211.28.147.198, 3ffe:b80:1aed:1::1)
16 hops
9 hops

ns1.netsweng.com (207.235.77.5, 3ffe:b80:1ffd:1::1)
22 hops
9 hops

ns0.jeeves.net (128.185.15.110, 3ffe:bc0:1e3:4::4)
21 hops
10 hops

ixc.geco.hu (195.228.228.228, 3ffe:bc0:2eb:1::2)
16 hops
9 hops

MTU:1280

MTU:1280

MTU:1280

MTU:1280

MTU:1280

MTU:1280

MTU:1280

MTU:1280

MTU:1280

MTU:1280

IPv4 to dst
IPv6 to dst

WIDE
KDDI

POWEREDCOM

COMINDICO-AP
INET-AS-AU

MPX-AS
NTTV6NET

OPTUSCOM-AS01-AU

VIPER-AU-AP
ABILENE

ABOVENET
ALTERNET-AS

ATT-INTERNET4

CWUSA
GBLX

LEVEL3
SBIS-AS
SONOMA

SPRINTLINK
TW-COMM

UNITEDLAYER
VERIO

OPENFACE

PEER1
RISQ-QIX
VIAGENIE

AXELERO-AS
unknown



 

 next step 

        a better target list
            -  AAAA capturing in US/Europe, at commercial ISP
        more measurement points for ping and traceroute
        improve tools
            -  scamper: beta release in summer is planned
            -  many (ugly) perl scripts
        improve visualization
            -  difficult to plot many sites in a single graph
 
 

                  comments and suggestions are welcome!


