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Fake certificate Fake certificate
tssued for private Rey
*.google.com published

Any attacker-in-the-middle
can intercept a connection
request for mail.google.com,
and initiate a “secure” connection
using the fake certificate, and
your browser could be fooled
into believing that this was the
genuine server!
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Back to top ~
For security reasons you'll be automatically logged off after 15 minutes of inactivity.
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Two problems:

| may not have landed up where | wanted to be:
DNS cache poisoning

DNS resolver compromise

Local host compromise

Routing compromise

The domain name certificate may be fake
The combination of the two implies that |, and the

browser | use, may not even notice that we have
been mislead. This is bad.



How could it happen!?

The 201 | mitm attack was evidently performed by a
state-based organisation in Iran, with direct access to
national infrastructure, exploiting a fake cert issued by a
compromised CA

You don’t need to be the NSA or its equivalent to play
this game — this form of attack would work at any scale.

Either the attacker is already on path to the intended
site, or the attacker can use access to routing to inject
routes that direct the data flows to the attack point
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This is broken!

Domain Name certification should use trust and integrity of operation as a

differentiator
If you pay more money you would expect to use a service that operates
with greater levels of care and data protection of your data and users of

your service would be “more secure” — right?

But a compromised CA can issue a domain name certificate for ANY domain

name
If you trust this compromised CA then you are going to trust its products

The entire Domain Name CA operation is only as good as the worst CA!
It does not matter what CA service you use, because any compromised

CA can compromise users of your service
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In a commercial world...




Some CAS A0V
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An important motivation for using digital « oonline
transactions by requiring website operatoi o vetting with a certificate authority

(CA) in order to get an SSL certificate. However, commercial pressures have led some CAs
. n . . . n . . o e . . T
to introduce "domain validation only” SSL certificates for which minimal verification is

performed of the details in the certificate.
—

Most browsers' user interfaces did not clearly differentiate between low-validation
certificates and those that have undergone more rigorous vetting. Since any successful SSL
connection causes the padlock icon to appear, users are not likely to be aware of whether
the website owner has been validated or not.As a result, fraudsters (including phishing
websites) have started to use SSL to add perceived credibility to their websites.

By establishing stricter issuing criteria and requiring consistent application of those criteria
by all participating CAs, EV SSL certificates are intended to restore confidence among users

that a website operator is a legally established business or organization with a verifiable
identity.

http://en.wikipedia.org/wiki/Extended Validation_Certificate
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An important motivation ¢ * digital certificates with SSL was to add trust to online

transactions by re- perators to undergo vetting with a certificate authority
CA)in ¢, te. However, commercial pressures have led some CAs
| oY |  presst > ed som
to intre 6\]@(\5 SSL certificates for which minimal verification is
\
perform \\\O’C 69’(, - ate.
& oV
Most brov not clearly differentiate between low-validation
certificates t have undergsone more rigsorous vetting. Since any successful SSL
g g g Y

connection ¢ s the padlock icon to appear, users are not likely to be aware of whether
the website owner has been validated or not.As a result, fraudsters (including phishing
websites) have started to use SSL to add perceived credibility to their websites.

—

By establishing stricter issuing criteria and requiring consistent application of those criteria
by all participating CAs, EV SSL certificates are intended to restore confidence among users

that a website operator is a legally established business or organization with a verifiable
identity.

http://en.wikipedia.org/wiki/Extended Validation_Certificate
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DANE

DNS-Based Authentication of Named Entities

addYCS Jabber (Dg



RFC6394: TLSA RR

2.3. TLSA RR Examples

~

In the following examples, the domain name is
in Section 3. A Oev-t

An example of a hashed (SHA-256) association c¢
certificate: .

_443. tcp.www.example.com. IN TLSA (
0 0 1 d2abde240d7cd3eebb4db28c54d£f034b9
7983aldléeBadlled561cbl06618e971 )

An example of a hashed (SHA-512) subject public key association of a
PKIX end entity certificate:

_443. tcp.www.example.com. IN TLSA (
1 1 2 92003ba34942dc74152e2£f2c408d2%ec

a5a520e7f2e06bb%44fddca3debafb3c 6\
1b177615d466f6cd4b71c216a50292bd5 EE;EE; C:szyft:

Bc9ebdd2f74e38fe51£f£fd48cd43326cbe )

An example of a full certificate association of a PKIX end entity
certificate:

_443. tcp.www.example.com. IN TLSA (
3 0 0 30820307308201e£a2003020102020... )

S ~—— Trust Awnchor
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/ Attacks on the DNS are

highly effective for all
Rinds of reaspone!
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What needs to happen?

® The local name management infrastructure should
support the use of DNSSEC in all aspects of name
management



What needs to happen?

® The local name management infrastructure should

support the use of DNSSEC in all aspects of name
management

® ISPs should add DNSSEC validation to their forwarding
resolvers



Use of DNSSEC Validation for New Zealand (NZ)
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ASN

AS58600
AS17705
AS24183
AS9503
AS55853
AS9245
AS10200
AS55850
AS58610
AS17412
AS45267
AS9876
AS17746
AS23655
AS9790
AS38793
AS4768
AS4771
AS7657
AS4648
AS9431
AS23905
AS55872
AS18199
AS38305
AS56030
AS17435

FLIP-AS-AP Flip Services Limited
INSPIRENET-AS-AP InSPire Net Ltd
DTS-ISP-CORE1-AP DTS LTD
FX-PRIMARY-AS FX Networks Limited
MEGATEL-AS-AP Megatel
COMPASS-NZ-AP COMPASS

NETSMART-AP Web hosting provider and ISP connectivity.

TRUSTPOWERLTD-AS-AP TrustPower Ltd
TELNET-AS-AP Telnet Telecommunication Limited
WOOSHWIRELESSNZ Woosh Wireless
LIGHTWIRE-AS-AP Lightwire LTD
AIRNET-HB-AS-AP NOW
ORCONINTERNET-NZ-AP Orcon Internet
SNAP-NZ-AS Snap Internet Limited
CALLPLUS-NZ-AP CallPlus Services Limited
NZCOMMS-AS-AP Two Degrees Mobile Limited
CLIX-NZ TelstraClear Ltd

NZTELECOM Telecom New Zealand Ltd.
VODAFONE-NZ-NGN-AS Vodafone NZ Ltd.
NZIX-2 Netgate

AKUNI-NZ The University of Auckland
VUW-AS-AP Victoria University of Wellington
BAYCITY-AS-AP BayCity Communications Limited
LINKTELECOM-NZ-AP Link Telecom (NZ) Limited
OTAGO-UNIVERSITY-AS-NZ-AP The University of Otago
VOYAGERNET-AS-AP Voyager Internet Ltd.
WXC-AS-NZ WorldxChange Communications LTD

AS Name

DNSSEC Validates

85.52%
48.39%
37.25%
32.67%
16.55%
5.26%
3.70%
3.45%
3.16%
2.96%
2.78%
2.70%
1.82%
1.60%
1.55%
1.14%
1.02%
0.97%
0.89%
0.86%
0.62%
0.00%
0.00%
0.00%
0.00%
0.00%
0.00%

Samples

145
62
51

150
145
76
54
145
95
169
144
74
1483
500

1995
88

2347

9004

3696

348
162
71
64
141
77
65
88



Use of DNSSEC Validation for Australia (AU)
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What needs to happen?

® The local name management infrastructure should

support the use of DNSSEC in all aspects of name
management

® ISPs should add DNSSEC validation to their forwarding
resolvers

® And if you want to push it a bit in the right direction...

For secure named services using a domain name

certificate, add the Issuer’s public CA cert as a DANE
record into your DNSSEC-signed zone






