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1. Introduction
1.1. Overview

Thi s docunent defines a vocabulary for describing SNMP Managenent
Framewor ks, and an architecture for describing the major portions of
SNVP Managerent Franmewor ks.

Thi s docunent does not provide a general introduction to SNWP. O her
docunents and books can provide a much better introduction to SNWP
Nor does this docunent provide a history of SNMP. That al so can be
found in books and ot her docunents.

Section 1 describes the purpose, goals, and design decisions of this
architecture.

Section 2 describes various types of docunents which define (el enents
of ) SNWP Franewor ks, and how they fit into this architecture. It

al so provides a mninmal road map to the docunents which have
previously defined SNVP franmeworks.

Section 3 details the vocabulary of this architecture and its pieces.
This section is inportant for understanding the remaining sections,
and for understandi ng docunments which are witten to fit within this
architecture.

Section 4 describes the primtives used for the abstract service
i nterfaces between the various subsystens, nodels and applications
within this architecture.

Section 5 defines a collection of nmanaged objects used to instrunent
SNVP entities within this architecture.

Sections 6, 7, 8, 9, 10 and 11 are administrative in nature.

Appendi x A contains guidelines for designers of Mddels which are
expected to fit within this architecture

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Harrington, et al. St andards Track [ Page 4]



RFC 3411 Architecture for SNVP Managerent Frameworks Decenber 2002

1.2. SNWP
An SNVP nanagemnent system contai ns:

- several (potentially many) nodes, each with an SNMP entity
cont ai ni ng conmmand responder and notification originator
appl i cations, which have access to managenent instrunentation
(traditionally called agents);

- at least one SNVMP entity containing conmand gener ator and/ or
notification receiver applications (traditionally called a
manager) and,

- a managenent protocol, used to convey nanagenent information
bet ween the SNWP entities.

SNWP entities executing comrand generator and notification receiver
applications nonitor and control nanaged el ements. Managed el enents
are devices such as hosts, routers, termnal servers, etc., which are
nonitored and controlled via access to their management information

It is the purpose of this docunment to define an architecture which
can evolve to realize effective managenent in a variety of
configurations and environnments. The architecture has been desi gned
to neet the needs of inplenentations of:

- mnimal SNMP entities with command responder and/ or
notification originator applications (traditionally called SNW
agents),

- SNWP entities with proxy forwarder applications (traditionally
call ed SNVWP proxy agents),

- command line driven SNVP entities with conmand generator and/or
notification receiver applications (traditionally called SNW
conmand | i ne nmanagers),

- SNWP entities with conmand generator and/or notification
recei ver, plus comand responder and/or notification originator
applications (traditionally called SNMP m d-|evel managers or
dual -role entities),

- SNWP entities with comand generator and/or notification
recei ver and possibly other types of applications for managi ng
a potentially very |large nunmber of managed nodes (traditionally
call ed (network) managenent stations).
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1.3. Coals of this Architecture
This architecture was driven by the follow ng goals:

- Use existing materials as nmuch as possible. It is heavily
based on previous work, informally known as SNVPv2u and
SNVPv2*, based in turn on SNWPv2p.

- Address the need for secure SET support, which is considered
the nmost inportant deficiency in SNMPvl and SNMPv2c.

- Make it possible to nove portions of the architecture forward
in the standards track, even if consensus has not been reached
on all pieces.

- Define an architecture that allows for |ongevity of the SNWP
Framewor ks that have been and will be defined.

- Keep SNWP as sinple as possible.

- Mke it relatively inexpensive to deploy a mininmal conformnng
i mpl enent ati on.

- Make it possible to upgrade portions of SNVP as new approaches
beconme avail abl e, without disrupting an entire SNWVP franmeworKk.

- Make it possible to support features required in |arge
net wor ks, but make the expense of supporting a feature directly
related to the support of the feature

1.4. Security Requirenments of this Architecture

Several of the classical threats to network protocols are applicable
to the managenent problem and therefore woul d be applicable to any
Security Mddel used in an SNWP Managenent Framework. Qher threats
are not applicable to the managenent problem This section discusses
principal threats, secondary threats, and threats which are of |esser
i mportance.

The principal threats against which any Security Mdel used wthin
this architecture SHOULD provi de protection are:

Modi fi cation of Information
The nodification threat is the danger that sonme unauthorized
entity may alter in-transit SNVMP nessages generated on behal f
of an authorized principal in such a way as to effect
unaut hori zed management operations, including falsifying the
val ue of an object.
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Masquer ade
The masquerade threat is the danger that managenment operations
not authorized for sone principal nay be attenpted by assumni ng
the identity of another principal that has the appropriate
aut hori zati ons.

Secondary threats agai nst which any Security Mddel used within this
architecture SHOULD provide protection are:

Message Stream Modification
The SNWVP protocol is typically based upon a connectionl ess
transport service which nay operate over any subnetwork
service. The re-ordering, delay or replay of nmessages can and
does occur through the natural operation of many such
subnetwork services. The nmessage stream nodification threat is
the danger that nessages may be maliciously re-ordered, del ayed
or replayed to an extent which is greater than can occur
through the natural operation of a subnetwork service, in order
to effect unauthorized managenent operations.

Di scl osure
The disclosure threat is the danger of eavesdropping on the
exchanges between SNWVP engi nes. Protecting against this threat
may be required as a natter of |ocal policy.

There are at least two threats against which a Security Mddel within
this architecture need not protect, since they are deened to be of
| esser inportance in this context:

Deni al of Service
A Security Mdel need not attenpt to address the broad range of
attacks by which service on behalf of authorized users is
deni ed. |ndeed, such denial-of-service attacks are in nany
cases indistinguishable fromthe type of network failures with
whi ch any vi abl e managenent protocol nust cope as a matter of
cour se.

Traffic Analysis
A Security Mdel need not attenpt to address traffic analysis
attacks. Many traffic patterns are predictable - entities nmay
be managed on a regular basis by a relatively small nunber of
managenent stations - and therefore there is no significant
advant age afforded by protecting against traffic analysis.
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1.5. Design Decisions

Various design deci sions were made in support of the goals of the
architecture and the security requirenents:

- Architecture
An architecture should be defined which identifies the
concept ual boundari es between the docunents. Subsystens shoul d
be defi ned which describe the abstract services provided by
specific portions of an SNWP franework. Abstract service
interfaces, as described by service primtives, define the
abstract boundaries between documents, and the abstract
services that are provided by the conceptual subsystens of an
SNWVP f r amewor k

- Sel f-cont ai ned Document s
El ements of procedure plus the MB objects which are needed for
processing for a specific portion of an SNWP franmework shoul d
be defined in the sanme docunent, and as much as possi bl e,
shoul d not be referenced in other docunents. This allows
pi eces to be designed and docunented as i ndependent and self-
contai ned parts, which is consistent with the general SNVP M B
nodul e approach. As portions of SNWP change over tine, the
docunents describing other portions of SNVP are not directly
i npacted. This nodularity allows, for exanple, Security
Model s, authentication and privacy nmechani sns, and nessage
formats to be upgraded and suppl emented as the need ari ses.
The sel f-contai ned docunments can nove al ong the standards track
on different tine-Ilines.

This nodul arity of specification is not neant to be interpreted
as inposing any specific requirenments on inplenentation

- Threats
The Security Mddels in the Security Subsystem SHOULD pr ot ect
agai nst the principal and secondary threats: nodification of
i nformation, nasquerade, nmessage stream nodification and
di scl osure. They do not need to protect against denial of
service and traffic anal ysis.

- Renote Configuration
The Security and Access Control Subsystens add a whol e new set
of SNMP configuration paraneters. The Security Subsystem al so
requi res frequent changes of secrets at the various SNWP
entities. To make this deployable in a | arge operationa
envi ronnent, these SNMP paraneters must be renotely
confi gurabl e.
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- Controlled Conplexity
It is recognized that producers of sinple nanaged devi ces want
to keep the resources used by SNMP to a mininum At the sane
time, there is a need for nore conpl ex configurations which can
spend nore resources for SNVP and thus provide nore
functionality. The design tries to keep the conpeting
requi renents of these two environnments in bal ance and all ows

the nore conplex environments to logically extend the sinple
envi ronnent .
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2. Docunentation Overview

The following figure shows the set of docunents that fit within the
SNWVP Architecture.

R AR R LR R R R Docunment Set ---------------------------- +
I . + S T + I
| | Docunent | | Applicability | | Coexistence | |
| | Roadmap | | Statenent | | & Transition | |
| +---------- + T S + |
| |
[ R e i + |
| | Message Handl i ng ||
| | +---------------- + emeemeeeeeeaaaaa + emeemeeeeeeaaaaa + | |
| | | Transport | | Message | | Security || |
| | | Mappings | | Processing and | | || |
||| | | Dispatcher | ||
| | +---------------- + e e + e e + | |
[ R e e R R + |
| |
| o m m e e e e e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmamn + |
| | PDU Handling | |
| | +----mmmmmee - B SRR ORISRy B SRR ORISRy + | |
| | | Protocol | | Applications | | Access || |
| | | Operations || | | Control || |
| | +---------------- + emeemeeeeeeaaaaa + emeemeeeeeeaaaaa + | |
| o m m e e e e e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmamn + |
| |
R e e R + |
| | I'nformation Model | |
| | +-------------- + e + B + | |
| | | Structure of | | Textual | | Confornmance | | |
| | | Managenent | | Conventions | | Statements | | |
| | | I'nformation | | | | | | |
| | +-----mmmee- - - + R + Fom e e e oo oo - + | ]
[ R e i + |
| |
I R e + |
| | MB Mdules witten in various formats, e.g | |
| | +---------------- S TS + | |
| | | SMvl (STD 18) | | SMv2 (STD 58) | | ]
| | | format | | format | | ]
| | +---------------- R + | |
I R e + |
| |
o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
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Each of these docunents may be replaced or supplenented. This
Architecture docunment specifically describes how new docurments fit
into the set of docunents in the area of Message and PDU handl i ng.

2.1. Docunent Roadmap

One or nore docunents may be witten to descri be how sets of
docunents taken together form specific Frameworks. The configuration
of docunent sets m ght change over time, so the "road map" should be
mai nt ai ned i n a docunent separate fromthe standards docunents
thensel ves.

An exanpl e of such a roadmap is "Introduction and Applicability
Statenments for the Internet-Standard Managenent Franmewor k" [ RFC3410].

2.2. Applicability Statenent

SNWP is used in networks that vary widely in size and conplexity, by
organi zations that vary widely in their requirenents of nanagenent.
Sone nodel s will be designed to address specific problens of
managenment, such as nmessage security.

One or nore docunents may be witten to describe the environments to
whi ch certain versions of SNMP or nodels wi thin SNVMP woul d be
appropriately applied, and those to which a given nodel m ght be

i nappropriately applied.

2.3. Coexistence and Transition

The purpose of an evolutionary architecture is to permt new nodels
to replace or supplenent existing nodels. The interactions between
nodel s could result in inconpatibilities, security "holes", and other
undesi rabl e effects.

The purpose of Coexistence documents is to detail recognized
anonal i es and to describe required and recomended behaviors for
resolving the interactions between nodels within the architecture.

Coexi stence docunments may be prepared separately from nodel
definition docunents, to describe and resolve interaction anonalies
bet ween a nmodel definition and one or nore other nmodel definitions.

Addi tionally, recomendations for transitions between nodels nay al so

be described, either in a coexistence docunent or in a separate
document .
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One such coexi stence docunent is [ RFC2576], " Coexistence between
Version 1, Version 2, and Version 3 of the Internet-Standard Network
Management Framewor k" .

2.4. Transport Mappi ngs

SNVP nmessages are sent over various transports. It is the purpose of
Transport Mapping docunents to define how the mappi ng bet ween SNWP
and the transport is done.

2.5. Message Processing

A Message Processing Mbdel docunent defines a nessage format, which
is typically identified by a version field in an SNMP nessage header
The docunent may al so define a M B nodul e for use in nmessage

processing and for instrumentation of version-specific interactions.

An SNVP engi ne includes one or nore Message Processing Mddels, and
thus may support sending and receiving nmultiple versions of SNW
nmessages.

2.6. Security

Sone environnents require secure protocol interactions. Security is
normal Iy applied at two di fferent stages:

- in the transnission/recei pt of nmessages, and
- in the processing of the contents of nessages.

For purposes of this docurment, "security" refers to nessage-|eve
security; "access control" refers to the security applied to protoco
operations.

Aut henti cation, encryption, and tineliness checking are comon
functions of nessage |evel security.

A security docunment describes a Security Mdel, the threats against
whi ch the nodel protects, the goals of the Security Mdel, the
protocols which it uses to nmeet those goals, and it nay define a MB
nodul e to describe the data used during processing, and to allow the
renote configuration of nmessage-level security paraneters, such as
keys.

An SNVP engi ne may support multiple Security Mddels concurrently.
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2.7. Access Control

During processing, it may be required to control access to managed
obj ects for operations.

An Access Control Moddel defines mechani sms to determnm ne whether
access to a nanaged object should be allowed. An Access Control

Model may define a M B nodul e used during processing and to allow the
renote configuration of access control policies.

2.8. Protocol Operations

SNVP nmessages encapsul ate an SNVP Protocol Data Unit (PDU). SNWP
PDUs define the operations perforned by the receiving SNV engi ne.
It is the purpose of a Protocol Operations docunent to define the
operations of the protocol with respect to the processing of the
PDUs. Every PDU bel ongs to one or nore of the PDU cl asses defined
bel ow.

1) Read Cd ass:

The Read Cl ass contains protocol operations that retrieve
management i nformation. For exanple, [RFC3416] defines the
foll owi ng protocol operations for the Read Cl ass: Get Request-
PDU, Get Next Request-PDU, and Get Bul kRequest - PDU.

2) Wite d ass:

The Wite C ass contains protocol operations which attenpt to
nodi fy managenent information. For exanple, [RFC3416] defines
the follow ng protocol operation for the Wite d ass:

Set Request - PDU.

3) Response C ass:

The Response Cl ass contains protocol operations which are sent
in response to a previous request. For exanple, [RFC3416]
defines the following for the Response C ass: Response- PDU,
Repor t - PDU.

4) Notification d ass:
The Notification Class contains protocol operations which send
a notification to a notification receiver application. For

exanpl e, [RFC3416] defines the foll owi ng operations for the
Notification Cass: Trapv2-PDU, |nfornRequest-PDU.
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5) Internal d ass:

The Internal C ass contains protocol operations which are
exchanged internally between SNMP engi nes. For exanpl e,

[ RFC3416] defines the follow ng operation for the Interna
Cl ass: Report - PDU.

The preceding five classifications are based on the functiona
properties of a PDU. It is also useful to classify PDUs based on
whet her a response i s expected:

6) Confirnmed C ass:

The Confirmed C ass contains all protocol operations which
cause the receiving SNVWP engine to send back a response. For
exanpl e, [RFC3416] defines the foll owi ng operations for the
Confirmed C ass: Get Request-PDU, GetNext Request-PDU

Get Bul kRequest - PDU, Set Request-PDU, and | nfor mRequest - PDU

7) Unconfirnmed C ass:

The Unconfirmed C ass contains all protocol operations which
are not acknow edged. For exanple, [RFC3416] defines the
foll owi ng operations for the Unconfirned O ass: Report-PDU
Trapv2- PDU, and Get Response- PDU

An application docunment defines which Protocol Operations are
supported by the application.

2.9. Applications

An SNWP entity normally includes a nunber of applications.
Applications use the services of an SNVMP engi ne to acconplish
specific tasks. They coordinate the processing of managenent

i nformati on operations, and may use SNVP nessages to conmunicate with
other SNWP entities.

An applications docunent describes the purpose of an application, the
services required of the associated SNVP engi ne, and the protoco
operations and informational nodel that the application uses to

per f or m management operations.

An application docunent defines which set of documents are used to
specifically define the structure of managenent infornmation, textua
conventions, conformance requirenments, and operations supported by
the application.
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2.10. Structure of Managenent |nfornmation

Management information is viewed as a collection of nanaged objects,
residing in a virtual information store, terned the Managenent
Informati on Base (MB). Collections of related objects are defined
in MB nodul es.

It is the purpose of a Structure of Minagement |nfornmation docunent
to establish the notation for defining objects, nmodul es, and ot her
el ements of nmnaged i nformation.

2.11. Textual Conventions

When designing a MB nodule, it is often useful to define new types
simlar to those defined in the SM, but with nore preci se senmantics,
or whi ch have special semantics associated with them These newy
defined types are termed textual conventions, and may be defined in
separ ate docunents, or within a MB nodul e.

2.12. Conformance Statenents

It may be useful to define the acceptabl e | ower-bounds of

i mpl enentation, along with the actual |evel of inplenentation
achieved. It is the purpose of the Confornmance Statenents docunent
to define the notation used for these purposes.

2.13. Managenent |Information Base Mdul es

M B docunents describe collections of managed objects which
i nstrunent sone aspect of a nanaged node.

2.13.1. SNWP Instrunentation M Bs

An SNVP M B docunent nay define a collection of managed objects which
instrument the SNVP protocol itself. |In addition, MB nodul es may be
defined within the docunents which describe portions of the SNWP
architecture, such as the docunents for Message processi ng Mdel s,
Security Mdels, etc. for the purpose of instrunmenting those Mdels,
and for the purpose of allowing their renote configuration

2.14. SNWP Franmewor k Docunents

This architecture is designed to allow an orderly evol ution of
portions of SNMP Franmeworks.

Thr oughout the rest of this docunent, the term "subsysteni refers to

an abstract and inconplete specification of a portion of a Franmework,
that is further refined by a nodel specification
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A "nodel " describes a specific design of a subsystem defining

addi tional constraints and rules for confornmance to the nodel. A
nodel is sufficiently detailed to nmake it possible to inplenent the
speci fication.

An "inplenmentation” is an instantiation of a subsystem conformng to
one or nore specific nodels.

SNWMP version 1 (SNMPv1l), is the original Internet-Standard Network
Management Framework, as described in RFCs 1155, 1157, and 1212.

SNVP version 2 (SNMPv2), is the SNMPv2 Franmework as derived fromthe
SNWPv1l Framework. It is described in STD 58, RFCs 2578, 2579, 2580,
and STD 62, RFCs 3416, 3417, and 3418. SNMPv2 has no nessage
definition.

The Conmmuni ty-based SNWP version 2 (SNMPv2c), is an experinental SNWP
Framewor k whi ch suppl ements the SNMPv2 Framework, as described in

[ RFC1901]. It adds the SNWPv2c nessage format, which is simlar to
the SNWPv1l nessage format.

SNWP version 3 (SNMPv3), is an extensible SNMP Framewor k which
suppl enents the SNMPv2 Framewor k, by supporting the foll ow ng:

- a new SNWP nessage fornat,

- Security for Messages,

- Access Control, and

- Renmpte configuration of SNMP paraneters.
O her SNMP Framewor ks, i.e., other configurations of inplenmented
subsystens, are expected to al so be consistent with this
architecture.

3. Elenents of the Architecture

This section describes the various elenents of the architecture and
how t hey are naned. There are three kinds of nam ng:

1) the naming of entities,
2) the nanming of identities, and

3) the nam ng of nmanagenent i nformation.
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This architecture al so defines sone nanes for

are used in the docunentation.

3.1. The Nam ng of Entities

An SNWVP entity is an inplenentation of this architecture.
SNVP entity consists of an SNVMP engi ne and one or

applications.

Architecture for SNVP Management Framewor ks

ot her

December 2002

constructs that

Each such
nore associ at ed

The followi ng figure shows details about an SNMP entity and the

conponents within it.

| |
| |
| |
|| ||
|| ||
| | e + Fom e e + Femmmm e aas + Femmmm e aas + |
o | | ] |
| | | Dispatcher | | Message | | Security | | Access ||
| | | | | Processing | | Subsystem| | Control | |
| | | | | Subsystem | | | | Subsystem | | |
|| | || || || .
| | e + Fom e e + Femmmm e aas + Femmmm e aas + |
|| ||
| N T N N . +
| |
| oo o e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e m e m e e m oo +
| | Application(s) |
|| ||
| | B - + ememmeeeaeaaa + ememmeeeaeaaa + | |
| | | Comrand | | Notification | | Proxy | |
| | | CGenerator | | Receiver | | Forwarder | ||
| | T ST TS ST TS + | |
|| ||
| | B S I S e S I S e + | |
| | | Command | | Notification | | Oher | ||
| | | Responder | | Originator || | ||
| | T R S S R S S + | |
|| |
| o m e m e o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| |
o o o mm o o e o e e o e e o e e e eee e meea oo +
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3.1.1. SNW engine

An SNVP engi ne provi des services for sending and receiving nessages,
aut henticating and encrypting nessages, and controlling access to
managed objects. There is a one-to-one association between an SNWP
engi ne and the SNVP entity which contains it.

The engi ne contains:

1) a Dispatcher

2) a Message Processing Subsystem

3) a Security Subsystem and

4) an Access Control Subsystem

3.1.1.1. snnpEnginel D

Wthin an administrative donmain, an snnmpEnginelD is the uni que and
unanbi guous identifier of an SNWP engine. Since there is a one-to-
one associ ation between SNMP engi nes and SNWP entities, it also
uni quel y and unanbi guously identifies the SNVP entity within that
adm nistrative domain. Note that it is possible for SNMP entities in
di fferent administrative domains to have the sane val ue for
snnpEngi nel D. Federation of admi nistrative domains may necessitate

assi gnment of new val ues.

3.1.1.2. Dispatcher

There is only one Dispatcher in an SNWP engine. It allows for
concurrent support of nultiple versions of SNVWP nessages in the SNW
engine. |t does so by:

- sending and receiving SNVWP nessages to/fromthe network,

- determining the version of an SNVMP nessage and interacting with
the correspondi ng Message Processi ng Model

- providing an abstract interface to SNVWP applications for
delivery of a PDUto an application

- providing an abstract interface for SNVP applications that
allows themto send a PDUto a renpte SNVP entity.
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3.1.1.3. Message Processing Subsystem

The Message Processing Subsystemis responsible for preparing
nmessages for sending, and extracting data fromrecei ved nmessages.

The Message Processing Subsystem potentially contains nultiple
Message Processing Moddel s as shown in the next figure.

* One or nore Message Processing Moddel s nay be present.

| |
| |
| |
| e R S SR R S SR R S SR +
|| L . L . L . L .
| | SNWPv3 | | SNwPvl | | SNWPv2c | | Qher |
| | Message | | Message | | Message | | Message |
| | Processing | | Processing | | Processing | | Processing | |
| | Model | | Model | | Model | | Model |
|| || || || ||
|+ ------------ E R S E R S E R S +|
| |
o m ot m e o e o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +

3.1.1.3.1. Message Processing Mde
Each Message Processing Model defines the format of a particul ar

versi on of an SNWMP nmessage and coordi nates the preparation and
extraction of each such version-specific nessage fornmat.
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3.1.1.4. Security Subsystem
The Security Subsystem provides security services such as the
aut hentication and privacy of nessages and potentially contains
multiple Security Models as shown in the follow ng figure

* One or nore Security Model s nay be present.

| |
| |
| |
I R e S R +

|| | | |
| | User-Based | | Oher | | Oher ||
| | Security | | Security | | Security ||
| | Mbodel | | Mbodel | | Mbodel |
|| | | |
I R e S R +

| |
T N N NN +

3.1.1.4.1. Security Model
A Security Mdel specifies the threats against which it protects, the
goals of its services, and the security protocols used to provide
security services such as authentication and privacy.

3.1.1.4.2. Security Protoco
A Security Protocol specifies the nechani sns, procedures, and MB

objects used to provide a security service such as authentication or
privacy.
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3.1.2. Access Control Subsystem

The Access Control Subsystem provi des authorization services by neans
of one or nmore (*) Access Control Models.

Access Control Subsystem

| |
| |
| |
| Fom e + I + oo - +
| A A |
| | View Based | | O her | | O her ||
| | Access | | Access | | Access |

| | Control | | Control | | Control ||
| | Model | | Model | | Model |
| | | |
| Fom e + I + Fom oo +
| |
o o e o e +

3.1.2.1. Access Control Mode

An Access Control Mdel defines a particular access decision function
in order to support decisions regarding access rights.

3.1.3. Applications
There are several types of applications, including:

- command generators, which nonitor and nani pul at e managenent
dat a,

- command responders, which provide access to managenent data,

- notification originators, which initiate asynchronous nessages,
- notification receivers, which process asynchronous nessages,
and

- proxy forwarders, which forward nessages between entities.

These applications nake use of the services provided by the SNW
engi ne.
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3.1.3. 1.

An SNWVP entity containing one or

Architecture for SNVP Management Framewor ks

SNVP Manager

December

2002

nore comrand generator and/or

notification receiver applications (along with their associ ated SNW
engine) has traditionally been called an SNWP nanager

(traditional

SNVP manager )

i +
I R R + SNWP entity |
| | NOTIFICATION | | NOTIFI CATI ON | COVIVAND | |
| | ORIGANATOR | | RECEI VER | GENERATOR | |
| | applications | | applications | applications |
I I I + |
| N N N |
| | | | |
| % % %
| Fomm - - Fomm e - I + |
| n |
| | e B +
| | | Message Processing | | Security |
| Di spatcher % | Subsystem | | Subsystem | |
| + | R AR N ]
| | PDU Di spatcher | | +-> viwmP R I B + |
| 1] e + | || Qher |
] ] REEEEREEEEE + ] || security | | |
] | | #-> v2eP ¢ | <-->] | Model |1
| | Message I PR S B + ]
| | Dispatcher <--------- >+ || |
| | RSREREEEEES e + ]
| | | +> v3W % |<--->| | User-based | | |
| | Transport | | | +----e------ + | | | Security | |
| | Mapping ] R EEEELEEE + | | | Model |1
| | (e.g., RFC 3417) | | +->| otherMP * |<--->] +------------ + |
| e + | oo o ]
| A o e e e e e oo oo S +
| | |
| v |
ot o o o oo eeoaaoooo-- +
S + H----- + S +
| UDP | | IPX| | other
+--m - - + 4----- + Fomm - +

N N N
| | | * One or nore nodels may be present.
v v v
o +
| Net wor k |
o e m e e e e e e e e +
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3.1.3.2. SNWP Agent
An SNWVP entity containing one or nore conmand responder and/ or

notification originator applications (along with their associated
SNWP engi ne) has traditionally been called an SNWP agent.
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* One or nore nodels may be present.
o +
| Net wor k |
o e m e e e e e e e e +

N N N

| | |

v v v
S + H----- + S +
| UDP | | IPX| | other |
+----- + H----- + oo + (traditional SNWVP agent)
o m m m e o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| " |
| | . - + |
| | | Message Processing | Security | |
| Di spatcher % | Subsystem | Subsystem | |
| s + | oo + o] |
| | Transport | |  +-> vIMP N B R + ] |
| | Mapping IR EEE T EEETEE + | | | Qher |1
| | (e.g., RFC 3417) | | | +------------ + | | Security | 1 |
| ] | | +->| v2cMP * | <--->] | MNbdel | | |
| | Message | | | +------------ + | +------------ + ] |
| | Dispatcher <--------- e + | +------------ + | |
|| | | +->] v3WP * | <--->] | User-based | | |
|| . I B R + | | Security | | |
| | PDU Di spatcher | ] e + | | Model | 1 |
| A - + | +->] otherMP * |<--->| +------mnn--- + |
| " | to-mmooooooo + | ||
| | oo Fom e + |
| v |
| e e e + |
| N N N |
| | | | |
| % % % |
| +------------- + R + R I + |
| ] COWAND | | ACCESS | | NOTIFI CATION | | PROXY | ]
| | RESPONDER |<-> CONTROL |<->] ORIGNATOR | | FORWARDER | |
| | application | | | | applications | | application | |
| +----meem - + - + e E S RS- + |
| " " |
| | | |
| v v |
[ R e e + |
| ] M B instrunmentation SNWP entity |
o +
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3.2. The Nami ng of Identities

princi pa

N

|

|
. [------------- +
| SNMP engi ne Y,
| e +
| | | |
I R | securityNanme |---+
| | Security Model | | ||
|| AR + |
|| n ||
|| ||
|| v ||
I I e + |
|| | || |
| | | Model |
| | | Dependent || |
| | | Security ID |1 |
| R
I e + |
|| A ||
|| | ||
I R | ---------- + |
| | |
| | |
o m e e e e e e e e e o m | ------------- +

|

\Y;

net wor k

3.2.1. Principa

A principal is the "who" on whose behal f services are provided or
processi ng takes pl ace.

A principal can be, anong other things, an individual acting in a
particular role; a set of individuals, with each acting in a
particul ar role; an application or a set of applications; and
conbi nati ons thereof.

3.2.2. securityName
A securityName is a human readabl e string representing a principal

It has a nodel -i ndependent format, and can be used outside a
particul ar Security Mbdel.
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3.2.3. Model -dependent security ID

A nodel - dependent security ID is the nodel-specific representation of
a securityNane within a particular Security Mdel

Model - dependent security IDs may or may not be hunman readabl e, and
have a nodel -dependent syntax. Exanples include comunity nanes, and
user names.

The transformati on of nopdel -dependent security IDs into securityNanes
and vice versa is the responsibility of the relevant Security Mdel

3.3. The Nam ng of Managenent |nfornation
Managenent information resides at an SNWP entity where a Command
Responder Application has |ocal access to potentially multiple

contexts. This application uses a contextEnginelD equal to the
snnpEngi nel D of its associ ated SNMP engi ne.
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SNWP entity (identified by snnpEngi nel D, for exanple:
' 800002b804616263' H (enterpi se 696, string "abc")

I I
I I
| +----eeem - I R I I +
|l | | R |
| | Dispatcher | | Message | | Security | | Access |
| | | | Processing | | Subsystem| | Control |
| ] | | Subsystem | | | | Subsystem| |
|| || || || ||
| +----eeem - I R I I +
I I
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
o m e m e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +

Conmand Responder Application
(cont ext Engi nel D, exanpl e: ' 800002b804616263' H)

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
||
||
||
| | exanpl e context Nanes:
||
||
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

"bridgel" "bridge2" "" (default)
| ______________________________
I I I I
oo |- |- EEERREEEEEEEEE +
I I I
oo |- [ EEEREEEEEEEEE +
| MB | instrumentation | |
| T Y + FemmWe e e aaaaa S SRRy JU U +
| | context | | context | | context ||
|| || || ||
| e R B A ]
| | | bridge MB| | | | bridge MB| | | | sone MB | |
| ] e L I ]
|| || || ||
| ] | ] oA ]
|| || | | | other MB | | |
| ] | ] oA ]
| || || |
o m m m e o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
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3.3.1. An SNMP Cont ext

An SNWVP context, or just "context" for short, is a collection of
managemnment i nformati on accessible by an SNWP entity. An item of
management i nformation nmay exist in nore than one context. An SNWP
entity potentially has access to nany contexts.

Typically, there are many instances of each managed object type

wi thin a managerment domain. For sinmplicity, the nmethod for
identifying instances specified by the MB nodul e does not all ow each
i nstance to be distingui shed anongst the set of all instances within
a nmanagenent donmain; rather, it allows each instance to be identified
only within sone scope or "context", where there are nmultiple such
contexts within the nanagenment donmain. Often, a context is a

physi cal device, or perhaps, a |ogical device, although a context can
al so enconpass nultiple devices, or a subset of a single device, or
even a subset of nultiple devices, but a context is always defined as
a subset of a single SNWP entity. Thus, in order to identify an

i ndi vidual item of managerment infornmation wthin the nmanagenent
donmain, its contextNanme and cont ext Engi nel D nust be identified in
addition to its object type and its instance.

For exanple, the managed object type ifDescr [RFC2863], is defined as
the description of a network interface. To identify the description
of device-X's first network interface, four pieces of infornmation are
needed: the snnpEnginel D of the SNMP entity which provides access to
the managerment information at device-X, the contextNane (device-X),
the managed object type (ifDescr), and the instance ("1").

Each context has (at | east) one unique identification within the
managenent donain. The sane item of managenent informati on can exi st
in multiple contexts. An item of nanagenment information may have

mul tiple unique identifications. This occurs when an item of
management information exists in multiple contexts, and this al so
occurs when a context has multiple unique identifications.

The conbi nati on of a context Engi nel D and a cont ext Name unanbi guously
identifies a context within an adm nistrative donain; note that there
may be nmultiple unique conbi nati ons of contextEngi nel D and
cont ext Nane that unanbi guously identify the sane context.

3.3.2. contextEnginelD
Wthin an administrative domain, a contextEnginel D uni quely

identifies an SNVWP entity that nmay realize an instance of a context
with a particul ar context Name.
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3.3.3. contextName

A contextNane is used to nane a context. Each context Nane MJST be
uni que within an SNMP entity.

3.3.4. scopedPDU

A scopedPDU is a bl ock of data containing a contextEnginelD, a
cont ext Name, and a PDU

The PDU is an SNWP Protocol Data Unit containing information naned in
the context which is unanbiguously identified within an
adm ni strative domain by the conbination of the contextEngi nel D and
the contextNane. See, for exanple, RFC 3416 for nore information
about SNWP PDUs.
3.4. Oher Constructs
3.4.1. nmaxSi zeResponseScopedPDU
The nmaxSi zeResponseScopedPDU i s the maxi num size of a scopedPDU t hat
a PDU s sender would be willing to accept. Note that the size of a
scopedPDU does not include the size of the SNWP nessage header
3.4.2. Local Configuration Datastore

The subsystens, nodels, and applications within an SNWP entity may
need to retain their own sets of configuration information

Portions of the configuration informati on nay be accessible as
nanaged obj ects.

The collection of these sets of information is referred to as an
entity’'s Local Configuration Datastore (LCD).

3.4.3. securitylLeve
This architecture recogni zes three | evels of security:
- without authentication and wi thout privacy (noAuthNoPriv)
- Wwth authentication but without privacy (authNoPriv)

- with authentication and with privacy (authPriv)
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4.

1

These three values are ordered such that noAut hNoPriv is |ess than
aut hNoPriv and authNoPriv is | ess than authPriv.

Every message has an associ ated securitylLevel. Al Subsystens
(Message Processing, Security, Access Control) and applications are
REQUI RED to either supply a value of securitylLevel or to abide by the
suppl i ed val ue of securitylLevel while processing the nessage and its
contents.

Abstract Service Interfaces

Abstract service interfaces have been defined to describe the
conceptual interfaces between the various subsystenms within an SNWP
entity. The abstract service interfaces are intended to help clarify
the externally observabl e behavior of SNMP entities, and are not

i ntended to constrain the structure or organization of

i npl enentations in any way. Most specifically, they should not be
interpreted as APIs or as requirenents statenents for APIs.

These abstract service interfaces are defined by a set of prinitives
that define the services provided and the abstract data el ements that
are to be passed when the services are invoked. This section lists
the primtives that have been defined for the various subsystens.

Di spatcher Primtives
The Di spatcher typically provides services to the SNMP applications

via its PDU Dispatcher. This section describes the primtives
provi ded by the PDU Di spat cher
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4.1.1. Cenerate Qutgoing Request or Notification

The PDU Di spatcher provides the following primitive for an
application to send an SNVMP Request or Notification to another SNW
entity:

statuslinformation = -- sendPduHandl e if success
-- errorlndication if failure
sendPdu(
IN transportDonain -- transport domain to be used
IN transport Address -- transport address to be used
IN nessageProcessi nghodel -- typically, SNWP version
IN securityhMdel -- Security Mdel to use
IN securityNane -- on behalf of this principa
IN securitylLevel -- Level of Security requested
IN context Engi nel D -- data fromat this entity
IN context Nane -- data fromin this context
IN pduVersion -- the version of the PDU
IN PDU -- SNWP Protocol Data Unit
I N expect Response -- TRUE or FALSE
)

4.1.2. Process Incom ng Request or Notification PDU

The PDU Di spatcher provides the following primtive to pass an
i ncoming SNMP PDU to an application:

processPdu( -- process Request/Notification PDU
IN nessageProcessi nghbdel -- typically, SNWP version
IN securityhMbddel -- Security Mdel in use
IN securityNane -- on behalf of this principa
IN securityLevel -- Level of Security
IN context Engi nel D -- data fronfat this SNWP entity
IN context Nane -- data fromin this context
IN pduVersion -- the version of the PDU
IN PDU -- SNWP Protocol Data Unit
IN maxSi zeResponseScopedPDU -- nmaxi mum si ze of the Response PDU
IN stateReference -- reference to state information
) -- needed when sending a response
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4.1.3. Cenerate Qutgoing Response

The PDU Di spatcher provides the following primitive for an
application to return an SNVMP Response PDU to the PDU Di spat cher

result = -- SUCCESS or FAI LURE
ret ur nResponsePdu(
IN nessageProcessi nghbdel -- typically, SNWP version
IN securityMdel -- Security Mdel in use
IN securityNanme -- on behalf of this principa
IN securitylLevel -- same as on incom ng request
IN context Engi nel D -- data fromat this SNWP entity
IN context Name -- data fronlin this context
IN  pduVersion -- the version of the PDU
IN PDU -- SNWP Protocol Data Unit
IN maxSi zeResponseScopedPDU -- naxi mum si ze sender can accept
IN stateReference -- reference to state information
-- as presented with the request
IN statuslnfornation -- success or errorlndication
) -- error counter OD/value if error

4.1.4. Process |Incom ng Response PDU

The PDU Di spatcher provides the following primtive to pass an
i ncomi ng SNMP Response PDU to an application

pr ocessResponsePdu( -- process Response PDU
IN nmessageProcessi nghbdel -- typically, SNWP version
IN securityMdel -- Security Mdel in use
IN securityNane -- on behalf of this principa
IN securitylLevel -- Level of Security
IN context Engi nel D -- data fronfat this SNWP entity
IN  context Nane -- data fromin this context
IN pduVersion -- the version of the PDU
IN PDU -- SNWMP Protocol Data Unit
IN statuslnfornmation -- success or errorlndication
IN sendPduHandl e -- handl e from sendPdu
)

4.1.5. Registering Responsibility for Handli ng SNVP PDUs

Applications can register/unregister responsibility for a specific
cont ext Engi nel D, for specific pduTypes, with the PDU Di spat cher
according to the following primtives. The list of particular
pduTypes that an application can register for is determ ned by the
Message Processing Model (s) supported by the SNWP entity that
contai ns the PDU Di spat cher
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statusinformation =
regi st er Cont ext Engi nel D
IN contextEnginelD
IN  pduType
)

unr egi st er Cont ext Engi nel D(
IN contextEnginelD
IN  pduType
)

success or errorlndication

take responsibility for this one
the pduType(s) to be registered

give up responsibility for this one
the pduType(s) to be unregistered

Note that realizations of the registerContextEnginelD and

unr egi st er Cont ext Engi nel D abstract service interfaces may provide

i mpl enent ati on-specific ways for applications to register/deregister
responsibility for all possible values of the contextEnginelD or

pduType paraneters.

4.2. Message Processing SubsystemPrinitives

The Dispatcher interacts with a Message Processing Mddel to process a
specific version of an SNMP Message. This section describes the
primtives provided by the Message Processing Subsystem

4.2.1. Prepare Qutgoing SNVP Request or Notification Message

The Message Processing Subsystem provides this service primtive for
prepari ng an outgoi ng SNMP Request or Notification Message:

statuslinformation =
pr epar eCQut goi ngMessage(
IN transportDonain
transport Addr ess

securityMode
securityName
securitylLeve
cont ext Engi nel D
cont ext Name
pduVer si on

PDU

expect Response
sendPduHandl e

22222222222

dest Tr ansport Donai n

out goi ngMessage

SEE8

nmessagePr ocessi nghbde

dest Tr anspor t Addr ess

out goi ngMessagelLengt h

- success or errorlndication

- transport domain to be used
- transport address to be used
- typically, SNWP version

- Security Mdel to use

- on behal f of this principa

- Level of Security requested
- data fromat this entity

- data fromin this context

- the version of the PDU

- SNWVP Protocol Data Unit

- TRUE or FALSE

- the handle for matching

- incom ng responses

- destination transport domain
- destination transport address
- the message to send

- its length
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4.2.2. Prepare an Qutgoing SNMP Response Message

The Message Processing Subsystem provides this service primtive for
preparing an outgoi ng SNMP Response Message:

result =

pr epar eResponseMessage(

IN nessageProcessi nghvbde
securityMde

securit yName
securitylLeve

cont ext Engi nel D
cont ext Name
pduVer si on

PDU
maxSi zeResponseScopedPDU
st at eRef erence

222222222

P

SEE8

)

Harri ngt on,

stat usl nf ornmati on

dest Tr ansport Domai n
dest Tr anspor t Addr ess
out goi ngMessage

out goi ngMessagelLengt h

et al.

SUCCESS or FAI LURE

typically, SNWP version

same as on incom ng request
same as on incom ng request
same as on incom ng request
data fronmfat this SNWP entity
data from'in this context

the version of the PDU

SNVP Protocol Data Unit
maxi mum si ze able to accept
reference to state information
as presented with the request
success or errorlndication
error counter O D/value if error
destination transport domain
destination transport address
the message to send

its length
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4.2.3. Prepare Data Elenents froman I ncom ng SNMP Message

The Message Processing Subsystem provides this service primtive for
preparing the abstract data el enents froman i ncom ng SNVP nessage:

result = -- SUCCESS or errorlndication
pr epar eDat aEl ermrent s(
IN transportDonain -- origin transport donain
IN transport Address -- origin transport address
IN  whol eMsg -- as received fromthe network
IN  whol eMsgLengt h -- as received fromthe network
QUT nessagePr ocessi nghbdel -- typically, SNWP version
QUT securityModel -- Security Mdel to use
OUT securityNane -- on behal f of this principa
QUT securitylevel -- Level of Security requested
QUT cont ext Engi nel D -- data fromat this entity
QUT cont ext Nanme -- data fromin this context
QUT pduVersi on -- the version of the PDU
ouT  PDU -- SNMP Protocol Data Unit
QUT pduType -- SNWP PDU type
QUT sendPduHandl e -- handl e for matched request
QUT maxSi zeResponseScopedPDU -- maxi num si ze sender can accept
QUT statuslnformation -- success or errorlndication
-- error counter O D/value if error
QUT stateReference -- reference to state information

-- to be used for possible Response

)

4.3. Access Control SubsystemPrimtives

Applications are the typical clients of the service(s) of the Access
Control Subsystem

The following prinmtive is provided by the Access Control Subsystem
to check if access is allowed:

statuslinformation = -- success or errorlndication
i sAccessAl | owed(
IN securityMdel -- Security Mdel in use
IN securityNanme -- principal who wants to access
IN securitylLevel -- Level of Security
IN viewlype -- read, wite, or notify view
IN context Nane -- context containing variabl eNane
IN variabl eNane -- O D for the nanaged object
)
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4.4. Security SubsystemPrimtives

The Message Processing Subsystemis the typical client of the
services of the Security Subsystem

4.4.1. Cenerate a Request or Notification Message

The Security Subsystem provides the following prinmtive to generate a
Request or Notification nessage:

statuslinformation =
gener at eRequest Msg(

IN nessageProcessi nghodel -- typically, SNWP version

IN gl obal Dat a -- message header, admin data

IN maxMessageSi ze -- of the sending SNWP entity

IN securityMdel -- for the outgoing nessage

IN securityEnginel D -- authoritative SNWP entity

IN securityNane -- on behalf of this principa

IN securitylLevel -- Level of Security requested

IN scopedPDU -- nessage (plaintext) payl oad

QUT securityParaneters -- filled in by Security Mdule

QUT whol eMsg -- compl ete generated nessage

QUT whol eMsgLengt h -- length of the generated nessage
)

4.4.2. Process |Incom ng Message

The Security Subsystem provides the following primtive to process an
i ncom ng nmessage:

statuslinfornmation = -- errorlndication or success
-- error counter OD/value if error

processl ncom ngMsg(
IN nmessageProcessi nghbdel -- typically, SNWP version
IN maxMessageSi ze -- of the sending SNWP entity
IN securityParaneters -- for the received nessage
IN securityhMdel -- for the received nessage
IN securityLevel -- Level of Security
IN  whol eMsg -- as received on the wire
IN  whol eMsgLengt h -- length as received on the wire
QUT securityEngi nel D -- authoritative SNWP entity
QUT securityNane -- identification of the principa
QUT scopedPDU, -- nmessage (pl aintext) payl oad
QUT maxSi zeResponseScopedPDU -- maxi mum si ze sender can handl e
QUT securityStateReference -- reference to security state

) -- information, needed for response
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4.4.3. Cenerate a Response Message

The Security Subsystem provides the following printive to generate a
Response nessage:

statusinformation =
gener at eResponseMsg(

IN nessageProcessi nghbdel -- typically, SNWP version
IN gl obal Dat a -- nessage header, adnin data
IN maxMessageSi ze -- of the sending SNWP entity
IN securityMdel -- for the outgoing nessage
IN securityEnginel D -- authoritative SNWP entity
IN securityNane -- on behalf of this principa
IN securitylLevel -- for the outgoing nessage
IN scopedPDU -- nessage (plaintext) payl oad
IN securityStateReference -- reference to security state
-- information fromoriginal request
QUT securityParaneters -- filled in by Security Mdule
QUT whol eMsg -- conpl ete generated nessage
QUT whol eMsglLengt h -- length of the generated nessage
)

4.5. Common Primtives
These prinmitive(s) are provided by nultiple Subsystens.

4.5.1. Release State Reference Information
Al'l Subsystens which pass stateReference information also provide a
primtive to release the menory that holds the referenced state

i nformati on:

st at eRel ease(
I N st at eRef er ence -- handl e of reference to be rel eased

)
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4.6. Scenario D agramns

4.6.1.

Thi s di agram shows how a Conmand Generat or or
application requests that a PDU be sent,

Command Gener at or

Architecture for SNVP Management Framewor ks

or

returned (asynchronously) to that application.

Conmand Di spat cher Message Security
Gener at or | Processi ng Model
| | Model

| sendPdu | |

|- > |

Harrington, et al.

| prepareQut goi ngMessage |

| =-mmmmm - >|
| |
| | -
| |
| |
| |
| <--mmmmmi e |
| |
| === + |
| Send SNWP | |
| Request Message | |
| to Network | |
| v |
| | |
| Receive SNWP | |
| Response Message | |
| from Network | |
| Lo e e e e e e o + |
| |
| pr epar eDat aEl enents |
| =-mmmmm - >|
| |
| | -
| |
| |
| |
| <--mmmmmii e |
|

St andards Track
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Notification Oiginator

gener at eRequest Msg

2002

Notification Oiginator
and how the response is

___________________ >
____________________ |
|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

processl ncom nghsg |
------------------- >|
|
____________________ |
|

|

|

I
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4.6.2. Scenario Diagramfor a Conmand Responder Application

Thi s di agram shows how a Command Responder or Notification Receiver
application registers for handling a pduType, how a PDU is dispatched
to the application after an SNMP nessage is received, and how t he
Response is (asynchronously) send back to the network.

Conmand Di spat cher Message Security
Responder | Processi ng Model
| | Model |
| | | |
| registerContextEnginelD | | |
e REEEREEEEE > | |
| <o | | | |
| | Receive SNWP | | |
: | Message | | |
: | from Network | | |
: | <-----mmmea--- + | |
: | | |
: | prepar eDat aEl enent s | |
: R > |
: | | processlncom ngMsg |
: | |~ >
: | | |
: | | < |
: | | |
: | <o | |
| processPdu | | |
| <o | | |
| | |
| |

|- > | |
| prepareResponseMsg | |

|- >| |

| | gener at eResponseMsg |

| R >

| | |

| | <o |

| | |

| <o | |

| | |

R o |

| Send SNWP | | |

| Message | | |

| to Network | | |

| v | |
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5. Managed Object Definitions for SNVP Managenent Franewor ks
SNVP- FRAMEWORK- M B DEFI NI TIONS :: = BEG N
| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE
OBJECT- | DENTI TY,

snnpModul es FROM SNWPv2- SM
TEXTUAL- CONVENTI ON FROM SNWPv2- TC
MODUL E- COVPLI ANCE, OBJECT- GROUP FROM SNWVPv2- CONF

snnpFr amewor kM B MODULE- | DENTI TY
LAST- UPDATED "200210140000Z"
ORGANI ZATI ON " SNWPv3 Wor ki ng Group”
CONTACT- | NFO "WG EMai | : snmpv3@i sts.tislabs. com
Subscribe: snmpv3-request @i sts.tislabs.com

Co- Chai r: Russ Mundy
Net wor k Associ at es Laboratories

post al : 15204 Onega Drive, Suite 300
Rockvill e, MD 20850-4601
USA

EMai | : mundy @i sl abs. com

phone: +1 301-947-7107

Co-Chair &

Co-editor: David Harrington
Ent er asys Net wor ks
post al : 35 I ndustrial Way
P. O Box 5005
Rochest er, New Hanpshire 03866- 5005

USA
EMai | : dbh@nt er asys. com
phone: +1 603-337-2614

Co-editor: Randy Presuhn
BMC Software, |nc.

post al : 2141 North First Street
San Jose, California 95131
USA

EMai | : randy_presuhn@nt. com

phone: +1 408-546- 1006

Co-editor: Bert Wjnen
Lucent Technol ogi es
post al : Schagen 33
3461 G Linschoten
Net her | ands
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EMai | : bwi j nen@ ucent. com
phone: +31 348-680-485

DESCRI PTI ON "The SNWP Managenent Architecture MB

Copyright (C The Internet Society (2002).

version of this MB nodule is part of RFC 3411;

see the RFC itself for full I|egal notices.

REVI SI ON "2002101400002Z" -- 14 Cctober 2002
DESCRI PTION "Changes in this revision

2002

- Updated various adm nistrative information.
- Corrected sone typos.
- Corrected typo in description of SnnmpEngi nel D

that led to range overlap for 127.
- Changed ' 255a’ to '255t’ in definition of

SnnpAdmi nString to align with current SM.

- Reworded 'reserved’ for value zero in
DESCRI PTI ON of SnmpSecurityMdel .

- The algorithmfor allocating security nodel s
shoul d gi ve 256 per enterprise block, rather

than 255.
- The exanple engine I D of '"abcd is not

| egal . Replaced with '800002b804616263' H based

on exanple enterprise 696, string 'abc’

- Added clarification that engi nel D should
persi st across re-initializations.

This revision published as RFC 3411

REVI SI ON "199901190000Z" -- 19 January 1999
DESCRI PTI ON "Updat ed editors’ addresses, fixed typos.

Publ i shed as RFC 2571.

REVI SI ON "199711200000Z" -- 20 Novenber 1997
DESCRI PTION "The initial version, published in RFC 2271.

;2= { snnpMdul es 10 }

-- Textua

SnnpEngi nel D
STATUS

Conventions used in the SNMP Managenment Architecture ***

1= TEXTUAL- CONVENTI ON

current

DESCRI PTI ON "An SNMP engine’s adm nistratively-unique identifier.
njects of this type are for identification, not for

addressing, even though it is possible that an
address may have been used in the generation of
a specific val ue.
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The value for this object may not be all zeros or
all "ff'"H or the enpty (zero length) string.

The initial value for this object may be configured
via an operator console entry or via an algorithmc
function. 1In the latter case, the follow ng
exanpl e algorithmis recomended.

In cases where there are nmultiple engines on the
same system the use of this algorithmis NOT

appropriate, as it would result in all of those
engi nes ending up with the sanme |D val ue.

1)

2)

et al.

The very first bit is used to indicate how the
rest of the data is conposed.

0 - as defined by enterprise using fornmer methods
that exi sted before SNMPv3. See item 2 bel ow.

1 - as defined by this architecture, see item3
bel ow.

Note that this allows existing uses of the
engi nel D (al so known as Agent| D [ RFC1910]) to
co-exi st with any new uses.

The snnpEngi nel D has a | ength of 12 octets.

The first four octets are set to the binary

equi val ent of the agent’s SNVP managenent
private enterprise nunber as assigned by the

I nternet Assigned Numbers Authority (I ANA).

For exanple, if Acnme Networks has been assigned
{ enterprises 696 }, the first four octets would
be assi gned ' 000002b8’ H.

The renmai ning ei ght octets are determned via
one or nore enterprise-specific nmethods. Such
nmet hods nmust be designed so as to maxim ze the
possibility that the value of this object wll
be unique in the agent’s administrative domain
For exanple, it may be the I P address of the SNWP
entity, or the MAC address of one of the
interfaces, with each address suitably padded
with randomoctets. |If nultiple methods are
defined, then it is recommended that the first
octet indicate the method being used and the
remai ni ng octets be a function of the nethod.
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3) The length of the octet string varies.

The first four octets are set to the binary

equi val ent of the agent’s SNWMP managenent
private enterprise nunber as assigned by the

I nternet Assigned Numbers Authority (1 ANA)

For exanple, if Acne Networks has been assi gned
{ enterprises 696 }, the first four octets would
be assi gned ' 000002b8’ H.

The very first bit is set to 1. For exanple, the
above value for Acnme Networks now changes to be
' 800002b8" H.

The fifth octet indicates howthe rest (6th and
following octets) are formatted. The val ues for
the fifth octet are:

0 - reserved, unused.
1 - I Pv4 address (4 octets)
| owest non-special | P address
2 - I Pv6 address (16 octets)
| owest non-special | P address
3 - MAC address (6 octets)
| onest | EEE MAC address, canonica
or der
4 - Text, adm nistratively assigned

Maxi mum remai ni ng | ength 27

5 - Cctets, adm nistratively assigned
Maxi mum remai ni ng | ength 27

6-127 - reserved, unused

128-255 - as defined by the enterprise
Maxi mum remai ni ng | ength 27

OCTET STRING (S| ZE(5. . 32))

et al.

2002
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SnnpSecurityMdel ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTION "An identifier that uniquely identifies a
Security Mddel of the Security Subsystemw thin
this SNMP Managenent Architecture.

The val ues for securityModel are allocated as
foll ows:

- The zero value does not identify any particul ar
security nodel

- Val ues between 1 and 255, inclusive, are reserved
for standards-track Security Mdels and are
managed by the Internet Assigned Nunbers Authority
(1 ANA) .

- Values greater than 255 are allocated to
enterprise-specific Security Mdels. An
enterprise-specific securityMdel value is defined
to be:

enterpriselD * 256 + security nodel within
enterprise

For exanple, the fourth Security Mdel defined by
the enterprise whose enterpriselDis 1 would be
259.

This schene for allocation of securityMde
val ues allows for a maxi mum of 255 standards-
based Security Mdels, and for a maxi num of
256 Security Model s per enterprise.

It is believed that the assignment of new
securityModel values will be rare in practice
because the larger the nunmber of sinultaneously
utilized Security Mdels, the larger the

chance that interoperability will suffer.
Consequently, it is believed that such a range
will be sufficient. In the unlikely event that
the standards conmittee finds this nunber to be
i nsufficient over tinme, an enterprise nunber
can be allocated to obtain an additional 256
possi bl e val ues.

Note that the nost significant bit nust be zero;

hence, there are 23 bits allocated for various
organi zations to design and defi ne non-standard
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securityMbdels. This limts the ability to
define new proprietary inplenentations of Security
Model s to the first 8,388,608 enterprises.

It is worthwhile to note that, in its encoded

form the securityMddel value will normally
require only a single byte since, in practice,
the leftnost bits will be zero for npbst nessages

and sign extension is suppressed by the encodi ng
rul es.

As of this witing, there are several val ues
of securityMdel defined for use with SNWP or
reserved for use with supporting MB objects.
They are as foll ows:

reserved for ’any’

reserved for SNWPv1

reserved for SNWPv2c
User - Based Security Mdel (USM

WNEFO

SYNTAX | NTEGER(O .. 2147483647)
SnnpMessagePr ocessi nghModel ::= TEXTUAL- CONVENTI ON
STATUS current

DESCRI PTION "An identifier that uniquely identifies a Message

Harri ngt on,

Processi ng Model of the Message Processing

Subsystem within this SNMP Managenent Architecture.

The val ues for nessageProcessi nghbdel are
al l ocated as foll ows:

- Val ues between 0 and 255, inclusive, are
reserved for standards-track Message Processing
Model s and are nmanaged by the Internet Assigned
Nunbers Authority (1 ANA).

- Values greater than 255 are allocated to
enterprise-specific Message Processi ng Mdel s.
An enterprise nmessageProcessi nghbdel value is
defined to be:

enterpriselD * 256 +
nmessagePr ocessi nghbdel within enterprise

For exanple, the fourth Message Processing Mde
defined by the enterprise whose enterpriselD

2002
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is 1 would be 259.

This schene for allocating nessageProcessi nghode
val ues allows for a maxi num of 255 standards-
based Message Processing Mdels, and for a

maxi mum of 256 Message Processing Mdel s per
enterprise.

It is believed that the assignment of new
nmessagePr ocessi nghbdel values will be rare

in practice because the | arger the nunber of
simul taneously utilized Message Processing Mdels,
the larger the chance that interoperability
will suffer. It is believed that such a range
will be sufficient. In the unlikely event that
the standards conmittee finds this nunber to be
insufficient over time, an enterprise numnber
can be allocated to obtain an additional 256
possi bl e val ues.

Note that the nost significant bit nust be zero;
hence, there are 23 bits allocated for various
organi zations to design and defi ne non-standard
nessageProcessi ngModels. This limts the ability
to define new proprietary inplenentations of
Message Processing Mddels to the first 8,388,608
enterpri ses.

It is worthwhile to note that, in its encoded
form the nmessageProcessi nghvbdel val ue will
normally require only a single byte since, in
practice, the leftnost bits will be zero for
nost nessages and sign extension is suppressed
by the encodi ng rul es.

As of this witing, there are several val ues of
nessagePr ocessi nghMbdel defined for use with SNWP
They are as foll ows:

reserved for SNWPv1
reserved for SNWPv2c
reserved for SNMPv2u and SNMPv2*
reserved for SNWPv3

WNEFO

| NTEGER(O .. 2147483647)

2002
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SnnpSecuritylLeve
STATUS
DESCRI PTI ON "

SYNTAX

SnnpAdmi nStri ng

DI SPLAY- HI NT
STATUS
DESCRI PTI ON "

Harrington, et a

: = TEXTUAL- CONVENTI ON
current
A Level of Security at which SNWP nessages can be
sent or with which operations are being processed;
in particular, one of:

noAut hNoPriv - wi thout authentication and
wi t hout privacy,

aut hNoPri v - with authentication but
wi t hout privacy,
aut hPri v - with authentication and

with privacy.

These three values are ordered such that
noAut hNoPriv is | ess than aut hNoPriv and
aut hNoPriv is | ess than authPriv.

| NTEGER { noAut hNoPriv(1),
aut hNoPriv(2),
aut hPriv(3)

}

1= TEXTUAL- CONVENTI ON

" 255t "

current

An octet string containing adm nistrative

i nformation, preferably in human-readable form

To facilitate internationalization, this
information is represented using the 1SQIEC
I'S 10646-1 character set, encoded as an octet
string using the UTF-8 transformation format
described in [ RFC2279].

Since additional code points are added by
amendnents to the 10646 standard fromtime
to tine, inplenmentations nust be prepared to
encount er any code point from 0x00000000 to
Oox7fffffff. Byte sequences that do not
correspond to the valid UTF-8 encodi ng of a
code point or are outside this range are

pr ohi bi t ed.

The use of control codes shoul d be avoi ded.

VWhen it is necessary to represent a new i ne,
the control code sequence CR LF should be used.

2002
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The use of leading or trailing white space should
be avoi ded.

For code points not directly supported by user
interface hardware or software, an alternative
neans of entry and di splay, such as hexadeci nal,
nmay be provided.

For information encoded in 7-bit US-ASClI
the UTF-8 encoding is identical to the
US- ASCl | encodi ng.

UTF-8 may require nultiple bytes to represent a
single character / code point; thus the |length
of this object in octets nay be different from
the nunber of characters encoded. Sinilarly,
size constraints refer to the nunber of encoded
octets, not the nunber of characters represented
by an encodi ng.

Note that when this TC is used for an object that
is used or envisioned to be used as an index, then
a Sl ZE restriction MIST be specified so that the
nunber of sub-identifiers for any object instance
does not exceed the limt of 128, as defined by

[ RFC3416] .

Note that the size of an SnnpAdmi nString object is
nmeasured in octets, not characters.

OCTET STRING (S| ZE (0. . 255))

2002

- - Adm n| Stratlve aSS| gnn-ents KRR I I R R S O R R R S S I

snnpFr amewor KAdm n

OBJECT IDENTIFIER ::= { snnpFrameworkM B 1 }
snnpFr amewor kM BCbj ect s

OBJECT IDENTIFIER ::= { snnpFrameworkM B 2 }
snipFr amewor kM BConf or mance

OBJECT IDENTIFIER ::= { snmpFrameworkM B 3 }

the SanpEngl ne Gaoup R I O I R R I R R I O S R R I O

snnpEngi ne OBJECT | DENTI FIER ::= { snnpFranewor kM BObj ects 1 }

Harri ngt on,
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snnpEngi nel D OBJECT- TYPE
SYNTAX SnnpEngi nel D
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "An SNMP engi ne’s adm nistratively-unique identifier

This informati on SHOULD be stored in non-volatile
storage so that it remains constant across
re-initializations of the SNWP engi ne.

::={ snnpEngine 1}

snnpEngi neBoots OBJECT- TYPE

SYNTAX | NTEGER (1..2147483647)
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The number of times that the SNWMP engi ne has
(re-)initialized itself since snmpEngi nel D
was | ast configured.

;2= { snnpEngine 2 }

snpEngi neTi ne OBJECT- TYPE

SYNTAX | NTEGER (0. .2147483647)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The number of seconds since the val ue of
the snnpEngi neBoots object |ast changed.
When increnmenting this object’s val ue would
cause it to exceed its nmaxi num
snnpEngi neBoots is incremented as if a
re-initialization had occurred, and this
obj ect’s val ue consequently reverts to zero.

::= { snnpEngine 3}

snnpEngi neMaxMessageSi ze OBJECT- TYPE

SYNTAX | NTECER (484..2147483647)
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The maxi mumlength in octets of an SNMP nessage

whi ch this SNVMP engi ne can send or receive and
process, determined as the mininum of the nmaxi mum
nmessage size val ues supported anong all of the
transports available to and supported by the engine.

;.= { snnpEngine 4 }

Harrington, et al. St andards Track [ Page 49]



RFC 3411 Architecture for SNVP Managerent Frameworks Decenber 2002

-- Registration Points for Authentication and Privacy Protocols **

snipAut hPr ot ocol s OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON "Regi stration point for standards-track
aut hentication protocols used in SNVP Managenent
Fr amewor ks.

::= { snnpFranmewor kAdmn 1 }

snmpPri vProt ocol s OBJECT- | DENTI TY
STATUS current
DESCRI PTION "Regi stration point for standards-track privacy
protocol s used in SNVP Managenent Frameworks.

;.= { snnpFranewor kKAdm n 2 }

- Conforrrance Inforrratlon kkkkhkkhkhkhkhkhkkkhkhkkhkhkhkhkhkkkkhkhkkhkhk kikhkkkkkhkkkikikikikkkkk*
snnpFr amewor kM BConpl i ances

OBJECT | DENTI FI ER ::

snipFr amewor kM BGr oups
OBJECT | DENTI FI ER : : = {snnpFr anmewor kM BConf or mance 2}

{ snnpFr anewor kM BConf or mance 1}

-- conpliance statenents

snipFr amewor kM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON "The conpliance statenment for SNVP engi nes which
i npl enent the SNMP Managenent Framework M B.
MODULE -- this nodul e
MANDATORY- GROUPS { snnpEngi neG oup }

;.= { snnpFranmewor kM BConpl i ances 1 }
-- units of confornmance

snnpEngi neG oup OBJECT- GROUP
OBJECTS {
snnpEngi nel D,
snnpEngi neBoot s,
snnpEngi neTi ne,
snnpEngi neMaxMessageSi ze

}
STATUS current

DESCRI PTION "A col | ection of objects for identifying and
determ ning the configuration and current tineliness
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val ues of an SNWP engi ne.

;.= { snnpFranewor kM BGroups 1 }
END
6. | ANA Consi derations

Thi s docunent defines three nunber spaces administered by | ANA one
for security nodels, another for message processing nodels, and a
third for SnnpEngi nel D fornats.

6.1. Security Mdels

The SnnpSecurityMdel TEXTUAL- CONVENTI ON val ues managed by | ANA are
in the range fromO to 255 inclusive, and are reserved for
standards-track Security Mdels. |If this range should in the future
prove insufficient, an enterprise nunber can be allocated to obtain
an additional 256 possible val ues.

As of this witing, there are several values of securityMdel defined
for use with SNVMP or reserved for use with supporting M B objects.
They are as foll ows:

reserved for 'any’

reserved for SNWPv1

reserved for SNWPv2c
User - Based Security Mdel (USM

WNEFO

6.2. Message Processing Mdels

The SnnpMessageProcessi nghModel TEXTUAL- CONVENTI ON val ues managed by
| ANA are in the range 0 to 255, inclusive. Each value uniquely
identifies a standards-track Message Processing Mdel of the Message
Processi ng Subsystem within the SNVMP Managenent Architecture.

Shoul d this range prove insufficient in the future, an enterprise
nunber may be obtained for the standards committee to get an
addi ti onal 256 possible val ues.

As of this witing, there are several val ues of
nessagePr ocessi ngModel defined for use with SNMP. They are as
fol |l ows:

reserved for SNWPv1
reserved for SNWVPv2c
reserved for SNVPv2u and SNMPv2*
reserved for SNWPv3

WNEFO

Harrington, et al. St andards Track [ Page 51]



RFC 3411 Architecture for SNVP Managerent Frameworks Decenber 2002

6.3. SnnpEngi nel D Formats

The SnnpEngi nel D TEXTUAL- CONVENTION' s fifth octet contains a format
identifier. The values managed by I ANA are in the range 6 to 127,
i nclusive. Each value uniquely identifies a standards-track
SnnpEngi nel D format .

7. Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intell ectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any license under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in RFC 2028. Copies of
clains of rights nade avail able for publication and any assurances of
Iicenses to be nade avail able, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary

ri ghts which nay cover technol ogy that nay be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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Security Considerations

Thi s docunent describes how an inplenmentation can include a Security
Model to protect managenent nessages and an Access Control Mdel to
control access to managenent information

The | evel of security provided is determ ned by the specific Security
Model inplenmentation(s) and the specific Access Control Mode
i mpl enent ati on(s) used.

Applications have access to data which is not secured. Applications
SHOULD t ake reasonable steps to protect the data from di scl osure.

It is the responsibility of the purchaser of an inplenmentation to
ensure that:

1) an inplementation conplies with the rules defined by this
architecture,

2) the Security and Access Control Mdels utilized satisfy the
security and access control needs of the organization

3) the inplenentations of the Mbdel s and Applications conmply with
the nodel and application specifications,

4) and the inplenentation protects configuration secrets from
i nadvertent disclosure.

Thi s docunment also contains a MB definition nodule. None of the
objects defined is witable, and the information they represent is
not deened to be particularly sensitive. However, if they are deened
sensitive in a particular environnment, access to them should be
restricted through the use of appropriately configured Security and
Access Control nodels.
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Appendi x A

A

CGui del i nes for Mdel Designers

Thi s appendi x descri bes guidelines for designers of nodels which are
expected to fit into the architecture defined in this docunent.

SNWPv1l and SNMPv2c are two SNWP franeworks which use comunities to
provide trivial authentication and access control. SNwvl and
SNWPv2c Framewor ks can coexi st with Frameworks designed according to
this architecture, and nodified versions of SNMPvl and SNWPv2c
Framewor ks coul d be designed to neet the requirenents of this
architecture, but this docunment does not provide guidelines for that
coexi st ence.

Wthin any subsystem nodel, there should be no reference to any
speci fic nodel of another subsystem or to data defined by a specific
nodel of another subsystem

Transfer of data between the subsystens is deliberately described as
a fixed set of abstract data elenments and primtive functions which
can be overloaded to satisfy the needs of multiple nodel definitions.

Docunents which define nodels to be used within this architecture
SHOULD use the standard primtives between subsystens, possibly
defining specific nmechanisns for converting the abstract data

el enents into nodel -usable formats. This constraint exists to allow
subsyst em and nodel docunents to be witten recogni zi ng conmon
borders of the subsystem and nodel. Vendors are not constrained to
recogni ze these borders in their inplenmentations.

The architecture defines certain standard services to be provided
bet ween subsystens, and the architecture defines abstract service
interfaces to request these services.

Each nodel definition for a subsystem SHOULD support the standard
service interfaces, but whether, or how, or howwell, it perforns the
service is dependent on the nodel definition

A 1. Security Mdel Design Requirenents

A.1.1. Threats

A docunent describing a Security Mdel MJST descri be how the node
protects against the threats described under "Security Requirenents
of this Architecture", section 1.4.
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A.1.2. Security Processing

Recei ved nmessages MUST be validated by a Mbdel of the Security
Subsystem Validation includes authentication and privacy processing
if needed, but it is explicitly allowed to send nmessages which do not
require authentication or privacy.

A received nessage contains a specified securitylLevel to be used
during processing. All messages requiring privacy MJIST al so require
aut henti cati on.

A Security Mdel specifies rules by which authentication and privacy
are to be done. A nodel nay define nechanisns to provide additiona
security features, but the nodel definition is constrained to using
(possibly a subset of) the abstract data elements defined in this
docunent for transferring data between subsystens.

Each Security Model may allow multiple security protocols to be used
concurrently within an inplenentation of the nodel. Each Security
Model defines how to deternine which protocol to use, given the
securitylLevel and the security paraneters relevant to the nessage.
Each Security Mddel, with its associated protocol (s) defines how the
sendi ng/receiving entities are identified, and how secrets are

confi gured.

Aut hentication and Privacy protocols supported by Security Mdels are
uni quely identified using Cbject ldentifiers. |ETF standard
protocol s for authentication or privacy should have an identifier
defined within the snnmpAut hProtocols or the snnpPrivProtocol s
subtrees. Enterprise specific protocol identifiers should be defined
within the enterprise subtree.

For privacy, the Security Mdel defines what portion of the nessage
i s encrypted.

The persistent data used for security should be SNVP- nanageabl e, but
the Security Mdel defines whether an instantiation of the MBis a
conf ormance requiremnent.

Security Mddels are replaceable within the Security Subsystem
Multiple Security Mdel inplenentations may exi st concurrently within
an SNWMP engi ne. The nunber of Security Models defined by the SNWP
conmunity should remain snmall to pronote interoperability.
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A.1.3. Validate the security-stanmp in a received nessage
A Message Processing Mbdel requests that a Security Mdel
- verifies that the message has not been altered,

- authenticates the identification of the principal for whomthe
nessage was gener at ed.

- decrypts the nmessage if it was encrypted.

Addi tional requirenments nay be defined by the nodel, and additiona
services nay be provided by the nodel, but the nodel is constrained
to use the following primtives for transferring data between
subsystems. |Inplenentations are not so constrained.

A Message Processing Mddel uses the processlncom ngMsg primtive as
described in section 4.4.2.

A 1.4, Security MBs

Each Security Mdel defines the M B nodul e(s) required for security
processi ng, including any M B nodul e(s) required for the security
protocol (s) supported. The MB nodul e(s) SHOULD be defi ned
concurrently with the procedures which use the M B nodul e(s). The
M B nodul e(s) are subject to normal access control rules.

The mappi ng bet ween the nodel - dependent security ID and the
securityName MJUST be able to be determ ned using SNMP, if the nodel -
dependent MB is instantiated and if access control policy allows
access.

A.1.5. Cached Security Data

For each nmessage received, the Security Mddel caches the state

i nformati on such that a Response nessage can be generated using the
sanme security information, even if the Local Configuration Datastore
is altered between the time of the incomng request and the outgoing
response.

A Message Processing Mbdel has the responsibility for explicitly
rel easing the cached data if such data is no | onger needed. To

enabl e this, an abstract securityStateReference data elenment is

passed fromthe Security Mdel to the Message Processing Mdel

The cached security data may be inplicitly rel eased via the

generation of a response, or explicitly released by using the
stateRel ease primtive, as described in section 4.5.1.
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A. 2. Message Processing Mddel Design Requirenents

An SNVP engi ne contains a Message Processing Subsystem whi ch may
contain multiple Message Processi ng Model s.

The Message Processing Model MUST al ways (conceptual ly) pass the
conplete PDU, i.e., it never forwards |ess than the conplete list of
var Bi nds.

A.2.1. Receiving an SNVWP Message from the Network

Upon recei pt of a nessage fromthe network, the Dispatcher in the
SNVP engi ne determ nes the version of the SNVP nessage and interacts
with the correspondi ng Message Processing Mddel to determine the
abstract data el enents.

A Message Processing Mddel specifies the SNMP Message format it
supports and descri bes how to determ ne the val ues of the abstract
data elenents (like nsgl D, nmsgMaxSi ze, nsgFl ags,
nsgSecurityParaneters, securityMdel, securitylLevel etc). A Message
Processing Model interacts with a Security Mdel to provide security
processing for the message using the processlncom ngMsg primtive, as
described in section 4.4.2.

A.2.2. Sending an SNVP Message to the Network
The Dispatcher in the SNMP engine interacts with a Message Processing
Model to prepare an outgoi ng nessage. For that it uses the follow ng

primtives:

- for requests and notifications: prepareQutgoi ngMessage, as
described in section 4.2. 1.

- for response nmessages: prepareResponseMessage, as described in
section 4.2.2.

A Message Processing Model, when preparing an Qutgoi ng SNVP Message,
interacts with a Security Model to secure the nessage. For that it
uses the following primtives:

- for requests and notifications: generateRequestMsg, as
described in section 4.4.1

- for response nessages: generateResponseMsg as described in
section 4.4.3.
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Once the SNVWP nessage is prepared by a Message Processing Mdel, the
Di spat cher sends the nessage to the desired address using the
appropriate transport.

A. 3. Application Design Requirenents

Wthin an application, there nay be an explicit binding to a specific
SNVP nmessage version, i.e., a specific Message Processing Mdel, and
to a specific Access Control Mdel, but there should be no reference
to any data defined by a specific Message Processi ng Model or Access
Control Model

Wthin an application, there should be no reference to any specific
Security Mdel, or any data defined by a specific Security Mdel

An application determ nes whether explicit or inplicit access contro
shoul d be applied to the operation, and, if access control is needed,
whi ch Access Control Mddel shoul d be used.

An application has the responsibility to define any M B nodul e(s)
used to provide application-specific services.

Applications interact with the SNVP engine to initiate nessages,
recei ve responses, receive asynchronous nessages, and send responses.

A.3.1. Applications that Initiate Messages

Applications may request that the SNVP engi ne send messages
cont ai ni ng SNMP commands or notifications using the sendPdu primtive
as described in section 4.1.1.

If it is desired that a nessage be sent to multiple targets, it is
the responsibility of the application to provide the iteration

The SNMP engi ne assumes necessary access control has been applied to
the PDU, and provides no access control services.

The SNMP engi ne | ooks at the "expect Response" paraneter, and if a
response is expected, then the appropriate information is cached such
that a later response can be associated to this message, and can then
be returned to the application. A sendPduHandle is returned to the
application so it can later correspond the response with this nessage
as wel | .
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A.3.2. Applications that Recei ve Responses

The SNMP engi ne matches the i ncom ng response nmessages to outstanding
nmessages sent by this SNMP engi ne, and forwards the response to the
associ ated application using the processResponsePdu primtive, as
described in section 4.1.4.

A.3.3. Applications that Receive Asynchronous Messages

VWhen an SNVP engi ne receives a nessage that is not the response to a
request fromthis SNWP engine, it nust determ ne to which application
the nessage shoul d be given.

An Application that wi shes to receive asynchronous nessages registers
itself with the engine using the primtive registerContextEngi nelD as
described in section 4.1.5.

An Application that wi shes to stop receiving asynchronous nessages
shoul d unregister itself with the SNMP engine using the primtive
unr egi st er Cont ext Engi nel D as described in section 4.1.5.

Only one registration per conbinati on of PDU type and cont ext Engi nel D
is permtted at the sanme time. Duplicate registrations are ignored.
An errorindication will be returned to the application that attenpts
to duplicate a registration

Al'l asynchronously recei ved nmessages containing a registered
conbi nati on of PDU type and contextEnginel D are sent to the
application which registered to support that comnbination

The engine forwards the PDU to the registered application, using the
processPdu primtive, as described in section 4.1.2.

A.3.4. Applications that Send Responses

Request operations require responses. An application sends a
response via the returnResponsePdu primtive, as described in section
4. 1. 3.

The cont ext Engi nel D, cont ext Nane, securityMdel, securityNamne,
securitylLevel, and stateReference paraneters are fromthe initia
processPdu primtive. The PDU and statuslinformation are the results
of processing.
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A 4.

Edi

Access Control Model Design Requirenents

An Access Control Mbdel determ nes whether the specified securityName
is allowed to performthe requested operation on a specified managed

object. The Access Control Mdel specifies the rules by which access
control is determ ned.

The persistent data used for access control should be nanageabl e
usi ng SNVP, but the Access Control Mdel defines whether an
instantiation of the MB is a confornance requirenent.

The Access Control Mdel nust provide the primtive i sAccessAl |l owed.
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1. Introduction

The Architecture for describing Internet Management Framewor ks
[ RFC3411] describes that an SNWP engine is composed of:

1) a Dispatcher

2) a Message Processing Subsystem
3) a Security Subsystem and

4) an Access Control Subsystem

Applications nmake use of the services of these subsystens.

It is inmportant to understand the SNWP architecture and its
term nol ogy to understand where the Message Processi ng Subsystem and
Di spat cher described in this docunment fit into the architecture and
interact with other subsystens within the architecture. The reader
is expected to have read and understood the description of the SNWP
architecture, defined in [ RFC3411].

The Dispatcher in the SNVWP engi ne sends and recei ves SNVP nessages.
It al so dispatches SNVP PDUs to SNVMP applications. Wen an SNWP
nmessage needs to be prepared or when data needs to be extracted from
an SNVMP nmessage, the Dispatcher del egates these tasks to a nessage
versi on-speci fi c Message Processing Mddel within the Message
Processi ng Subsystem

A Message Processing Mddel is responsible for processing an SNWP
versi on-speci fic message and for coordinating the interaction with
the Security Subsystemto ensure proper security is applied to the
SNVP nessage bei ng handl ed.

Interactions between the Dispatcher, the Message Processing
Subsystem and applications are nodel ed usi ng abstract data el ements
and abstract service interface primtives defined by the SNWP
architecture.

Simlarly, interactions between the Message Processing Subsystem and
the Security Subsystem are nodel ed using abstract data el enents and
abstract service interface prinitives as defined by the SNWP
architecture.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 21109.
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2. Overview

The following illustration depicts the Message Processing in relation
to SNWP applications, the Security Subsystem and Transport Mappi ngs.

o m m m e o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| SNMP Entity |
| |
I R e + |
| | Applications | |
| | +----------- ST TS + | |
| | | Comrand | | Notification | |
| | | Generator | | Originator | +----------- L R + |
| | +----------- R SR + | Proxy | | Oher [ ]
| | +----------- LR R + | Forwarder | |Application(s)]|
| | | Command | | Notification | +----------- L R +|
| | | Responder | | Receiver | |
| | +----------- SRR RS + | ]
[ R e i + |
| N N N N |
| |
| \; \Y; \Y; \Y;
| B - E R S + |
| A |
| | e + e e +
| | | Message Processing | | Security |
| Di spatcher % | Subsystem | | Subsystem | |
| + | R AR N ]
| | PDU Di spatcher | | +-> viwmP R I B + |
| 1] e + | || Qher |
] R e EE + ] || security || |
] | | #-> v2eP ¢ | <-->] | Model |1
| | Message I PR S B PP E + ]
| | Dispatcher <-------- >+ || |
| | NRSREREEEEES S R + ]
| | | | +-> v3MWP * |<---> | User-based | | |
| | Transport | | | +----e------ + | | | Security | |
| | Mapping s + | | | Model |1
| | (e.g., RFC 3417) | | +->| otherMP * |<--->| +------------- + |
| e + | oo o ]
| A o e e e e e oo oo T + |
| | |
S R e +
\Y;

o e eaaaao s +

| Net wor k * One or nore nodels may be present.

o e e e e e oo - +
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2.1. The Dispatcher

The Dispatcher is a key piece of an SNWP engine. There is only one
in an SNVMP engine, and its job is to dispatch tasks to the multiple
versi on-speci fi c Message Processing Mdels, and to dispatch PDUs to
various applications.

For out goi ng nessages, an application provides a PDU to be sent, plus
the data needed to prepare and send the nessage, and the application
speci fies which version-specific Message Processing Mdel will be
used to prepare the message with the desired security processing.
Once the nessage is prepared, the D spatcher sends the nessage.

For incom ng nessages, the Dispatcher determ nes the SNWP version of
the i ncom ng nessage and passes the nessage to the version-specific
Message Processing Mddel to extract the conponents of the message and
to coordinate the processing of security services for the nessage.
After version-specific processing, the PDU D spatcher detern nes

whi ch application, if any, should receive the PDU for processing and
forwards it accordingly.

The Di spatcher, while sending and receiving SNMP nmessages, collects
statistics about SNVP nessages and the behavior of the SNMP engine in
managed objects to make them accessible to renbte SNVP entities.

Thi s docunent defines these nmanaged objects, the M B nodul e which
contai ns them and how t hese nmanaged objects m ght be used to provide
usef ul nmanagemnent.

2.2. Message Processing Subsystem

The SNMP Message Processing Subsystemis the part of an SNWP engi ne
which interacts with the Di spatcher to handle the version-specific
SNVP nmessages. It contains one or nore Message Processing Mdels.

Thi s docunent describes one Message Processing Mdel, the SNWPv3
Message Processing Model, in Section 6. The SNWPv3 Message
Processing Model is defined in a separate section to show that

mul tiple (independent) Message Processing Mddels can exist at the
sane time and that such Mddels can be described in different
docunents. The SNMPv3 Message Processing Mddel can be replaced or
suppl enented with other Message Processing Mddels in the future. Two
Message Processing Model s which are expected to be devel oped in the
future are the SNMPv1l nessage format [ RFC1157] and the SNwWPv2c
nessage format [ RFC1901]. Ohers nay be devel oped as needed.
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3. Elenents of Message Processing and Di spatching
See [ RFC3411] for the definitions of:

cont ext Engi nel D
cont ext Name

scopedPDU

nmaxSi zeResponseScopedPDU
securityMde

securit yName
securitylLeve

nmessagePr ocessi nghbde

For incom ng nessages, a version-specific nmessage processing nodul e
provi des these values to the Dispatcher. For outgoi ng messages, an
application provides these values to the D spatcher

For sone version-specific processing, the values nmay be extracted
fromrecei ved nmessages; for other versions, the values may be
determ ned by algorithm or by an inplenmentation-defined nechani sm
The mechani sm by which the value is deternmined is irrelevant to the
Di spat cher

The foll owi ng additional or expanded definitions are for use within
the Di spatcher

3.1. rmessageProcessi nghbde

The val ue of messageProcessi nghvbdel identifies a Message Processing
Model . A Message Processing Mddel describes the version-specific
procedures for extracting data from nessages, generating nessages,
calling upon a securityModel to apply its security services to
nessages, for converting data froma version-specific nmessage fornat
into a generic format usable by the D spatcher, and for converting
data from Di spatcher format into a version-specific message format.

3.2. pduVersion

The val ue of pduVersion represents a specific version of protoco
operation and its associated PDU formats, such as SNMPv1l or SNWPv2
[ RFC3416]. The values of pduVersion are specific to the version of
the PDU contained in a nessage, and the PDUs processed by
applications. The Dispatcher does not use the val ue of pduVersion
directly.
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An application specifies the pduVersion when it requests the PDU

Di spatcher to send a PDU to anot her SNWP engi ne. The Di spatcher
passes the pduVersion to a Message Processing Mdel, so it knows how
to handl e the PDU properly.

For incom ng nessages, the pduVersion is provided to the Di spatcher
by a version-specific Message Processing nodul e. The PDU Di spatcher
passes the pduVersion to the application so it knows how to handl e
the PDU properly. For exanple, a comand responder application needs
to know whet her to use [ RFC3416] el ements of procedure and syntax

i nstead of those specified for SNWPv1.

3.3. pduType

A val ue of the pduType represents a specific type of protoco
operation. The values of the pduType are specific to the version of
the PDU contained in a nessage.

Applications register to support particular pduTypes for particular
cont ext Engi nel Ds.

For incom ng nessages, pduType is provided to the Dispatcher by a
versi on-speci fic Message Processing nodule. It is subsequently used
to dispatch the PDU to the application which registered for the
pduType for the contextEnginelD of the associ ated scopedPDU

3.4. sendPduHandl e

This handle is generated for coordinating the processing of requests
and responses between the SNVP engi ne and an application. The handle
nmust be unique across all version-specific Message Processi ng Mdel s,
and is of local significance only.

4. Dispatcher Elements of Procedure

This section describes the procedures foll owed by the D spatcher when
generating and processi ng SNVP nessages.

4.1. Sending an SNMP Message to the Network

This section describes the procedure foll owed by an SNMP engi ne
whenever it sends an SNVP nessage.
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Sendi ng a Request or Notification

Message Processing and Di spatching for SNMP Decenber 2002

The foll owi ng procedures are foll owed by the Di spatcher when an
application wants to send an SNVP PDU to anot her (renote)
application, i.e., toinitiate a comunication by originating a

message,

such as one containing a request or a notification

1) The application requests this using the abstract service

2)

3)

Case,

primtive:
statuslnformation =

ndPdu(
t ransport Donai n
transport Addr ess
nmessagePr ocessi nghbde
securityMde
securit yNane
securitylLeve
cont ext Engi nel D
cont ext Nane
pduVer si on
PDU
expect Response

)

I f the nmessageProcessi nghbde

e ¢

222222222220

sendPduHandl e i f success
errorindication if failure

transport domamin to be used
destinati on network address
typically, SNWVP version
Security Mdel to use

on behal f of this principa
Level of Security requested
data fromfat this entity
data fromin this context
the version of the PDU
SNWP Prot ocol Data Unit
TRUE or FALSE

val ue does not represent a Message

Processi ng Model known to the Dispatcher, then an errorlndication
(i npl emrent ati on-dependent) is returned to the calling application

No further processing is perforned.

The Di spatcher generates a sendPduHandl e to coordi nate subsequent

processi ng.

et al.
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4) The Message Di spatcher sends the request to the version-specific
Message Processing nodul e identified by nmessageProcessi ngvbde
using the abstract service prinmitive:

statuslnformation = -- success or error indication
pr epar eCQut goi ngMessage(
IN transportDonain -- as specified by application
IN transport Address -- as specified by application
IN nessageProcessi nghbdel -- as specified by application
IN securityMdel -- as specified by application
IN securityNane -- as specified by application
IN securitylLevel -- as specified by application
IN context Engi nel D -- as specified by application
IN  context Nane -- as specified by application
IN pduVersion -- as specified by application
IN PDU -- as specified by application
IN expect Response -- as specified by application
IN  sendPduHandl e -- as determined in step 3.
QUT dest Transport Donai n -- destination transport domain
QUT dest Transport Addr ess -- destination transport address
QUT out goi ngMessage -- the nessage to send
QUT out goi ngMessagelLengt h -- the nessage length

5) If the statuslinfornmation indicates an error, the errorlndication
is returned to the calling application. No further processing is
per f or med.

6) If the statuslinformation indicates success, the sendPduHandl e is
returned to the application, and the outgoi ngMessage is sent. The
transport used to send the outgoi ngMessage is returned via
dest Transport Donai n, and the address to which it was sent is
returned via dest Transport Addr ess.

Qut goi ng Message Processing is conplete.

4.1.2. Sending a Response to the Network

The foll owing procedure is foll owed when an application wants to
return a response back to the originator of an SNVP Request.
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1)

2)

3)

Case,

An application can request this using the abstract service
primtive:

result =
r et ur nResponsePdu(
IN nessageProcessi nghodel -- typically, SNWP version
IN securityhMdel -- Security Mdel in use
IN securityNane -- on behalf of this principa
IN securitylLevel -- same as on incon ng request
IN context Engi nel D -- data fromat this SNWP entity
IN context Nane -- data fromin this context
IN pduVersion -- the version of the PDU
IN PDU -- SNWP Protocol Data Unit
IN maxSi zeResponseScopedPDU -- maxi num si ze of Response PDU
IN stateReference -- reference to state information
-- as presented with the request
IN statuslnformation -- success or errorlndication
) -- (error counter O D and val ue

-- when errorlndication)

The Message Di spatcher sends the request to the appropriate
Message Processing Mddel indicated by the received val ue of
nmessagePr ocessi nghMbdel using the abstract service primtive:

result = -- SUCCESS or errorlndication
pr epar eResponseMessage(

IN nessageProcessi nghbdel -- specified by application

IN securityMdel -- specified by application

IN securityNanme -- specified by application

IN securitylLevel -- specified by application

IN context Engi nel D -- specified by application

IN context Nane -- specified by application

IN pduVersion -- specified by application

IN PDU -- specified by application

IN maxSi zeResponseScopedPDU -- specified by application

IN stateReference -- specified by application

IN statuslnfornmation -- specified by application

OQUT dest Transport Domai n -- destination transport donain
QUT dest Transport Addr ess -- destination transport address
QUT out goi ngMessage -- the nessage to send

QUT out goi ngMessagelLengt h -- the nessage length

If the result is an errorlndication, the errorlindication is
returned to the calling application. No further processing is
per f or med.
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4) If the result is success, the outgoingMessage is sent. The
transport used to send the outgoi ngMessage is returned via
dest Transport Domai n, and the address to which it was sent is
returned via dest Transport Addr ess.

Message Processing is conplete.
4.2. Receiving an SNMP Message from t he Network

Thi s section describes the procedure foll owed by an SNMP engi ne
whenever it receives an SNVP nessage.

Pl ease note, that for the sake of clarity and to prevent the text
from being even | onger and nore conplicated, sone details were
omtted fromthe steps below. In particular, the el enments of
procedure do not always explicitly indicate when state information
needs to be released. The general rule is that if state information
is avail abl e when a nessage is to be "discarded w thout further
processing", then the state information nust al so be rel eased at that
sane time.

4.2.1. Message Dispatching of received SNW Messages
1) The snnplnPkts counter [RFC3418] is increnented.

2) The version of the SNVMP nessage is determined in an
i mpl ement ati on-dependent manner. |f the packet cannot be
sufficiently parsed to determ ne the version of the SNMP nmessage,
then the snnpl nASNPar seErrs [ RFC3418] counter is increnmented, and
the nessage is discarded without further processing. |If the
version is not supported, then the snnplnBadVersions [ RFC3418]
counter is increnmented, and the nmessage is discarded without
further processing.

3) The origin transportDomain and origin transportAddress are
det er mi ned.
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4) The nmessage is passed to the version-specific Message Processing
Model which returns the abstract data el enents required by the
Di spatcher. This is performed using the abstract service

primtive:
result = -- SUCCESS or errorlndication

pr epar eDat aEl ermrent s(

IN transportDonain -- origin as determned in step 3.

IN transport Address -- origin as deternmined in step 3

IN  whol eMsg -- as received fromthe network

IN  whol eMsgLengt h -- as received fromthe network

QUT nessagePr ocessi nghbdel -- typically, SNWP version

QUT securityModel -- Security Mdel specified

OUT securityNane -- on behal f of this principa

QUT securitylevel -- Level of Security specified

QUT cont ext Engi nel D -- data fromat this entity

QUT cont ext Nanme -- data fromin this context

QUT pduVersi on -- the version of the PDU

ouT  PDU -- SNMP Protocol Data Unit

QUT pduType -- SNWP PDU type

QUT sendPduHandl e -- handl e for a matched request

QUT maxSi zeResponseScopedPDU - - naxi mum si ze of Response PDU

QUT statuslnformation -- success or errorlndication
-- (error counter O D and val ue
-- when errorlndication)

OQUT stateReference -- reference to state information
-- to be used for a possible

) -- Response

5) If the result is a FAILURE errorindication, the nessage is
di scarded without further processing.

6) At this point, the abstract data el enents have been prepared and
processi ng continues as described in Section 4.2.2, PDU
Di spatching for Incom ng Messages.

4.2.2. PDU Dispatching for Incom ng Messages

The el ements of procedure for the dispatching of PDUs depends on the
val ue of sendPduHandle. |f the value of sendPduHandl e i s <none>,
then this is a request or notification and the procedures specified
in Section 4.2.2.1 apply. |f the value of snnpPduHandl e i s not
<none>, then this is a response and the procedures specified in
Section 4.2.2.2 apply.
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4.2.2.1. Incomng Requests and Notifications
The foll owi ng procedures are followed for the dispatching of PDUs
when the val ue of sendPduHandl e is <none>, indicating this is a
request or notification
1) The conbi nati on of context Engi nel D and pduType is used to
det erm ne which application has registered for this request or
notification.
2) If no application has registered for the conbination, then
a) The snnpUnknownPDUHandl ers counter is increnented.

b) A Response nessage is generated using the abstract service

primtive:
result = -- SUCCESS or FAI LURE
pr epar eResponseMessage(
IN nessageProcessi nghbdel -- as provided by MP nodul e
IN securityMdel -- as provided by MP nodul e
IN securityNanme -- as provided by MP nodul e
IN securitylLevel -- as provided by MP nodul e
IN context Engi nel D -- as provided by MP nodul e
IN context Nane -- as provided by MP nodul e
IN pduVersion -- as provided by MP nodul e
IN PDU -- as provided by MP nodul e
IN maxSi zeResponseScopedPDU -- as provided by MP nodul e
IN stateReference -- as provided by MP nodul e
IN statuslnfornmation -- errorlndication plus
- - snnmpUnknownPDUHandl ers O D
-- value pair.
OQUT dest Transport Domai n -- destination transport Domain
QUT dest Tr ansport Addr ess -- destination transportAddress
QUT out goi ngMessage -- the nessage to send
QUT out goi ngMessagelLengt h -- its length
)

c) If the result is SUCCESS, then the prepared nmessage is sent to
the originator of the request as identified by the
transport Domai n and transport Address. The transport used to
send the outgoi ngMessage is returned via destTransportDonmain
and the address to which it was sent is returned via
dest Tr ansport Addr ess.

d) The incom ng nmessage is discarded without further processing.
Message Processing for this nessage is conplete.
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3) The PDU is dispatched to the application, using the abstract

service primtive

processPdu( -- process Request/Notification
IN nmessageProcessi nghbdel -- as provided by MP nodul e
IN securityhMbddel -- as provided by MP nodul e
IN securityNane -- as provided by MP nodul e
IN securitylLevel -- as provided by MP nodul e
IN context Engi nel D -- as provided by MP nodul e
N  context Nane -- as provided by MP nodul e
IN pduVersion -- as provided by MP nodul e
IN PDU -- as provided by MP nodul e
IN maxSi zeResponseScopedPDU -- as provided by MP nodul e
IN stateReference -- as provided by MP nodul e

-- needed when sendi ng response

)

Message processing for this nessage is conplete.

4.2.2.2. |Incom ng Responses

The foll owi ng procedures are followed for the dispatching of PDUs
when the val ue of sendPduHandl e is not <none>, indicating this is a

response.

1) The val ue of sendPduHandle is used to determine, in an

i mpl enent ati on-defined manner, which application is waiting for a

response associated with this sendPduHandl e.

2) If no waiting application is found, the nessage is discarded
wi t hout further processing, and the stateReference is rel eased.
The snnpUnknownPDUHandl ers counter is incremented. Message

Processing is complete for this message.

3) Any cached information, including stateReference, about the

nessage i s di scarded.
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4)

4. 3.

The response is dispatched to the application using the abstract
service primtive

pr ocessResponsePdu( -- process Response PDU
IN nmessageProcessi nghbdel -- provided by the MP nodul e
IN securityhMbddel -- provided by the MP nodul e
IN securityNane -- provided by the MP nodul e
IN securitylLevel -- provided by the MP nodul e
IN context Engi nel D -- provided by the MP nodul e
N  context Nane -- provided by the MP nodul e
IN pduVersion -- provided by the MP nodul e
IN PDU -- provided by the MP nodul e
IN statuslnfornation -- provided by the MP nodul e
IN  sendPduHandl e -- provided by the MP nodul e
)

Message Processing is complete for this message.

Application Registration for Handling PDU types

Applications that want to process certain PDUs nust register with the
PDU Di spatcher. Applications specify the conbination of

cont ext Engi nel D and pduType(s) for which they want to take
responsibility.

1)

2)

3)

Case,

An application registers according to the abstract interface
primtive:

statuslinformation = -- success or errorlndication
regi st er Cont ext Engi nel D(
IN context Engi nel D -- take responsibility for this one
IN  pduType -- the pduType(s) to be registered
)

Note: Inplementations may provide a neans of requesting
registration for sinultaneous multiple contextEnginel D val ues,
e.g., all contextEnginelD values, and nay al so provide a neans for
requesting sinultaneous registration for nmultiple values of the
pduType.

The paranmeters may be checked for validity; if they are not, then
an errorlndication (invalidParameter) is returned to the
application.

Each conbi nati on of context Engi nel D and pduType can be registered
only once. |If another application has already registered for the
speci fied conmbination, then an errorlndication (alreadyRegi stered)
is returned to the application
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4) OGtherwise, the registration is saved so that SNVP PDUs can be
di spatched to this application.
4.4. Application Unregistration for Handling PDU Types

Applications that no | onger want to process certain PDUs mnust
unregi ster with the PDU Di spatcher.

1) An application unregisters using the abstract service primtive:

unr egi st er Cont ext Engi nel D(

IN context Engi nel D -- give up responsibility for this
IN pduType -- the pduType(s) to be unregistered
)

Note: I nplementations may provide a neans for requesting the
unregi stration for sinultaneous multiple contextEngi nel D val ues,
e.g., all contextEnginelD values, and may al so provide a neans for
requesting sinultaneous unregistration for multiple val ues of
pduType.

2) If the contextEngi nel D and pduType conbi nati on has been
regi stered, then the registration is del eted.

If no such registration exists, then the request is ignored.
5. Definitions

5.1. Definitions for SNMP Message Processing and Di spat chi ng

SNVP- MPD-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNMPv2- CONF
MODULE- | DENTI TY, OBJECT- TYPE,
snnpModul es, Count er 32 FROM SNWVPv2- SM ;

snnmpMPDM B MODULE- | DENTI TY
LAST- UPDATED "200210140000Z"
ORGANI ZATI ON " SNMPv3 Wor ki ng Group”
CONTACT- | NFO "WG EMai | : snmpv3@i sts.tislabs.com
Subscri be: snnpv3-request @i sts.tislabs.com

Co- Chai r: Russ Mundy
Net wor k Associ at es Laboratories

post al : 15204 Onega Drive, Suite 300
Rockvil |l e, MD 20850-4601
USA
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EMai | : nmundy@i sl abs. com
phone: +1 301-947-7107
Co-Chair &
Co-editor: David Harrington
Ent erasys Net wor ks
post al : 35 I ndustrial Wy
P. O Box 5005
Rochester NH 03866- 5005
USA
EMai | : dbh@nt er asys. com
phone: +1 603-337-2614
Co-editor: Jeffrey Case
SNWVP Research, Inc.
post al : 3001 Ki nberlin Heights Road
Knoxville, TN 37920-9716
USA
EMai | : case@nnp. com
phone: +1 423-573-1434
Co-editor: Randy Presuhn
BMC Software, |nc.
post al : 2141 North First Street
San Jose, CA 95131
USA
EMai | : randy_presuhn@nt. com
phone: +1 408-546- 1006
Co-editor: Bert Wjnen
Lucent Technol ogi es
post al : Schagen 33
3461 GL Linschoten
Net her | ands
EMai | : bwi j nen@ ucent. com
phone: +31 348-680-485
DESCRI PTION "The M B for Message Processing and Di spatching
Copyright (C) The Internet Society (2002). This
version of this MB nodule is part of RFC 3412,
see the RFC itself for full |egal notices.
REVI SI ON "2002101400002" -- 14 Cctober 2002
DESCRI PTI ON " Updat ed addresses, published as RFC 3412."
REVI SI ON "199905041636Z" -- 4 May 1999
DESCRI PTI ON " Updat ed addresses, published as RFC 2572."
Case, et al. St andards Track
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REVI SI ON *1997093000002" -- 30 Septenber 1997
DESCRI PTION "Original version, published as RFC 2272."
::={ snnpModul es 11 }

-- Adnministrative assignments Kkhkkkhkhhkkhhkhhkhhhkkhhkkhkkhkkkhkkkhhkkkkk k%
snmpMPDAdNi n OBJECT | DENTI FI ER :

snnmpMPDM Bhj ect s OBJECT | DENTI FI ER ::
snnmpMPDM BConf or mance OBJECT | DENTI FI ER ::

{ snnpM°DM B 1 }
{ snnpMPDM B 2 }
{ snnpMPDM B 3 }

- - Statlstlcs for SNNP Néssages ER R R R O O A R R Rk kR R

snnmpMPDSt at s OBJECT IDENTIFIER ::= { snnpM’DM Bhj ects 1 }
snmpUnknownSecurit yModel s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The total nunmber of packets received by the SNWP
engi ne whi ch were dropped because they referenced a
securityModel that was not known to or supported by
the SNWVP engi ne.

;.= { snnpMPDStats 1 }

snnpl nval i dMsgs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The total nunmber of packets received by the SNWP
engi ne whi ch were dropped because there were invalid
or inconsistent conmponents in the SNMP nessage.

::={ snnpMPDStats 2 }

snnmpUnknownPDUHandl ers OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The total number of packets received by the SNWP
engi ne whi ch were dropped because the PDU cont ai ned
in the packet could not be passed to an application
responsi bl e for handling the pduType, e.g. no SNWP
application had registered for the proper
conbi nati on of the contextEnginelD and the pduType.

::={ snnpMPDStats 3 }
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i Conf or mance | nf or ITB.II on R R R R R R R I R O I R I O S R R S O

snmpMPDM BConpl i ances OBJECT | DENTI FI ER : :
snnmpMPDM BGr oups OBJECT | DENTI FI ER : :

{ snnpMPDM BConf or mance 1}
{ snnpMPDM BConf or mance 2}

-- Conpliance statenents

snnmpMPDConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON "The compliance statement for SNVP entities which
i mpl enent t he SNMP- MPD- M B.
MODULE -- this nmodul e
MANDATORY- GROUPS { snnmpMPDG oup }
::= { snnmpMPDM BConpl i ances 1 }

snnmpMPDG oup OBJECT- GROUP
OBJECTS {
snnmpUnknownSecuri t yMbdel s,
snnpl nval i dMsgs,
snnpUnknownPDUHandl er s

}
STATUS current
DESCRI PTION "A col | ection of objects providing for renpte
noni toring of the SNVMP Message Processing and
Di spat chi ng process.

::={ snnpMPDM BGroups 1 }
END
6. The SNWPv3 Message Format

This section defines the SNMPv3 nessage format and the correspondi ng
SNWP version 3 Message Processing Mddel (v3WP).

SNVPv3MessageSyntax DEFINITIONS I MPLICI T TAGS ::= BEG N

SNVPv3Message :: = SEQUENCE {
-- identify the layout of the SNWPv3Message
-- this element is in same position as in SNWPv1
-- and SNWPv2c, allow ng recognition
-- the value 3 is used for snnpv3
nmsgVersion INTEGER ( O .. 2147483647 ),
-- administrative paraneters
nmsgQ obal Dat a Header Dat a,
-- security nodel -specific parameters
-- format defined by Security Mdel
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nsgSecurityParaneters OCTET STRI NG
nsgDat a ScopedPduDat a

}
Header Dat a :: = SEQUENCE ({
nsgl D | NTEGER (0..2147483647),
nmsgMaxSi ze | NTEGER (484..2147483647),
nmsgFl ags OCTET STRING (SI ZE(1)),
-- ... 1 aut hFl ag
-- ... .1 pri vFl ag
T report abl eFl ag
-- Pl ease observe
--  .... ..00 is OK neans noAut hNoPriv
T O § is OK neans aut hNoPriv
-- .... ..10 reserved, MJST NOT be used.
e I is OK neans authPriv
nsgSecurityMdel | NTEGER (1..2147483647)
}
ScopedPdubData ::= CHO CE {
pl ai nt ext ScopedPDU
encrypt edPDU OCTET STRING -- encrypted scopedPDU val ue
}
ScopedPDU : : = SEQUENCE ({
cont ext Engi nel D OCTET STRI NG
cont ext Nanme OCTET STRI NG,
dat a ANY -- e.g., PDUs as defined in [ RFC3416]
}

END
6.1. nmsgVersion

The nsgVersion field is set to snnpv3(3) and identifies the nessage
as an SNWP version 3 Message.

6.2. nmsglD

The nmsgl D i s used between two SNVP entities to coordi nate request
nessages and responses, and by the v3MP to coordi nate the processing
of the nessage by different subsystem nodels within the architecture.

Val ues for nmsgl D SHOULD be generated in a manner that avoids re-use
of any outstanding values. Doing so provides protection agai nst sone
replay attacks. One possible inplenentation strategy would be to use
the | oworder bits of snnpEngi neBoots [RFC3411] as the high-order
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portion of the nsglD value and a nonotonically increasing integer for
the | ow order portion of nsglD.

Note that the request-id in a PDU may be used by SNWP applications to
identify the PDU, the nsglD is used by the engine to identify the
nmessage which carries a PDU. The engine needs to identify the
nessage even if decryption of the PDU (and request-id) fails. No
assunption should be nmade that the value of the msgl D and the val ue
of the request-id are equival ent.

The value of the nsglD field for a response takes the value of the
nsgl D field fromthe message to which it is a response. By use of
the nsgl D val ue, an engi ne can distinguish the (potentially nultiple)
out st andi ng requests, and thereby correl ate i ncom ng responses with

out standi ng requests. In cases where an unreliabl e datagram service
is used, the nsglD al so provides a sinple neans of identifying
nmessages duplicated by the network. |If a request is retransmtted, a

new nsgl D val ue SHOULD be used for each retransni ssion
6.3. msgMaxSi ze

The nmsgMaxSi ze field of the message conveys the naxi mum nessage size
supported by the sender of the nessage, i.e., the maxi mum nessage
size that the sender can accept when another SNVMP engi ne sends an
SNVP nessage (be it a response or any other message) to the sender of
this nessage on the transport in use for this nessage.

VWhen an SNVP nessage i s being generated, the nsgMaxSi ze is provided
by the SNMP engi ne whi ch generates the nessage. At the receiving
SNVP engi ne, the nsgMaxSi ze is used to determ ne the maxi num nessage
si ze the sender can accommodat e.

6.4. nsgFl ags

The nsgFl ags field of the nmessage contains several bit fields which
control processing of the nessage.

The reportabl eFlag is a secondary aid in determ ning whet her a Report
PDU MUST be sent. It is only used in cases where the PDU portion of
a nessage cannot be decoded, due to, for exanple, an incorrect
encryption key. If the PDU can be decoded, the PDU type fornms the
basi s for decisions on sendi ng Report PDUs.

When the reportableFlag is used, if its value is one, a Report PDU
MUST be returned to the sender under those conditions which can cause
the generation of Report PDUs. Simlarly, when the reportableFlag is
used and its value is zero, then a Report PDU MJST NOT be sent. The
reportabl eFl ag MUST al ways be zero when the nessage contains a PDU

Case, et al. St andards Track [ Page 21]



RFC 3412 Message Processing and Di spatching for SNMP Decenber 2002

fromthe Unconfirnmed C ass, such as a Report PDU, a response-type PDU
(such as a Response PDU), or an unacknow edged notification-type PDU

(such as an SNWPv2-trap PDU). The reportabl eFl ag MJST al ways be one

for a PDU fromthe Confirmed C ass, including request-type PDUs (such
as a Get PDU) and acknow edged notification-type PDUs (such as an

I nform PDU) .

If the reportableFlag is set to one for a nessage containing a PDU
fromthe Unconfirmed C ass, such as a Report PDU, a response-type PDU
(such as a Response PDU), or an unacknow edged notification-type PDU
(such as an SNWPv2-trap PDU), then the receiver of that nessage MJST
process it as though the reportabl eFl ag had been set to zero.

If the reportableFlag is set to zero for a nmessage containing a
request-type PDU (such as a Get PDU) or an acknow edged
notification-type PDU (such as an Inform PDU), then the receiver of
that nmessage MUST process it as though the reportabl eFlag had been
set to one.

Report PDUs are generated directly by the SNMPv3 Message Processing
Model , and support engi ne-to-engi ne comuni cations, but may be passed
to applications for processing.

An SNVP engine that receives a reportPDU may use it to determ ne what
ki nd of problemwas detected by the rembte SNMP engine. It can do so
based on the error counter included as the first (and only) varBind
of the reportPDU. Based on the detected error, the SNVP engi ne nay
try to send a corrected SNWP nessage. |If that is not possible, it
may pass an indication of the error to the application on whose
behal f the failed SNVP request was issued.

The aut hFl ag and privFlag portions of the nsgFlags field are set by
the sender to indicate the securitylLevel that was applied to the
nmessage before it was sent on the wire. The receiver of the nessage
MJST apply the sanme securitylLevel when the nmessage is received and
the contents are being processed.

There are three securitylLevels, nanely noAut hNoPriv, which is |ess
than authNoPriv, which is in turn less than authPriv. See the SNW
architecture docunent [RFC3411] for details about the securitylevel.

a) aut hFl ag

If the authFlag is set to one, then the securityMdel used by the
SNVP engi ne whi ch sent the message MJUST identify the securityName
on whose behal f the SNWP nessage was generated and MUST provi de,
in a securityMdel -specific manner, sufficient data for the

recei ver of the nmessage to be able to authenticate that
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b)

identification. |In general, this authentication will allowthe
receiver to determne with reasonable certainty that the nessage
was:

- sent on behalf of the principal associated with the
securi t yNane,

- was not redirected,
- was not nmodified in transit, and
- was not repl ayed.

If the authFlag is zero, then the securityMdel used by the SNWP
engi ne which sent the nessage MUST identify the securityName on
whose behal f the SNVP message was generated but it does not need
to provide sufficient data for the receiver of the message to
authenticate the identification, as there is no need to

aut henticate the nessage in this case.

privFl ag

If the privFlag is set, then the securityMdel used by the SNWP
engi ne which sent the nessage MJST al so protect the scopedPDU in
an SNMP nessage fromdi sclosure, i.e., it MJST encrypt/decrypt the
scopedPDU. If the privFlag is zero, then the securityMdel in use
does not need to protect the data from di scl osure.

It is an explicit requirement of the SNVMP architecture that if
privacy is selected, then authentication is also required. That
neans that if the privFlag is set, then the authFlag MJST al so be
set to one.

The conbi nati on of the authFlag and the privFl ag conprises a Leve
of Security as foll ows:

aut hFl ag zero, privFlag zero -> securitylLevel is noAut hNoPriv
aut hFl ag zero, privFlag one -> invalid conbination, see bel ow
aut hFl ag one, privFlag zero -> securitylLevel is authNoPriv
aut hFl ag one, privFlag one -> securitylLevel is authPriv

The el ements of procedure (see bel ow) describe the action to be taken
when the invalid conbination of authFlag equal to zero and privFl ag
equal to one is encountered.

The remaining bits in nsgFlags are reserved, and MJST be set to zero
when sendi ng a nmessage and SHOULD be i gnored when receiving a
nessage.

Case,
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6.5. megSecurityMde

The v3MP supports the concurrent existence of nultiple Security
Model s to provide security services for SNMPv3 nessages. The
msgSecurityModel field in an SNVPv3 Message identifies which Security
Model was used by the sender to generate the nessage and therefore
whi ch securityMddel MJST be used by the receiver to performsecurity
processing for the nessage. The nmapping to the appropriate
securityModel inmplementation within an SNVMP engine is acconplished in
an inpl ement ati on- dependent nanner

6.6. msgSecurityParaneters

The nsgSecurityParaneters field of the SNMPv3 Message is used for
comuni cati on between the Security Mdel nodules in the sending and
recei ving SNWP engines. The data in the nsgSecurityParaneters field
is used exclusively by the Security Mdel, and the contents and
format of the data is defined by the Security Mdel. This OCTET
STRING is not interpreted by the v3MP, but is passed to the |oca

i mpl enentation of the Security Mdel indicated by the
nmsgSecurityMdel field in the nmessage.

6.7. scopedPduDat a

The scopedPdubData field represents either the plain text scopedPDU if
the privFlag in the nmsgFlags is zero, or it represents an
encrypt edPDU (encoded as an OCTET STRING which MJUST be decrypted by
the securityMddel in use to produce a plaintext scopedPDU

6.8. scopedPDU

The scopedPDU contains information to identify an administratively
uni que context and a PDU. The object identifiers in the PDU refer to
managed obj ects which are (expected to be) accessible within the
speci fied context.

6.8.1. contextEnginelD
The contextEnginelD in the SNMPv3 nessage uniquely identifies, within
an adm ni strative donmain, an SNMP entity that nay realize an instance
of a context with a particul ar cont ext Name.
For incom ng nessages, the contextEnginelD is used in conjunction
with the pduType to determine to which application the scopedPDU wil |
be sent for processing.

For out goi ng nessages, the v3MP sets the contextEnginelD to the val ue
provided by the application in the request for a nessage to be sent.
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6.8.2. contextName

The contextNane field in an SNMPv3 message, in conjunction with the
context Enginel D field, identifies the particul ar context associ ated
wi th the managenent information contained in the PDU portion of the
nmessage. The contextNane is unique within the SNVP entity specified
by the context Engi nel D, which may realize the managed objects
referenced within the PDU. An application which originates a nessage
provi des the value for the contextNane field and this value may be
used during processing by an application at the receiving SNWP

Engi ne.

6.8.3. data

The data field of the SNMPv3 Message contains the PDU.  Anpbng ot her
things, the PDU contains the PDU type that is used by the v3MP to
determ ne the type of the incom ng SNVWP nessage. The v3MP specifies
that the PDU MUST be one of those specified in [ RFC3416].

7. Elenments of Procedure for v3MP

Thi s section describes the procedures foll owed by an SNVWP engi ne when
generating and processi ng SNVMP nmessages according to the SNWPv3
Message Processing Model

Pl ease note, that for the sake of clarity and to prevent the text
from being even | onger and nore conplicated, sone details were
omtted fromthe steps bel ow

a) Sonme steps specify that when sone error conditions are
encount ered when processing a recei ved nessage, a nessage
containing a Report PDU is generated and the received nmessage
is discarded wi thout further processing. However, a Report-PDU
MUST NOT be generated unl ess the PDU causi ng generation of the
Report PDU can be determ ned to be a menber of the Confirned
Class, or the reportableFlag is set to one and the PDU cl ass
cannot be deterni ned.

b) The el enents of procedure do not always explicitly indicate
when state information needs to be rel eased. The general rule
is that if state information is avail able when a nessage is to
be "discarded w thout further processing”, then the state
information should al so be rel eased at that same tine.
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7. 1.

Prepare an Qut goi ng SNVP Message

Thi s section describes the procedure followed to prepare an SNMPv3
nmessage fromthe data el ements passed by the Message Di spatcher

1) The Message Di spatcher nay request that an SNWMPv3 nessage

containing a Read Class, Wite Class, or Notification C ass PDU be
prepared for sending.

a) It makes such a request according to the abstract service

primtive:

statusinformation = -- success or errorlndication
pr epar eCQut goi ngMessage(
IN transportDonain -- requested transport donain
IN transport Address -- requested destination address
IN nmessageProcessi nghbdel -- typically, SNWVP version
IN securityhMbddel -- Security Mdel to use
IN securityNane -- on behalf of this principa
IN securitylLevel -- Level of Security requested
IN contextEnginelD -- data fronfat this entity
N  context Nane -- data fromin this context
IN pduVersion -- version of the PDU *
IN PDU -- SNMP Protocol Data Unit
I N expect Response -- TRUE or FALSE *
IN sendPduHandl e -- the handle for matching

-- incom ng responses

QUT dest Transport Donmai n -- destination transport domain
QUT dest Tr ansport Addr ess -- destination transport address
QUT out goi ngMessage -- the nessage to send
QUT out goi ngMessagelLength -- the length of the nessage
)

*  The SNWMPv3 Message Processing Model does not use the val ues of
expect Response or pduVersion.

b) A unique nsglD is generated. The nunber used for nsgl D shoul d
not have been used recently, and MJST NOT be the same as was
used for any outstandi ng request.

2) The Message Dispatcher may request that an SNVPv3 nessage

Case,

contai ning a Response Cass or Internal C ass PDU be prepared for
sendi ng.
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a) It makes such a request according to the abstract service

primtive:

result = --
pr epar eResponseMessage(

IN nessageProcessi nghodel --
IN securityhMdel --
IN securityNane --
IN securitylLevel --
IN context Engi nel D --
I'N cont ext Name - -
IN pduVersion --
IN PDU --
IN maxSi zeResponseScopedPDU - -
IN stateReference --
IN statuslnfornation --
QUT dest Transport Donmai n --
QUT dest Tr ansport Addr ess --
QUT out goi ngMessage --
QUT out goi ngMessagelLengt h --

)

b) The cached information for the origina
i ncl udi ng:

via the stateReference

- msgl D,

- cont ext Engi nel D,
- cont ext Nane,

- securityMdel

- securityNane,

- securitylLevel,

- securityStateReference
- report abl eFl ag,

- transport Domai n,
- transport Address.

and

The SNMPv3 Message Processing Mde

to be overridden,
(3) bel ow.

except by error

et al.
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SUCCESS or FAI LURE
typically, SNWP version

same as on incom ng request
same as on incom ng request
same as on incom ng request
data fromat this SNWP entity
data fromin this context
version of the PDU

SNVP Protocol Data Unit
maxi mum si ze sender can
accept

reference to state

i nformati on presented with
the request

success or errorlndication
error counter O D and val ue
when errorlndication
destination transport domain
destination transport address
the nessage to send

the length of the nessage

request is retrieved

does not all ow cached data
i ndications as detailed in
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3)

Case,

I f statuslnformation contains values for an O D/ val ue conbi nati on
(potentially al so containing a securitylLevel val ue,
cont ext Engi nel D val ue, or contextNane val ue), then

a) If a PDUis provided, it is the PDU fromthe original request.
I f possible, extract the request-id and pduType.

b) If the pduType is determined to not be a nenber of the
Confirmed Class, or if the reportableFlag is zero and the
pduType cannot be determ ned, then the original nmessage is
di scarded, and no further processing is done. A result of
FAILURE is returned. SNWMPv3 Message Processing is conplete.

c) A Report PDU is prepared:

1) the varBindList is set to contain the QD and value fromthe
stat usl nf or mati on.

2) error-status is set to O.
3) error-index is set to O.

4) request-id is set to the value extracted in step b).
Q herwi se, request-id is set to O.

d) The errorindication in statuslnformati on nay be acconpani ed by
a securitylLevel value, a contextEnginelD value, or a
cont ext Nanme val ue.

1) If statuslinformation contains a value for securitylLevel,
then securitylLevel is set to that value, otherwise it is set
t o noAut hNoPri v.

2) If statuslinformation contains a value for contextEngi nel D
then contextEnginelD is set to that value, otherwise it is
set to the value of this entity' s snnpEngi nel D

3) If statuslinformation contains a value for contextNanme, then
contextNanme is set to that value, otherwise it is set to the
default context of "" (zero-length string).

e) PDUis set to refer to the new Report-PDU. The old PDU is
di scar ded.

f) Processing continues with step 6) bel ow
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4)

5)

6)

7)

Case,

If the contextEnginelDis not yet determ ned, then the
contextEnginelD is determined, in an inplenmentation-dependent
manner, possibly using the transportDomai n and transport Address.

If the contextNane is not yet determ ned, the contextNane is set
to the default context.

A scopedPDU i s prepared fromthe contextEngi nel D, contextNanme, and
PDU.

msgQ obal Data is constructed as foll ows:

a) The nsgVersion field is set to snnpv3(3).

b) meglDis set as deternmined in step 1 or 2 above.

c) nmsgMaxSize is set to an inplenentation-dependent val ue.
d) nsgFlags are set as foll ows:

- |If securitylLevel specifies noAuthNoPriv, then authFl ag and
privFl ag are both set to zero.

- |If securitylLevel specifies authNoPriv, then authFlag is set
to one and privFlag is set to zero.

- |If securitylLevel specifies authPriv, then authFlag is set to
one and privFlag is set to one.

- |If the PDUis fromthe Unconfirnmed C ass, then the
reportableFlag is set to zero.

- If the PDUis fromthe Confirmed C ass then the
reportableFlag is set to one.

- Al other negFlags bits are set to zero.

e) nmsgSecurityMddel is set to the value of securityMdel
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8) If the PDUis fromthe Response Cass or the Internal Cass, then
a) The specified Security Mddel is called to generate the nessage
according to the prinmtive:
statusinformation =
gener at eResponseMsg(
IN nessageProcessi ngModel -- SNWMPv3 Message Processing
-- Model
IN gl obal Dat a -- nmsgd obal Data fromstep 7
IN maxMessageSi ze -- from msgMaxSi ze (step 7c)
IN securityhMbddel -- as determined in step 7e
IN securityEnginel D -- the val ue of snnpEngi nel D
IN securityNane -- on behalf of this principa
IN securitylLevel -- for the outgoing nessage
IN scopedPDU -- as prepared in step 6)
IN securityStateReference -- as determined in step 2
QUT securityParaneters -- filled in by Security Mdule
QUT whol eMsg -- conpl ete generated nessage
OUT whol eMsgLengt h -- length of generated nessage
)
[f, upon return fromthe Security Mdel, the statuslnformation
i ncludes an errorlndication, then any cached informati on about
the outstandi ng request nessage is discarded, and an
errorlindication is returned, so it can be returned to the
calling application. SNWPv3 Message Processing is conplete.
b) A SUCCESS result is returned. SNWv3 Message Processing is
conpl et e.
9) If the PDUis fromthe Confirmed Cl ass or the Notification d ass,
t hen:
a) If the PDUis fromthe Unconfirmed C ass, then securityEngi nel D
is set to the value of this entity’s snnpEngi nel D.
O herw se, the snnpEnginel D of the target entity is deterni ned,
in an inplenmentation-dependent nanner, possibly using
transport Domai n and transport Address. The value of the
securityEnginelD is set to the value of the target entity’s
snnpEngi nel D.
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b) The specified Security Mddel is called to generate the nessage
according to the primtive

statuslinformation =
gener at eRequest Msg(

IN nessageProcessi nghvbdel -- SNWPv3 Message Processi ng Mode
IN gl obal Data -- nmsgd obal Data, fromstep 7
IN maxMessageSi ze -- from nmsgMaxSize in step 7 c)
IN securityMdel -- as provided by caller
IN securityEngi nel D -- authoritative SNWP entity
-- fromstep 9 a)
IN securityNane -- as provided by caller
IN securitylLevel -- as provided by caller
IN scopedPDU -- as prepared in step 6
QUT securityParameters -- filled in by Security Mdule
QUT whol eMsg -- conmpl ete generated nessage
QUT whol eMsgLengt h -- length of the generated nessage

)

[f, upon return fromthe Security Mdel, the statuslnfornation
i ncludes an errorlndication, then the message is discarded, and
the errorindication is returned, so it can be returned to the
calling application, and no further processing is done. SNWPv3
Message Processing is conplete.

c) If the PDUis fromthe Confirmed C ass, information about the
out goi ng nessage i s cached, and an inplenentation-specific
stateReference is created. Information to be cached i ncl udes
the val ues of:

- sendPduHandl e

- nmsgl D

- snmpEngi nel D

- securityMdel

- securityNane

- securitylLeve

- context Engi nel D
- cont ext Name

d) A SUCCESS result is returned. SNWv3 Message Processing is
conpl et e.
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7.2. Prepare Data Elenents from an I ncom ng SNMP Message

This section describes the procedure followed to extract data from an
SNWPv3 nessage, and to prepare the data elenents required for further
processi ng of the nessage by the Message Di spatcher

1) The nessage is passed in fromthe Message Di spatcher according to
the abstract service primtive

result = -- SUCCESS or errorlndication

pr epar eDat aEl enment s(

IN transportDomain -- origin transport donmain

IN transport Address -- origin transport address

I N whol eMsg -- as received fromthe network

I N whol eMsgLengt h -- as received fromthe network

QUT nessagePr ocessi nghbdel -- typically, SNWP version

QUT securityMdel -- Security Mdel to use

QUT securityNane -- on behalf of this principa

QUT securitylLevel -- Level of Security requested

QUT cont ext Engi nel D -- data fromat this entity

OQUT cont ext Nane -- data fromin this context

QUT pduVer si on -- version of the PDU

ouT PDU -- SNWP Protocol Data Unit

QUT pduType -- SNWP PDU type

QUT sendPduHandl e -- handl e for matched request

QUT nmaxSi zeResponseScopedPDU -- maxi num si ze sender can accept

QUT statuslnformation -- success or errorlndication
-- error counter O D and val ue
-- when errorlndication

QUT st at eRef erence -- reference to state information
-- to be used for a possible

) -- Response

2) If the received nessage is not the serialization (according to
the conventions of [RFC3417]) of an SNMPv3Message val ue, then the
snnpl nASNPar seErrs counter [ RFC3418] is increnented, the nessage
is discarded wi thout further processing, and a FAILURE result is
returned. SNWMPv3 Message Processing is conplete.

3) The values for msgVersion, nsglD, nsghvaxSize, msgFl ags,
msgSecurityModel , nsgSecurityParaneters, and nmsgData are
extracted fromthe nessage

4) 1If the value of the nsgSecurityMdel conponent does not match a
supported securityhMdel, then the snnmpUnknownSecurityMdel s
counter is incremented, the nessage is discarded w thout further
processing, and a FAILURE result is returned. SNWPv3 Message
Processing is conpl ete.
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5)

6)

Case,

The securitylLevel is determined fromthe authFlag and the
privFlag bits of the nsgFl ags conmponent as foll ows:

a) If the authFlag is not set and the privFlag is not set, then
securitylLevel is set to noAuthNoPriv.

b) If the authFlag is set and the privFlag is not set, then
securitylLevel is set to authNoPriv.

c) If the authFlag is set and the privFlag is set, then
securitylLevel is set to authPriv.

d) If the authFlag is not set and privFlag is set, then the
snnpl nval i dMsgs counter is incremented, the nmessage is
di scarded without further processing, and a FAILURE result is
returned. SNWPv3 Message Processing is conplete.

e) Any other bits in the nsgFlags are ignored.

The security nodul e inplenenting the Security Mdel as specified
by the securityMdel conponent is called for authentication and
privacy services. This is done according to the abstract service
primtive:

statuslinfornmation = -- errorlndication or success
-- error counter O D and
-- value if error

processl ncom ngMsg(
IN messageProcessi nghbdel -- SNMPv3 Message Processi ng Mde
IN maxMessageSi ze -- of the sending SNWP entity
IN securityParaneters -- for the received nessage
IN securityMdel -- for the received nmessage
IN securityLevel -- Level of Security
IN whol eMsg -- as received on the wire
I N whol eMsgLengt h -- length as received on the wire
QUT securityEngi nel D -- authoritative SNWP entity
QUT securityNane -- identification of the principa
QUT scopedPDUY, -- message (pl aintext) payl oad
QUT nmaxSi zeResponseScopedPDU -- maxi num si ze sender can accept
QUT securitySt at eRef erence -- reference to security state
) -- information, needed for

-- response

If an errorlndication is returned by the security nodul e, then
a) If statusinformation contains values for an O D/ val ue pair

then generation of a Report PDU is attenpted (see step 3 in
section 7.1).
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7)

Case,

1) If the scopedPDU has been returned from processl ncom nghMsg,
then determ ne context Engi nel D, cont ext Nane, and PDU

2) Information about the nessage is cached and a
stateReference is created (inplenentation-specific).
Information to be cached includes the val ues of:

nsgVer si on,

nmsgl D

securitylLevel,

nmsgFl ags,

nsgMaxSi ze,

securit yModel

nmaxSi zeResponseScopedPDU,
securitySt at eRef erence

3) Request that a Report-PDU be prepared and sent, according
to the abstract service primtive

result = -- SUCCESS or FAI LURE

ret ur nResponsePdu(

IN messageProcessi nghbdel -- SNMPv3(3)

IN securityModel -- same as on incom ng request
IN securityNane -- from processl ncom nghMsg

IN securitylLevel -- same as on incom ng request
I N context Engi nel D -- fromstep 6 a) 1)

I N context Nanme -- fromstep 6 a) 1)

IN pduVersion -- SNWPv2- PDU

IN PDU -- fromstep 6 a) 1)

IN mnmaxSi zeResponseScopedPDU -- from processl ncon nghsg

IN stateReference -- fromstep 6 a) 2)

IN statuslnformation -- from processl ncom nghMsg

)

b) The incom ng nmessage is discarded w thout further processing,
and a FAILURE result is returned. SNWPv3 Message Processing
is conplete.

The scopedPDU is parsed to extract the contextEnginelD, the
context Nane and the PDU. |If any parse error occurs, then the
snmpl nASNPar seErrs counter [ RFC3418] is increnented, the security
state information is discarded, the nessage is discarded w thout
further processing, and a FAILURE result is returned. SNwv3
Message Processing is conplete. Treating an unknown PDU type is
treated as a parse error is an inplenmentation option
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8)

9)

10)

11)

Case,

The pduVersion is determned in an inpl enentation-dependent
manner. For SNWMPv3, the pduVersion woul d be an SNMPv2- PDU

The pduType is determ ned, in an inplenentation-dependent nanner
For [ RFC3416], the pduTypes incl ude:

- Cet Request - PDU

- Cet Next Request - PDU
- Get Bul kRequest - PDU
- Set Request - PDU,

- I nf or nRequest - PDU
- SNMPv2- Tr ap- PDU

- Response- PDU

- Report - PDU.

If the pduType is fromthe Response Cass or the Internal C ass,
t hen:

a) The val ue of the nsgl D conponent is used to find the cached
i nformati on for a correspondi ng outstandi ng Request nessage.
I f no such outstandi ng Request message is found, then the
security state information is discarded, the nessage is
di scarded wi thout further processing, and a FAILURE result is
returned. SNWPv3 Message Processing is conplete.

b) sendPduHandl e is retrieved fromthe cached infornmation

O herwi se, sendPduHandl e is set to <none>, an inplenentation
defined val ue.

If the pduType is fromthe Internal Cass, then

a) statusinformation is created using the contents of the
Report-PDU, in an inplenentation-dependent manner. This
statusinformation will be forwarded to the application
associ ated with the sendPduHandl e.

b) The cached data for the outstanding nessage, referred to by
stateReference, is retrieved. |If the securityMdel or
securitylLevel values differ fromthe cached ones, it is
i mportant to recogni ze that Internal C ass PDUs delivered at
the security |evel of noAuthNoPriv open a wi ndow of
opportunity for spoofing or replay attacks. |f the receiver
of such nessages is aware of these risks, the use of such
unaut henti cat ed nmessages i s acceptable and may provide a
useful function for discovering engine IDs or for detecting
m sconfiguration at renote nodes.
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When the securityModel or securitylLevel values differ fromthe
cached ones, an inplenentation may retain the cached

i nformati on about the outstandi ng Request nessage, in
anticipation of the possibility that the Internal Cass PDU

received mght be illegitimte. O herw se, any cached
i nformati on about the outstandi ng Request nessage is
di scar ded.

c) The security state information for this inconming nmessage is
di scar ded.

d) stateReference is set to <none>.

e) A SUCCESS result is returned. SNWPv3 Message Processing is
conpl et e.

12) If the pduType is fromthe Response C ass, then

a) The cached data for the outstanding request, referred to by
stateReference, is retrieved, including:

- snnpEngi nel D

- securityMdel

- securityNane

- securitylLeve

- cont ext Engi nel D
- cont ext Nane

b) If the values extracted fromthe incom ng nmessage differ from
the cached data, then any cached infornmation about the
out st andi ng Request nessage is discarded, the incom ng nessage
is discarded wi thout further processing, and a FAILURE result
is returned. SNMPv3 Message Processing is conplete.

VWhen the securityMdel or securitylLevel values differ fromthe
cached ones, an inplenentation may retain the cached

i nformati on about the outstandi ng Request nessage, in
anticipation of the possibility that the Response C ass PDU
received might be illegitimte.

c) Oherw se, any cached information about the outstanding
Request nessage is discarded, and the stateReference is set to
<none>.

d) A SUCCESS result is returned. SNWPv3 Message Processing is
conpl et e.

13) If the pduType is fromthe Confirnmed O ass, then
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a) If the value of securityEnginelD is not equal to the val ue of
snnpEngi nel D, then the security state information is
di scarded, any cached informati on about this nmessage is
di scarded, the incom ng nessage is discarded w thout further
processing, and a FAILURE result is returned. SNWPv3 Message
Processing is conpl ete.

b) Informati on about the message is cached and a stateReference
is created (inplementation-specific). Information to be
cached includes the val ues of:

nsgVer si on,

msgl D

securitylLevel,

nmsgFl ags,

nmsgMaxSi ze,

securit yModel

nmaxSi zeResponseScopedPDU,
securityStat eRef erence

c) A SUCCESS result is returned. SNWMPv3 Message Processing is
conpl et e.

14) |If the pduType is fromthe Unconfirned C ass, then a SUCCESS
result is returned. SNWPv3 Message Processing is conplete.

8. Intellectual Property

The |1 ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
thi s docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
licenses to be nade avail able, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary

ri ghts which nmay cover technol ogy that nmay be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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Security Consi derations

The Di spatcher coordi nates the processing of nessages to provide a
| evel of security for managenent nessages and to direct the SNWP PDUs
to the proper SNMP application(s).

A Message Processing Mddel, and in particular the v3MP defined in
this docunent, interacts as part of the Message Processing with
Security Mddels in the Security Subsystemvia the abstract service
interface prinitives defined in [ RFC3411] and el aborated above.

The | evel of security actually provided is primarily determ ned by
the specific Security Mdel inplenmentation(s) and the specific SNWP
application inplenentation(s) incorporated into this franework.
Applications have access to data which is not secured. Applications
shoul d take reasonabl e steps to protect the data fromdi scl osure, and
when they send data across the network, they should obey the
securitylLevel and call upon the services of an Access Control Mode

as they apply access control
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11.

11.

The val ues for the nsglD el ement used in conmunication between SNWP
entities MIUST be chosen to avoid replay attacks. The values do not
need to be unpredictable; it is sufficient that they not repeat.

When exchanges are carried out over an insecure network, there is an
open opportunity for a third party to spoof or replay nessages when
any nessage of an exchange is given at the security |evel of

noAut hNoPriv. For npbst exchanges, all nessages exist at the sane
security level. |In the case where the final message is an Interna
Class PDU, this nmessage may be delivered at a | evel of noAut hNoPriv
or aut hNoPriv, independent of the security level of the preceding
nmessages. Internal Cass PDUs delivered at the |level of authNoPriv
are not considered to pose a security hazard. Internal C ass PDUs
delivered at the security |evel of noAuthNoPriv open a w ndow of
opportunity for spoofing or replay attacks. |If the receiver of such
nmessages is aware of these risks, the use of such unauthenticated
messages i s acceptable and may provide a useful function for

di scovering engine IDs or for detecting msconfiguration at renote
nodes.

Thi s docunment al so contains a MB definition nodule. None of the
objects defined is witable, and the information they represent is
not deened to be particularly sensitive. However, if they are deemed
sensitive in a particular environnment, access to them should be
restricted through the use of appropriately configured Security and
Access Control nodels.
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Abst r act

Thi s docunent describes five types of Sinple Network Managenent
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described in STD 62, RFC 3411. The types of application described
are Command Generators, Command Responders, Notification Oiginators,
Notification Receivers, and Proxy Forwarders.
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1. Overview

Thi s docunent describes five types of SNWMP applications:

- Applications which initiate SNMP Read-d ass, and/or Wite-C ass

requests, called 'command generators.’
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- Applications which respond to SNMP Read-C ass, and/or Wite-C ass

requests, called 'command responders.’

- Applications which generate SNVMP Notification-C ass PDUs, called

"notification originators.

- Applications which receive SNVP Notification-Cl ass PDUs, called

"notification receivers.’

- Applications which forward SNVP nmessages, called ’proxy
forwarders.’
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Note that there are no restrictions on which types of applications
may be associated with a particular SNV engine. For exanple, a
singl e SNMP engi ne may, in fact, be associated with both comrand
generator and command responder applications.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

1.1. Command Generator Applications

A conmmand generator application initiates SNVWP Read-C ass and/ or
Wite-C ass requests, and processes responses to requests which it
gener at ed.

1.2. Command Responder Applications

A command responder application receives SNMP Read-Cl ass and/ or
Wite-C ass requests destined for the |ocal systemas indicated by
the fact that the contextEnginelD in the received request is equal to
that of the |ocal engine through which the request was received. The
conmand responder application will performthe appropriate protoco
operation, using access control, and will generate a response nessage
to be sent to the request’s originator.

1.3. Notification Oiginator Applications

A notification originator application conceptually monitors a system
for particular events or conditions, and generates Notification-C ass
nessages based on these events or conditions. A notification
originator rmust have a nechani smfor determining where to send
nmessages, and what SNWVP version and security paraneters to use when
sendi ng nessages. A nechanismand M B nodule for this purpose is
provided in this docunent. Note that Notification-C ass PDUs
generated by a notification originator may be either Confirned-C ass
or Unconfirnmed-C ass PDU types.

1.4. Notification Receiver Applications
A notification receiver application listens for notification

nmessages, and generates response nessages when a nessage containing a
Confirned-Cl ass PDU is received
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1.5. Proxy Forwarder Applications

A proxy forwarder application forwards SNVWP nessages. Note that

i mpl enentati on of a proxy forwarder application is optional. The
sections describing proxy (3.5, 4.3, and 7) may be skipped for

i npl enentations that do not include a proxy forwarder application

The term "proxy" has historically been used very |loosely, with
multiple different nmeanings. These different meanings include (anong
ot hers):

(1) the forwarding of SNWMP requests to other SNMP entities without
regard for what managed object types are being accessed; for
exanple, in order to forward an SNMP request from one transport
domain to another, or to translate SNMP requests of one version
into SNVP requests of another version;

(2) the translation of SNMP requests into operations of some non- SNVP
managenent protocol; and

(3) support for aggregated managed objects where the val ue of one
managed obj ect instance depends upon the values of multiple other
(renote) itens of managenent information

Each of these scenarios can be advantageous; for exanple, support for
aggregati on of nanagenment information can significantly reduce the
bandwi dt h requirements of |arge-scal e managenent activities.

However, using a single termto cover multiple different scenarios
causes confusion.

To avoid such confusion, this docunent uses the term"proxy" with a
much nore tightly defined neaning. The term "proxy" is used in this
docunent to refer to a proxy forwarder application which forwards
ei t her SNVMP nessages w t hout regard for what managed objects are
contained within those nessages. This definition is nost closely
related to the first definition above. Note, however, that in the
SNVP architecture [RFC3411], a proxy forwarder is actually an
application, and need not be associated with what is traditionally

t hought of as an SNWP agent.

Specifically, the distinction between a traditional SNVP agent and a
proxy forwarder application is sinple:
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- a proxy forwarder application forwards SNVP nessages to ot her SNWP
engi nes according to the context, and irrespective of the specific
managed obj ect types being accessed, and forwards the response to
such previously forwarded nmessages back to the SNMP engi ne from
whi ch the original nessage was received;

- in contrast, the conmand responder application that is part of what
is traditionally thought of as an SNWP agent, and which processes
SNWP requests according to the (names of the) individual nanaged
obj ect types and instances being accessed, is NOI a proxy forwarder
application fromthe perspective of this docunent.

Thus, when a proxy forwarder application forwards a request or
notification for a particular contextEnginelD/ contextNane pair, not
only is the information on howto forward the request specifically
associated with that context, but the proxy forwarder application has
no need of a detailed definition of a MB view (since the proxy
forwarder application forwards the request irrespective of the
nmanaged obj ect types).

In contrast, a command responder application nust have the detail ed
definition of the MB view, and even if it needs to issue requests to
other entities, via SNWP or otherwi se, that need is dependent on the
i ndi vi dual managed obj ect instances being accessed (i.e., not only on
the context).

Note that it is a design goal of a proxy forwarder application to act
as an intermedi ary between the endpoints of a transaction. In
particul ar, when forwardi ng Confirmed Notification-C ass nessages,
the associ ated response is forwarded when it is received fromthe
target to which the Notification-C ass nessage was forwarded, rather
than generating a response i medi ately when the Notification-C ass
nessage i s received.

2. Managenment Targets

Sone types of applications (notification generators and proxy
forwarders in particular) require a mechanismfor determ ning where
and how to send generated nmessages. This docunent provides a
mechani sm and M B nodul e for this purpose. The set of information
that describes where and how to send a nessage is called a

" Managenent Target’, and consists of two kinds of information:

- Destination information, consisting of a transport donmain and a
transport address. This is also termed a transport endpoint.

- SNWP paraneters, consisting of nessage processing nodel, security
nodel , security level, and security nane information.
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The SNMP- TARGET- M B nodul e described later in this docunent contains
one table for each of these types of information. There can be a

many- t

o-many relationship in the MB between these two types of

information. That is, there may be nultiple transport endpoints

associ

ated with a particular set of SNWP parameters, or a particular

transport endpoint nay be associated with several sets of SNW
par anmet ers.

3. Elements O Procedure

The foll owi ng sections describe the procedures followed by each type
of application when generating nessages for transni ssion or when

proces
Di spat

sing received nessages. Applications communicate with the
cher using the abstract service interfaces defined in

[ RFC3411] .

3.1. Conmand Generator Applications

A conmmand generator initiates an SNMP request by calling the

Di spatcher using the foll owi ng abstract service interface:
statuslinformation = -- sendPduHandl e i f success
-- errorlndication if failure
sendPdu(
IN transportDonain -- transport donain to be used
IN transportAddress -- destination network address
IN nessageProcessi nghbdel -- typically, SNWP version
IN securityMdel -- Security Mdel to use
IN securityNanme -- on behalf of this principa
IN securitylLevel -- Level of Security requested
IN context Engi nel D -- data fromat this entity
IN  context Name -- data fronlin this context
IN  pduVersion -- the version of the PDU
IN PDU -- SNWP Protocol Data Unit
IN expect Response -- TRUE or FALSE
Wher e:
- The transportDomain is that of the destination of the nessage.
- The transport Address is that of the destination of the nessage.
- The messageProcessi nghvbdel indicates which Message Processi ng Mdde
the application wi shes to use.
- The securityMdel is the security nodel that the application w shes
to use.
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- The securityNanme is the security nodel independent nanme for the
princi pal on whose behalf the application wi shes the nessage to be
gener at ed.

- The securitylLevel is the security level that the application w shes
to use.

- The cont ext Engi nel D specifies the |ocation of the managenent
information it is requesting. Note that unless the request is

being sent to a proxy, this value will usually be equal to the
snnmpEngi nel D val ue of the engine to which the request is being
sent.

- The context Nane specifies the |ocal context name for the nanagenent
information it is requesting.

- The pduVersion indicates the version of the PDU to be sent.

- The PDU is a value constructed by the command generator containing
the managenment operation that the comand generator wi shes to
perform

- The expect Response argunent indicates that a response is expected.

The result of the sendPdu interface indicates whether the PDU was

successfully sent. If it was successfully sent, the returned val ue
will be a sendPduHandl e. The command generator should store the
sendPduHandl e so that it can correlate a response to the origina
request.

The Dispatcher is responsible for delivering the response to a
particul ar request to the correct command generator application. The
abstract service interface used is:

pr ocessResponsePdu( -- process Response PDU
IN nessageProcessi nghodel -- typically, SNWP version
IN securityhMdel -- Security Mdel in use
IN securityNane -- on behalf of this principa
IN securityLevel -- Level of Security
IN context Engi nel D -- data fromat this SNWP entity
IN context Nane -- data fromin this context
IN pduVersion -- the version of the PDU
IN PDU -- SNWP Protocol Data Unit
IN statuslnfornation -- success or errorlndication
IN  sendPduHandl e -- handl e from sendPdu
)
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Wher e:

- The messageProcessi ngvbdel is the value fromthe received response.

- The securityMdel is the value fromthe received response.

- The securityNane is the value fromthe received response.

- The securitylLevel is the value fromthe received response.

- The contextEnginelD is the value fromthe recei ved response.

- The contextNane is the value fromthe received response.

- The pduVersion indicates the version of the PDU in the received

r

esponse.

- The PDU is the value fromthe received response.

- The statusinformation indicates success or failure in receiving the

r

esponse.

- The sendPduHandl e is the value returned by the sendPdu call which
generated the original request to which this is a response.

The procedure when a conmand generator receives a nessage is as

fo

(1)

(2)

(3)

Levi ,

| ows:

If the received val ues of nessageProcessi nghModel, securityMdel
securityNanme, contextEnginel D, contextNane, and pduVersion are
not all equal to the values used in the original request, the
response i s discarded.

The operation type, request-id, error-status, error-index, and
vari abl e-bi ndings are extracted fromthe PDU and saved. |If the
request-id is not equal to the value used in the origina
request, the response is discarded.

At this point, it is up to the application to take an appropriate
action. The specific action is inplenmentation dependent. |If the
statusinformation indicates that the request failed, an
appropriate action mght be to attenpt to transmt the request
again, or to notify the person operating the application that a
failure occurred.
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3.2. Conmmand Responder Applications

Bef ore a command responder application can process nmessages, it must
first associate itself with an SNVMP engi ne. The abstract service
interface used for this purpose is:

statuslinformation = -- success or errorlndication
regi st er Cont ext Engi nel D
IN context Engi nel D -- take responsibility for this one
IN  pduType -- the pduType(s) to be registered
Wher e:

- The statuslnformation indicates success or failure of the
regi stration attenpt.

- The contextEnginelD is equal to the snnpEngi nel D of the SNMP engi ne
wi th which the command responder is registering.

- The pduType indicates a Read-C ass and/or Wite-C ass PDU

Note that if another command responder application is already

regi stered with an SNVP engi ne, any further attenpts to register with
the sane context Engi nel D and pduType will be denied. This inplies
that separate conmand responder applications could register
separately for the various pdu types. However, in practice this is
undesi rabl e, and only a single command responder application should
be registered with an SNMP engi ne at any given tine.

A command responder application can disassociate with an SNMP engi ne
using the foll owi ng abstract service interface:

unr egi st er Cont ext Engi nel D(
IN context Engi nel D -- give up responsibility for this one
IN pduType -- the pduType(s) to be unregistered
Wher e:

- The contextEnginelD is equal to the snnpEngi nel D of the SNMP engi ne
wi th which the command responder is cancelling the registration

- The pduType indicates a Read-C ass and/or Wite-C ass PDU
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Once the comand responder has registered with the SNVWP engine, it
waits to receive SNVP nessages. The abstract service interface used
for receiving nessages is:

processPdu( -- process Request/Notification PDU

IN nessageProcessi nghodel -- typically, SNWP version

IN securityhMdel -- Security Mdel in use

IN securityNane -- on behalf of this principa

IN securityLevel -- Level of Security

IN context Engi nel D -- data fromat this SNWP entity

IN context Nane -- data fromin this context

IN pduVersion -- the version of the PDU

IN PDU -- SNWP Protocol Data Unit

IN maxSi zeResponseScopedPDU -- maxi num si ze of the Response PDU

IN stateReference -- reference to state information

) -- needed when sending a response

Wher e:

Levi ,

The nessageProcessi nghbdel indicates which Message Processi ng Mode
recei ved and processed the message.

The securityMddel is the value fromthe received nmessage.
The securityNane is the value fromthe received nessage.
The securitylLevel is the value fromthe received nmessage.
The contextEnginelD is the value fromthe received nessage.
The contextName is the value fromthe recei ved nessage.

The pduVersion indicates the version of the PDUin the received
message.

The PDU is the value fromthe received nessage.

The maxSi zeResponseScopedPDU i s the maxi num al | owabl e size of a
ScopedPDU cont ai ni ng a Response PDU (based on the maxi num nessage
size that the originator of the nessage can accept).

The stateReference is a value which references cached information

about each received request nessage. This value nust be returned
to the Dispatcher in order to generate a response.
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The procedure when a nessage is received is as foll ows:

(1)

(2)
(3)

(4)
(5)

Levi ,

The operation type is determined fromthe ASN. 1 tag val ue
associated with the PDU paraneter. The operation type should
al ways be one of the types previously registered by the
appl i cation.

The request-id is extracted fromthe PDU and saved.

Any PDU type specific paraneters are extracted fromthe PDU and
saved (for exanple, if the PDU type is an SNMPv2 GetBul k PDU, the
non-repeaters and nax-repetitions values are extracted).

The vari abl e- bi ndi ngs are extracted fromthe PDU and saved.

The management operation represented by the PDU type is performnmed
with respect to the relevant MB view within the context named by
the contextNane (for an SNMPv2 PDU type, the operation is
perfornmed according to the procedures set forth in [ RFC1905]).
The relevant M B view is determ ned by the securitylLevel,
securityhMdel, contextNane, securityName, and the class of the
PDU type. To determ ne whether a particul ar object instance is
within the relevant M B view, the followi ng abstract service
interface is called:

statuslinformation = -- success or errorlndication
i sSAccessAl | owed(
IN securityMdel -- Security Mdel in use
IN securityNanme -- principal who wants to access
IN securitylLevel -- Level of Security
IN  viewlype -- read, wite, or notify view
IN context Nane -- context containing variabl eNane
IN variabl eNane -- O D for the nanaged object

)
Wher e:

- The securityMdel is the value fromthe recei ved nessage.
- The securityNanme is the value fromthe received nmessage.
- The securitylevel is the value fromthe received nessage.

- The viewType indicates whether the PDU type is a Read-C ass or
Wite-C ass operation

- The contextNane is the value fromthe received nessage.
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(6)

Levi ,

- The variableNane is the object instance of the variable for
whi ch access rights are to be checked.

Normal Iy, the result of the nanagenent operation will be a new
PDU val ue, and processing will continue in step (6) bel ow.
However, at any tine during the processing of the managenent
operation:

- If the isAccessAll owed ASI returns a noSuchVi ew, noAccessEntry,
or noG oupNane error, processing of the managenent operation is
halted, a PDU value is constructed using the values fromthe
originally received PDU, but replacing the error-status with an
aut hori zati onError code, and error-index value of 0, and
control is passed to step (6) bel ow.

- If the isAccessAllowed ASI returns an otherError, processing of
the managenment operation is halted, a different PDU value is
constructed using the values fromthe originally received PDU
but replacing the error-status with a genError code and the
error-index with the index of the failed variable binding, and
control is passed to step (6) bel ow.

- If the isAccessAll owed ASI returns a noSuchContext error
processi ng of the nanagenent operation is halted, no result PDU
i s generated, the snnpUnknownContexts counter is increnented,
and control is passed to step (6) below for generation of a
report nessage.

- If the context named by the context Name paraneter is
unavai l abl e, processing of the nanagenent operation is halted,
no result PDU is generated, the snnpUnavail abl eCont exts counter
is increnented, and control is passed to step (6) below for
generation of a report nessage.

The Dispatcher is called to generate a response or report
nessage. The abstract service interface is:
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ret ur nResponsePdu(
IN nessageProcessi nghbdel -- typically, SNWP version
IN securityMdel -- Security Mdel in use
IN securityNane -- on behalf of this principa
IN securitylLevel -- same as on incom ng request
IN context Engi nel D -- data fromat this SNWP entity
IN context Name -- data fronlin this context
IN  pduVersion -- the version of the PDU
IN PDU -- SNWP Protocol Data Unit
IN maxSi zeResponseScopedPDU -- maxi num si ze of the Response PDU
IN stateReference -- reference to state information
-- as presented with the request
IN statuslnfornation -- success or errorlndication
) -- error counter OD/value if error
Wer e:

- The messageProcessi ngvbdel is the value fromthe processPdu
cal l.

- The securityMdel is the value fromthe processPdu call

- The securityName is the value fromthe processPdu call

- The securitylLevel is the value fromthe processPdu call

- The contextEnginelD is the value fromthe processPdu call

- The contextNane is the value fromthe processPdu call

- The pduVersion indicates the version of the PDU to be returned.
If no result PDU was generated, the pduVersion is an undefined

val ue.

- The PDU is the result generated in step (5) above. |If no
result PDU was generated, the PDU is an undefined val ue.

- The maxSi zeResponseScopedPDU is a | ocal value indicating the
maxi mum si ze of a ScopedPDU that the application can accept.

- The stateReference is the value fromthe processPdu call
- The statuslnformation either contains an indication that no
error occurred and that a response shoul d be generated, or

contains an indication that an error occurred along with the
O D and counter value of the appropriate error counter object.
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Note that a command responder application should always call the
returnResponsePdu abstract service interface, even in the event of an
error such as a resource allocation error. |In the event of such an
error, the PDU val ue passed to returnResponsePdu shoul d contain
appropriate values for errorStatus and errorl ndex.

Note that the text above describes situations where the
snnpUnknownCont exts counter is incremented, and where the
snnpUnavai | abl eContexts counter is incremented. The difference

bet ween these is that the snnpUnknownContexts counter is increnented
when a request is received for a context which is unknown to the SNWP
entity. The snnpUnavail abl eContexts counter is increnmented when a
request is received for a context which is known to the SNWP entity,
but is currently unavail able. Determ ning when a context is

unavail able is inplenentation specific, and some inplenentations nay
never encounter this situation, and so nay never increnent the
snmpUnavai | abl eCont exts counter.

3.3. Notification Oiginator Applications

A notification originator application generates SNVP nmessages
containing Notification-C ass PDUs (for exanple, SNWPv2-Trap PDUs or
Inform PDUs). There is no requirenent as to what specific types of
Notification-Class PDUs a particular inplementation nust be capable
of generati ng.

Notification originator applications require a nmechanism for
identifying the managenment targets to which notifications should be
sent. The particular nechanismused is inplenentation dependent.
However, if an inplenentation makes the configurati on of nanagenent
targets SNVP nanageable, it MJST use the SNMP- TARGET-M B nodul e
described in this docunent.

VWhen a notification originator wishes to generate a notification, it
must first determ ne in which context the information to be conveyed
in the notification exists, i.e., it must determne the

cont ext Engi nel D and contextNane. |t nust then determnine the set of
nmanagenent targets to which the notification should be sent. The
application nust also determ ne, for each managenent target, what
specific PDU type the notification nessage should contain, and if it
is to contain a Confirmed-C ass PDU, the nunber of retries and
retransm ssion al gorithm
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The nechani sm by which a notification originator determ nes this
information is inplenentation dependent. Once the application has
deternmined this information, the followi ng procedure is performed for
each managenent target:

(1) Any appropriate filtering nechanisns are applied to determ ne
whet her the notification should be sent to the nanagenent target.
If such filtering mechani sms deternine that the notification
shoul d not be sent, processing continues with the next managenent
target. O herw se,

(2) The appropriate set of variable-bindings is retrieved fromloca
M B instrumentation within the relevant MB view. The rel evant
MB view is determned by the securitylLevel, securityModel
cont ext Nanme, and securityName of the managenent target. To
det erm ne whether a particular object instance is within the
rel evant M B view, the isAccessAl |l owed abstract service interface
is used, in the sane nanner as described in the preceding
section, except that the viewlType indicates a Notification-C ass
operation. |If the statusinformation returned by isAccessAll owed
does not indicate accessAllowed, the notification is not sent to
the managenent target.

(3) The NOTI FI CATI ON- TYPE OBJECT | DENTI FI ER of the notification (this
is the value of the elenent of the variable bindings whose nane
is snmpTrapO D. O, i.e., the second variable binding) is checked
using the isAccessAl |l owed abstract service interface, using the
same paraneters used in the preceding step. |If the
statusinformation returned by isAccessAl | owed does not indicate
accessAl l owed, the notification is not sent to the nanagenent
target.

(4) A PDUis constructed using a locally unique request-id value, a
PDU type as determned by the inplenmentation, an error-status and
error-index value of 0, and the variabl e-bi ndi ngs supplied
previously in step (2).

(5) If the notification contains an Unconfirmed-C ass PDU, the

Di spatcher is called using the foll owi ng abstract service
i nterface:
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sendPdu(
IN transportDonain transport domamin to be used
IN transport Address destinati on network address
IN nessageProcessi nghodel typically, SNWP version
IN securityhMdel Security Mdel to use
IN securityNane on behal f of this principa
IN securitylLevel Level of Security requested
IN context Engi nel D data fromat this entity
IN context Nane data fromin this context
IN pduVersion -- the version of the PDU
IN PDU -- SNWP Protocol Data Unit
I N expect Response -- TRUE or FALSE

VWer e:

- The transportDonmain is that of the managenent target.
- The transport Address is that of the nanagenent target.
- The messageProcessi nghvbdel is that of the managenent target.
- The securityMdel is that of the managenent target.
- The securityName is that of the managenent target.
- The securitylLevel is that of the managenent target.

- The contextEnginelDis the value originally determ ned for the
notification.

- The contextNane is the value originally determ ned for the
notification.

- The pduVersion is the version of the PDU to be sent.
- The PDU is the value constructed in step (4) above.

- The expect Response argunent indicates that no response is
expect ed.

O herw se,
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(6) If the notification contains a Confirned-C ass PDU, then

a) The Dispatcher is called using the sendPdu abstract service
interface as described in step (5) above, except that the
expect Response argunent indicates that a response is expected.

b) The application caches infornmation about the managenent
target.

c) If a response is received within an appropriate tinme interva
fromthe transport endpoint of the managenment target, the
notification is considered acknow edged and the cached
information is deleted. O herw se,

d) If a response is not received within an appropriate tine
period, or if a report indication is received, information
about the managenent target is retrieved fromthe cache, and
steps a) through d) are repeated. The nunber of tines these
steps are repeated is equal to the previously determ ned retry
count. If this retry count is exceeded, the acknow edgemnent
of the notification is considered to have failed, and
processing of the notification for this management target is
halted. Note that sone report indications mght be considered
a failure. Such report indications should be interpreted to
nean that the acknow edgenment of the notification has failed,
and that steps a) through d) need not be repeated.

Responses to Confirmed-C ass PDU notifications will be received via
the processResponsePdu abstract service interface.

To sumari ze, the steps that a notification originator foll ows when
determ ning where to send a notification are:

- Determine the targets to which the notification should be sent.

- Apply any required filtering to the list of targets.

- Determine which targets are authorized to receive the notification
3.4. Notification Receiver Applications

Notification receiver applications receive SNVMP Notification nessages

fromthe Dispatcher. Before any nessages can be received, the

notification receiver nust register with the D spatcher using the

regi st er Cont ext Engi nel D abstract service interface. The paraneters
used are:
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- The contextEnginel D is an undefined 'w ldcard val ue.
Notifications are delivered to a registered notification receiver
regardl ess of the contextEngi nel D contained in the notification
nmessage.

- The pduType indicates the type of notifications that the
application wi shes to receive (for exanple, SNWPv2-Trap PDUs or
I nf orm PDUs) .

Once the notification receiver has registered with the D spatcher
nmessages are received using the processPdu abstract service
interface. Paraneters are:

- The messageProcessi nghvbdel indicates which Message Processi ng Mdde
recei ved and processed the nmessage.

- The securityMddel is the value fromthe received nessage.

- The securityNane is the value fromthe received nessage.

- The securitylLevel is the value fromthe received nessage.

- The contextEnginelD is the value fromthe recei ved nessage.
- The contextNane is the value fromthe received nessage.

- The pduVersion indicates the version of the PDU in the received
message.

- The PDU is the value fromthe received nessage.

- The maxSi zeResponseScopedPDU i s the nmaxi num al | owabl e size of a
ScopedPDU cont ai ni ng a Response PDU (based on the maxi num nessage
size that the originator of the nessage can accept).

- If the nessage contains an Unconfirmed-C ass PDU, the
st at eReference i s undefined and unused. Oherw se, the
stateReference is a value which references cached i nformati on about
the notification. This value nmust be returned to the Dispatcher in
order to generate a response.

When an Unconfirnmed-C ass PDU is delivered to a notification receiver
application, it first extracts the SNVWP operation type, request-id,
error-status, error-index, and variabl e-bindings fromthe PDU.  After
this, processing depends on the particular inplementation
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When a Confirned-Cl ass PDU is received, the notification receiver
application follows the foll ow ng procedure:

(1) The PDU type, request-id, error-status, error-index, and
vari abl e-bi ndings are extracted fromthe PDU

(2) A Response-Class PDU is constructed using the extracted
request-id and vari abl e-bi ndings, and with error-status and
error-index both set to O.

(3) The Dispatcher is called to generate a response message using the
returnResponsePdu abstract service interface. Paraneters are:

- The messageProcessi ngvbdel is the value fromthe processPdu
cal l.

- The securityMdel is the value fromthe processPdu call

- The securityNane is the value fromthe processPdu call

- The securitylLevel is the value fromthe processPdu call

- The contextEnginelD is the value fromthe processPdu call

- The contextNane is the value fromthe processPdu call

- The pduVersion indicates the version of the PDU to be returned.
- The PDU is the result generated in step (2) above.

- The maxSi zeResponseScopedPDU is a | ocal value indicating the
maxi mum si ze of a ScopedPDU that the application can accept.

- The stateReference is the value fromthe processPdu call

- The statuslnformation indicates that no error occurred and that
a response shoul d be generated.

(4) After this, processing depends on the particular inplenmentation
3.5. Proxy Forwarder Applications

A proxy forwarder application deals with forwardi ng SNVMP nessages.

There are four basic types of nessages which a proxy forwarder

application may need to forward. These are grouped according to the

cl ass of PDU type contained in a nessage. The four basic types of
nessages are:
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- Those contai ning Read-Class or Wite-C ass PDU types (for exanple
Get, GetNext, CGetBulk, and Set PDU types). These deal with
requesting or nodifying information |ocated within a particul ar
cont ext .

- Those containing Notification-C ass PDU types (for exanple,
SNVPv2-Trap and Inform PDU types). These deal with notifications
concerning information located within a particul ar context.

- Those contai ning a Response-C ass PDU type. Forwarding of
Response- Cl ass PDUs al ways occurs as a result of receiving a
response to a previously forwarded nessage.

- Those containing Internal-C ass PDU types (for exanple, a Report
PDU). Forwarding of Internal-C ass PDU types always occurs as a
result of receiving an Internal-Cass PDU in response to a
previously forwarded nessage.

For the first type, the proxy forwarder's role is to deliver a
request for managenent information to an SNMP engi ne which is
"“closer" or "downstreamin the path" to the SNWMP engi ne which has
access to that information, and to deliver the response containing
the informati on back to the SNMP engi ne from which the request was
received. The context information in a request is used to determ ne
whi ch SNMP engi ne has access to the requested information, and this
is used to determ ne where and how to forward the request.

For the second type, the proxy forwarder’s role is to determ ne which
SNWP engi nes shoul d receive notifications about nanagenent
information froma particular location. The context information in a
notification nessage deternmines the location to which the infornmation
contained in the notification applies. This is used to determ ne

whi ch SNMP engi nes shoul d receive notification about this

i nf or mati on.

For the third type, the proxy forwarder’s role is to determ ne which
previously forwarded request or notification (if any) the response
mat ches, and to forward the response back to the initiator of the
request or notification

For the fourth type, the proxy forwarder’s role is to determ ne which
previously forwarded request or notification (if any) the Internal -
Class PDU natches, and to forward the Internal-C ass PDU back to the
initiator of the request or notification
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When forwardi ng nessages, a proxy forwarder application nmust perform
a translation of incom ng managenment target information into outgoing
managenment target information. How this translation is perfornmed is
i mpl enentation specific. 1In many cases, this will be driven by a
preconfigured translation table. |If a proxy forwarder application
nmakes the contents of this table SNVMP manageable, it MJST use the
SNWVP- PROXY- M B nodul e defined in this docunent.

3.5.1. Request Forwarding

There are two phases for request forwarding. First, the incom ng
request needs to be passed through the proxy application. Then, the
resulting response needs to be passed back. These phases are
described in the following two sections.

3.5.1.1. Processing an Incom ng Request

A proxy forwarder application that wishes to forward request nessages
nmust first register with the D spatcher using the

regi st er Cont ext Engi nel D abstract service interface. The proxy
forwarder must register each contextEnginelD for which it wishes to
forward nessages, as well as for each pduType. Note that as the
configuration of a proxy forwarder is changed, the particul ar

cont ext Engi nel D values for which it is forwarding may change. The
proxy forwarder should call the registerContextEnginel D and

unr egi st er Cont ext Engi nel D abstract service interfaces as needed to
reflect its current configuration

A proxy forwarder application should never attenpt to register a
val ue of contextEngi nelD which is equal to the snnpEngi nel D of the
SNVMP engi ne to which the proxy forwarder is associ ated.

Once the proxy forwarder has registered for the appropriate
cont ext Engi nel D val ues, it can start processing nessages. The
foll owi ng procedure is used:

(1) A nessage is received using the processPdu abstract service
interface. The incom ng managenent target information received
fromthe processPdu interface is translated into outgoing
management target information. Note that this translation may
vary for different values of contextEnginel D and/ or context Name.
The translation should result in a single managenent target.

(2) If appropriate outgoi ng managenent target information cannot be
found, the proxy forwarder increnents the snnmpProxyDrops counter
[ RFC1907], and then calls the Dispatcher using the
returnResponsePdu abstract service interface. Paraneters are:
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- The messageProcessi ngvbdel is the value fromthe processPdu
cal l.
- The securityMdel is the value fromthe processPdu call
- The securityNane is the value fromthe processPdu call
- The securitylLevel is the value fromthe processPdu call
- The contextEnginelD is the value fromthe processPdu call
- The contextNane is the value fromthe processPdu call
- The pduVersion is the value fromthe processPdu call
- The PDU is an undefined val ue.

- The maxSi zeResponseScopedPDU is a | ocal value indicating the
maxi mum si ze of a ScopedPDU that the application can accept.

- The stateReference is the value fromthe processPdu call

- The statuslnformation indicates that an error occurred and
i ncludes the A D and val ue of the snnpProxyDrops object.

Processi ng of the nessage stops at this point. Oherw se,

(3) Anew PDU is constructed. A unique value of request-id should be
used in the new PDU (this value will enable a subsequent response
nessage to be correlated with this request). The renai nder of
the new PDU is identical to the received PDU, unless the incom ng
SNWVP version and the outgoi ng SNVP versi on support different PDU
versions, in which case the proxy forwarder may need to performa
translation on the PDU. (A method for perfornming such a
translation is described in [ RFC2576].)

(4) The proxy forwarder calls the Dispatcher to generate the
forwarded nessage, using the sendPdu abstract service interface.
The paraneters are:
- The transportDomain is that of the outgoi ng nanagenment target.

- The transport Address is that of the outgoi ng managenent target.

- The messageProcessi ngvbdel is that of the outgoing managenent
target.

- The securityMbdel is that of the outgoi ng managenent target.
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- The securityNane is that of the outgoi ng nanagenent target.
- The securitylLevel is that of the outgoi ng managenent target.
- The contextEnginelD is the value fromthe processPdu call

- The contextNane is the value fromthe processPdu call

- The pduVersion is the version of the PDU to be sent.

- The PDU is the value constructed in step (3) above.

- The expect Response argunent indicates that a response is

expected. |If the sendPdu call is unsuccessful, the proxy
forwarder perforns the steps described in (2) above.
O herw se:

(5) The proxy forwarder caches the following information in order to
match an inconing response to the forwarded request:

- The sendPduHandl e returned fromthe call to sendPdu
- The request-id fromthe received PDU

- The cont ext Engi nel D,

- The cont ext Nane,

- The st at eRef er ence,

- The incom ng nanagenent target information,

- The out goi ng nanagenent i nformation,

- Any other information needed to match an incom ng response to
the forwarded request.

If this informati on cannot be cached (possibly due to a | ack of
resources), the proxy forwarder perfornms the steps described in
(2) above. Qherwi se:

(6) Processing of the request stops until a response to the forwarded
request is received, or until an appropriate tine interval has

expired. If this tine interval expires before a response has
been received, the cached informati on about this request is
renoved.
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3.5. 1.

(1)

(2)
(3)

(4)
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2. Processing an Incomi ng Response

A proxy forwarder follows the follow ng procedure when an
i ncom ng response is received:

The i ncom ng response is received using the processResponsePdu
interface. The proxy forwarder uses the received paraneters to

| ocate an entry in its cache of pending forwarded requests. This
i s done by matching the received paranmeters with the cached

val ues of sendPduHandl e, context Engi nel D, cont ext Name, out goi ng
managenment target information, and the request-id contained in
the received PDU (the proxy forwarder nust extract the request-id
for this purpose). |f an appropriate cache entry cannot be
found, processing of the response is halted. Oherw se:

The cache information is extracted, and renoved fromthe cache.

A new Response-Cl ass PDU is constructed, using the request-id
value fromthe original forwarded request (as extracted fromthe
cache). Al other values are identical to those in the received
Response-Cl ass PDU, unless the inconm ng SNWP version and the

out goi ng SNVWP versi on support different PDU versions, in which
case the proxy forwarder may need to performa translation on the
PDU. (A method for performng such a translation is described in
[ RFC2576] .)

The proxy forwarder calls the Dispatcher using the
returnResponsePdu abstract service interface. Paraneters are:

- The messageProcessi nghvbdel indicates the Message Processing
Model by which the original incom ng nessage was processed.

- The securityMdel is that of the original incom ng managenent
target extracted fromthe cache.

- The securityNane is that of the original incom ng managenent
target extracted fromthe cache.

- The securitylLevel is that of the original incom ng managenent
target extracted fromthe cache.

- The contextEnginelD is the value extracted fromthe cache.
- The contextNane is the value extracted fromthe cache.
- The pduVersion indicates the version of the PDU to be returned.

- The PDU is the (possibly transl ated) Response PDU
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3.5. 1.

- The maxSi zeResponseScopedPDU is a | ocal value indicating the
maxi mum si ze of a ScopedPDU that the application can accept.

- The stateReference is the value extracted fromthe cache.

- The statuslnformation indicates that no error occurred and that
a Response PDU nessage shoul d be generat ed.

3. Processing an Inconing Internal-C ass PDU

A proxy forwarder follows the foll ow ng procedure when an incom ng

I nt

(1)

(2)
(3)

(4)

Levi ,

ernal -Class PDU is received:

The inconming Internal-Class PDU is received using the
processResponsePdu i nterface. The proxy forwarder uses the
recei ved paraneters to locate an entry in its cache of pending
forwarded requests. This is done by matching the received
paranmeters with the cached val ues of sendPduHandle. |I|f an
appropriate cache entry cannot be found, processing of the
Internal-Class PDU is halted. O herwi se:

The cache information is extracted, and renmoved fromthe cache.
If the original incom ng managenent target information indicates
an SNMP version which does not support Report PDUs, processing of
the Internal-Cass PDU is halted.

The proxy forwarder calls the Dispatcher using the
returnResponsePdu abstract service interface. Paraneters are:

- The messageProcessi nghvbdel indicates the Message Processing
Model by which the original incom ng nmessage was processed.

- The securityMdel is that of the original incom ng managenent
target extracted fromthe cache.

- The securityNane is that of the original incom ng nmanagenent
target extracted fromthe cache.

- The securitylLevel is that of the original incom ng managenent
target extracted fromthe cache.

- The contextEnginelD is the value extracted fromthe cache.
- The contextNane is the value extracted fromthe cache.

- The pduVersion indicates the version of the PDU to be returned.
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- The PDU is unused.

- The maxSi zeResponseScopedPDU is a | ocal value indicating the
maxi mum si ze of a ScopedPDU that the application can accept.

- The stateReference is the value extracted fromthe cache.

- The statuslnformation contains val ues specific to the
Internal -Class PDU type (for exanple, for a Report PDU, the
statuslnformati on contai ns the context Engi nel D, cont ext Name,
counter O D, and counter value received in the i ncom ng Report

PDU) .
3.5.2. Notification Forwarding

A proxy forwarder receives notifications in the sane manner as a
notification receiver application, using the processPdu abstract
service interface. The follow ng procedure is used when a
notification is received:

(1) The incom ng managenent target information received fromthe
processPdu interface is translated into outgoi ng nanagenent
target information. Note that this translation may vary for
di fferent val ues of contextEngi nel D and/ or context Nane. The
translation may result in nultiple managenent targets.

(2) If appropriate outgoi ng managenent target information cannot be
found and the notification was an Unconfirned-C ass PDU
processing of the notification is halted. |If appropriate
out goi ng managenent target information cannot be found and the
notification was a Confirmed-C ass PDU, the proxy forwarder
i ncrenents the snmpProxyDrops object, and calls the D spatcher
using the returnResponsePdu abstract service interface. The
paraneters are:

- The messageProcessi ngvbdel is the value fromthe processPdu
cal l.

- The securityMdel is the value fromthe processPdu call

- The securityName is the value fromthe processPdu call

- The securitylLevel is the value fromthe processPdu call

- The contextEnginelD is the value fromthe processPdu call

- The contextNane is the value fromthe processPdu call
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- The pduVersion is the value fromthe processPdu call
- The PDU is an undefined and unused val ue.

- The maxSi zeResponseScopedPDU is a | ocal value indicating the
maxi mum si ze of a ScopedPDU that the application can accept.

- The stateReference is the value fromthe processPdu call

- The statuslnformation indicates that an error occurred and that
a Report nessage shoul d be generated.

Processi ng of the nessage stops at this point. Oherw se,

(3) The proxy forwarder generates a notification using the procedures
described in the preceding section on Notification Oiginators,
with the follow ng exceptions:

- The cont ext Engi nel D and cont ext Nane val ues fromthe origina
recei ved notification are used.

- The outgoi ng management targets previously determ ned are used.
- No filtering nechani sns are appli ed.

- The variabl e-bi ndings fromthe original received notification
are used, rather than retrieving variabl e-bindings fromloca
M B instrunentation. |In particular, no access-control is
applied to these vari abl e-bi ndings, nor to the value of the
vari abl e- bi ndi ng contai ni ng snnpTrapQ D. 0.

- If the original notification contains a Confirmed-C ass PDU
then any out goi ng managenent targets for which the outgoing
SNWVP versi on does not support any PDU types that are both
Notification-Class and Confirnmed-C ass PDUs will not be used
when generating the forwarded notifications.

- If, for any of the outgoing nanagenent targets, the incom ng
SNWP version and the outgoi ng SNVP versi on support different
PDU versions, the proxy forwarder nay need to performa
translation on the PDU. (A method for perform ng such a
translation is described in [ RFC2576].)

(4) If the original received notification contains an
Unconfirnmed-C ass PDU, processing of the notification is now
conpleted. O herwi se, the original received notification nust
contai n Confirmed-C ass PDU, and processing continues.
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(5)

(6)

(7
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If the forwarded notifications included any Confirned-C ass PDUs,
processi ng continues when the procedures described in the section
for Notification Originators determ ne that either

- None of the generated notifications containing Confirmed-C ass
PDUs have been successfully acknow edged within the | ongest of
the tinme intervals, in which case processing of the origina
notification is halted, or

- At |l east one of the generated notifications containing
Confirmed-C ass PDUs is successfully acknow edged, in which
case a response to the original received notification
contai ning an Confirned-C ass PDU is generated as described in
the follow ng steps.

A Response-Class PDU is constructed, using the val ues of

request-id and vari abl e-bi ndings fromthe original received

Noti fication-Class PDU, and error-status and error-index val ues

of 0.

The Dispatcher is called using the returnResponsePdu abstract
service interface. Paraneters are:

- The messageProcessi ngvbdel is the value fromthe processPdu
cal l.

- The securityMdel is the value fromthe processPdu call

- The securityName is the value fromthe processPdu call

- The securitylLevel is the value fromthe processPdu call

- The contextEnginelD is the value fromthe processPdu call
- The contextNane is the value fromthe processPdu call

- The pduVersion indicates the version of the PDU constructed in
step (6) above.

- The PDU is the value constructed in step (6) above.

- The maxSi zeResponseScopedPDU is a | ocal value indicating the
maxi mum si ze of a ScopedPDU that the application can accept.

- The stateReference is the value fromthe processPdu call

- The statuslinformation indicates that no error occurred and that
a Response-C ass PDU nessage shoul d be generat ed.
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4. The Structure of the M B Mdul es
There are three separate M B nodul es described in this docunent, the
management target M B, the notification MB, and the proxy MB. The
foll owi ng sections describe the structure of these three M B nopdul es.

The use of these M Bs by particular types of applications is
described later in this docunent:

- The use of the nanagenent target MB and the notification MB in
notification originator applications is described in section 5.

- The use of the notification MB for filtering notifications in
notification originator applications is described in section 6.

- The use of the managenent target M B and the proxy M B in proxy
forwardi ng applications is described in section 7.

4.1. The Managenent Target M B Modul e
The SNMP- TARGET- M B nodul e cont ai ns objects for defining managenent
targets. It consists of two tables and conformance/ conpliance

statenents.

The first table, the snnpTarget Addr Tabl e, contains infornmation about

transport dommi ns and addresses. |t also contains an object,
snnpTar get Addr TagLi st, which provi des a nechani sm for grouping
entries.

The second table, the snnpTarget ParansTabl e, contains information
about SNMP version and security information to be used when sending
nessages to particular transport donai ns and addresses.

The Management Target M B is intended to provide a general - purpose
mechani sm for specifying transport address, and for specifying

pararmeters of SNMP nessages generated by an SNWP entity. It is used
within this docunent for generation of notifications and for proxy
forwarding. However, it may be used for other purposes. |f another

document makes use of this MB, that docunment is responsible for
specifying how it is used. For exanple, [RFC2576] uses this MB for
source address validation of SNMPv1l messages.

4.1.1. Tag Lists
The snnpTar get Addr TagLi st object is used for grouping entries in the
snnpTar get Addr Tabl e.  The value of this object contains a list of tag

val ues which are used to select target addresses to be used for a
particul ar operation
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A tag val ue,
snnpTar get Addr TaglLi st ,

contain a delimter character.
be one of the follow ng characters:

I n addition,

SNWVP Applications

Delimter

An ASCI| space character (0x20).

An ASCI| TAB character (0x09).

An ASCI| carriage return (CR) character (0x0D)

An ASCI| line feed (LF) character (0x0A)

a zero-length octet string representing an enpty |ist,

December 2002

whi ch may al so be used in M B objects other than
is an arbitrary string of octets,

but may not

characters are defined to

atag value within a tag |ist nmay not have a zero
l ength. Cenerally, a particular

M B obj ect may contain either

or

a single tag value, in which case the value of the MB object nay
not contain a delimter character, or

a list of tag values, separated by single delimter characters.

For a list of tag values, these constraints inply certain
restrictions on the value of a MB object:

There cannot be a leading or trailing delimter character.

There cannot be nmultiple adjacent delimter characters.

4.1.2. Definitions

SNVP- TARGET-M B DEFINI TIONS :: =

| MPORTS

Levi ,

MODULE- | DENTI TY,
OBJECT- TYPE
snnmpModul es,
Count er 32,
I nt eger 32

FROM SNWVPv2- SM

TEXTUAL- CONVENTI ON
TDomai n,

TAddr ess,

Ti mel nt er val
RowsSt at us,

St or ageType,

BEG N
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Test Andl ncr
FROM SNVPv2- TC

SNWVP Applications

SnnpSecuri t yModel ,
SnnpMessagePr ocessi nghbdel
SnnpSecuritylLevel,

SnnpAdmi nStri ng

FROM SNVP- FRAMEWORK- M B

MCODUL E- COVPLI ANCE
OBJECT- GROUP
FROM SNWVPv2- CONF

snnpTarget M B MODULE- | DENTI TY
LAST- UPDATED "200210140000Z"
ORGANI ZATI ON "I ETF SNMPv3 Wor ki ng G oup”
CONTACT- | NFO

Levi, et.

"WG emui | :

Subscri be:

Co-Chair:
Post al :
EMai | :
Phone:
Co- Chai r:

Post al :

EMni | :
Phone:

Co-edi tor:

Post al :

EMi | :
Phone:

Co-editor:

Post al :

al .

snmpv3@i sts.tislabs.com
nmaj ordono@ i sts.tislabs.com
In nmessage body: subscribe snnmpv3

Russ Mundy

Net wor k Associ ates Laboratories
15204 Onega Drive, Suite 300
Rockvill e, MD 20850-4601

USA

mundy@i sl abs. com

+1 301-947-7107

Davi d Harrington

Ent erasys Net works

35 Industrial Wy

P. O Box 5004

Rochest er, New Hanpshire 03866- 5005
USA

dbh@nt er asys. com

+1 603-337-2614

David B. Levi

Nort el Net wor ks

3505 Kesterwood Drive
Knoxvill e, Tennessee 37918
dl evi @ortel net works. com
+1 865 686 0432

Paul Meyer

Secure Conputing Corporation
2675 Long Lake Road

St andards Track
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Roseville, M nnesota 55113
EMai | : paul _neyer @ecur econputi ng. com
Phone: +1 651 628 1592

Co-editor: Bob Stewart
Retired"
DESCRI PTI ON
"This M B nodul e defines MB objects which provide
mechani sns to remotely configure the paraneters used
by an SNWP entity for the generation of SNMP nmessages.

Copyright (C The Internet Society (2002). This
version of this MB nodule is part of RFC 3413;
see the RFC itself for full I|egal notices.
REVI SI ON "200210140000Z" -- 14 Cctober 2002
DESCRI PTI ON " Fi xed DI SPLAY-HI NTS for UTF-8 strings, fixed hex
val ue of LF characters, clarified neaning of zero
| ength tag val ues, inproved tag |list exanples.
Publ i shed as RFC 3413."

REVI SI ON "1998080400002" -- 4 August 1998
DESCRI PTION "Cl arifications, published as

RFC 2573."
REVI SI ON *1997071400002" -- 14 July 1997

DESCRI PTION "The initial revision, published as RFC2273."
.= { snnpModul es 12 }

snnpTar get oj ect s OBJECT IDENTIFIER ::= { snnpTargetMB 1 }
snnpTar get Conf or mance OBJECT IDENTIFIER ::= { snnmpTargetM B 3 }
SnnpTagVal ue ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT " 255t"

STATUS current

DESCRI PTI ON

"An octet string containing a tag val ue.
Tag val ues are preferably in human-readabl e form

To facilitate internationalization, this information
is represented using the ISOIEC IS 10646-1 character
set, encoded as an octet string using the UTF-8
character encodi ng schenme described in RFC 2279.

Since additional code points are added by anendnents
to the 10646 standard fromtine to tine,

i mpl enent ati ons must be prepared to encounter any code
poi nt from 0x00000000 to Ox7fffffff.

The use of control codes should be avoided, and certain
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control codes are not allowed as descri bed bel ow.

For code points not directly supported by user

i nterface hardware or software, an alternative neans
of entry and di splay, such as hexadeci mal, may be
provi ded.

For information encoded in 7-bit US-ASCI|l, the UTF-8
representation is identical to the US-ASCI| encoding.

Note that when this TC is used for an object that

is used or envisioned to be used as an index, then a
SI ZE restriction nust be specified so that the nunber
of sub-identifiers for any object instance does not
exceed the linmit of 128, as defined by [ RFC1905].

An object of this type contains a single tag val ue
which is used to select a set of entries in a table.

A tag value is an arbitrary string of octets, but
may not contain a delinmiter character. Deliniter
characters are defined to be one of the foll ow ng:

- An ASCI| space character (0x20).

- An ASCII TAB character (0x09).

- An ASCII carriage return (CR) character (0x0D)

- An ASCIl line feed (LF) character (O0x0A)
Delimter characters are used to separate tag val ues
inatag list. An object of this type nmay only
contain a single tag value, and so delimter
characters are not allowed in a value of this type
Note that a tag value of 0 length neans that no tag is
defined. 1In other words, a tag value of 0 |l ength would
never match anything in a tag list, and would never
sel ect any table entries.
Sone exanples of valid tag val ues are:

- acne’

"router’

- " host’

2002
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The use of a tag value to select table entries is
application and M B specific."

SYNTAX OCTET STRING (SIZE (0..255))
SnnpTagLi st ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "255t"

STATUS current

DESCRI PTI ON

Levi ,

et.

"An octet string containing a list of tag val ues.
Tag values are preferably in human-readabl e form

To facilitate internationalization, this information
is represented using the ISOIEC IS 10646-1 character
set, encoded as an octet string using the UTF-8
character encodi ng schene described in RFC 2279.

Since additional code points are added by anendments
to the 10646 standard fromtine to tine,

i mpl enent ati ons nmust be prepared to encounter any code
poi nt from 0x00000000 to Ox7fffffff.

The use of control codes shoul d be avoi ded, except as
descri bed bel ow.

For code points not directly supported by user
interface hardware or software, an alternative neans
of entry and di splay, such as hexadeci nmal, nmay be
provi ded.

For information encoded in 7-bit US-ASCI|l, the UTF-8
representation is identical to the US-ASCI | encoding.

An object of this type contains a list of tag val ues
which are used to select a set of entries in a table.

A tag value is an arbitrary string of octets, but
nmay not contain a delimter character. Delimter
characters are defined to be one of the follow ng:

- An ASCI| space character (0x20).

An ASCI| TAB character (0x09).
- An ASCII carriage return (CR) character (0x0D)
- An ASCIl line feed (LF) character (O0x0A)

Delimter characters are used to separate tag val ues

2002
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inatag list. Only a single delinmter character may
occur between two tag values. A tag value may not
have a zero length. These constraints inply certain
restrictions on the contents of this object:

- There cannot be a leading or trailing delimter
character.

- There cannot be multiple adjacent delimter
characters.

Sone exanples of valid tag lists are:
- -- an enpty list
- Tacne’ -- list of one tag
- "host router bridge’ -- list of several tags

Note that although a tag value nay not have a |l ength of
zero, an enpty string is still valid. This indicates

2002

an enpty list (i.e. there are no tag values in the list).

The use of the tag list to select table entries is
application and MB specific. Typically, an application
will provide one or nore tag val ues, and any entry

whi ch contai ns some conbi nation of these tag val ues

will be selected.”

SYNTAX OCTET STRING (S| ZE (0. . 255))

-- The snnpTar get Obj ects group

snnpTar get Spi nLock OBJECT- TYPE

Levi ,

SYNTAX Test Andl ncr
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

et.

"This object is used to facilitate nodification of table

al .

entries in the SNVMP- TARGET-M B nodul e by nultiple
managers. In particular, it is useful when nodifying
the val ue of the snnpTarget Addr TagLi st obj ect.

The procedure for nodi fying the snnpTar get Addr TagLi st
object is as follows:
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Retrieve the val ue of snnpTarget Spi nLock and
of snnpTar get Addr TagLi st .

CGenerate a new val ue for snnpTarget Addr TagLi st .

Set the val ue of snnpTarget SpinLock to the
retrieved value, and the val ue of
snnpTar get Addr TagLi st to the new value. |If
the set fails for the snnpTarget Spi nLock
object, go back to step 1."

::= { snnpTarget Gbjects 1}

snnpTar get Addr Tabl e OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

SEQUENCE OF SnnpTar get Addr Entry
not - accessi bl e
current

2002

"A table of transport addresses to be used in the generation
of SNMP nessages."
.= { snnpTarget Gbj ects 2 }

snipTar get Addr Entry OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

SnnpTar get Addr Entry
not - accessi bl e
current

"A transport address to be used in the generation
of SNMP operations.

Entries in the snnpTarget Addr Tabl e are created and
del et ed using the snnpTar get Addr RowSt at us obj ect . "
| NDEX { | MPLI ED snnpTar get Addr Nane }
::={ snnpTarget Addr Table 1 }

SnnpTar get AddrEntry :: = SEQUENCE {
snnpTar get Addr Nane SnnpAdmi nStri ng,
snnpTar get Addr TDonai n TDonmai n,
snnpTar get Addr TAddr ess TAddr ess,
snnpTar get Addr Ti neout Ti mel nterval ,
snmpTar get Addr Ret r yCount I nt eger 32,
snnpTar get Addr TagLi st SnnpTaglLi st
snnpTar get Addr Par ans SnnpAdmi nStri ng,

}

snnpTar get Addr St or ageType St or ageType,
snnpTar get Addr RowSt at us RowSt at us

snnpTar get Addr Nane OBJECT- TYPE

Levi ,

SYNTAX

et. al.

SnnpAdmi nString (SIZE(1..32))
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MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The locally arbitrary, but unique identifier associated
with this snnpTarget AddrEntry."

::= { snnpTarget AddrEntry 1 }

snnpTar get Addr TDonai n OBJECT- TYPE

SYNTAX TDomai n
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object indicates the transport type of the address
contai ned in the snnpTar get Addr TAddr ess object."
::={ snnpTarget AddrEntry 2 }

snnpTar get Addr TAddr ess OBJECT- TYPE

SYNTAX TAddr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object contains a transport address. The format of
this address depends on the value of the
snnpTar get Addr TDomai n obj ect . "

::={ snnpTarget AddrEntry 3 }

snnpTar get Addr Ti meout OBJECT- TYPE

SYNTAX Ti mel nterva
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object should reflect the expected maxi mum round
trip time for conmunicating with the transport address
defined by this row. \Wen a nessage is sent to this
address, and a response (if one is expected) is not
received within this tine period, an inplenentation
nmay assune that the response will not be delivered.

Note that the time interval that an application waits

for a response may actually be derived fromthe val ue

of this object. The method for deriving the actual tine
interval is inplenmentation dependent. One such nethod

is to derive the expected round trip tine based on a
particul ar retransnission algorithmand on the nunber

of timeouts which have occurred. The type of nessage nay
al so be consi dered when deriving expected round trip
times for retransm ssions. For example, if a nmessage is
being sent with a securitylLevel that indicates both
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aut hentication and privacy, the derived value nmay be
i ncreased to conpensate for extra processing tine spent
during authenticati on and encryption processing."
DEFVAL { 1500 }
::= { snnpTarget AddrEntry 4 }

snnpTar get Addr Ret r yCount OBJECT- TYPE

SYNTAX I nt eger 32 (0..255)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object specifies a default nunber of retries to be
attenpted when a response is not received for a generated
nessage. An application may provide its own retry count,
i n which case the value of this object is ignored."

DEFVAL { 3}
::={ snnpTarget AddrEntry 5 }

snnpTar get Addr TagLi st OBJECT- TYPE

SYNTAX SnnpTagLi st
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object contains a list of tag values which are
used to select target addresses for a particular
operation."

DEFVAL { "" }
::={ snnpTarget AddrEntry 6 }

snnpTar get Addr Par ans OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The value of this object identifies an entry in the
snnpTar get ParansTabl e. The identified entry
contai ns SNWP paraneters to be used when generating
nessages to be sent to this transport address.”

::={ snnpTarget AddrEntry 7 }

snnpTar get Addr St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row.
Conceptual rows having the value ’permanent’ need not
all ow wite-access to any columar objects in the row "
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DEFVAL { nonVol atile }
.= { snnpTarget AddrEntry 8 }

snipTar get Addr RowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row.

To create a row in this table, a manager mnust
set this object to either createAndGo(4) or
creat eAndWai t (5).

Until instances of all correspondi ng colums are
appropriately configured, the value of the
correspondi ng i nstance of the snnpTar get Addr RowSt at us
colum is ’not Ready’ .

In particular, a newy created row cannot be nade
active until the corresponding instances of
snipTar get Addr TDomai n, snnpTar get Addr TAddr ess, and
snnpTar get Addr Par ans have all been set.

The foll owi ng objects nay not be nodified while the
val ue of this object is active(l):

- snnpTar get Addr TDorai n

- snnpTar get Addr TAddr ess
An attenpt to set these objects while the val ue of
snnpTar get Addr RowSt atus is active(1l) will result in
an inconsi stentValue error."

.= { snnpTarget AddrEntry 9 }

snnpTar get Par ansTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnnpTar get Par ansEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of SNWP target information to be used
in the generation of SNVP nessages."
::= { snnpTarget Qbj ects 3 }

snnpTar get Par ansEnt ry OBJECT- TYPE

Levi ,

SYNTAX SnnpTar get Par ansEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"A set of SNWP target information.

2002
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Entries in the snmpTarget ParansTabl e are created and
del et ed using the snnpTar get Par anms RowSt at us obj ect. "
I NDEX { | MPLI ED snnpTar get Par ansName }
::= { snnpTarget ParansTable 1 }

2002

SnnpTar get ParansEntry :: =
snnpTar get Par ansNanme
snnpTar get Par ans MPMbde
snnpTar get Par ansSecur i t yMode
snnpTar get Par ansSecur i t yName
snnpTar get Par ansSecuritylLeve
snnpTar get Par ans St or ageType
snnpTar get Par ansRowSt at us

SEQUENCE {

SnnpAdmi nStri ng,
SnnpMessagePr ocessi nghodel
SnnpSecuri t yhMbdel ,
SnnpAdmi nStri ng,
SnnpSecuritylLevel ,

St or ageType,

RowSt at us

Levi, et. al.

}
snnpTar get Par ansNane OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The locally arbitrary, but unique identifier associated
with this snnpTarget ParansEntry. "
::= { snnpTarget ParamsEntry 1 }

snnpTar get Par ansMPModel OBJECT- TYPE

SYNTAX SnnpMessagePr ocessi nghbde
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The Message Processing Mdel to be used when generating
SNVP nmessages using this entry."
.= { snnpTarget ParansEntry 2 }

snipTar get Par ansSecuri t yMbdel OBJECT- TYPE

SYNTAX SnnpSecurityMdel (1..2147483647)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The Security Mddel to be used when generating SNW
messages using this entry. An inplenentation may
choose to return an inconsistentValue error if an
attenpt is made to set this variable to a value
for a security nodel which the inplenmentation does
not support."

::= { snnpTarget ParanmsEntry 3 }

snipTar get Par ansSecur i t yName OBJECT- TYPE
SYNTAX SnnpAdmi nString

St andards Track
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MAX- ACCESS read-create

STATUS current
DESCRI PTI ON
"The securityNane which identifies the Principal on
whose behal f SNWP nessages wi ||l be generated using
this entry."

.= { snnpTargetParansEntry 4 }

snnpTar get Par ansSecuritylLevel OBJECT- TYPE

SYNTAX SnnpSecuritylevel
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The Level of Security to be used when generating
SNVP messages using this entry."
::= { snnpTarget ParanmsEntry 5 }

snnpTar get Par ans St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row.
Conceptual rows having the value ’permanent’ need not
all ow wite-access to any colummar objects in the row "
DEFVAL { nonVol atile }
::= { snnpTarget ParansEntry 6 }

snnpTar get Par ansRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row

To create arowin this table, a manager nust
set this object to either createAndGo(4) or
creat eAndWai t (5).

Until instances of all correspondi ng colums are
appropriately configured, the value of the

correspondi ng i nstance of the snnpTarget Par ansRowSt at us
colum is ’'notReady’.

In particular, a newy created row cannot be nade
active until the correspondi ng

snnpTar get Par ansMPMbdel

snnpTar get Par ansSecuri t yMbdel ,
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snnpTar get Par ansSecuri t yNane,
and snnpTar get ParansSecuritylLevel have all been set.
The foll owi ng objects nay not be nmodified while the
val ue of this object is active(l):
- snnpTar get Par ans MPMbde
- snnpTar get ParansSecurit yMode
- snnpTar get Par ansSecuri t yNane
- snnpTar get ParansSecuritylLeve
An attenpt to set these objects while the val ue of
snnpTar get Par ansRowSt atus is active(l) will result in
an inconsi stentValue error."
.. = { snnpTargetParansEntry 7 }

snmpUnavai | abl eCont exts OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of packets received by the SNWP

engi ne whi ch were dropped because the context
contained in the nessage was unavail able."
::= { snnpTarget Qbj ects 4 }

snnmpUnknownCont ext s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of packets received by the SNWP

engi ne whi ch were dropped because the context
contained in the nmessage was unknown."
::={ snnpTarget Gbjects 5 }

Conf or mance i nformation

snipTar get Conpl i ances OBJECT | DENTI FIER :: =

December

2002

snnpTar get G oups

{ snnpTar get Conformance 1 }
OBJECT | DENTIFIER :: =
{ snnpTar get Conf or mance 2 }

-- Conpliance statenents

Levi, et. al.
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snipTar get CommandResponder Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for SNWP entities which include
a command responder application.”
MODULE -- This Mdul e
MANDATORY- GROUPS { snnpTar get CommandResponder G oup }
::= { snnpTarget Conpliances 1 }

snnpTar get Basi cGroup OBJECT- GROUP
OBJECTS {

snnpTar get Spi nLock,
snipTar get Addr TDomai n,
snnpTar get Addr TAddr ess,
snnpTar get Addr TagLi st ,
snnpTar get Addr Par ans,
snnpTar get Addr St or ageType,
snnpTar get Addr RowSt at us,
snmpTar get Par ans MPMbdel
snnpTar get Par ansSecuri t yMbdel ,
snnpTar get Par ansSecuri t yNane,
snnpTar get Par ansSecuritylLevel,
snnpTar get Par ansSt or ageType,
snnpTar get Par ansRowSt at us

}
STATUS current
DESCRI PTI ON
"A collection of objects providing basic renote
configuration of nanagenent targets."
::={ snnpTarget Groups 1 }

snnpTar get ResponseG oup OBJECT- GROUP
OBJECTS {
snnpTar get Addr Ti neout ,
snnpTar get Addr Ret r yCount

}

STATUS current

DESCRI PTI ON
"A collection of objects providing renote configuration
of managenent targets for applications which generate
SNVP nmessages for which a response nessage woul d be
expected. "

::= { snnpTarget Groups 2 }

snnpTar get CommandResponder G oup OBJECT- GROUP
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OBJECTS {
snnpUnavai | abl eCont ext s,
snnpUnknownCont ext s

}

STATUS current

DESCRI PTI ON
"A collection of objects required for command responder
applications, used for counting error conditions."

::= { snnpTarget Groups 3 }

END
4.2. The Notification M B Mdul e

The SNMP- NOTI FI CATI ON-M B nodul e contai ns objects for the renote
configuration of the paraneters used by an SNWP entity for the
generation of notifications. It consists of three tables and

conf ormance/ conpl i ance statenents. The first table, the

snnpNot i fyTabl e, contains entries which select which entries in the
snnpTar get Addr Tabl e shoul d be used for generating notifications, and
the type of notifications to be generated.

The second table, the snnpNotifyFilterProfil eTabl e, sparsely augnents
the snnpTarget ParansTable with an object which is used to associate a
set of filters with a particular nmanagenent target.

The third table, the snnpNotifyFilterTable, defines filters which are
used to Iimt the nunber of notifications which are generated using
particul ar managenent targets.

4.2.1. Definitions
SNIVP- NOTI FI CATION-M B DEFINITIONS ::= BEA N
| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
snnpModul es
FROM SNWPv2- SM
RowsSt at us,
St or ageType
FROM SNWPv2- TC

SnnpAdmi nStri ng
FROM SNMVP- FRAVEWORK- M B

SnnpTagVal ue,
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snnpTar get Par ansNanme
FROM SNWVP- TARGET- M B

MCODUL E- COVPLI ANCE
OBJECT- GROUP
FROM SNWVPv2- CONF

snnpNot i ficati onM B MODULE- | DENTI TY
LAST- UPDATED "200210140000Z"
ORGANI ZATI ON "I ETF SNMPv3 Wor ki ng G oup”
CONTACT- | NFO

"WG emi | : snnmpv3@i sts.tislabs.com
Subscribe: najordonmo@ists.tislabs.com
In nmessage body: subscribe snnmpv3
Co- Chai r: Russ Mundy
Net wor k Associ ates Laboratories
Post al : 15204 Onega Drive, Suite 300
Rockvill e, MD 20850-4601
USA
EMai | : mundy@i sl abs. com
Phone: +1 301-947-7107
Co- Chai r: Davi d Harrington
Ent erasys Net works
Post al : 35 Industrial Wy
P. O Box 5004
Rochest er, New Hanpshire 03866- 5005
USA
EMai | : dbh@nt er asys. com
Phone: +1 603-337-2614
Co-editor: David B. Levi
Nort el Networks
Post al : 3505 Kesterwood Drive
Knoxvill e, Tennessee 37918
EMai | : dl evi @ort el net works. com
Phone: +1 865 686 0432
Co-editor: Paul Meyer
Secure Conputing Corporation
Post al : 2675 Long Lake Road
Roseville, M nnesota 55113
EMai | : paul _neyer @ecur econputi ng. com
Phone: +1 651 628 1592
Co-editor: Bob Stewart
Retired"

al .
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DESCRI PTI ON
"This M B nodul e defines MB objects which provide
mechani sns to renptely configure the paraneters
used by an SNWP entity for the generation of
notifications.

Copyright (C The Internet Society (2002). This
version of this MB nodule is part of RFC 3413;

see the RFC itself for full I|egal notices.
REVI SI ON "2002101400002Z" -- 14 Cctober 2002
DESCRI PTION "Cl arifications, published as
RFC 3413."
REVI SI ON "1998080400002" -- 4 August 1998
DESCRI PTION "Cl arifications, published as
RFC 2573."
REVI SI ON "199707140000Z" -- 14 July 1997

DESCRI PTION "The initial revision, published as RFC2273."
;.= { snnpModul es 13 }

snimpNot i f yQoj ect s OBJECT I DENTIFIER :: =

{ snmpNotificationMB 1 }
snmpNot i f yConf or mance OBJECT IDENTIFIER :: =

{ snnmpNotificationMB 3 }

-- The snnpNoti fyObj ects group

snnpNot i f yTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnnpNoti fyEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table is used to sel ect nanagenent targets which should
receive notifications, as well as the type of notification
whi ch shoul d be sent to each sel ected managenent target."

::={ snnpNotifyQbjects 1}

snnpNot i fyEntry OBJECT- TYPE
SYNTAX SnnpNot i fyEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in this table selects a set of management targets
whi ch should receive notifications, as well as the type of
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notification which should be sent to each sel ected
managenent target.

Entries in the snnmpNotifyTable are created and
del et ed using the snnpNotifyRowSt at us object.”
| NDEX { | MPLI ED snnpNoti fyNanme }
::={ snnpNotifyTable 1 }

SnnpNot i fyEntry ::= SEQUENCE {
snmpNot i f yNane SnnpAdmi nStri ng,
snmpNot i f yTag SnnpTagVal ue,
snnpNot i f yType | NTEGER,

}

snnpNot i f ySt orageType StorageType,
snnmpNot i f yRowSt at us RowSt at us

snmpNot i f yName OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The locally arbitrary, but unique identifier associated
with this snnmpNotifyEntry."
o= { snnpNotifyEntry 1 }

snnpNot i f yTag OBJECT- TYPE

SYNTAX SnnpTagVal ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object contains a single tag value which is used
to select entries in the snnpTarget Addr Table. Any entry
in the snmpTar get Addr Tabl e whi ch contains a tag val ue
which is equal to the value of an instance of this
object is selected. |If this object contains a val ue
of zero length, no entries are selected."”

DEFVAL { "" }

::={ snnpNotifyEntry 2 }

snmpNot i f yType OBJECT- TYPE

Levi ,

SYNTAX | NTEGER {
trap(1),
i nform2)

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object determ nes the type of notification to

et. al. St andards Track [ Page
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be generated for entries in the snnpTarget Addr Tabl e

sel ected by the correspondi ng i nstance of
snmpNoti fyTag. This value is only used when
generating notifications, and is ignored when

usi ng the snnpTar get Addr Tabl e for other purposes.

If the value of this object is trap(1l), then any
nessages generated for selected rows will contain

Unconfirned-Cd ass PDUs.

If the value of this object is inform(2), then

any

nessages generated for selected rows will contain

Confirnmed-C ass PDUs.

Note that if an SNWMP entity only supports
generation of Unconfirned-C ass PDUs (and not
Confirmed-Cl ass PDUs), then this object may be
read-only."

DEFVAL { trap }

::={ snnpNotifyEntry 3}

snmpNot i f ySt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row.

Conceptual rows having the value ’'permanent’ need not

allow wite-access to any columar objects in t
DEFVAL { nonVol atile }
::={ snnpNotifyEntry 4 }

snipNot i f yRowSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this conceptual row.

To create a rowin this table, a manager mnust
set this object to either createAndGo(4) or
creat eAndWait (5)."

::= { snnpNotifyEntry 5 }

snimpNot i fyFilterProfil eTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF SnnpNotifyFilterProfil eEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"This table is used to associate a notification filter
profile with a particular set of target paraneters."
::={ snnpNotifyQbjects 2 }

snnpNoti fyFilterProfil eEntry OBJECT- TYPE

SYNTAX SnnpNotifyFilterProfil eEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"An entry in this table indicates the name of the filter
profile to be used when generating notifications using
the corresponding entry in the snnpTarget ParansTabl e.

Entries in the snmpNotifyFilterProfil eTable are created
and del eted using the snnpNotifyFilterProfil eRowSt at us
object.™

| NDEX { | MPLI ED snnpTar get Par ansNane }

::={ snnpNotifyFilterProfil eTable 1 }

SnnpNotifyFilterProfileEntry ::= SEQUENCE {
snimpNot i fyFi I terProfil eNane SnnpAdmi nStri ng,
snmpNoti fyFilterProfil eStorType St or ageType,
snnpNot i fyFilterProfil eRowSt at us RowsSt at us
}
snimpNot i fyFilterProfil eName OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nane of the filter profile to be used when generating
notifications using the corresponding entry in the
snmpTar get Addr Tabl e. "

c:={ snnpNotifyFilterProfileEntry 1 }

snnpNoti fyFilterProfil eStor Type OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The storage type for this conceptual row.
Conceptual rows having the val ue ’'permanent’ need not
all ow wite-access to any columar objects in the row "
DEFVAL { nonVol atile }
::={ snnpNotifyFilterProfil eEntry 2 }

snnpNot i fyFilterProfil eRowSt at us OBJECT- TYPE
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SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row

To create a rowin this table, a nanager mnust
set this object to either createAndGo(4) or
creat eAndWai t (5) .

Until instances of all corresponding colums are
appropriately configured, the value of the
correspondi ng i nstance of the

snnpNoti fyFilterProfil eRowStatus colum is 'not Ready’

In particular, a newly created row cannot be nade
active until the correspondi ng instance of
snnpNoti fyFilterProfil eNane has been set."

::={ snnpNotifyFilterProfil eEntry 3 }

snimpNot i fyFi | ter Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnnpNotifyFilterEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table of filter profiles. Filter profiles are used
to determ ne whet her particul ar nmanagenment targets should
recei ve particular notifications.

When a notification is generated, it nust be conpared
with the filters associated with each managenent target
which is configured to receive notifications, in order to
deterni ne whether it may be sent to each such managemnent
target.

A nmore conpl ete discussion of notification filtering
can be found in section 6. of [SNWP-APPL]."
::={ snnpNotifyQObjects 3}

snmpNot i fyFilterEntry OBJECT- TYPE

SYNTAX SnnpNotifyFilterEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An elenent of a filter profile.

Entries in the snnmpNotifyFilterTable are created and
del et ed using the snnpNotifyFilterRowStatus object.”
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| NDEX { snnpNot i fyFilterProfil eNane,
| MPLI ED snnpNoti fyFilterSubtree }
::= { snnmpNotifyFilterTable 1 }

SnnpNotifyFilterEntry ::= SEQUENCE {
snnpNot i fyFilterSubtree OBJECT | DENTI FI ER,
snnpNot i fyFi |l ter Mask OCTET STRI NG
snnmpNot i fyFil ter Type | NTEGER,
snimpNot i fyFi | t er St or ageType St or ageType,
snmpNot i fyFi | t er RowsSt at us RowSt at us

}

snnpNot i fyFi | ter Subtree OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

2002

"The M B subtree which, when conbined with the corresponding

i nstance of snnpNotifyFilterMask, defines a famly of
subtrees which are included in or excluded fromthe
filter profile."

::={ snnpNotifyFilterEntry 1 }

snnpNot i fyFi |l ter Mask OBJECT- TYPE
SYNTAX OCTET STRI NG (SI ZE(O..16))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The bit mask which, in conmbination with the correspondi ng

i nstance of snnpNotifyFilterSubtree, defines a famly of

subtrees which are included in or excluded fromthe
filter profile.

Each bit of this bit mask corresponds to a
sub-identifier of snmpNotifyFilterSubtree, with the
nost significant bit of the i-th octet of this octet
string value (extended if necessary, see bel ow)
corresponding to the (8*i - 7)-th sub-identifier, and
the least significant bit of the i-th octet of this
octet string corresponding to the (8*i)-th
sub-identifier, where i is in the range 1 through 16.

Each bit of this bit mask specifies whether or not
the correspondi ng sub-identifiers nust match when
determning if an OBJECT | DENTI FI ER matches this
famly of filter subtrees; a '1' indicates that an
exact match nust occur; a 0" indicates "wild card,
i.e., any sub-identifier value natches.
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Thus, the OBJECT | DENTI FI ER X of an object instance
is contained in a famly of filter subtrees if, for
each sub-identifier of the value of
snmpNot i fyFil ter Subtree, either

the i-th bit of snnpNotifyFilterMask is 0, or

the i-th sub-identifier of Xis equal to the i-th
sub-identifier of the value of
snimpNot i fyFi | t er Subtr ee.

If the value of this bit mask is Mbits [ong and
there are nmore than M sub-identifiers in the
correspondi ng i nstance of snnpNotifyFilterSubtree,
then the bit mask is extended with 1's to be the
requi red | ength.

Not e that when the value of this object is the
zero-length string, this extension rule results in
a mask of all-1"s being used (i.e., no 'wild card),
and the famly of filter subtrees is the one
subtree uniquely identified by the corresponding
i nstance of snnmpNotifyFilterSubtree.”

DEFVAL { ""H}

::={ snnpNotifyFilterEntry 2 }

snnpNot i fyFi |l ter Type OBJECT- TYPE

SYNTAX | NTEGER {
i ncl uded(1),
excl uded(2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

2002

"This object indicates whether the famly of filter subtrees

defined by this entry are included in or excluded froma

filter. A nore detailed discussion of the use of this
obj ect can be found in section 6. of [SNWP-APPL]."
DEFVAL { included }
2= { snnpNotifyFilterEntry 3 }

snnpNot i fyFil ter St orageType OBJECT- TYPE

Levi ,

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row.
Conceptual rows having the value ’'permanent’ need not
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all ow wite-access to any colummar objects in the row "
DEFVAL { nonVol atile }
::= { snnmpNotifyFilterEntry 4 }

snpNot i f yFi | t er RowSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this conceptual row

To create a rowin this table, a manager nust
set this object to either createAndGo(4) or
creat eAndWait (5)."

::= { snmpNotifyFilterEntry 5 }

-- Conformance information

snimpNot i f yConpl i ances OBJECT | DENTI FIER :: =

{ snnpNoti fyConformance 1 }
snnpNot i f yGr oups OBJECT I DENTIFIER :: =

{ snnmpNoti f yConf ormance 2 }

-- Conpliance statenents

snimpNot i f yBasi cConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for mnimal SNWVP entities which
i mpl ement only SNMP Unconfirned-d ass notifications and
read-create operations on only the snnpTarget Addr Tabl e. "
MODULE SNWMP- TARGET- M B
MANDATORY- GROUPS { snnpTar get Basi cG oup }

OBJECT snnpTar get Par ans MPMbdel
M N- ACCESS read-only
DESCRI PTI ON
"Create/del ete/nodify access is not required."”

OBJECT snnpTar get Par ansSecurit yModel
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M N- ACCESS read-only
DESCRI PTI ON
"Create/del ete/nodify access is not required."

OBJECT snnpTar get Par ansSecur it yNane
M N- ACCESS read-only
DESCRI PTI ON
"Create/del ete/nodify access is not required."

OBJECT snnpTar get ParanmsSecuritylevel
M N- ACCESS read-only
DESCRI PTI ON
"Create/del ete/nodify access is not required."

OBJECT snnpTar get Par ans St or ageType
SYNTAX | NTEGER ({
readOnl y(5)

}
M N- ACCESS read-only
DESCRI PTI ON
"Create/del ete/nodify access is not required.
Support of the values other(1l), volatile(2),
nonVol atil e(3), and pernmanent(4) is not required.”

OBJECT snnpTar get Par ans RowSt at us
SYNTAX | NTECGER ({
active(l)

}
M N- ACCESS read-only
DESCRI PTI ON
"Create/del ete/nodify access to the
snnpTar get ParansTabl e i s not required.
Support of the values notlnService(2), notReady(3),
createAndGo(4), createAndWait(5), and destroy(6) is
not required."

MODULE -- This Modul e

et.

MANDATORY- GROUPS { snnpNoti fyG oup }

OBJECT snnpNoti fyTag
M N- ACCESS read-only
DESCRI PTI ON
"Create/del ete/nodify access is not required."

OBJECT snnpNoti fyType
SYNTAX | NTEGER ({
trap(1)

2002
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M N- ACCESS read-only

DESCRI PTI ON
"Create/del ete/nodify access is not required.
Support of the value notify(2) is not required."”

OBJECT snnpNoti fySt orageType
SYNTAX | NTEGER {
readOnl y(5)

}
M N- ACCESS read-only
DESCRI PTI ON
"Create/del ete/nodify access is not required.
Support of the values other(1l), volatile(2),
nonVol atil e(3), and permanent(4) is not required."”

OBJECT snnpNoti f yRowSt at us
SYNTAX | NTEGER {
active(l)

}
M N- ACCESS read-only
DESCRI PTI ON
"Create/del ete/nodify access to the
snmpNoti fyTabl e is not required.
Support of the values notlnService(2), notReady(3),
creat eAndGo(4), createAndWait(5), and destroy(6) is
not required."

::={ snnpNotifyConpliances 1 }

snnpNot i f yBasi cFi | t er sConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNVP entities which inplene
SNWP Unconfirmed-C ass notifications with filtering, and
read-create operations on all related tables.™
MODULE SNWP- TARCGET-M B
MANDATORY- GROUPS { snnpTar get Basi cG oup }
MODULE -- This Mdul e
MANDATORY- GROUPS { snnpNoti f yG oup,
snimpNot i fyFilter G oup }
::= { snnpNotifyConpliances 2 }

snnpNot i f yFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for SNVP entities which either

2002

nt

i mpl enent only SNMP Confirned-Cl ass notifications, or both

SNVP Unconfirned-C ass and Confirmed-C ass notifications
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plus filtering and read-create operations on all related
tables."
MODULE SNWVP- TARGET- M B
MANDATORY- GROUPS { snnpTar get Basi cG oup,
snmpTar get Response& oup }
MODULE -- This Mdul e
MANDATORY- GROUPS { snnpNoti f yGr oup,
snnmpNot i fyFilter G oup }
::= { snnpNotifyConpliances 3 }

snmpNot i f yGroup OBJECT- GROUP
OBJECTS {
snnmpNot i f yTag,
snnmpNot i f yType,
snimpNot i f ySt or ageType,
snmpNot i f yRowSt at us

}

STATUS current

DESCRI PTI ON
"A collection of objects for selecting which managenent
targets are used for generating notifications, and the
type of notification to be generated for each sel ected
managenment target."

c:= { snnpNotifyGoups 1 }

snnpNot i fyFi | ter G oup OBJECT- GROUP
OBJECTS {

snimpNot i fyFil terProfil eName,
snmpNoti fyFilterProfil eStor Type,
snnpNot i fyFi |l terProfil eRowSt at us,
snnmpNot i fyFi | t er Mask,
snnmpNot i fyFi |l ter Type,
snimpNot i fyFi |l ter St or ageType,
snmpNot i f yFi | t er RowsSt at us

}

STATUS current

DESCRI PTI ON
"A collection of objects providing renote configuration
of notification filters."

::={ snnpNotifyGoups 2 }

END
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4.3. The Proxy M B Mdul e

The SNWP- PROXY-M B nodul e, which defines MB objects that provide
mechani sns to remptely configure the paraneters used by an SNWP
entity for proxy forwardi ng operations, contains a single table.
This table, snnpProxyTable, is used to define translations between
nmanagenent targets for use when forwardi ng nmessages.

4.3.1. Definitions
SNIVP- PROXY-M B DEFI NI TIONS :: = BEG N

| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
snnmpModul es
FROM SNMPv2- SM

RowSt at us,
St or ageType
FROM SNWPv2- TC

SnnpEngi nel D,
SnnpAdmi nString
FROM SNWVP- FRAMEWORK- M B

SnnpTagVal ue
FROM SNMP- TARGET-M B

MCDUL E- COVPLI ANCE,
OBJECT- GROUP
FROM SNWVPv 2- CONF;

snnpPr oxyM B MODULE- | DENTI TY
LAST- UPDATED "200210140000Z"
ORGANI ZATI ON "I ETF SNWPv3 Wor ki ng G oup"
CONTACT- | NFO
"WG emi | : snmpv3@i sts.tislabs.com
Subscri be: najordomo@ists.tislabs.com
I n nessage body: subscribe snmpv3

Co- Chai r: Russ Mundy
Net wor k Associ at es Laboratories

Post al : 15204 Onega Drive, Suite 300
Rockvill e, NMD 20850-4601
USA

EMai | : mundy@i sl abs. com

Phone: +1 301-947-7107
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Co- Chai r

Post al :

EMi | :
Phone:

Co-editor:
Post al :

EMai | :
Phone:

Co-editor:
Post al :

EMai | :
Phone:

Co-edi tor:

DESCRI PTI ON
"This M B nodul e defines MB objects which provide
mechani sns to renmptely configure the paraneters
used by a proxy forwarding application

Copyright (C The Internet Society (2002).

SNWVP Applications

Davi d Harrington

Ent erasys Net works

35 Industrial Way

P. O Box 5004

Rochest er, New Hanpshire 03866- 5005
USA

dbh@nt er asys. com

+1 603-337-2614

David B. Levi

Nort el Networ ks

3505 Kesterwood Drive
Knoxvill e, Tennessee 37918
dl evi @ort el net works. com
+1 865 686 0432

Paul Meyer

Secur e Conputing Corporation
2675 Long Lake Road

Roseville, M nnesota 55113

paul _neyer @ecur econputi ng. com
+1 651 628 1592

Bob St ewart
Retired"

Thi s

version of this MB nodule is part of RFC 3413;

see the RFC itself for full legal notices.

REVI SI ON "2002101400002Z" -- 14 Cctober 2002
DESCRI PTION "Cl arifications, published as

RFC 3413."
REVI SI ON "1998080400002" -- 4 August 1998
DESCRI PTION "Cl arifications, published as

RFC 2573."
REVI SI ON "1997071400002" -- 14 July 1997
DESCRI PTION "The initial revision, published as RFC2273."

;.= { snnpModul es 14 }

snmpPr oxyQbj ect s

snmpPr oxyConf or mance

Levi, et.
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OBJECT | DENTI FI ER :
OBJECT | DENTI FI ER ::
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{ snnpProxyMB 1 }
{ snmpProxyM B 3 }
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-- The snnpProxyQhj ects group

snnpPr oxyTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnnpPr oxyEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"The table of translation paraneters used by proxy forwarder
applications for forwardi ng SNVMP nessages."

= { snmpProxyQojects 2 }

snnmpProxyEntry OBJECT- TYPE
SYNTAX SnnpPr oxyEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A set of translation paranmeters used by a proxy forwarder
application for forwardi ng SNMP nessages.

Entries in the snnmpProxyTabl e are created and del et ed
usi ng the snnmpProxyRowSt at us obj ect.”

| NDEX { | MPLI ED snmpPr oxyNane }

= { snnmpProxyTable 1 }

SnnpProxyEntry ::= SEQUENCE ({
snpPr oxyNane SnnpAdmi nStri ng,
snnpPr oxyType | NTEGER,
snnpPr oxyCont ext Engi nel D SnnpEngi nel D,
snmpPr oxyCont ext Nane SnnpAdmi nStri ng,
snnpPr oxyTar get Par ansl n SnnpAdmi nStri ng,

snmpPr oxySi ngl eTar get CQut SnnpAdmi nStri ng,
snmpProxyMul ti pl eTarget Qut  SnnpTagVal ue,
snnpPr oxy St or ageType St or ageType,
snnpPr oxyRowSt at us RowsSt at us

}

snnpPr oxyName OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

Levi, et.

"The locally arbitrary, but unique identifier associated
with this snnmpProxyEntry."

= { snmpProxyEntry 1 }
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snnpPr oxyType OBJECT- TYPE

SYNTAX | NTEGER {
read(1),
wite(2),
trap(3),
i nforn(4)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The type of message that may be forwarded using
the transl ation paraneters defined by this entry."
.= { snnpProxyEntry 2 }

snmpPr oxyCont ext Engi nel D OBJECT- TYPE

SYNTAX SnnpEngi nel D
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The cont ext Engi nel D contai ned i n nmessages t hat
may be forwarded using the translation paraneters
defined by this entry."

::={ snnpProxyEntry 3}

snipPr oxyCont ext Nane OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The cont ext Nanme contai ned i n nessages that may be
forwarded using the translation paraneters defined
by this entry.

This object is optional, and if not supported, the
cont ext Nane contained in a nmessage is ignored when
sel ecting an entry in the snnpProxyTabl e. "

::={ snnpProxyEntry 4 }

snnpPr oxyTar get Par ansl n OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

2002

"This object selects an entry in the snnpTarget ParansTabl e.

The selected entry is used to deternine which row of the
snmpProxyTabl e to use for forwardi ng recei ved nmessages. "

::= { snnpProxyEntry 5 }

Levi, et. al. St andards Track

[ Page 60]



RFC 3413 SNWVP Applications December

snnpPr oxySi ngl eTar get Qut OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"This object selects a managenent target defined in the
snnpTar get Addr Tabl e (in the SNVP-TARGET-M B). The
selected target is defined by an entry in the

2002

snnpTar get Addr Tabl e whose i ndex val ue (snnpTar get Addr Nane)

is equal to this object.

This object is only used when selection of a single
target is required (i.e. when forwarding an i ncom ng
read or wite request)."

::= { snnpProxyEntry 6 }

snmpProxyMul ti pl eTar get Qut OBJECT- TYPE

SYNTAX SnnpTagVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object selects a set of nmanagenent targets defined
in the snnpTarget Addr Tabl e (in the SNMP- TARGET-M B).

This object is only used when selection of nultiple
targets is required (i.e. when forwardi ng an incom ng
notification)."

::={ snnpProxyEntry 7 }

snnpPr oxy St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type of this conceptual row.
Conceptual rows having the value ’permanent’ need not
all ow wite-access to any columar objects in the row "
DEFVAL { nonVol atile }
::= { snnpProxyEntry 8 }

snpPr oxy RowSt at us OBJECT- TYPE

Levi ,

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row

To create arowin this table, a manager nust
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set this object to either createAndGo(4) or
creat eAndWai t (5).

The foll owi ng objects nay not be nmodified while the
val ue of this object is active(l):
- snnpProxyType
- snnpPr oxyCont ext Engi nel D
- snnpPr oxyCont ext Nanme
- snnpPr oxyTar get Par ansl n
- snnpProxySi ngl eTar get Qut
- snnpProxyMil ti pl eTar get Qut ™
;.= { snnpProxyEntry 9 }

-- Confornmance i nfornmation

snnpPr oxyConpl i ances OBJECT | DENTI FI ER : :
snmpPr oxyConf or mance 1 }

snnpPr oxy G oups OBJECT | DENTI FI ER : :

[l | e |

snmpPr oxyConf or mance 2 }

-- Compliance statenents

snnpPr oxyConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for SNVP entities which include
a proxy forwarding application.™
MODULE SNWP- TARCGET-M B
MANDATORY- GROUPS { snnpTar get Basi cGr oup,
snnpTar get ResponseG oup }
MODULE -- This Mdul e
MANDATORY- GROUPS { snnpProxyG oup }
::= { snnpProxyConmpliances 1 }

snnpPr oxyG oup OBJECT- GROUP
OBJECTS {
snnpPr oxyType,
snmpPr oxyCont ext Engi nel D,
snnpPr oxyCont ext Nane,
snnpPr oxyTar get Par ansl n,
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snnmpPr oxySi ngl eTar get Qut ,
snnpProxyMul ti pl eTar get Qut,
snnpPr oxy St or ageType,
snnpPr oxy RowSt at us

}
STATUS current
DESCRI PTI ON
"“"A collection of objects providing renote configuration of
management target translation paraneters for use by
proxy forwarder applications."
::={ snnpProxyGoups 3}

END
5. ldentification of Managenment Targets in Notification Oiginators

This section describes the nechani sns used by a notification
originator application when using the MB nodul e described in this
docunent to determ ne the set of nmnagenent targets to be used when
generating a notification

A notification originator uses all active entries in the

snmpNoti fyTable to find the managenent targets to be used for
generating notifications. Each active entry in this table selects
zero or nore entries in the snnpTarget Addr Tabl e. When a notification
is generated, it is sent to all of the targets specified by the

sel ected snnpTar get Addr Tabl e entries (subject to the application of
access control and notification filtering).

Any entry in the snnpTarget Addr Tabl e whose snnpTar get Addr TagLi st

obj ect contains a tag value which is equal to a val ue of

snnpNoti fyTag is selected by the snnpNotifyEntry which contains that
i nstance of snnpNotifyTag. Note that a particul ar
snipTar get AddrEntry may be selected by multiple entries in the
snmpNoti fyTable, resulting in nmultiple notifications being generated
using that snnpTarget AddrEntry (this allows, for exanple, both traps
and inforns to be sent to the sanme target).

Each snnpTarget AddrEntry contains a pointer to the
snnpTar get Par ansTabl e (snnpTar get Addr Parans). This pointer selects a
set of SNWP paraneters to be used for generating notifications. |If
the selected entry in the snnpTarget ParansTabl e does not exist, the
nmanagenent target is not used to generate notifications.

The decision as to whether a notification should contain an
Unconfirnmed-C ass or a Confirmed-Cl ass PDU is determ ned by the val ue
of the snnpNotifyType object. |If the value of this object is
trap(1l), the notification should contain an Unconfirnmed-C ass PDU
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If the value of this object is inform(2), then the notification
shoul d contain a Confirmed-C ass PDU, and the tinmeout time and nunber
of retries for the notification are the val ue of
snnpTar get Addr Ti meout and snmpTar get Addr RetryCount. Note that the
exception to these rules is when the snnmpTar get Par ansMPMbdel obj ect

i ndi cates an SNMP versi on which supports a different PDU version. In
this case, the notification my be sent using a different PDU type

([ RFC2576] defines the PDU type in the case where the outgoing SNWP
version is SNWPvl).

6. Notification Filtering

Thi s section describes the nechanisns used by a notification
originator application when using the MB nodul e described in this
docunent to filter generation of notifications.

A notification originator uses the snnpNotifyFilterTable to filter
notifications. A notification filter profile my be associated with
a particular entry in the snnpTarget ParansTable. The associ at ed
filter profile is identified by an entry in the

snnpNoti fyFilterProfil eTabl e whose index is equal to the index of the
entry in the snnpTarget ParansTable. |If no such entry exists in the
snmpNoti fyFilterProfileTable, no filtering is performed for that
managenment target.

If such an entry does exist, the value of snmpNotifyFilterProfil eNanme
of the entry is conmpared with the correspondi ng portion of the index
of all active entries in the snnpNotifyFilterTable. Al such entries
for which this comparison results in an exact match are used for
filtering a notification generated using the associ ated
snnpTar get ParansEntry. |f no such entries exist, no filtering is
performed, and a notification my be sent to the nanagenent target.

O herwise, if matching entries do exist, a notification my be sent

i f the NOTIFI CATI ON- TYPE OBJECT | DENTI FI ER of the notification (this
is the value of the elenent of the variable bindings whose nane is
snnmpTrapO D. 0, i.e., the second variable binding) is specifically

i ncl uded, and none of the object instances to be included in the
vari abl e-bi ndings of the notification are specifically excluded by
the matching entries.

Each set of snnpNotifyFilterTable entries is divided into two

col lections of filter subtrees: the included filter subtrees, and
the excluded filter subtrees. The snnpNotifyFilterType object
defines the collection to which each matching entry bel ongs.

To determ ne whether a particular notification name or object
instance is excluded by the set of matching entries, conpare the

Levi, et. al. St andards Track [ Page 64]



RFC 3413 SNWVP Applications December 2002

notification nane’s or object instance’s OBJECT | DENTIFIER with each
of the matching entries. For a notification name, if none natch,
then the notification nane is considered excluded, and the
notification should not be sent to this managenent target. For an
obj ect instance, if none match, the object instance is considered

i ncluded, and the notification nmay be sent to this managenent target.
If one or nore match, then the notification nane or object instance
is included or excluded, according to the val ue of

snmpNoti fyFilterType in the entry whose val ue of
snmpNot i fyFilter Subtree has the nost sub-identifiers. |If multiple
entries match and have the sanme nunber of sub-identifiers, then the
val ue of snnpNotifyFilterType, in the entry anbng those which match,
and whose instance is |exicographically the |argest, determ nes the
i ncl usi on or excl usion.

A notification name or object instance’s OBJECT | DENTI FI ER X mat ches
an entry in the snmpNotifyFilterTabl e when the nunber of sub-
identifiers in Xis at |least as many as in the val ue of

snnpNoti fyFilterSubtree for the entry, and each sub-identifier in the
val ue of snnpNotifyFilterSubtree matches its correspondi ng sub-
identifier in X. Two sub-identifiers match either if the
corresponding bit of snnpNotifyFilterMask is zero (the "wild card
value), or if the two sub-identifiers are equal

7. Managenent Target Translation in Proxy Forwarder Applications

This section describes the nechani sns used by a proxy forwarder
applicati on when using the MB nodul e described in this docunment to
transl ate i ncom ng managenent target information into outgoing
managenent target information for the purpose of forwardi ng nessages.
There are actually two nmechani sns a proxy forwarder nmay use, one for
forwardi ng request nessages, and one for forwarding notification
nmessages.

7.1. Managenent Target Translation for Request Forwarding

When forwardi ng request nessages, the proxy forwarder will select a

single entry in the snnpProxyTable. To select this entry, it wll

performthe foll owi ng conpari sons:

- The snmpProxyType nust be read(1l) if the request is a Read-d ass
PDU. The snnmpProxyType nmust be wite(2) if the request is a
Wite-C ass PDU

- The context Engi nel D nust equal the snnmpProxyCont ext Engi nel D obj ect .

- If the snnmpProxyCont ext Name object is supported, it nust equal the
cont ext Name.
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- The snnpProxyTarget Paransln object identifies an entry in the
snnpTar get Par ansTabl e. The nmessageProcessi ngvbdel , security nodel
securityName, and securitylLevel nust match the val ues of
snipTar get Par ansMPMbdel , snnpTar get Par ansSecur i t yModel
snnpTar get Par ansSecur it yNanme, and snnpTar get Par ansSecuritylLevel of
the identified entry in the snnpTarget ParansTabl e.

There may be nultiple entries in the snmpProxyTabl e for which these
conpari sons succeed. The entry whose snnmpProxyNane has the

| exi cographically smallest value and for which the compari sons
succeed will be selected by the proxy forwarder

The out goi ng managenent target information is identified by the val ue
of the snnpProxySingl eTarget Qut obj ect of the selected entry. This
object identifies an entry in the snmpTarget Addr Table. The
identified entry in the snnpTarget Addr Tabl e al so contains a reference
to the snmpTarget ParansTabl e (snnpTarget Addr Parans). |If either the
identified entry in the snnpTarget Addr Tabl e does not exist, or the
identified entry in the snnpTarget ParansTabl e does not exist, then
this snmpProxyEntry does not identify valid forwardi ng i nformation,
and the proxy forwarder should attenpt to identify another row.

If there is no entry in the snmpProxyTable for which all of the
conditions above may be nmet, then there is no appropriate forwarding
i nformati on, and the proxy forwarder should take appropriate actions.

O herwi se, The snnpTar get Addr TDormai n, snnpTar get Addr TAddr ess,
snipTar get Addr Ti meout, and snnpTar get RetryCount of the identified
snnpTar get Addr Entry, and the snnpTar get Par ans MPMbdel

snnpTar get Par ansSecuri t yMbdel , snnpTar get Par ansSecuri t yNane, and
snnpTar get Par ansSecuritylLevel of the identified snnpTargetParansEntry
are used as the destinati on nanagenent target.

7.2. Managenment Target Translation for Notification Forwarding

When forwardi ng notification nessages, the proxy forwarder wll

select multiple entries in the snnpProxyTable. To select these

entries, it will performthe foll owi ng conparisons:

- The snnmpProxyType nust be trap(3) if the notification is an
Unconfirmed-Cd ass PDU.  The snmpProxyType must be inform(4) if the
request is a Confirned-C ass PDU

- The cont ext Engi nel D nust equal the snnpProxyCont ext Engi nel D obj ect .

- If the snmpProxyCont ext Name object is supported, it nust equal the
cont ext Name.
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- The snnpProxyTarget Paransln object identifies an entry in the
snnpTar get Par ansTabl e. The nmessageProcessi ngvbdel , security nodel
securityName, and securitylLevel nust match the val ues of
snipTar get Par ansMPMbdel , snnpTar get Par ansSecur i t yModel
snnpTar get Par ansSecur it yNanme, and snnpTar get Par ansSecuritylLevel of
the identified entry in the snnpTarget ParansTabl e.

Al'l entries for which these conditions are net are selected. The
snmpProxyMul ti pl eTarget Qut obj ect of each such entry is used to
select a set of entries in the snnmpTarget Addr Tabl e.  Any
snnpTar get Addr Entry whose snnpTar get Addr TagLi st obj ect contains a tag
val ue equal to the value of snnpProxyMiltipl eTargetQut, and whose
snnpTar get Addr Par ans obj ect references an existing entry in the
snnpTar get ParansTabl e, is selected as a destination for the forwarded
notification.

8. Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
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m ght or mght not be available; neither does it represent that it
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obtain a general license or permission for the use of such
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Security Consi derations

The SNWMP applications described in this docunent typically have
direct access to MB instrunentation. Thus, it is very inportant
that these applications be strict in their application of access
control as described in this docunent.

In addition, there may be sonme types of notification generator
applications which, rather than accessing M B instrunmentation using
access control, will obtain MB information through other means (such
as froma command line). The inplenentors and users of such
applications nmust be responsible for not divulging MB information
that normally woul d be inaccessible due to access control.

Finally, the MBs described in this docunent contain potentially
sensitive information. A security administrator may wish to limt
access to these M Bs.
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Thi s section describes an exanple configuration for a Notification
Generator application which inplenents the snipNotifyBasi cConpliance
. The exanple configuration specifies that the Notification

| eve

Generator should send notifications to 3 separate nanagers,
aut hentication and no privacy for the first 2 nanagers,

usi ng
and using

bot h authentication and privacy for the third nanager

The configuration consists of three rows in the snnpTarget Addr Tabl e,

two rows in the snnpTarget Tabl e,

and two rows in the snnpNotifyTabl e.

* snnpTar get Addr Nane
snnpTar get Addr TDonai n
snnpTar get Addr TAddr ess
snipTar get Addr TagLi st
snnpTar get Addr Par ans
snnpTar get Addr St or ageType
snnpTar get Addr Rowst at us

* snnpTar get Addr Name
snipTar get Addr TDomai n
snnpTar get Addr TAddr ess
snnpTar get Addr TagLi st
snnpTar get Addr Par ans
snnpTar get Addr St or ageType
snnpTar get Addr RowSt at us

* snnpTar get Addr Name
snnpTar get Addr TDomai n
snnpTar get Addr TAddr ess
snnpTar get Addr TagLi st
snnpTar get Addr Par ans
snipTar get Addr St or ageType
snnpTar get Addr RowSt at us

* snnpTar get Par ansNane
snnpTar get Par ans MPMbde

snnpTar get Par ansSecur i t yMode
snmpTar get Par ansSecur i t yName
snnpTar get Par ansSecuritylLeve

snnpTar get Par ans St or ageType

snnpTar get Par ansRowSt at us

et. al.

St andards Track

"addr 1"
snnpUDPDonai n
128.1.2.3/162
"groupl”

" Aut hNoPri v-j oe"
readOnl y(5)
active(l)

"addr 2"
snipUDPDonai n
128.2. 4.6/ 162
"groupl”

" Aut hNoPri v-j oe"
readOnl y(5)
active(l)

"addr 3"
snnpUDPDonai n
128.1.5.9/162
"group2”

" Aut hPri v- bob"
readOnl y(5)
active(l)

" Aut hNoPri v-j oe"
3

3 (UsM

IIJ' Oell

aut hNoPri v( 2)
readOnl y(5)
active(l)
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* snnpTar get Par ansNane "Aut hPri v- bob"

snnpTar get Par ans MPModel =3
snnpTar get Par ansSecur i t yModel = 3 (USM
snipTar get Par ansSecur i t yName = "bob"
snnpTar get Par ansSecuritylLevel = aut hPriv(3)
snnpTar get Par ans St or ageType = readOnl y(5)
snnpTar get Par ans RowSt at us = active(l)

* snnpNot i f yNane = "groupl"
snmpNot i f yTag = "groupl”
snmpNot i f yType =trap(l)
snnpNot i f ySt orageType = readOnly(5)
snnpNot i f yRowSt at us = active(l)

* snnpNot i f yNane = "group2"
snmpNot i fyTag = "group2"
snmpNot i f yType =trap(l)
snnpNot i f ySt orageType = readOnly(5)
snnpNot i f yRowSt at us = active(l)

These entries define two groups of nanagenent targets. The first
group contains two nanagenent targets:

first target second target
nessagePr ocessi nghbdel SNWVPV 3 SNWVPV 3
securit yMbdel 3 (USM 3 (UsM
securit yName "joe" "joe"
securitylLevel aut hNoPri v( 2) aut hNoPri v( 2)
t ransport Domai n snnpUDPDonai n snnpUDPDonai n
transport Addr ess 128.1.2.3/162 128. 2. 4.6/ 162

And the second group contains a single nanagenent target:

messagePr ocessi nghbdel SNVPv 3
securitylLevel aut hPriv(3)
securit yModel 3 (UsM

securit yName "bob"
transport Dorai n snnpUDPDorai n
transport Addr ess 128.1.5.9/162
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1

| ntroducti on

The Architecture for describing Internet Management Framewor ks
[ RFC3411] describes that an SNWP engine is composed of:

1) a Dispatcher

2) a Message Processing Subsystem
3) a Security Subsystem and

4) an Access Control Subsystem

Applications nmake use of the services of these subsystens.

It is inmportant to understand the SNWP architecture and the
term nol ogy of the architecture to understand where the Security
Model described in this docunent fits into the architecture and
interacts with other subsystenms within the architecture. The reader
is expected to have read and understood the description of the SNWP
architecture, as defined in [ RFC3411].

This meno descri bes the User-based Security Mdel as it is used
within the SNVMP Architecture. The main idea is that we use the
traditional concept of a user (identified by a userNane) with which
to associate security information

This menmo describes the use of HVAC- MD5-96 and HVAC- SHA- 96 as the
aut hentication protocols and the use of CBC- DES as the privacy
protocol. The User-based Security Mddel however allows for other
such protocols to be used instead of or concurrent with these
protocols. Therefore, the description of HVAC MD5-96, HVAC- SHA- 96
and CBC-DES are in separate sections to reflect their self-contained
nature and to indicate that they can be replaced or supplenented in
the future.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

1.1. Threats

Several of the classical threats to network protocols are applicable
to the network managenent problem and therefore would be applicable
to any SNMP Security Mddel. Oher threats are not applicable to the
net wor k managenent problem This section discusses principa
threats, secondary threats, and threats which are of |esser

i mportance.

The principal threats against which this SNVP Security Mdel should
provi de protection are:
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- Modification of Infornmation The nodification threat is the danger
that sonme unauthorized entity may alter in-transit SNVP nessages
generated on behal f of an authorized principal in such a way as to
ef fect unaut horized nmanagenment operations, including falsifying the
val ue of an object.

- Masquerade The nmasquerade threat is the danger that nanagenent
operations not authorized for some user may be attenpted by
assum ng the identity of another user that has the appropriate
aut hori zati ons.

Two secondary threats are also identified. The Security Mde
defined in this nmeno provides limted protection against:

- Disclosure The disclosure threat is the danger of eavesdropping on
the exchanges between managed agents and a managenent station
Protecting against this threat may be required as a matter of |oca

pol i cy.

- Message Stream Modificati on The SNMP protocol is typically based
upon a connection-less transport service which may operate over any
sub-network service. The re-ordering, delay or replay of nessages
can and does occur through the natural operation of many such sub-
network services. The nessage streamnodification threat is the
danger that nessages nmay be naliciously re-ordered, delayed or
repl ayed to an extent which is greater than can occur through the
natural operation of a sub-network service, in order to effect
unaut hori zed nanagemnment operations.

There are at least two threats that an SNMP Security Mdel need not
protect against. The security protocols defined in this neno do not
provi de protection against:

- Denial of Service This SNWP Security Mdel does not attenpt to
address the broad range of attacks by which service on behal f of
aut hori zed users is denied. |ndeed, such denial-of-service attacks
are in nany cases indistinguishable fromthe type of network
failures with which any viable network nanagenent protocol nust
cope as a matter of course

- Traffic Analysis This SNMP Security Mddel does not attenpt to
address traffic analysis attacks. Indeed, nmany traffic patterns
are predictable - devices nmay be nanaged on a regular basis by a
relatively small nunber of managenent applications - and therefore
there is no significant advantage afforded by protecting against
traffic anal ysis.
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1.2. Goals and Constraints

Based on the foregoi ng account of threats in the SNVP network
management environnent, the goals of this SNWP Security Mddel are as
fol | ows.

1) Provide for verification that each received SNVP nessage has not
been nmodified during its transm ssion through the network.

2) Provide for verification of the identity of the user on whose
behal f a received SNVWP nessage clainms to have been generat ed.

3) Provide for detection of received SNMP nessages, which request or
contai n managenent information, whose time of generation was not
recent.

4) Provide, when necessary, that the contents of each received SNW
nessage are protected fromdi scl osure.

In addition to the principal goal of supporting secure network
managenment, the design of this SNWP Security Mdel is also influenced
by the followi ng constraints:

1) When the requirenents of effective managenent in tinmes of network
stress are inconsistent with those of security, the design of USM
has given preference to the forner.

2) Neither the security protocol nor its underlying security
nmechani snms shoul d depend upon the ready availability of other
network services (e.g., Network Time Protocol (NTP) or key
nmanagenent protocol s).

3) A security mechani smshould entail no changes to the basic SNWP
net wor k management phil osophy.

1.3. Security Services

The security services necessary to support the goals of this SNW
Security Mddel are as foll ows:

- Data Integrity is the provision of the property that data has not
been altered or destroyed in an unauthorized manner, nor have data
sequences been altered to an extent greater than can occur non-
mal i ci ously.

- Data Origin Authentication is the provision of the property that

the clained identity of the user on whose behalf received data was
originated is corroborated
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- Data Confidentiality is the provision of the property that
information is not nmade avail abl e or disclosed to unauthorized
i ndividuals, entities, or processes.

- Message tineliness and limted replay protection is the provision
of the property that a nessage whose generation tine is outside of
a specified time windowis not accepted. Note that nessage
reordering is not dealt with and can occur in nornmal conditions
t oo.

For the protocols specified in this neno, it is not possible to
assure the specific originator of a received SNVMP nessage; rather, it
is the user on whose behal f the nmessage was originated that is

aut henti cat ed.

For these protocols, it not possible to obtain data integrity without
data origin authentication, nor is it possible to obtain data origin
aut hentication without data integrity. Further, there is no
provision for data confidentiality without both data integrity and
data origin authentication
The security protocols used in this meno are consi dered acceptably
secure at the time of witing. However, the procedures allow for new
aut hentication and privacy nethods to be specified at a future tine
if the need arises.
1.4. Module Organization

The security protocols defined in this meno are split in three
di fferent nodul es and each has its specific responsibilities such
that together they realize the goals and security services described
above:
- The authentication nmodul e MJUST provide for:

- Data Integrity,

- Data Origin Authentication
- The timeliness nodul e MUST provide for:

- Protection agai nst nessage delay or replay (to an extent greater
than can occur through normal operation).

- The privacy nmodul e MUST provide for

- Protection against disclosure of the message payl oad.
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The tineliness nodule is fixed for the User-based Security Mode
while there is provision for nultiple authentication and/or privacy
nodul es, each of which inplenents a specific authentication or
privacy protocol respectively.

1.4.1. Tineliness Mdul e

Section 3 (El enents of Procedure) uses the tineliness values in an
SNVP nmessage to do tinmeliness checking. The timeliness check is only
performed if authentication is applied to the message. Since the
conpl ete nessage is checked for integrity, we can assune that the
timeliness values in a nmessage that passes the authentication nodul e
are trustworthy.

1.4.2. Authentication Protocol

Section 6 describes the HVAC MD5-96 authentication protocol which is
the first authentication protocol that MJUST be supported with the
User - based Security Mddel. Section 7 describes the HVAC- SHA- 96

aut henti cation protocol which is another authentication protocol that
SHOULD be supported with the User-based Security Mddel. 1In the
future additional or replacenment authentication protocols may be
defined as new needs ari se.

The User-based Security Mdel prescribes that, if authentication is
used, then the conpl ete nessage is checked for integrity in the
aut henti cati on nodul e.

For a message to be authenticated, it needs to pass authentication
check by the authentication nodule and the tineliness check which is
a fixed part of this User-based Security nodel.

1.4.3. Privacy Protoco
Section 8 describes the CBC-DES Symmetric Encryption Protocol which
is the first privacy protocol to be used with the User-based Security
Model . In the future additional or replacenent privacy protocols may
be defined as new needs ari se.

The User-based Security Mdel prescribes that the scopedPDU is
protected from di scl osure when a nessage is sent with privacy.

The User-based Security Mdel also prescribes that a nessage needs to
be authenticated if privacy is in use.
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1.5. Protection agai nst Message Replay, Delay and Redirection
1.5.1. Authoritative SNWP Engi ne

In order to protect against nmessage replay, delay and redirection

one of the SNMP engi nes involved in each comruni cation i s designated
to be the authoritative SNVMP engi ne. Wen an SNMP nessage contains a
payl oad which expects a response (those nessages that contain a
Confirmed C ass PDU [ RFC3411]), then the receiver of such nessages is
authoritative. Wen an SNMP nessage contains a payl oad whi ch does
not expect a response (those messages that contain an Unconfirned
Class PDU [ RFC3411]), then the sender of such a nessage is
authoritative.

1.5.2. Mechani sns
The foll owi ng nechani sns are used:

1) To protect against the threat of nessage delay or replay (to an
extent greater than can occur through nornal operation), a set of
timeliness indicators (for the authoritative SNVP engine) are
i ncluded in each nmessage generated. An SNWP engi ne eval uates the
tinmeliness indicators to determne if a received nessage is
recent. An SNMP engine may evaluate the tineliness indicators to
ensure that a received nessage is at |east as recent as the | ast
nessage it received fromthe sane source. A non-authoritative
SNMP engi ne uses received authentic messages to advance its notion
of the tineliness indicators at the renpte authoritative source.

An SNVP engi ne MJUST al so use a nechanismto match incom ng
Responses to outstandi ng Requests and it MJST drop any Responses
that do not match an outstanding request. For exanple, a nmsglD
can be inserted in every nessage to cater for this functionality.

These nechani sns provide for the detection of authenticated
nmessages whose tinme of generation was not recent.

This protection against the threat of message delay or replay does
not inply nor provide any protection agai nst unauthorized del etion
or suppression of messages. Also, an SNVP engi ne may not be able
to detect message reordering if all the nessages involved are sent
within the Tine Wndow interval. Oher nechani sns defined

i ndependently of the security protocol can also be used to detect
the re-ordering replay, deletion, or suppression of nmessages
contai ning Set operations (e.g., the MB variabl e snnpSet Seri al No
[ RFC3418]) .
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2) Verification that a nessage sent to/fromone authoritative SNWP
engi ne cannot be replayed to/as-if-fromanother authoritati ve SNVP
engi ne.

Included in each message is an identifier unique to the
aut horitative SNMP engi ne associated with the sender or intended
reci pi ent of the nessage.

A message contai ning an Unconfirmed C ass PDU sent by an

aut horitative SNMP engine to one non-authoritative SNVP engi ne can
potentially be replayed to another non-authoritative SNVMP engi ne.
The latter non-authoritative SNMP engine mght (if it knows about
the same userNanme with the sane secrets at the authoritative SNW
engine) as a result update its notion of tineliness indicators of
the authoritative SNMP engine, but that is not considered a
threat. In this case, A Report or Response nessage will be

di scarded by the Message Processing Mddel, because there should
not be an outstandi ng Request nmessage. A Trap will possibly be
accepted. Again, that is not considered a threat, because the
comuni cation was authenticated and tinely. It is as if the

aut horitative SNMP engi ne was configured to start sending Traps to
the second SNWP engi ne, which theoretically can happen wi thout the
know edge of the second SNVMP engi ne anyway. Anyway, the second
SNVP engi ne may not expect to receive this Trap, but is allowed to
see the managenent information contained init.

3) Detection of messages which were not recently generated.

A set of tine indicators are included in the nessage, indicating
the time of generation. Messages without recent tine indicators
are not considered authentic. |In addition, an SNVMP engi ne MUST
drop any Responses that do not match an outstanding request. This
however is the responsibility of the Message Processi ng Mdel

This menmo all ows the same user to be defined on nultiple SNWP

engi nes. Each SNWMP engi ne mai ntains a val ue, snnmpEngi nel D, which
uniquely identifies the SNVMP engine. This value is included in each
nessage sent to/fromthe SNMP engine that is authoritative (see
section 1.5.1). On receipt of a nmessage, an authoritative SNWP
engi ne checks the value to ensure that it is the intended recipient,
and a non-authoritative SNMP engi ne uses the value to ensure that the
nmessage i s processed using the correct state information.

Each SNWP engi ne mai ntains two val ues, snnpEngi neBoots and
snnpEngi neTi me, which taken together provide an indication of tinme at
that SNMP engine. Both of these values are included in an

aut henti cat ed message sent to/received fromthat SNWP engine. On
recei pt, the values are checked to ensure that the indicated
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timeliness value is within a Time Wndow of the current time. The
Ti me Wndow represents an admi nistrative upper bound on acceptabl e
delivery delay for protocol nessages.

For an SNMWP engine to generate a nmessage which an authoritative SNW
engine will accept as authentic, and to verify that a nessage
received fromthat authoritative SNVWP engine is authentic, such an
SNWP engi ne must first achieve tineliness synchronization with the
authoritative SNVMP engi ne. See section 2.3.

1.6. Abstract Service Interfaces

Abstract service interfaces have been defined to describe the
conceptual interfaces between the various subsystens within an SNWP
entity. Simlarly a set of abstract service interfaces have been
defined within the User-based Security Mddel (USM to describe the
conceptual interfaces between the generic USM services and the

sel f-contai ned aut hentication and privacy services.

These abstract service interfaces are defined by a set of prinitives

that define the services provided and the abstract data el ements that
must be passed when the services are invoked. This section lists the
primtives that have been defined for the User-based Security Mbdel

1.6.1. User-based Security Mddel Primtives for Authentication
The User-based Security Mdel provides the follow ng interna
primtives to pass data back and forth between the Security Mde

itself and the authentication service:

statuslinformation =
aut hent i cat eQut goi ngvsg(

IN aut hKey -- secret key for authentication
IN  whol eMsg -- unaut henticated conpl ete nessage
QUT aut henti cat edWhol eMsg -- compl ete authenticated nessage

)

statuslinformation =
aut henti cat el ncomi ngMsg(

IN aut hKey -- secret key for authentication

IN authParaneters -- as received on the wire

IN  whol eMsg -- as received on the wire

QUT aut henti cat edWhol eMsg -- conpl ete authenticated nessage
)
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1.6.2. User-based Security Mddel Primtives for Privacy

The User-based Security Mdel provides the follow ng interna
primtives to pass data back and forth between the Security Mde
itself and the privacy service:

statuslinfornmation =
encrypt Dat a(

IN encrypt Key -- secret key for encryption

I N dat aToEncr ypt -- data to encrypt (scopedPDU)

QUT  encryptedDat a -- encrypted data (encryptedPDU)

out privParaneters -- filled in by service provider
)

statuslinfornmation =
decr ypt Dat a(

IN decr ypt Key -- secret key for decrypting
IN privParaneters -- as received on the wire
IN encrypt edDat a -- encrypted data (encryptedPDU)
QUT  decryptedData -- decrypted data (scopedPDU)
)

2. Elements of the Model

This section contains definitions required to realize the security
nodel defined by this meno.

2.1. User-based Security Mdel Users

Managenent operations using this Security Mdel nake use of a defined
set of user identities. For any user on whose behal f nmanagenent
operations are authorized at a particular SNVP engi ne, that SNWP
engi ne nust have know edge of that user. An SNWVP engi ne that wi shes
to communi cate with anot her SNMP engi ne nmust al so have know edge of a
user known to that engine, including know edge of the applicable
attributes of that user

A user and its attributes are defined as foll ows:

user Name
A string representing the nanme of the user

securit yNane
A human-readabl e string representing the user in a format that is
Security Mdel independent. There is a one-to-one relationship
bet ween user Name and securityNane.
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aut hPr ot oco

An indication of whether nessages sent on behalf of this user can
be authenticated, and if so, the type of authentication protoco
which is used. Two such protocols are defined in this neno:

- the HWVAC- MD5-96 aut hentication protocol
- the HMAC- SHA-96 aut henticati on protocol

aut hKey

I f nessages sent on behalf of this user can be authenticated, the
(private) authentication key for use with the authentication
protocol. Note that a user’s authentication key will normally be
different at different authoritative SNMP engines. The authKey is
not accessible via SNWP. The length requirenents of the authKey
are defined by the authProtocol in use.

aut hKeyChange and aut hOmnKeyChange

pr

pr

pr

2. 2.

The only way to renotely update the authentication key. Does that
in a secure manner, so that the update can be conpl eted w t hout
the need to enploy privacy protection

vPr ot oco

An indication of whether messages sent on behalf of this user can
be protected fromdisclosure, and if so, the type of privacy
protocol which is used. One such protocol is defined in this
meno: the CBC-DES Symmetric Encryption Protocol

i vKey

I f nessages sent on behalf of this user can be en/decrypted, the
(private) privacy key for use with the privacy protocol. Note
that a user’'s privacy key will nornmally be different at different
authoritative SNMP engines. The privKey is not accessible via
SNVP. The length requirenents of the privKey are defined by the
privProtocol in use

vKeyChange and pri vOmKeyChange

The only way to renotely update the encryption key. Does that in
a secure nmanner, so that the update can be conpl eted without the
need to enpl oy privacy protection

Repl ay Protection

Each SNVP engi ne mai ntains three objects:

- snnpEngi nel D, which (at | east within an adninistrative domain)

uni quel y and unanbi guously identifies an SNVP engi ne.
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- snnpEngi neBoots, which is a count of the number of tinmes the SNWP
engi ne has re-booted/re-initialized since snnpEngi nel D was | ast
configured; and,

- snnpEngi neTi me, which is the nunber of seconds since the
snnpEngi neBoots counter was | ast increnented.

Each SNWP engine is always authoritative with respect to these
objects inits owm SNW entity. It is the responsibility of a non-
authoritative SNMP engine to synchronize with the authoritati ve SNWP
engi ne, as appropriate.

An authoritative SNVP engine is required to maintain the val ues of
its snnpEngi nel D and snnpEngi neBoots in non-volatile storage.

2.2.1. nmsgAuthoritativeEngi nel D

The nsgAut horitativeEngi nel D val ue contained in an authenticated
nessage is used to defeat attacks in which nmessages from one SNWP
engi ne to another SNWMP engine are replayed to a different SNWP
engine. It represents the snnpEnginelD at the authoritative SNWP
engi ne involved in the exchange of the message.

When an authoritative SNVWP engine is first installed, it sets its
| ocal val ue of snnpEngi nel D according to a enterprise-specific
algorithm (see the definition of the Textual Convention for
SnnpEnginel D in the SNWP Architecture document [RFC3411]).

2.2.2. nsgAut horitativeEngi neBoots and nmsgAut horitati veEngi neTi me

The nsgAut horitativeEngi neBoots and nsgAut horitativeEngi neTi me val ues
contained in an authenticated nessage are used to defeat attacks in
whi ch nessages are replayed when they are no longer valid. They
represent the snnpEngi neBoots and snnpEngi neTi me val ues at the

aut horitative SNMP engi ne involved in the exchange of the message.

Thr ough use of snnpEngi neBoots and snnpEngi neTine, there is no
requi renent for an SNVMP engine to have a non-volatile clock which
ticks (i.e., increases with the passage of tine) even when the
SNVP engine is powered off. Rather, each time an SNMP engi ne
re-boots, it retrieves, increnents, and then stores snnpEngi neBoots
in non-volatile storage, and resets snnpEngi neTinme to zero.

When an SNMP engine is first installed, it sets its |ocal values of
snnpEngi neBoots and snnpEngi neTinme to zero. |If snnpEngi neTime ever
reaches its maxi mum val ue (2147483647), then snnpEngi neBoots is
increnented as if the SNMP engi ne has re-booted and snnpEngineTine is
reset to zero and starts increnenting again
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Each tine an authoritative SNMP engi ne re-boots, any SNWP engi nes
hol di ng that authoritative SNMP engi ne’s val ues of snnpEngi neBoots
and snnmpEngi neTi me need to re-synchronize prior to sending correctly
aut henti cated nmessages to that authoritative SNMP engi ne (see Section
2.3 for (re-)synchronization procedures). Note, however, that the
procedures do provide for a notification to be accepted as authentic
by a receiving SNVWP engi ne, when sent by an authoritative SNVP engi ne
whi ch has re-booted since the receiving SNWP engine last (re-

) synchroni zed.

If an authoritative SNMP engine is ever unable to determne its
| at est snnpEngi neBoots val ue, then it must set its snnpEngi neBoots
val ue to 2147483647.

VWhenever the | ocal value of snmpEngi neBoots has the val ue 2147483647
it latches at that value and an authenticated nessage al ways causes
an not | nTi meW ndow aut henti cation failure.

In order to reset an SNVP engi ne whose snnpEngi neBoots val ue has
reached the value 2147483647, manual intervention is required. The
engi ne nust be physically visited and re-configured, either with a
new snnmpEngi nel D val ue, or with new secret values for the

aut hentication and privacy protocols of all users known to that SNWP
engine. Note that even if an SNVWP engi ne re-boots once a second that
it would still take approxinmately 68 years before the nmax val ue of
2147483647 woul d be reached.

2.2.3. Tine Wndow

The Tine Wndow is a value that specifies the window of tine in which
a nessage generated on behal f of any user is valid. This nmeno
specifies that the same value of the Time Wndow, 150 seconds, is
used for all users.

2.3. Tinme Synchronization

Ti me synchroni zation, required by a non-authoritative SNVP engi ne
in order to proceed with authentic communi cations, has occurred
when the non-authoritative SNVP engi ne has obtained a | ocal notion
of the authoritative SNVWP engi ne’s val ues of snnmpEngi neBoots and
snnpEngi neTime fromthe authoritative SNVMP engi ne. These val ues
nust be (and remain) within the authoritative SNMP engine’'s Tine
Wndow. So the local notion of the authoritative SNVP engine’'s
val ues rmust be kept |oosely synchronized with the val ues stored
at the authoritative SNMP engine. In addition to keeping a |oca
copy of snnpEngi neBoots and snnpEngi neTinme fromthe authoritative
SNVP engi ne, a non-authoritative SNVP engi ne nmust al so keep one
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| ocal variable, |atestReceivedEngi neTinme. This value records the
hi ghest val ue of snnpEngi neTime that was received by the
non-authoritative SNVP engine fromthe authoritati ve SNMP engi ne
and is used to elimnate the possibility of replaying nessages
that woul d prevent the non-authoritative SNMP engi ne’s notion of
t he snnpEngi neTi ne from advanci ng.

A non-authoritative SNMP engi ne nust keep | ocal notions of these

val ues (snnpEngi neBoots, snnpEngi neTi ne and | at est Recei vedEngi neTi ne)
for each authoritative SNVMP engine with which it wi shes to

conmuni cate. Since each authoritative SNVP engine is uniquely and
unanbi guously identified by its value of snnpEngi nelD, the
non-authoritative SNVP engine may use this value as a key in order to
cache its local notions of these val ues.

Ti me synchroni zati on occurs as part of the procedures of receiving an
SNVP message (Section 3.2, step 7b). As such, no explicit tine
synchroni zati on procedure is required by a non-authoritative SNWP
engine. Note, that whenever the |ocal value of snnpEnginelDis
changed (e.g., through di scovery) or when secure conmuni cations are
first established with an authoritative SNVMP engi ne, the |ocal val ues
of snmpEngi neBoots and | at est Recei vedEngi neTi me shoul d be set to
zero. This will cause the time synchronization to occur when the
next authentic nessage is received.

2.4. SNWP Messages Using this Security Mde

The syntax of an SNMP nessage using this Security Mdel adheres to
the message format defined in the version-specific Message Processing
Model docunent (for exanple [ RFC3412]).

The field nmsgSecurityParanmeters in SNVPv3 nessages has a data type of
OCTET STRING. Its value is the BER serialization of the follow ng
ASN. 1 sequence:

USMBecuri tyPar anet ersSyntax DEFINI TIONS | MPLICI T TAGS ::= BEG N

UsnBSecurityParaneters ::=

SEQUENCE {

-- global User-based security parameters
nmsgAut horitativeEngi nel D OCTET STRI NG
nsgAut horitativeEngi neBoots | NTEGER (0..2147483647),
nsgAut horitativeEngi neTi ne | NTEGER (0. .2147483647),
nsgUser Nane OCTET STRING (SI ZE(O..32)),

-- authentication protocol specific paraneters
nmsgAut henti cati onParaneters OCTET STRI NG

-- privacy protocol specific paraneters
nsgPri vacyParaneters OCTET STRI NG
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END
The fields of this sequence are:

- The msgAut horitativeEngi nel D specifies the snnpEngi nel D of the
authoritative SNMP engi ne involved in the exchange of the nessage.

- The msgAut horitati veEngi neBoots specifies the snnmpEngi neBoots val ue
at the authoritative SNVP engi ne involved in the exchange of the
nmessage.

- The msgAut horitativeEngi neTine specifies the snnpEngi neTi ne val ue
at the authoritative SNVWP engi ne involved in the exchange of the
nmessage.

- The msgUser Nane specifies the user (principal) on whose behalf the
nessage i s being exchanged. Note that a zero-length userNanme wil |
not match any user, but it can be used for snnpEngi nel D di scovery.

- The nmsgAut henti cati onParaneters are defined by the authentication
protocol in use for the message, as defined by the
usniser Aut hProt ocol colum in the user’s entry in the usmser Tabl e.

- The msgPrivacyParaneters are defined by the privacy protocol in use
for the nessage, as defined by the usniJserPrivProtocol colum in
the user’s entry in the usniserTabl e).

See appendix A. 4 for an exanple of the BER encoding of field
nsgSecurityParaneters.

2.5. Services provided by the User-based Security Mde

This section describes the services provided by the User-based
Security Mbdel with their inputs and outputs.

The services are described as primtives of an abstract service
interface and the inputs and outputs are described as abstract data
el ements as they are passed in these abstract service prinitives.

2.5.1. Services for Generating an Qutgoi ng SNVP Message
When the Message Processing (MP) Subsysteminvokes the User-based
Security nodul e to secure an outgoi ng SNVP nessage, it must use the

appropriate service as provided by the Security nodule. These two
services are provided:
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1) A service to generate a Request nessage. The abstract service

primtive is:

statuslinformation = --
gener at eRequest Msg(

IN nessageProcessi nghvodel --
gl obal Dat a --
maxMessageSi ze --
securit yMbdel --
securityEngi nel D --
securityName --
securitylLevel --
scopedPDU --
securityParaneters --
whol eMsg --
whol eMsgLengt h --

)

2z22z2zzZ222Z2

€8

success or errorlndication

typically, SNWP version
nessage header, adm n data
of the sending SNWP entity
for the outgoing nmessage
authoritative SNMP entity
on behal f of this principa
Level of Security requested
nessage (plaintext) payl oad
filled in by Security Mdul e
conpl et e gener at ed nessage
| engt h of generated nessage

2) A service to generate a Response nessage. The abstract service

primtive is:

statuslinformation = --
gener at eResponseMsg(

IN nessageProcessi nghvodel --
gl obal Dat a --
maxMessageSi ze --
securit yMbdel --
securityEngi nel D --
securityName --
securitylLevel --
scopedPDU --
securityStateReference --

2z2Z22z2222Z2

securityParaneters --
whol eMsg --
whol eMsgLengt h --

)

The abstract data el ements passed as
service primtives are as follows:

€8

stat usl nf ornmati on

success or errorlndication

typically, SNWP version
nessage header, adm n data
of the sending SNWP entity
for the outgoing nmessage
authoritative SNMP entity
on behal f of this principa
Level of Security requested
nessage (plaintext) payl oad
reference to security state
i nformati on fromorigi na
request

filled in by Security Modul e
conpl et e gener at ed nessage
| engt h of generated nessage

parameters in the abstract

An indication of whether the encoding and securing of the nessage
was successful. If not it is an indication of the problem
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nmessagePr ocessi nghbde
The SNWMP version nunber for the nessage to be generated. This
data is not used by the User-based Security nodul e.

gl obal Dat a
The nessage header (i.e., its admnistrative information). This
data is not used by the User-based Security nodul e.

maxMessageSi ze
The maxi mum nmessage size as included in the message. This data is
not used by the User-based Security nodul e.

securityParaneters
These are the security paraneters. They will be filled in by the
User - based Security nodul e.

securityMode
The securityMdel in use. Should be User-based Security Model
This data is not used by the User-based Security nodul e.

securit yName
Together with the snmpEnginelD it identifies a rowin the
usniser Tabl ethat is to be used for securing the nessage. The
securityNane has a fornmat that is independent of the Security
Model . In case of a response this paraneter is ignored and the
val ue fromthe cache is used.

securitylLeve
The Level of Security from which the User-based Security nodul e
determnes if the nmessage needs to be protected from disclosure
and if the nmessage needs to be authenticated.

securityEngi nel D
The snnpEngi nel D of the authoritative SNVMP engine to which a
dat eRequest nessage is to be sent. 1In case of a response it is
inplied to be the processing SNVP engi ne’s snnpEngi nel D and so if
it is specified, then it is ignored.

scopedPDU
The nessage payl oad. The data is opaque as far as the User-based
Security Mdel is concerned.

securityStat eRef erence
A handl e/reference to cachedSecuritybData to be used when securing
an out goi ng Response nessage. This is the exact sane
handl e/reference as it was generated by the User-based Security
nodul e when processing the i ncom ng Request nessage to which this
is the Response nessage.

Bl ument hal & W j nen St andards Track [ Page 19]



RFC 3414 USM f or SNWPv3 Decenber 2002

whol eMsg
The fully encoded and secured nessage ready for sending on the
Wi re.

whol eMsgLengt h
The I ength of the encoded and secured nmessage (whol eMsg).

Upon conpl etion of the process, the User-based Security nodul e

returns statuslinformation. |If the process was successful, the
conpl eted nessage with privacy and authentication applied if such was
requested by the specified securitylLevel is returned. |If the process

was not successful, then an errorlindication is returned.
2.5.2. Services for Processing an I ncom ng SNVP Message

VWen the Message Processing (MP) Subsysteminvokes the User-based
Security nodule to verify proper security of an incom ng nessage, it
nust use the service provided for an incom ng nmessage. The abstract
service primtive is:

statuslinfornmation = -- errorlndication or success
-- error counter OD/value if error

processl ncom ngMsg(
IN nessageProcessi nghodel -- typically, SNWP version
IN maxMessageSi ze -- of the sending SNWP entity
IN securityParaneters -- for the received nessage
IN securityMdel -- for the received nmessage
IN securitylLevel -- Level of Security
IN  whol eMsg -- as received on the wire
IN  whol eMsgLengt h -- length as received on the wire
QUT securityEngi nel D -- authoritative SNWP entity
OUT securityNane -- identification of the principa
QUT scopedPDU, -- message (pl aintext) payl oad
QUT maxSi zeResponseScopedPDU -- naxi mum si ze of the Response PDU
QUT securityStateReference -- reference to security state
) -- information, needed for response

The abstract data el ements passed as paraneters in the abstract
service primtives are as follows:

statuslnformation
An indication of whether the process was successful or not. |If
not, then the statuslinfornation includes the OD and the val ue of
the error counter that was increnented.

nmessagePr ocessi nghbde

The SNMP version nunber as received in the nessage. This data is
not used by the User-based Security nodul e.
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nmaxMessageSi ze
The maxi mum nmessage size as included in the nmessage. The User-bas
User - based Security nodul e uses this value to calculate the
maxSi zeResponseScopedPDU.

securityParaneters
These are the security paraneters as received in the nessage.

securityMde
The securityMddel in use. Should be the User-based Security
Model . This data is not used by the User-based Security nodul e.

securitylLeve
The Level of Security from which the User-based Security nodul e
determnes if the nmessage needs to be protected from disclosure
and if the message needs to be authenticated.

whol eMsg
The whol e nessage as it was received.

whol eMsgLengt h
The I ength of the nmessage as it was received (whol eMsg).

securityEngi nel D
The snnpEngi nel D that was extracted fromthe field
nmsgAut horitati veEngi nel D and that was used to | ookup the secrets
in the usmser Tabl e.

securityName
The security name representing the user on whose behal f the
nessage was received. The securityName has a format that is
i ndependent of the Security Mdel

scopedPDU
The nessage payl oad. The data is opaque as far as the User-based
Security Mdel is concerned.

nmaxSi zeResponseScopedPDU
The maxi mum size of a scopedPDU to be included in a possible
Response nmessage. The User-based Security nodul e cal cul ates this
size based on the nsgMaxSi ze (as received in the message) and the
space required for the nessage header (including the
securityParaneters) for such a Response nessage.

securityStat eRef erence
A handl e/reference to cachedSecuritybData to be used when securing
an out goi ng Response message. Wen the Message Processing
Subsystem cal | s the User-based Security nmodule to generate a
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response to this incom ng nessage it nmust pass this
handl e/ r ef er ence.

Upon conpl etion of the process, the User-based Security nodul e
returns statuslinformation and, if the process was successful, the
additional data elenments for further processing of the nessage. |If
the process was not successful, then an errorlndication, possibly
with a O D and value pair of an error counter that was increnented

2.6. Key Localization Al gorithm

A localized key is a secret key shared between a user U and one
authoritative SNVWP engine E. Even though a user nay have only one
password and therefore one key for the whole network, the actua
secrets shared between the user and each authoritati ve SNMP engi ne
will be different. This is achieved by key localization [Localized-
key] .

First, if a user uses a password, then the user’s password is
converted into a key Ku using one of the two algorithms described in
Appendices A 2.1 and A 2.2.

To convert key Ku into a localized key Kul of user U at the
authoritative SNVWP engi ne E, one appends the snnpEngi nel D of the
authoritative SNVWP engine to the key Ku and then appends the key Ku
to the result, thus envel oping the snnpEnginelD within the two copies
of user’s key Ku. Then one runs a secure hash function (which one
depends on the authentication protocol defined for this user U at
authoritative SNVMP engine E; this docunent defines two authentication
protocols with their associated al gorithns based on MD5 and SHA)

The output of the hash-function is the localized key Kul for user U
at the authoritative SNWP engi ne E

3. Elerments of Procedure
This section describes the security related procedures followed by an
SNVP engi ne when processi ng SNVP nessages according to the User-based
Security Mddel .

3.1. Generating an Qutgoi ng SNVP Message
This section describes the procedure foll owed by an SNMP engi ne
whenever it generates a nessage containing a nanagenent operation

(like a request, a response, a notification, or a report) on behal f
of a user, with a particular securitylLevel.
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1)

2)

3)

4)

a) If any securityStateReference is passed (Response or Report
nessage), then information concerning the user is extracted
fromthe cachedSecuritybData. The cachedSecurityData can now be
di scarded. The securityEnginelD is set to the |oca
snmpEngi nel D. The securitylLevel is set to the value specified
by the calling nodul e.

O herw se,

b) based on the securityNane, information concerning the user at
the destination snnpEngi nel D, specified by the
securityEnginel D, is extracted fromthe Local Configuration
Dat astore (LCD, usnlJserTable). |If information about the user
is absent fromthe LCD, then an error indication
(unknownSecurityNane) is returned to the calling nodul e.

If the securitylLevel specifies that the nessage is to be protected
fromdisclosure, but the user does not support both an

aut hentication and a privacy protocol then the nessage cannot be
sent. An error indication (unsupportedSecuritylLevel) is returned
to the calling nodul e.

If the securitylLevel specifies that the nessage is to be

aut henti cated, but the user does not support an authentication
protocol, then the nessage cannot be sent. An error indication
(unsupportedSecuritylLevel) is returned to the calling nodule.

a) If the securitylLevel specifies that the nmessage is to be
protected fromdisclosure, then the octet sequence representing
the serialized scopedPDU is encrypted according to the user’s
privacy protocol. To do so a call is nmade to the privacy
nodul e that inplenments the user’s privacy protocol according to
the abstract prinitive:

statuslinformation = -- success or failure
encrypt Dat a(
IN encrypt Key -- user’'s localized privKey
IN dat aToEncr ypt -- serialized scopedPDU
QUT  encryptedData -- serialized encrypt edPDU
out pri vParaneters -- serialized privacy paraneters
)

statuslnformation
indicates if the encryption process was successful or not.

encr ypt Key
the user’s localized private privKey is the secret key that
can be used by the encryption algorithm
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dat aToEncr ypt
the serialized scopedPDU is the data to be encrypted.

encrypt edDat a
the encryptedPDU represents the encrypted scopedPDU, encoded
as an OCTET STRI NG

privParaneters
the privacy paraneters, encoded as an OCTET STRI NG

If the privacy nodule returns failure, then the message cannot
be sent and an error indication (encryptionError) is returned
to the calling nodul e.

If the privacy nodul e returns success, then the returned
privParaneters are put into the msgPrivacyParaneters field of
the securityParaneters and the encryptedPDU serves as the
payl oad of the nessage bei ng prepared.

O herw se,

b) If the securitylLevel specifies that the message is not to be be
protected fromdisclosure, then a zero-length OCTET STRING i s
encoded into the nsgPrivacyParameters field of the
securityParanmeters and the pl ai ntext scopedPDU serves as the
payl oad of the nessage bei ng prepared.

5) The securityEnginelD is encoded as an OCTET STRING into the
nmsgAut horitativeEnginelD field of the securityParameters. Note
that an enpty (zero length) securityEnginelD is OK for a Request
nessage, because that will cause the renpte (authoritative) SNWP
engine to return a Report PDU with the proper securityEnginelD
i ncluded in the nmsgAut horitativeEnginelD in the securityParaneters
of that returned Report PDU

6) a) If the securityLevel specifies that the nessage is to be
aut henticated, then the current val ues of snnpEngi neBoots and
snnpEngi neTi me corresponding to the securityEnginelD fromthe
LCD are used

O herw se,
b) If this is a Response or Report nessage, then the current val ue

of snnpEngi neBoots and snnpEngi neTi me corresponding to the
| ocal snnpEnginelD fromthe LCD are used.
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O herw se,

c) If this is a Request nmessage, then a zero value is used for
bot h snnpEngi neBoots and snnmpEngi neTime. This zero val ue gets
used if snnpEnginelD is enpty.

The val ues are encoded as | NTEGER respectively into the
nmsgAut horit ati veEngi neBoots and nsgAut horitativeEngi neTi ne
fields of the securityParaneters.

7) The userName is encoded as an OCTET STRING i nto the msgUser Nane
field of the securityParaneters.

8) a) If the securitylLevel specifies that the nessage is to be
aut henti cated, the nmessage is authenticated according to the
user’s authentication protocol. To do so a call is nade to the
aut hentication nodul e that inplenments the user’s authentication
protocol according to the abstract service primtive:

statuslinformation =
aut henti cat eQut goi ngvsg(

I N aut hKey -- the user’s localized aut hKey

N whol eMsg -- unaut henti cat ed nessage

QUT aut henti cat edWhol eMsg -- aut henticated conpl ete nessage
)

statusl nformati on
indicates if authentication was successful or not.

aut hKey
the user’s localized private authKey is the secret key that
can be used by the authentication algorithm

whol eMsg
the conplete serialized nessage to be authenti cat ed.

aut hent i cat edWhol eMsg
the sane as the input given to the authenticateQutgoi nghsg
service, but with nsgAuthenticati onParameters properly
filled in.

If the authentication nodule returns failure, then the nessage

cannot be sent and an error indication (authenticationFailure)
is returned to the calling nodule.
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If the authentication nmodul e returns success, then the

nmsgAut henti cati onParameters field is put into the
securityParanmeters and the authenticatedwWol eMsg represents the
serialization of the authenticated nessage bei ng prepared.

O herwi se,

b) If the securitylLevel specifies that the nessage is not to be
aut henticated then a zero-1ength OCTET STRING i s encoded into
the msgAut henti cati onParaneters field of the
securityParanmeters. The whol eMsg is now serialized and then
represents the unauthenticated nessage bei ng prepared.

9) The conpleted nessage with its length is returned to the calling
nodul e with the statuslinformation set to success.

3.2. Processing an |Incom ng SNVP Message

This section describes the procedure foll owed by an SNMP engi ne
whenever it receives a nmessage contai ning a managenent operation on
behal f of a user, with a particular securitylLevel.

To sinplify the el enents of procedure, the rel ease of state
information is not always explicitly specified. As a general rule,

if state information is avail abl e when a nessage gets discarded, the
state information should al so be rel eased. Al so, an error indication
can return an O D and value for an incremented counter and optionally
a value for securitylLevel, and val ues for contextEnginelD or
contextNane for the counter. In addition, the securityStateReference
data is returned if any such information is available at the point
where the error is detected.

1) If the received securityParaneters is not the serialization
(according to the conventions of [RFC3417]) of an OCTET STRI NG
formatted according to the UsnBSecurityParaneters defined in
section 2.4, then the snnpl nASNParseErrs counter [RFC3418] is
i ncrenented, and an error indication (parseError) is returned to
the calling nmodule. Note that we return without the O D and
val ue of the incremented counter, because in this case there is
not enough information to generate a Report PDU

2) The values of the security paraneter fields are extracted from
the securityParaneters. The securityEnginelD to be returned to
the caller is the value of the nsgAuthoritativeEnginelD field.
The cachedSecurityData is prepared and a securityStateReference
is prepared to reference this data. Values to be cached are:

msgUser Nane
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3)

4)

5)

6)

If the value of the nsgAuthoritativeEnginelD field in the
securityParameters i s unknown then

a) a non-authoritative SNVP engi ne that perforns di scovery nay
optionally create a new entry in its Local Configuration
Dat astore (LCD) and continue processing;

or

b) the usntt at sunknownEngi nel Ds counter is incremented, and an
error indication (unknownEngi nelD) together with the O D and
val ue of the increnented counter is returned to the calling
nodul e.

Note in the event that a zero-length, or other illegally sized
msgAut horitativeEnginelD is received, b) should be chosen to
facilitate enginel D discovery. Oherw se the choice between a)
and b) is an inplenentation issue.

I nformati on about the val ue of the nmsgUser Nane and

nmsgAut horitativeEnginelD fields is extracted fromthe Loca
Configuration Datastore (LCD, usmJserTable). If no information
is available for the user, then the usnfttat sUnknownUser Nanes
counter is incremented and an error indication
(unknownSecurityName) together with the O D and val ue of the

i ncrenented counter is returned to the calling nodule.

If the information about the user indicates that it does not
support the securitylLevel requested by the caller, then the
usntt at sUnsupport edSecLevel s counter is incremented and an error
i ndi cation (unsupportedSecuritylLevel) together with the O D and
val ue of the incremented counter is returned to the calling
nodul e.

If the securitylLevel specifies that the nessage is to be

aut henticated, then the nessage is authenticated according to the
user’s authentication protocol. To do so a call is nade to the
aut hentication nodule that inplenments the user’s authentication
protocol according to the abstract service primtive:

statuslinformation = -- success or failure
aut henti cat el ncom ngMsg(
IN aut hKey -- the user’s localized aut hKey
IN authParaneters -- as received on the wire
IN  whol eMsg -- as received on the wire
QUT aut henti cat edWhol eMsg -- checked for authentication
)
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7)

statusl nformati on
indicates if authentication was successful or not.

aut hKey
the user’s localized private authKey is the secret key that
can be used by the authentication algorithm

whol eMsg
the conplete serialized nessage to be authenti cat ed.

aut hent i cat edWhol eMsg
the sanme as the input given to the authenticatel ncom nghsg
service, but after authentication has been checked.

If the authentication nmodule returns failure, then the nessage
cannot be trusted, so the usnftatsWongDi gests counter is

i ncrenented and an error indication (authenticationFail ure)
together with the O D and val ue of the increnented counter is
returned to the calling nodule.

If the authentication nmodule returns success, then the nessage is
aut hentic and can be trusted so processing continues.

If the securitylLevel indicates an authenticated nessage, then the
| ocal val ues of snnpEngi neBoots, snnmpEngi neTi ne and

| at est Recei vedEngi neTi ne corresponding to the value of the

nmsgAut horitativeEnginelD field are extracted fromthe Loca

Confi guration Datastore.

a) If the extracted value of nsgAuthoritativeEnginelD is the sane
as the val ue of snmpEngi nel D of the processi ng SNVP engi ne
(rmeaning this is the authoritative SNWP engine), then if any
of the following conditions is true, then the nessage is
consi dered to be outside of the Time Wndow

- the local value of snnpEngi neBoots is 2147483647,

- the value of the nsgAuthoritativeEngi neBoots field differs
fromthe | ocal value of snnpEngi neBoots; or,

- the value of the msgAuthoritativeEngineTine field differs
fromthe | ocal notion of snnpEngi neTine by nore than +/- 150
seconds.

If the message is considered to be outside of the Tine Wndow
then the usnttatsNot| nTi meW ndows counter is increnented and
an error indication (notlnTi reWndow) together with the A D,
the value of the increnmented counter, and an indication that
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the error nmust be reported with a securitylLevel of authNoPriv,
is returned to the calling nodul e

b) If the extracted value of nmsgAuthoritativeEnginelDis not the
same as the val ue snnmpEngi nel D of the processi ng SNVP engi ne
(meaning this is not the authoritative SNVMP engi ne), then

1) if at |east one of the followi ng conditions is true:

- the extracted val ue of the msgAuthoritativeEngi neBoots
field is greater than the |ocal notion of the val ue of
snnpEngi neBoot s; or,

- the extracted value of the nmsgAuthoritativeEngi neBoots
field is equal to the |ocal notion of the val ue of
snnmpEngi neBoots, and the extracted val ue of
msgAut horitativeEngi neTime field is greater than the
val ue of | at est Recei vedEngi neTi ne,

then the LCD entry corresponding to the extracted val ue of
the nmsgAut horitativeEnginelD field is updated, by setting:

- the local notion of the value of snnpEngi neBoots to the
val ue of the nsgAuthoritativeEngi neBoots field,

- the local notion of the value of snnpEngineTinme to the
val ue of the nsgAuthoritativeEngi neTine field, and

- the | atest Recei vedEngi neTine to the val ue of the val ue of
the nsgAut horitativeEngi neTinme field.

2) if any of the followi ng conditions is true, then the
nessage i s considered to be outside of the Time Wndow

- the local notion of the value of snnpEngi neBoots is
2147483647,

- the value of the nsgAuthoritativeEngi neBoots field is
l ess than the | ocal notion of the value of
snnmpEngi neBoot s; or,

- the value of the nmsgAuthoritativeEngi neBoots field is
equal to the | ocal notion of the value of snnpEngi neBoots
and the val ue of the nsgAuthoritativeEngineTinme field is
nore than 150 seconds |l ess than the |ocal notion of the
val ue of snnpEngi neTi ne.
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If the nmessage is considered to be outside of the Tine
W ndow then an error indication (notlnTi neWndow) is
returned to the calling nodul e.

Note that this neans that a too old (possibly repl ayed)
nessage has been detected and i s deened unaut hentic.

Note that this procedure allows for the val ue of

nmsgAut horitativeEngi neBoots in the nessage to be greater
than the | ocal notion of the value of snnpEngi neBoots to
all ow for received nmessages to be accepted as authentic
when received froman authoritative SNVMP engi ne that has
re-booted since the receiving SNMP engi ne | ast
(re-)synchroni zed.

If the securitylLevel indicates that the nessage was protected
fromdisclosure, then the OCTET STRI NG representing the
encryptedPDU i s decrypted according to the user’s privacy
protocol to obtain an unencrypted serialized scopedPDU val ue.
To do so a call is nade to the privacy nodul e that inplenents
the user’s privacy protocol according to the abstract
primtive:

statusinformation = -- success or failure
decr ypt Dat a(
IN decrypt Key -- the user’s localized privKey
IN pri vParaneters -- as received on the wire
I N encrypt edDat a -- encryptedPDU as received
QUT  decryptedDat a -- serialized decrypted scopedPDU

st atusl nformati on
indicates if the decryption process was successful or not.

decr ypt Key
the user’s localized private privKey is the secret key that
can be used by the decryption algorithm

privParaneters
the msgPrivacyParaneters, encoded as an OCTET STRI NG

encrypt edDat a
the encryptedPDU represents the encrypted scopedPDU
encoded as an OCTET STRI NG

decrypt edDat a
the serialized scopedPDU if decryption is successful.
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If the privacy nodule returns failure, then the nmessage can
not be processed, so the usnttatsDecrypti onErrors counter is

i ncrenented and an error indication (decryptionError) together
with the O D and value of the increnmented counter is returned
to the calling nodul e.

If the privacy nodul e returns success, then the decrypted
scopedPDU i s the nessage payload to be returned to the calling
nodul e.

O herw se,

b) The scopedPDU conponent is assuned to be in plain text and is
the nessage payload to be returned to the calling nodule.

9) The maxSi zeResponseScopedPDU is cal cul ated. This is the maxi mum
size allowed for a scopedPDU for a possi bl e Response nessage.
Provision is nade for a nessage header that allows the sane
securitylLevel as the received Request.

10) The securityNane for the user is retrieved fromthe usmnserTabl e.

11) The security data is cached as cachedSecurityData, so that a
possi bl e response to this nessage can and will use the sane
aut hentication and privacy secrets. Information to be
saved/ cached is as follows:

msgUser Nane,
usniser Aut hPr ot ocol , usniser Aut hKey
usnlser Pri vProt ocol, usnlserPrivKey

12) The statuslinformation is set to success and a return is nade to
the calling nodul e passing back the OUT paraneters as specified
in the processlncom ngMsg primtive.

4. Discovery

The User-based Security Mdel requires that a discovery process
obtains sufficient information about other SNWP engines in order to
conmuni cate with them Discovery requires an non-authoritative SNWP
engine to learn the authoritative SNVP engi ne’s snnmpEngi nel D val ue
bef ore comunication nmay proceed. This may be acconplished by
generating a Request nessage with a securitylLevel of noAuthNoPriv, a
nsgUser Name of zero-length, a msgAuthoritativeEngi nel D value of zero
l ength, and the varBindList left enpty. The response to this nessage
will be a Report message containing the snnpEnginel D of the
authoritative SNMP engi ne as the value of the

nsgAut horitativeEnginelD field within the nsgSecurityParaneters
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field. It contains a Report PDU with the usnfttat sUnknownEngi nel Ds
counter in the varBindLi st.

I f authenticated conmunication is required, then the di scovery
process should al so establish time synchronization with the
authoritative SNVWP engine. This nay be acconplished by sending an
aut henti cat ed Request nessage with the val ue of

nmsgAut horitati veEngi nel D set to the newy | earned snnpEngi nel D and
with the val ues of nsgAut horitativeEngi neBoots and

msgAut horitativeEngi neTime set to zero. For an authenticated Request
message, a valid userNane nust be used in the msgUserNane field. The
response to this authenticated nessage will be a Report nessage
containing the up to date values of the authoritative SNVP engine’'s
snnpEngi neBoot s and snnpEngi neTi me as the value of the

nmsgAut horitati veEngi neBoots and msgAut horitativeEngi neTime fields
respectively. It also contains the usnttatsNotlnTi meW ndows counter
in the varBindLi st of the Report PDU. The time synchronization then
happens automatically as part of the procedures in section 3.2 step
7b. See al so section 2.3.

5. Definitions
SNWVP- USER- BASED- SM M B DEFI NI TIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,

OBJECT- | DENTI TY,

snmpModul es, Count er 32 FROM SNWVPv2- SM

TEXTUAL- CONVENTI ON, Test Andl ncr,

RowSt at us, RowPoi nt er,

St or ageType, Aut ononmousType FROM SNWVPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWVPv2- CONF
SnnpAdmi nString, SnnpEngi nel D

snmpAut hPr ot ocol s, snmpPrivProtocols FROM SNVP- FRAMEWORK- M B;

snmpUsnmM B MODULE- | DENTI TY

LAST- UPDATED "200210160000Z" -- 16 Cct 2002, midnight
ORGANI ZATI ON " SNMPv3 Wor ki ng G oup”
CONTACT- 1 NFO "WG emmi | : snmpv3@i sts.tislabs.com

Subscribe: nmajordomo@ists.tislabs.com
In nmsg body: subscribe snmpv3

Chair: Russ Mundy
Net wor k Associ ates Laboratories
post al : 15204 Onega Drive, Suite 300
Rockvil |l e, MD 20850-4601
USA
emai | : nmundy@i sl abs. com
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phone: +1 301-947-7107

Co- Chai r: Davi d Harrington
Ent er asys Net wor ks
Post al : 35 I ndustrial Way
P. O Box 5004
Rochest er, New Hanpshire 03866- 5005

USA
EMai | : dbh@nt er asys. com
Phone: +1 603-337-2614

Co- edi t or Uri Bl unment ha
Lucent Technol ogi es

post al : 67 VWi ppany Rd.
Whi ppany, NJ 07981
USA
emai | : uri @ucent.com
phone: +1- 973-386- 2163

Co-editor: Bert Wjnen
Lucent Technol ogi es

post al : Schagen 33
3461 G Linschoten
Net her | ands
emai | : bwi j nen@ ucent. com
phone: +31- 348- 480- 685

DESCRI PTI ON " The nanagement information definitions for the
SNWP User - based Security Mdel

Copyright (C The Internet Society (2002). This
version of this MB nodule is part of RFC 3414;
see the RFC itself for full I|egal notices.

-- Revision history

REVI SI ON "2002101600002" -- 16 Cct 2002, m dni ght
DESCRI PTION " Changes in this revision:
- Updated references and contact info.
- Carification to usmJser C oneFr om DESCRI PTI ON
cl ause
- Fixed 'command responder’ into ’'comrand generator’
in |last para of DESCRI PTION cl ause of
usmJser Tabl e.
Thi s revision published as RFC3414.
REVI SI ON "199901200000Z" -- 20 Jan 1999, m dni ght
DESCRI PTION "d arifications, published as RFC2574"
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REVI SI ON "199711200000Z" -- 20 Nov 1997, mi dnight
DESCRI PTION "lnitial version, published as RFC2274"
::= { snnpModul es 15 }

R Adm n| Stratlve aSSIgnrrentS R I O I R I R I S b S I R I R I R S S I

usnM Bhj ect s OBJECT | DENTI FI ER ::
usmM BConf or rance OBJECT | DENTI FI ER ::

{ snmpUsnM B 1 }
{ snmpUsnM B 2 }

-- ldentification of Authentication and Privacy Protocols ****x*x**x%x

usmNoAut hPr ot ocol OBJECT- | DENTI TY
STATUS current
DESCRI PTION "No Aut hentication Protocol."
::= { snnpAuthProtocols 1}

usmHVACMVD5Aut hPr ot ocol OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON " The HMAC- MD5- 96 Di gest Aut hentication Protocol."
REFERENCE "- H Krawczyk, M Bellare, R Canetti HVAC

Keyed- Hashi ng for Message Authenticati on,
RFC2104, Feb 1997.
- Rivest, R, Message Digest Al gorithm MD5, RFCL321.

.= { snnpAuthProtocols 2 }

usmHVACSHAAut hPr ot ocol OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON " The HMAC- SHA- 96 Di gest Aut hentication Protocol."
REFERENCE "- H Krawczyk, M Bellare, R Canetti, HWVAC

Keyed- Hashi ng for Message Authenticati on,
RFC2104, Feb 1997.
- Secure Hash Algorithm N ST FIPS 180-1.

.= { snnpAuthProtocols 3 }

usnmNoPri vProt ocol OBJECT-| DENTI TY
STATUS current
DESCRI PTION "No Privacy Protocol."
::={ snnpPrivProtocols 1}

usnmDESPr i vPr ot ocol OBJECT- 1| DENTI TY

STATUS current
DESCRI PTION "The CBC-DES Symmetric Encryption Protocol."
REFERENCE "- Data Encryption Standard, National Institute of

St andards and Technol ogy. Federal Information
Processing Standard (FIPS) Publication 46-1.
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Super sedes FI PS Publication 46,
(January, 1977; reaffirned January, 1988).

- Data Encryption Algorithm Anerican Nationa
Standards Institute. ANSI X3.92-1981
(Decenber, 1980).

- DES Modes of Operation, National Institute of
St andards and Technol ogy. Federal Information
Processing Standard (FIPS) Publication 81,
(Decenber, 1980).

- Data Encryption Algorithm- Mdes of Qperation
Ameri can National Standards Institute.
ANSI X3.106-1983, (May 1983).

::={ snnpPrivProtocols 2 }

1 EE IR IR I I I I S I I I I I I I R I L I
-- Textual Conventions

KeyChange ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Every definition of an object with this syntax nust identify
a protocol P, a secret key K, and a hash algorithmH
that produces output of L octets.

The object’s value is a manager-generated, partially-random
val ue whi ch, when nodified, causes the value of the secret
key K, to be nodified via a one-way function

The val ue of an instance of this object is the concatenation
of two conponents: first a ’'randoni conponent and then a
"delta’ conponent.

The I engths of the random and delta conponents

are given by the correspondi ng val ue of the protocol P

if Prequires Kto be a fixed length, the I ength of both the
random and delta conmponents is that fixed length; if P
allows the length of Kto be variable up to a particul ar

maxi mum | ength, the length of the random conponent is that
maxi mum | ength and the | ength of the delta conponent is any
l ength less than or equal to that naximum | ength.

For exanpl e, usnHVACMD5AuUt hProtocol requires Kto be a fixed
length of 16 octets and L - of 16 octets.
usmHVACSHAAuUt hPr ot ocol requires Kto be a fixed | ength of

20 octets and L - of 20 octets. Other protocols may define
ot her sizes, as deened appropriate.
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When a requester wants to change the old key K to a new
key keyNew on a renote entity, the ’random conponent is
obtained fromeither a true random generator, or froma
pseudor andom generator, and the 'delta conponent is
conputed as foll ows:

2002

- a tenmporary variable is initialized to the existing val ue

of K;
- if the length of the keyNew is greater than L octets,
t hen:

- the random conponent is appended to the value of the

temporary variable, and the result is input to the

the hash algorithmH to produce a di gest val ue, and

the tenporary variable is set to this digest val ue;
- the value of the tenporary variable is XOR-ed with

the first (next) L-octets (16 octets in case of ND5)

of the keyNew to produce the first (next) L-octets

(16 octets in case of MD5) of the "delta conponent.

- the above two steps are repeated until the unused

portion of the keyNew conponent is L octets or |ess,

- the random conponent is appended to the value of the
temporary variable, and the result is input to the
hash al gorithm H to produce a di gest val ue;

- this digest value, truncated if necessary to be the sane

| ength as the unused portion of the keyNew, is XOR-ed
with the unused portion of the keyNew to produce the
(final portion of the) 'delta conponent.

For exanple, using MD5 as the hash algorithmH:

iterations = (lenOfDelta - 1)/16; /* integer division */

temp = keyd d;
for (i =0; i <iterations; i++) {
temp = MD5 (tenp || random;
delta[i*16 .. (i*16)+15] =
tenp XOR keyNew{i*16 .. (i*16)+15];

}
temp = MD5 (tenp || random;
delta[i*16 .. lenODelta-1] =

temp XOR keyNewi*16 .. lenODelta-1];

The 'randonmi and 'delta’ conponents are then concatenated as

descri bed above, and the resulting octet string is sent to

the recipient as the new value of an instance of this object.

At the receiver side, when an instance of this object is set
to a new value, then a new value of Kis computed as foll ows:
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- a tenmporary variable is initialized to the existing val ue
of K;

- if the length of the delta component is greater than L
octets, then:

- the random conponent is appended to the value of the
temporary variable, and the result is input to the
hash al gorithmH to produce a digest value, and the
temporary variable is set to this digest val ue;

- the value of the tenporary variable is XOR-ed with
the first (next) L-octets (16 octets in case of ND5)
of the delta conponent to produce the first (next)
L-octets (16 octets in case of MD5) of the new val ue
of K

- the above two steps are repeated until the unused
portion of the delta conponent is L octets or |ess,

- the random conponent is appended to the value of the
temporary variable, and the result is input to the
hash al gorithmH to produce a digest val ue;

- this digest value, truncated if necessary to be the sane
| ength as the unused portion of the delta conponent, is
XOR-ed with the unused portion of the delta component to
produce the (final portion of the) new val ue of K

For exanple, using M5 as the hash algorithmH

iterations = (lenOfDelta - 1)/16; /* integer division */
temp = keyd d;
for (i =0; i <iterations; i++) {
temp = MD5 (tenp || random;
keyNewi*16 .. (i*16)+15] =
temp XOR delta[i*16 .. (i*16)+15];

}
temp = MD5 (tenp || random;
keyNew[i *16 .. lenODelta-1] =
temrp XOR delta[i*16 .. lenODelta-1];

The val ue of an object with this syntax, whenever it is
retrieved by the managenent protocol, is always the zero
[ ength string.

Note that the keyd d and keyNew are the |ocalized keys.

Note that it is probably wi se that when an SNMP entity sends
a Set Request to change a key, that it keeps a copy of the old
key until it has confirmed that the key change actually
succeeded.

SYNTAX OCTET STRI NG
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-- Statistics for the User-based Security Model ******xkkkkkskkxskkkkxkx

usnftt at s OBJECT IDENTIFIER ::= { usmM BObjects 1 }

usntt at sUnsupport edSecLevel s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The total number of packets received by the SNWP
engi ne whi ch were dropped because they requested a
securitylLevel that was unknown to the SNWP engi ne
or otherw se unavail abl e.

::={ usntats 1 }

usntt at sNot | nTi reW ndows OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The total number of packets received by the SNWP
engi ne whi ch were dropped because they appeared
outside of the authoritative SNMP engi ne’s w ndow.

.= { usnttats 2 }

usntt at sUnknownUser Names OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The total nunmber of packets received by the SNWP
engi ne whi ch were dropped because they referenced a
user that was not known to the SNWP engi ne.

.= { usnttats 3 }

usntt at sUnknownEngi nel Ds OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The total nunber of packets received by the SNWP
engi ne whi ch were dropped because they referenced an
snnpEngi nel D that was not known to the SNMP engi ne.

::={ usnttats 4 }

usntt at sWongDi gest s OBJECT- TYPE
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SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The total number of packets received by the SNWP
engi ne whi ch were dropped because they didn't
contain the expected digest val ue.

.= { usnttats 5 }

usntt at sDecrypti onErrors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The total nunmber of packets received by the SNWP
engi ne whi ch were dropped because they coul d not be
decrypt ed.

.= { usnttats 6 }

EE R O O I I R R I I I R S R O
-- The usnlser G oup

usniJser OBJECT IDENTIFIER ::= { usmM BObj ects 2 }
usnlser Spi nLock OBJECT- TYPE

SYNTAX Test Andl ncr

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON "An advi sory lock used to all ow several cooperating
Conmand CGenerator Applications to coordinate their
use of facilities to alter secrets in the
usniser Tabl e.

c:= { usnlUser 1}

-- The table of valid users for the User-based Security Mdel *****x*x*

usmJser Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF UsmJserEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The tabl e of users configured in the SNVP engi ne’ s
Local Configuration Datastore (LCD).

To create a new user (i.e., to instantiate a new
conceptual rowin this table), it is recommended to
follow this procedure:

1) CET(usnlser Spi nLock.0) and save in sVal ue.
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2) SET(usnlJser Spi nLock. 0=sVal ue,
usniser C oneFr onrt enpl at eUser,
usniser St at us=cr eat eAndWi t)
You should use a tenplate user to clone from
whi ch has the proper auth/priv protocol defined.

If the new user is to use privacy:

3) generate the keyChange val ue based on the secret
pri vkey of the clone-fromuser and the secret key
to be used for the new user. Let us call this
pkcVal ue.

4) GET(usmlJser Spi nLock. 0) and save in sVal ue.

5) SET(usnilJser Spi nLock. 0=sVal ue,

usniser Pri vKeyChange=pkcVal ue
usniser Publ i c=r andonval uel)

6) CET(usniJserPulic) and check it has randonVal uel.
If not, repeat steps 4-6.

If the new user will never use privacy:
7) SET(usmJser Pri vProt ocol =usnNoPri vPr ot ocol )
If the new user is to use authentication:

8) generate the keyChange val ue based on the secret
aut hKey of the clone-fromuser and the secret key
to be used for the new user. Let us call this
akcVal ue.

9) GET(usnlJser Spi nLock. 0) and save in sVal ue.

10) SET(usnlser Spi nLock. 0=sVal ue,

usmser Aut hKeyChange=akcVal ue
usmser Publ i c=r andonVal ue?2)

11) CET(usnlJserPulic) and check it has randonVal ue2.
If not, repeat steps 9-11.

If the new user will never use authentication:

12) SET(usnlser Aut hPr ot ocol =usmNoAut hPr ot ocol )
Finally, activate the new user:

13) SET(usnlser St at us=active)
The new user should now be avail able and ready to be
used for SNMPv3 conmuni cation. Note however that access

to MB data nmust be provided via configuration of the
SNWVP- VI EW BASED- ACM M B.
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The use of usmJserSpinlock is to avoid conflicts with
anot her SNMP conmand generator application which may
al so be acting on the usmlser Tabl e.

::={ usnibser 2}

usmlserEntry OBJECT- TYPE
SYNTAX Usmser Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "A user configured in the SNMP engi ne’ s Local
Configuration Datastore (LCD) for the User-based
Security Mbdel.

I NDEX { usnser Engi nel D,
usmJser Nanme

}
::= { usnlserTable 1 }

UsmserEntry :: = SEQUENCE
{
usniser Engi nel D SnnpEngi nel D,
usniser Name SnnpAdmi nStri ng,
usnlser Securi t yNanme SnnpAdmi nStri ng,
usmJser Cl oneFr om RowPoi nt er,
usniser Aut hPr ot ocol Aut ononousType,

usniser Aut hKeyChange KeyChange,
usniser OmAut hKeyChange KeyChange,
usniser Pri vPr ot ocol Aut ononousType,
usnlser Pri vKeyChange KeyChange,
usnlser OmnPri vKeyChange KeyChange,

usniser Publ i c OCTET STRI NG
usmJser St or ageType St or ageType,
usnmser St at us RowSt at us

}

usnlser Engi nel D OBJECT- TYPE

SYNTAX SnnpEngi nel D

MAX- ACCESS not -accessible

STATUS current

DESCRI PTI ON "An SNVP engi ne’s adm nistratively-unique identifier.

In a sinple agent, this value is always that agent’s
own snnpEngi nel D val ue.

The val ue can al so take the val ue of the snnpEngi nel D

of a renpte SNWP engine with which this user can
comuni cat e.
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::={ usnUserEntry 1}

usmser Nane OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON "A hurman readabl e string representing the nanme of
the user.

This is the (User-based Security) Mddel dependent
security ID.

::={ usnUserEntry 2}

usniser Securit yName OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "A human readabl e string representing the user in
Security Mdel independent fornat.

The default transformati on of the User-based Security
Model dependent security ID to the securityNane and
vice versa is the identity function so that the
securityNanme is the sane as the user Nane.

::= { usnlUserEntry 3}

usmJser Cl oneFr om OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "A poi nter to another conceptual rowin this
usniser Tabl e. The user in this other conceptual
rowis called the clone-fromuser.

When a new user is created (i.e., a new conceptual
rowis instantiated in this table), the privacy and
aut hentication paranmeters of the new user mnust be
cloned fromits clone-fromuser. These paraneters are:
- authentication protocol (usmserAuthProtocol)
- privacy protocol (usnmserPrivProtocol)
They will be copied regardl ess of what the current
val ue is.

Cloning al so causes the initial values of the secret
aut hentication key (authKey) and the secret encryption
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key (privKey) of the new user to be set to the sane
val ues as the correspondi ng secrets of the clone-from
user to allow the KeyChange process to occur as

requi red during user creation.

The first time an instance of this object is set by

a nanagenent operation (either at or after its
instantiation), the cloning process is invoked.
Subsequent wites are successful but invoke no

action to be taken by the receiver.

The cloning process fails with an ’inconsi stent Name’
error if the conceptual row representing the

cl one-from user does not exist or is not in an active
state when the cloning process is invoked.

VWhen this object is read, the ZeroDotZero A D
i s returned.

.= { usnlserEntry 4 }

usnmiJser Aut hPr ot ocol OBJECT- TYPE

SYNTAX

MAX- ACCESS

STATUS

Aut ononousType
read-create
current

DESCRI PTI ON "An i ndi cati on of whether nessages sent on behal f of

Bl unent ha

this user to/fromthe SNWP engi ne identified by
usniser Engi nel D, can be authenticated, and if so,
the type of authentication protocol which is used.

An instance of this object is created concurrently
with the creation of any other object instance for
the same user (i.e., as part of the processing of
the set operation which creates the first object

i nstance in the sane conceptual row).

If an initial set operation (i.e. at row creation tine)
tries to set a value for an unknown or unsupported
protocol, then a 'wongVal ue’ error nust be returned.

The value will be overwitten/set when a set operation
is performed on the correspondi ng i nstance of
usnser Cl oneFr om

Once instantiated, the value of such an instance of
this object can only be changed via a set operation to
the val ue of the usmNoAut hPr ot ocol

If a set operation tries to change the val ue of an
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DEFVAL {
::= { usniUser
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exi sting instance of this object to any val ue other
t han usmNoAut hProt ocol, then an 'inconsi stentVal ue
error nmust be returned.

If a set operation tries to set the value to the
usmNoAut hProt ocol whil e the usmJserPrivProtocol val ue
in the same row is not equal to usmNoPri vProtocol
then an 'inconsistentValue' error nust be returned.
That means that an SNVMP conmand generator application
must first ensure that the usnmiJserPrivProtocol is set
to the usmNoPri vProtocol value before it can set

t he usnlJser Aut hPr ot ocol val ue to usmNoAut hPr ot ocol

usnNoAut hPr ot ocol }
Entry 5}

usniser Aut hKeyChange OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON "

KeyChange -- typically (SIZE (0 | 32)) for HWVACVD5
-- typically (SIZE (0 | 40)) for HMACSHA

read-create

current

An obj ect, which when nodified, causes the secret

aut hentication key used for nessages sent on behal f

of this user to/fromthe SNVWP engine identified by

usniser Engi nel D, to be nodified via a one-way

function.

The associ ated protocol is the usniserAut hProt ocol
The associ ated secret key is the user’s secret

aut hentication key (authKey). The associ ated hash
algorithmis the algorithmused by the user’s
usmser Aut hPr ot ocol

VWhen creating a new user, it is an ’inconsistentNane’
error for a set operation to refer to this object
unless it is previously or concurrently initialized
through a set operation on the correspondi ng instance
of usmser C oneFr om

VWhen the value of the correspondi ng usmlser Aut hPr ot oco
i s usmNoAut hProtocol, then a set is successful, but
effectively is a no-op

When this object is read, the zero-length (enpty)
string is returned.

The recommended way to do a key change is as foll ows:
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1) GET(usmJser Spi nLock. 0) and save in sVal ue.

2) generate the keyChange val ue based on the old
(existing) secret key and the new secret key,
et us call this kcVal ue.

If you do the key change on behal f of another user:

3) SET(usnlJser Spi nLock. 0=sVal ue,
usmser Aut hKeyChange=kcVal ue
usniser Publ i c=r andonval ue)

If you do the key change for yourself:

4) SET(usnlser Spi nLock. 0=sVal ue,
usmser OwmnAut hKeyChange=kcVal ue
usniser Publ i c=r andonval ue)

If you get a response with error-status of noError,
then the SET succeeded and the new key is active.
If you do not get a response, then you can issue a
GET(usmJserPublic) and check if the value is equal
to the randonval ue you did send in the SET. If so, then
the key change succeeded and the new key is active
(probably the response got lost). If not, then the SET
request probably never reached the target and so you
can start over with the procedure above.

DEFVAL { ""H} -- the enpty string

::= { usnlJserEntry 6 }

usnlser OmAut hKeyChange OBJECT- TYPE
SYNTAX KeyChange -- typically (SIZE (0 | 32)) for HMACMDS
-- typically (SIZE (0 | 40)) for HVACSHA

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "Behaves exactly as usnlser Aut hKeyChange, with one
notabl e difference: in order for the set operation
to succeed, the usnmiserNane of the operation
requester nust match the usmlser Nane t hat
i ndexes the row which is targeted by this
operation.
In addition, the USM security nodel nust be
used for this operation.

The idea here is that access to this columm can be
public, since it will only allow a user to change

his own secret authentication key (authKey).

Note that this can only be done once the rowis active.
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When a set is received and the usniJser Nane of the
requester is not the sane as the unsUser Nane t hat

i ndexes the row which is targeted by this operation
then a 'noAccess’ error must be returned.

When a set is received and the security nodel in use
is not USM then a 'noAccess’ error nust be returned.
DEFVAL { ""H} -- the empty string
::={ usnlUserEntry 7 }

usmJser Pri vProt ocol OBJECT- TYPE

SYNTAX Aut ononousType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "An i ndi cati on of whether nmessages sent on behal f of
this user to/fromthe SNWP engi ne identified by
usnlser Engi nel D, can be protected from di scl osure,
and if so, the type of privacy protocol which is used.

An instance of this object is created concurrently
with the creation of any other object instance for
the sanme user (i.e., as part of the processing of
the set operation which creates the first object
instance in the sane conceptual row).

If an initial set operation (i.e. at row creation tine)
tries to set a value for an unknown or unsupported
protocol, then a "wongValue’ error nust be returned.

The value will be overwitten/set when a set operation
is performed on the correspondi ng i nstance of
usniser C oneFr om

Once instantiated, the value of such an instance of
this object can only be changed via a set operation to
the val ue of the usmNoPri vProt ocol

If a set operation tries to change the val ue of an
exi sting instance of this object to any val ue other
than usmNoPri vProtocol, then an ’inconsistentVal ue
error nmust be returned.

Note that if any privacy protocol is used, then you
nmust al so use an authentication protocol. In other
words, if usmserPrivProtocol is set to anything el se
than usmNoPri vProt ocol, then the correspondi ng i nstance
of usmJser Aut hProt ocol cannot have a val ue of
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usmNoAut hProtocol . If it does, then an
"inconsi stent Val ue’ error nust be returned.

DEFVAL { usmNoPri vProtocol }
::= { usnlUserEntry 8 }

usniser Pri vKeyChange OBJECT- TYPE

SYNTAX KeyChange -- typically (SIZE (0 | 32)) for DES
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "An obj ect, which when nodified, causes the secret
encryption key used for nmessages sent on behal f
of this user to/fromthe SNWP engine identified by
usniser Engi nel D, to be nodified via a one-way
function.

The associ ated protocol is the usnserPrivProtocol
The associ ated secret key is the user’s secret
privacy key (privKey). The associ ated hash
algorithmis the algorithmused by the user’s
usmser Aut hPr ot ocol

VWen creating a new user, it is an ’inconsistentNane’
error for a set operation to refer to this object
unless it is previously or concurrently initialized
through a set operation on the correspondi ng instance
of usmser C oneFr om

VWen the val ue of the correspondi ng usmJser PrivProtoco
is usmNoPrivProtocol, then a set is successful, but
effectively is a no-op

When this object is read, the zero-length (enpty)
string is returned.
See the description clause of usmser Aut hKeyChange for
a recomended procedure to do a key change.

DEFVAL { ""H} -- the enpty string

::={ usnlserEntry 9 }

usnlser OmnPri vKeyChange OBJECT- TYPE

SYNTAX KeyChange -- typically (SIZE (0 | 32)) for DES
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "Behaves exactly as usniJserPri vKeyChange, with one
notabl e difference: in order for the Set operation
to succeed, the usnmiserName of the operation
requester nust match the usmser Name that indexes
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the row which is targeted by this operation
In addition, the USM security nodel nust be
used for this operation

The idea here is that access to this colum can be
public, since it will only allow a user to change
his own secret privacy key (privKey).

2002

Note that this can only be done once the rowis active.

When a set is received and the usnlJser Name of the
requester is not the sane as the unsUser Nane t hat

i ndexes the row which is targeted by this operation

then a 'noAccess’ error nust be returned.

When a set is received and the security nodel in use
is not USM then a 'noAccess’ error nust be returned.

DEFVAL { ""H} -- the enpty string
.= { usnlserEntry 10 }

usmser Publ i c OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE(O0..32))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "A publicly-readabl e val ue which can be witten as part

of the procedure for changing a user’s secret

aut hentication and/or privacy key, and later read to

det ermi ne whet her the change of the secret was
ef f ect ed.

DEFVAL { ""’H} -- the enpty string

::={ usmUserEntry 11 }

usmJser St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The storage type for this conceptual row

Conceptual rows having the value 'permanent’ nmnust
allow wite-access at a mninmmto:

- usnlser Aut hKeyChange, usnlJser OamnAut hKeyChange
and usmJserPublic for a user who enpl oys
aut henti cation, and

- usnlser Pri vKeyChange, usmser OmPri vKeyChange
and usmserPublic for a user who enpl oys
privacy.

Bl ument hal & W j nen St andards Track [ Page 48]



RFC 3414

DEFVAL {
.= { usnlser

usnijser St at us
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

USM for SNWPv3 December 2002

Not e that any user who enpl oys authentication or
privacy nust allow its secret(s) to be updated and
thus cannot be 'readOnly’.

If an initial set operation tries to set the value to
"readOnly’ for a user who enpl oys authentication or
privacy, then an ’'inconsistentValue error nust be
returned. Note that if the value has been previously
set (inplicit or explicit) to any value, then the rules
as defined in the StorageType Textual Convention apply.

It is an inplementation issue to decide if a SET for

a readOnly or pernmanent row is accepted at all. In sone
contexts this may make sense, in others it may not. If
a SET for a readOnly or permanent row is not accepted
at all, then a 'wongVal ue’ error must be returned.

nonVol atile }
Entry 12 }

OBJECT- TYPE

RowSt at us

read-create

current

The status of this conceptual row.

Until instances of all correspondi ng colums are
appropriately configured, the value of the
correspondi ng i nstance of the usmser Status col um
i s 'notReady’.

In particular, a newy created row for a user who

enpl oys aut hentication, cannot be made active until the
correspondi ng usmser G oneFrom and usmser Aut hKeyChange
have been set.

Further, a newly created row for a user who al so
enpl oys privacy, cannot be made active until the
usniser Pri vKeyChange has been set.

The RowStatus TC [ RFC2579] requires that this
DESCRI PTI ON cl ause states under which circunstances
ot her objects in this row can be nodified:

The val ue of this object has no effect on whether

ot her objects in this conceptual row can be nodified,
except for usmlser OmAut hKeyChange and
usnlser OmnPri vKeyChange. For these 2 objects, the
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val ue of usmser Status MJST be acti ve.

::={ usniUserEntry 13 }

usnM BConpl i ances OBJECT | DENTI FI ER : :
usnmM BG oups OBJECT | DENTI FI ER : :

-- Compliance statenents

usnmM BConpl i ance MODULE- COVPLI ANCE
STATUS current

December 2002

Conf or mance Inf or ITBtI on khkhkkhkhkhkhhhhhhhkhhhkhhdhhhdhhhdhhhdhhddhdrhrxdxkx*x

{ usnmM BConf ormance 1 }
{ usmM BConf or mance 2 }

DESCRI PTI ON "The conpliance statement for SNWVP engi nes which

i npl erent the SNMP- USER- BASED- SM M B.

MODULE -- this nodul e
MANDATORY- GROUPS { usnM BBasi cGroup }
OBJECT usmser Aut hPr ot ocol
M N- ACCESS read-only
DESCRI PTI ON "Wite access is not required.”
OBJECT usmJser Pri vProt ocol
M N- ACCESS read-only
DESCRI PTI ON "Wite access is not required.”

::={ usnM BConpliances 1 }

-- Units of conpliance
usnM BBasi cGroup OBJECT- GROUP
OBJECTS {

usntt at sUnsupport edSecLevel s,
usntt at sNot | nTi meW ndows,
usnst at sUnknownUser Nanes,
usntt at sUnknownEngi nel Ds,
usntt at sWongDi gest s,
usntt at sDecrypti onErrors,
usniser Spi nLock,
usniser Securi t yNare,
usmJser G oneFrom
usmJser Aut hPr ot ocol ,
usnlser Aut hKeyChange,
usniser OmAut hKeyChange,
usmJser Pri vProt ocol ,
usniser Pri vKeyChange,
usnlser OmnPri vKeyChange,
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usmser Publ i c,
usmJser St or ageType,
usnijser St at us

}
STATUS current
DESCRI PTI ON "A col | ection of objects providing for configuration
of an SNMP engi ne which inplenents the SNWP
User - based Security Model

::={ usnM BGoups 1}
END
6. HMAC- MD5- 96 Aut hentication Protoco

Thi s section describes the HVAC- MD5- 96 aut hentication protocol. This
aut hentication protocol is the first defined for the User-based
Security Mddel. It uses MD5 hash-function which is described in

[ RFC1321], in HVAC node described in [RFC2104], truncating the output
to 96 bits.

This protocol is identified by usmHMACVD5AuUt hPr ot ocol

Over tine, other authentication protocols nmay be defined either as a
repl acenent of this protocol or in addition to this protocol

6. 1. Mechani sns

- In support of data integrity, a message digest algorithmis
required. A digest is calculated over an appropriate portion of an
SNVP nmessage and included as part of the nessage sent to the
reci pi ent.

- In support of data origin authentication and data integrity, a
secret value is prepended to SNVMP nessage prior to conputing the
digest; the calculated digest is partially inserted into the SNW
nessage prior to transm ssion, and the prepended val ue is not
transmtted. The secret value is shared by all SNMP engi nes
aut horized to origi nate nessages on behal f of the appropriate user

6.1.1. Digest Authentication Mechani sm

The Digest Authentication Mechanismdefined in this nmeno provides
for:

- verification of the integrity of a received nessage, i.e., the
nmessage received is the message sent.
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The integrity of the nmessage is protected by computing a digest
over an appropriate portion of the nessage. The digest is conputed
by the originator of the nmessage, transnitted with the nessage, and
verified by the recipient of the nmessage.

- verification of the user on whose behal f the nessage was gener at ed.

A secret value known only to SNWP engi nes authorized to generate
nessages on behalf of a user is used in HVAC node (see [ RFC2104]).
It al so recommends t he hash-function output used as Message

Aut henti cati on Code, to be truncated.

This protocol uses the MD5 [ RFC1321] nessage digest algorithm A
128-bit MD5 digest is calculated in a special (HVAC) way over the
desi gnated portion of an SNWP nessage and the first 96 bits of this
digest is included as part of the message sent to the recipient. The
size of the digest carried in a nessage is 12 octets. The size of
the private authentication key (the secret) is 16 octets. For the
details see section 6.3.

6.2. Elements of the Digest Authentication Protoco

This section contains definitions required to realize the
aut hentication nodule defined in this section of this neno.

6.2.1. Users

Aut hentication using this authentication protocol nakes use of a
defined set of userNames. For any user on whose behal f a nessage
nust be authenticated at a particular SNVWP engi ne, that SNMP engi ne
nust have know edge of that user. An SNMP engine that wi shes to
comuni cate wi th another SNWP engi ne nust al so have know edge of a
user known to that engine, including know edge of the applicable
attributes of that user.

A user and its attributes are defined as foll ows:

<user Nane>
A string representing the nane of the user

<aut hKey>
A user’s secret key to be used when cal cul ating a digest.
It MUST be 16 octets |long for MNDb.
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6.2.2. nsgAuthoritativeEngi nel D

The nsgAut horitativeEngi nel D val ue contained in an authenticated
nmessage specifies the authoritative SNVP engine for that particul ar
nmessage (see the definition of SnnpEnginelD in the SNMP Architecture
docunent [ RFC3411]).

The user’s (private) authentication key is nornmally different at each
aut horitative SNMP engi ne and so the snnpEnginelD is used to sel ect
the proper key for the authentication process.

6.2.3. SNVP Messages Using this Authentication Protoco

Messages using this authentication protocol carry a

nmsgAut henti cati onParanmeters field as part of the
nmsgSecurityParaneters. For this protocol, the

nmsgAut henti cati onParaneters field is the serialized OCTET STRI NG
representing the first 12 octets of the HVAC MD5-96 output done over
t he whol eMsg.

The digest is calcul ated over the whol eMsg so if a nessage is
aut henticated, that also neans that all the fields in the message are
i ntact and have not been tanpered wth.

6.2.4. Services provided by the HVAC MD5-96 Authenticati on Mdul e

This section describes the inputs and outputs that the HVAC MD5- 96
Aut henti cati on nodul e expects and produces when the User-based
Security nodul e calls the HVAC MD5-96 Aut hentication nodul e for
servi ces.

6.2.4.1. Services for Cenerating an Qutgoi ng SNMP Message

The HVAC- MD5- 96 aut hentication protocol assumes that the sel ection of
the authKey is done by the caller and that the caller passes the
secret key to be used.

Upon conpl etion the authentication nodule returns statuslnformation
and, if the nessage digest was correctly cal cul ated, the whol eMsg
with the digest inserted at the proper place. The abstract service
primtive is:

statusinformation = -- success or failure
aut henti cat eQut goi ngvsg(
IN aut hKey -- secret key for authentication
IN  whol eMsg -- unaut henticated conpl ete nessage
QUT aut henti cat edWhol eMsg -- conmpl ete authenticated nessage
)
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The abstract data el enents are:

statusl nfornation
An indication of whether the authentication process was successful.
If not it is an indication of the problem

aut hKey
The secret key to be used by the authentication algorithm The
[ength of this key MJST be 16 octets.

whol eMsg
The nessage to be authenti cat ed.

aut henti cat edWhol eMsg
The aut henticated nmessage (including inserted digest) on output.

Not e, that authParameters field is filled by the authentication
nodul e and this nmodule and this field should be already present in
the whol eMsg before the Message Authentication Code (MAC) is
gener at ed.

6.2.4.2. Services for Processing an |Incom ng SNMP Message

The HVAC- MD5- 96 aut hentication protocol assunes that the sel ection of
the authKey is done by the caller and that the caller passes the
secret key to be used.

Upon conpl etion the authentication nodul e returns statuslnformation
and, if the nessage digest was correctly cal cul ated, the whol eMsg as
it was processed. The abstract service primtive is:

statuslinformation = -- success or failure
aut henti cat el ncomi ngMsg(
IN aut hKey -- secret key for authentication
IN authParaneters -- as received on the wire
IN  whol eMsg -- as received on the wire
QUT aut henti cat edWhol eMsg -- conpl ete authenticated nessage
)

The abstract data el enents are:

statuslnformation
An indication of whether the authentication process was successful.
If not it is an indication of the problem

aut hKey

The secret key to be used by the authentication algorithm The
l ength of this key MJUST be 16 octets.

Bl ument hal & W j nen St andards Track [ Page 54]



RFC 3414 USM f or SNWPv3 Decenber 2002
aut hPar anmet er s
The aut hParameters fromthe i ncom ng nessage
whol eMsg
The nessage to be authenticated on input and the authenticated

message on out put.

aut henti cat edWhol eMsg
The whol e nessage after the authentication check is conplete.

6.3. Elenents of Procedure

This section describes the procedures for the HVAC MD5-96
aut henti cation protocol

6.3.1. Processing an Qutgoi ng Message

This section describes the procedure foll owed by an SNMP engi ne

whenever it nust authenticate an outgoi nhg nessage using the

us mHVACMVD5Aut hPr ot ocol

1) The nsgAut henticationParaneters field is set to the serialization
according to the rules in [RFC3417], of an OCTET STRI NG cont ai ni ng
12 zero octets.

2) Fromthe secret authKey, two keys K1 and K2 are derived:

a) extend the authKey to 64 octets by appending 48 zero octets;
save it as extendedAut hKey

b) obtain I PAD by replicating the octet 0x36 64 tines;
c) obtain K1 by XORi ng extendedAut hKey with | PAD
d) obtain OPAD by replicating the octet Ox5C 64 tines;
e) obtain K2 by XORi ng extendedAut hKey wi th OPAD.

3) Prepend K1 to the whol eMsg and cal cul ate MD5 di gest over it
according to [RFC1321].

4) Prepend K2 to the result of the step 4 and cal cul ate MD5 di gest
over it according to [RFC1321]. Take the first 12 octets of the
final digest - this is Message Authentication Code (MAC).

5) Repl ace the nsgAut henticati onParaneters field with MAC obtained in
the step 4.
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6)

The aut henti cat edWhol eMsg is then returned to the caller together
with statuslnformation indicating success.

6.3.2. Processing an I ncom ng Message

This section describes the procedure foll owed by an SNMP engi ne
whenever it nust authenticate an inconing nessage using the
us mHVACMVD5Aut hPr ot ocol

1)

2)

3)

4)

5)

If the digest received in the msgAut henticati onParameters field is
not 12 octets long, then an failure and an errorlndication
(authenticationError) is returned to the calling nodule.

The MAC received in the nsgAuthenticationParaneters field is
saved.

The digest in the nmsgAuthenticati onParanmeters field is replaced by
the 12 zero octets.

Fromthe secret authKey, two keys Kl and K2 are derived:

a) extend the authKey to 64 octets by appending 48 zero octets;
save it as extendedAut hKey

b) obtain I PAD by replicating the octet 0x36 64 tines;
c) obtain K1 by XORi ng extendedAut hKey with | PAD

d) obtain OPAD by replicating the octet Ox5C 64 tines;
e) obtain K2 by XORi ng extendedAut hKey wi th OPAD.

The MAC is cal cul ated over the whol eMsg:

a) prepend K1 to the whol eMsg and cal cul ate the MD5 di gest over
it;

b) prepend K2 to the result of step 5.a and cal cul ate the M5
di gest over it;

c) first 12 octets of the result of step 5.b is the MAC

The nsgAut henticationParanmeters field is replaced with the MAC
val ue that was saved in step 2.
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7.

6) Then the newly calculated MAC is conpared with the MAC saved in

step 2. If they do not match, then an failure and an
errorlndication (authenticationFailure) is returned to the calling
nodul e.

7) The aut henti cat edWhol eMsg and statuslnformation indicating success
are then returned to the caller.

HMAC- SHA- 96 Aut henti cati on Protoco

Thi s section describes the HVAC- SHA- 96 aut hentication protocol. This
protocol uses the SHA hash-function which is described in [ SHA-N ST],
i n HVAC node described in [ RFC2104], truncating the output to 96
bits.

This protocol is identified by usmHMACSHAAut hPr ot ocol

Over tine, other authentication protocols nmay be defined either as a
repl acenent of this protocol or in addition to this protocol

Mechani srs

- In support of data integrity, a message digest algorithmis
required. A digest is calculated over an appropriate portion of an
SNVP nmessage and included as part of the nessage sent to the
reci pi ent.

- In support of data origin authentication and data integrity, a
secret value is prepended to the SNVMP nessage prior to computing
the digest; the calculated digest is then partially inserted into
the nessage prior to transm ssion. The prepended secret is not
transmtted. The secret value is shared by all SNWMP engi nes
aut horized to origi nate nessages on behal f of the appropriate user

7.1.1. Digest Authentication Mechani sm

The Digest Authentication Mechanismdefined in this nmeno provides
for:

- verification of the integrity of a received nessage, i.e., the
nmessage received is the nmessage sent.

The integrity of the nmessage is protected by computing a digest
over an appropriate portion of the nessage. The digest is conputed
by the originator of the message, transnmitted with the nessage, and
verified by the recipient of the nmessage.
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- verification of the user on whose behal f the nessage was gener at ed.

A secret value known only to SNWP engi nes authorized to generate
messages on behalf of a user is used in HVAC node (see [ RFC2104]).
It al so recommends t he hash-function output used as Message

Aut henti cation Code, to be truncated.

Thi s mechani sm uses the SHA [ SHA- NI ST] nessage digest algorithm A
160-bit SHA digest is calculated in a special (HVMAC) way over the
desi gnated portion of an SNWP nessage and the first 96 bits of this
digest is included as part of the message sent to the recipient. The
size of the digest carried in a nessage is 12 octets. The size of
the private authentication key (the secret) is 20 octets. For the
details see section 7.3.

7.2. Elenments of the HVAC- SHA- 96 Aut hentication Protoco

This section contains definitions required to realize the
aut hentication nodule defined in this section of this neno.

7.2.1. Users

Aut hentication using this authentication protocol nakes use of a
defi ned set of userNanes. For any user on whose behal f a nessage
nust be authenticated at a particular SNVWP engi ne, that SNMP engi ne
nmust have know edge of that user. An SNMP engine that wi shes to
comuni cate wi th another SNWP engi ne nust al so have know edge of a
user known to that engine, including know edge of the applicable
attributes of that user

A user and its attributes are defined as foll ows:

<user Nane>
A string representing the name of the user

<aut hKey>
A user’s secret key to be used when cal cul ating a digest.
It MUST be 20 octets long for SHA

7.2.2. nsgAuthoritativeEngi nel D

The nmsgAut horitativeEngi nel D val ue contained in an authenticated
nessage specifies the authoritative SNVP engine for that particul ar
nessage (see the definition of SnnpEnginelD in the SNMP Architecture
document [ RFC3411]).

The user’s (private) authentication key is normally different at each
aut horitative SNVMP engi ne and so the snnmpEnginelD is used to sel ect
the proper key for the authentication process.
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7.2.3. SNWP Messages Using this Authentication Protoco

Messages using this authentication protocol carry a

msgAut henti cati onParaneters field as part of the
msgSecurityParaneters. For this protocol, the

nsgAut henti cati onParaneters field is the serialized OCTET STRI NG
representing the first 12 octets of HMAC-  SHA- 96 out put done over the
whol eMsg.

The digest is calcul ated over the whol eMsg so if a nessage is
aut henticated, that also neans that all the fields in the nmessage are
i ntact and have not been tanpered with.

7.2.4. Services Provided by the HVAC SHA-96 Aut henticati on Mdul e

Thi s section describes the inputs and outputs that the HVAC SHA- 96
Aut henti cati on nodul e expects and produces when the User-based
Security nodule calls the HVAC SHA-96 Authentication nodule for
servi ces.

7.2.4.1. Services for Cenerating an Qutgoi ng SNMP Message

HVAC- SHA- 96 aut henti cati on protocol assumes that the selection of the
aut hKey is done by the caller and that the caller passes the secret
key to be used.

Upon conpl etion the authentication nodul e returns statuslnformation
and, if the nessage digest was correctly cal cul ated, the whol eMsg
with the digest inserted at the proper place. The abstract service
primtive is:

statuslinformation = -- success or failure
aut henti cat eQut goi ngvsg(
IN aut hKey -- secret key for authentication
IN  whol eMsg -- unaut henticated conpl ete nessage
QUT aut henti cat edWhol eMsg -- conpl ete authenticated nessage
)

The abstract data el enents are:

st atusl nformati on
An indication of whether the authentication process was successful.
If not it is an indication of the problem

aut hKey

The secret key to be used by the authentication algorithm The
length of this key MJST be 20 octets.
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whol eMsg
The nessage to be authenti cat ed.

aut hent i cat edWhol eMsg
The aut henti cated nmessage (including inserted digest) on output.

Not e, that authParanmeters field is filled by the authentication
nodul e and this field should be already present in the whol eMsg
bef ore the Message Authentication Code (MAC) is generated

7.2.4.2. Services for Processing an Incom ng SNMP Message

HVAC- SHA- 96 aut henti cation protocol assunes that the selection of the
aut hKey is done by the caller and that the caller passes the secret
key to be used.

Upon conpl etion the authentication nodul e returns statuslnformation
and, if the nessage digest was correctly cal cul ated, the whol eMsg as
it was processed. The abstract service primtive is:

statuslinformation = -- success or failure
aut henti cat el ncom ngvsg(
IN  aut hKey -- secret key for authentication
IN authParaneters -- as received on the wire
IN  whol eMsg -- as received on the wire
QUT aut henti cat edWhol eMsg -- conpl ete authenticated nessage
)

The abstract data el enents are:

statuslnformation
An indication of whether the authentication process was successful.
If not it is an indication of the problem

aut hKey
The secret key to be used by the authentication algorithm The
l ength of this key MJST be 20 octets.

aut hPar anet er s
The aut hParaneters fromthe i ncom ng nessage.

whol eMsg
The nessage to be authenticated on input and the authenticated
message on out put.

aut hent i cat edWhol eMsg
The whol e message after the authentication check is conplete.
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7.3. Elements of Procedure

This section describes the procedures for the HVAC SHA- 96
aut henti cati on protocol .

7.3.1. Processing an Qutgoi ng Message
This section describes the procedure foll owed by an SNMP engi ne

whenever it must authenticate an outgoi ng nessage using the
us MHMACSHAAuUt hPr ot ocol

2002

1) The nsgAut henticationParaneters field is set to the serialization
according to the rules in [RFC3417], of an OCTET STRI NG cont ai ni ng

12 zero octets.

2) Fromthe secret authKey, two keys K1 and K2 are derived:

a) extend the authKey to 64 octets by appending 44 zero octets;

save it as extendedAut hKey
b) obtain I PAD by replicating the octet 0x36 64 tines;
c) obtain K1 by XORi ng extendedAut hKey wi th | PAD
d) obtain OPAD by replicating the octet Ox5C 64 tines;
e) obtain K2 by XORi ng extendedAut hKey wi th OPAD

3) Prepend K1 to the whol eMsg and cal cul ate the SHA di gest over
according to [ SHA-NI ST].

it

4) Prepend K2 to the result of the step 4 and cal cul ate SHA di gest

over it according to [SHA-NIST]. Take the first 12 octets of
final digest - this is Message Authentication Code (MAC).

t he

5) Repl ace the nsgAut henticati onParaneters field with MAC obtained in

the step 5.

6) The authenticatedwWol eMsg is then returned to the caller together

wi th statuslnformation indicating success.
7.3.2. Processing an I ncom ng Message
This section describes the procedure foll owed by an SNMP engi ne

whenever it must authenticate an inconi ng nessage using the
us MHMACSHAAuUt hPr ot ocol
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1)

2)

3)

4)

5)

6)

7)

If the digest received in the nsgAut henticationParaneters field is
not 12 octets long, then an failure and an errorlndication
(authenticationError) is returned to the calling nodule.

The MAC received in the nsgAut henticationParaneters field is
saved.

The digest in the nsgAuthenticati onParameters field is replaced by
the 12 zero octets.

Fromthe secret authKey, two keys Kl and K2 are derived:

a) extend the authKey to 64 octets by appending 44 zero octets;
save it as extendedAut hKey

b) obtain I PAD by replicating the octet 0x36 64 timnes;
c) obtain Kl by XORi ng extendedAut hKey wi th | PAD

d) obtain OPAD by replicating the octet Ox5C 64 tines;
e) obtain K2 by XORi ng extendedAut hKey wi th OPAD

The MAC i s cal cul ated over the whol eMsg:

a) prepend KL to the whol eMsg and cal cul ate the SHA di gest over
it;

b) prepend K2 to the result of step 5.a and cal cul ate the SHA
di gest over it;

c) first 12 octets of the result of step 5.b is the MAC

The nmsgAut henticationParaneters field is replaced with the MAC
val ue that was saved in step 2.

The the newy cal culated MAC is conpared with the MAC saved in
step 2. If they do not match, then a failure and an
errorlndication (authenticationFailure) are returned to the
cal li ng nodul e.

The aut henti cat edWhol eMsg and statuslnfornmation indicating success
are then returned to the caller.
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8.

8.

CBC- DES Symmetric Encryption Protoco

Thi s section describes the CBC-DES Symmetric Encryption Protocol
This protocol is the first privacy protocol defined for the
User - based Security Mbdel

This protocol is identified by usnDESPri vProtocol

Over tine, other privacy protocols may be defined either as a
repl acenment of this protocol or in addition to this protocol

Mechani s

- In support of data confidentiality, an encryption algorithmis
required. An appropriate portion of the nessage is encrypted prior
to being transmtted. The User-based Security Mdel specifies that
the scopedPDU is the portion of the nmessage that needs to be
encrypt ed.

- A secret value in conbination with a tineliness value is used to
create the en/decryption key and the initialization vector. The
secret value is shared by all SNWP engi nes authorized to originate
nmessages on behal f of the appropriate user

8.1.1. Symetric Encryption Protoco

The Synmetric Encryption Protocol defined in this neno provides
support for data confidentiality. The designated portion of an SNWP
message i s encrypted and included as part of the nessage sent to the
reci pi ent.

Two organi zations have published specifications defining the DES:

the National Institute of Standards and Technol ogy (N ST) [ DES-N ST]
and the Anerican National Standards Institute [DES-ANSI]. There is a
conpani on Modes of Operation specification for each definition

([ DESO- NI ST] and [ DESO ANSI], respectively).

The NI ST has published three additional docunments that inplenmentors
may find useful.

- There is a docunent with guidelines for inplementing and using the
DES, including functional specifications for the DES and its nodes
of operation [ DESG N ST].

- There is a specification of a validation test suite for the DES
[DEST-NIST]. The suite is designed to test all aspects of the DES
and is useful for pinpointing specific problens.
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- There is a specification of a maintenance test for the DES [ DESM
NI ST]. The test utilizes a mninmal amount of data and processing
to test all components of the DES. It provides a sinple yes-or-no
i ndi cation of correct operation and is useful to run as part of an
initialization step, e.g., when a conputer re-boots.

8.1.1.1. DES key and Initialization Vector

The first 8 octets of the 16-octet secret (private privacy key) are
used as a DES key. Since DES uses only 56 bits, the Least
Significant Bit in each octet is disregarded.

The Initialization Vector for encryption is obtained using the
foll owi ng procedure.

The last 8 octets of the 16-octet secret (private privacy key) are
used as pre-IV.

In order to ensure that the IV for two different packets encrypted by
the sane key, are not the same (i.e., the IV does not repeat) we need
to "salt" the pre-1V with something uni que per packet. An 8-octet

string is used as the "salt". The concatenation of the generating
SNWP engi ne’ s 32-bit snnpEngi neBoots and a | ocal 32-bit integer, that
the encryption engine maintains, is input to the "salt". The 32-bit

integer is initialized to an arbitrary value at boot tine.

The 32-bit snnpEngi neBoots is converted to the first 4 octets (Most

Significant Byte first) of our "salt". The 32-bit integer is then
converted to the last 4 octet (Mdst Significant Byte first) of our
"salt". The resulting "salt" is then XOR-ed with the pre-I1V to

obtain the IV. The 8-octet "salt" is then put into the
privParaneters field encoded as an OCTET STRING The "salt" integer
is then nodified. W reconmend that it be incremented by one and
wrap when it reaches the maxi num val ue.

How exactly the value of the "salt" (and thus of the IV) varies, is
an inplenentation issue, as long as the neasures are taken to avoid
produci ng a duplicate |V.

The "salt" nust be placed in the privParameters field to enable the

receiving entity to conpute the correct 1V and to decrypt the
nessage.
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8.1.1.2. Data Encryption

The data to be encrypted is treated as sequence of octets. |Its

l ength should be an integral multiple of 8 - and if it is not, the
data is padded at the end as necessary. The actual pad value is
irrel evant.

The data is encrypted in G pher Bl ock Chaining node.
The plaintext is divided into 64-bit bl ocks.

The plaintext for each block is XOR-ed with the ci phertext of the
previous block, the result is encrypted and the output of the
encryption is the ciphertext for the block. This procedure is
repeated until there are no nore plaintext bl ocks.

For the very first block, the Initialization Vector is used instead
of the ciphertext of the previous bl ock.

8.1.1.3. Data Decryption

Bef ore decryption, the encrypted data length is verified. |If the
l ength of the OCTET STRING to be decrypted is not an integra
nmultiple of 8 octets, the decryption process is halted and an
appropriate exception noted. Wen decrypting, the padding is

i gnor ed.

The first ciphertext block is decrypted, the decryption output is
XOR-ed with the Initialization Vector, and the result is the first
pl ai nt ext bl ock.

For each subsequent bl ock, the ciphertext block is decrypted, the
decryption output is XOR-ed with the previous ciphertext block and
the result is the plaintext block

8.2. Elenents of the DES Privacy Protoco

This section contains definitions required to realize the privacy
nodul e defined by this neno.

8.2.1. Users

Data en/decryption using this Symmetric Encryption Protocol nakes use
of a defined set of userNames. For any user on whose behalf a
nmessage nmust be en/decrypted at a particular SNVP engi ne, that SNWP
engi ne nust have knowl edge of that user. An SNMP engi ne that w shes
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to communi cate with anot her SNMP engi ne nmust al so have know edge of a
user known to that SNMP engi ne, including know edge of the applicable
attributes of that user

A user and its attributes are defined as foll ows:

<user Nanme>
An octet string representing the name of the user

<pri vKey>
A user’s secret key to be used as input for the DES key and I V.
The length of this key MJST be 16 octets.

8.2.2. nsgAuthoritativeEngi nel D

The nmsgAut horitativeEngi nel D val ue contained in an authenticated
nmessage specifies the authoritative SNVP engine for that particul ar
nessage (see the definition of SnnpEnginelD in the SNMP Architecture
docunent [ RFC3411]).

The user’s (private) privacy key is normally different at each
aut horitative SNMP engi ne and so the snnmpEnginelD is used to sel ect
the proper key for the en/decryption process.

8.2.3. SNWP Messages Using this Privacy Protoco

Messages using this privacy protocol carry a nmsgPrivacyParaneters
field as part of the nsgSecurityParameters. For this protocol, the
nmsgPri vacyParameters field is the serialized OCTET STRI NG
representing the "salt" that was used to create the IV.

8.2.4. Services Provided by the DES Privacy Mdul e

This section describes the inputs and outputs that the DES Privacy
nodul e expects and produces when the User-based Security nodul e
i nvokes the DES Privacy nodul e for services.

8.2.4.1. Services for Encrypting Qutgoing Data

Thi s DES privacy protocol assunes that the selection of the privKey
is done by the caller and that the caller passes the secret key to be
used.

Upon conpletion the privacy nodul e returns statuslnformation and, if
the encryption process was successful, the encryptedPDU and t he
nmsgPri vacyParamet ers encoded as an OCTET STRING  The abstract
service primtive is:
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statuslinformation = -- success of failure
encrypt Dat a(
IN encrypt Key -- secret key for encryption
I N dat aToEncr ypt -- data to encrypt (scopedPDU)
QUT  encryptedDat a -- encrypted data (encryptedPDU)
out privParaneters -- filled in by service provider
)

The abstract data el enents are:

statuslnformation
An indication of the success or failure of the encryption process.
In case of failure, it is an indication of the error

encr ypt Key

The secret key to be used by the encryption algorithm The |ength
of this key MJST be 16 octets.

dat aToEncr ypt
The data that nust be encrypted.

encrypt edDat a
The encrypted data upon successful conpletion

pri vParaneters
The privParaneters encoded as an OCTET STRI NG

8.2.4.2. Services for Decrypting Incom ng Data

Thi s DES privacy protocol assunes that the selection of the privKey
is done by the caller and that the caller passes the secret key to be
used.

Upon conpletion the privacy nodul e returns statuslnformation and, if
the decryption process was successful, the scopedPDU in plain text.
The abstract service primtive is:

statuslinfornmation =
decr ypt Dat a(

I N decr ypt Key -- secret key for decryption
IN pri vParaneters -- as received on the wire
IN encrypt edDat a -- encrypted data (encryptedPDU)
QUT  decryptedData -- decrypted data (scopedPDU)
)
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The abstract data el enents are:

statusl nformation
An indication whether the data was successfully decrypted and if
not an indication of the error

decr ypt Key
The secret key to be used by the decryption algorithm The length
of this key MJUST be 16 octets.

pri vParaneters
The "salt" to be used to calculate the IV.

encrypt edDat a
The data to be decrypted.

decr ypt edDat a
The decrypted data.

8.3. Elements of Procedure
Thi s section describes the procedures for the DES privacy protocol
8.3.1. Processing an Qutgoi ng Message

Thi s section describes the procedure foll owed by an SNMP engi ne
whenever it must encrypt part of an outgoi ng nessage using the
usnDESPr i vPr ot ocol .

1) The secret cryptKey is used to construct the DES encryption key,
the "salt" and the DES pre-1V (fromwhich the IV is computed as
described in section 8.1.1.1).

2) The privParaneters field is set to the serialization according to
the rules in [ RFC3417] of an OCTET STRING representing the "salt"
string.

3) The scopedPDU is encrypted (as described in section 8.1.1.2)
and the encrypted data is serialized according to the rules in
[ RFC3417] as an OCTET STRI NG

4) The serialized OCTET STRI NG representing the encrypted scopedPDU

together with the privParaneters and statuslnformati on indicating
success is returned to the calling nodul e.

Bl ument hal & W j nen St andards Track [ Page 68]



RFC 3414 USM f or SNWPv3 Decenber 2002

8.3.2. Processing an I ncom ng Message

This section describes the procedure foll owed by an SNMP engi ne
whenever it must decrypt part of an incom ng nessage using the
usnDESPr i vPr ot ocol .

1) If the privParaneters field is not an 8-octet OCTET STRING, then
an error indication (decryptionError) is returned to the calling
nodul e.

2) The "salt" is extracted fromthe privParaneters field

3) The secret cryptKey and the "salt" are then used to construct the
DES decryption key and pre-1V (fromwhich the IV is computed as
described in section 8.1.1.1).

4) The encryptedPDU is then decrypted (as described in section
8.1.1.3).

5) If the encryptedPDU cannot be decrypted, then an error indication
(decryptionError) is returned to the calling nodul e.

6) The decrypted scopedPDU and statuslnformation indicating success
are returned to the calling nodule.

9. Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intell ectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any license under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
Iicenses to be nade avail able, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary

ri ghts which nay cover technol ogy that nay be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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Security Consi derations
1. Recomrended Practices

This section describes practices that contribute to the secure,
ef fective operation of the mechanisms defined in this neno.

- An SNMP engi ne nust discard SNVP Response nessages that do not
correspond to any currently outstandi ng Request nessage. It is the
responsibility of the Message Processing nodule to take care of
this. For example it can use a nsglD for that.

An SNVWP Command Generator Application must discard any Response
Class PDU for which there is no currently outstandi ng Confirnmed
Class PDU; for example for SNMPv2 [ RFC3416] PDUs, the request-id
conponent in the PDU can be used to correl ate Responses to

out st andi ng Requests.
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Al though it would be typical for an SNMP engi ne and an SNVP Comand
CGenerator Application to do this as a nmatter of course, when using
these security protocols it is significant due to the possibility
of message duplication (malicious or otherw se).

- If an SNWP engine uses a nmsglD for correl ati ng Response nmessages to
out st andi ng Request nessages, then it MJST use different nsglDs in
all such Request nessages that it sends out during a Tinme Wndow
(150 seconds) period.

A Command Cenerator or Notification Oiginator Application MIST use
different request-ids in all Request PDUs that it sends out during
a Ti meW ndow (150 seconds) period.

This must be done to protect against the possibility of nessage
duplication (malicious or otherw se).

For exanple, starting operations with a nsgl D and/or request-id
val ue of zero is not a good idea. Initializing themwth an
unpr edi ct abl e nunber (so they do not start out the sanme after each
reboot) and then increnmenting by one woul d be acceptabl e.

- An SNMP engi ne should performtime synchronization using
aut henti cated nessages in order to protect against the possibility
of message duplication (rmalicious or otherw se).

- When sending state altering nessages to a nmanaged authoritative
SNWP engi ne, a Command Generator Application should del ay sending
successi ve nessages to that managed SNVMP engine until a positive
acknow edgenent is received for the previous nessage or until the
previ ous nmessage expires.

No message ordering is inmposed by the SNMP. Messages nay be
received in any order relative to their tinme of generation and each
will be processed in the ordered received. Note that when an

aut henticated nmessage is sent to a managed SNVP engine, it will be
valid for a period of tine of approxinately 150 seconds under

normal circunmstances, and is subject to replay during this period.

| ndeed, an SNWP engi ne and SNVP Command Generat or Applications nust
cope with the loss and re-ordering of nessages resulting from
anonmalies in the network as a matter of course.

However, a managed object, snnpSet Serial No [ RFC3418], is
specifically defined for use with SNMP Set operations in order to
provi de a nechanismto ensure that the processi ng of SNVP nmessages
occurs in a specific order
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- The frequency with which the secrets of a User-based Security Mde
user should be changed is indirectly related to the frequency of
their use.

Protecting the secrets fromdisclosure is critical to the overal
security of the protocols. Frequent use of a secret provides a
continued source of data that may be useful to a cryptanalyst in
exploiting known or perceived weaknesses in an algorithm Frequent
changes to the secret avoid this vulnerability.

Changi ng a secret after each use is generally regarded as the npst
secure practice, but a significant anmount of overhead may be
associ ated with that approach.

Note, too, in a local environnent the threat of disclosure may be
| ess significant, and as such the changing of secrets may be |ess
frequent. However, when public data networks are used as the
conmuni cati on paths, nore caution is prudent.

11.2 Defining Users
The nechani sns defined in this docunent enploy the notion of users on

whose behal f nessages are sent. How "users" are defined is subject
to the security policy of the network adm nistration. For exanple,

users could be individuals (e.g., "joe" or "jane"), or a particular
role (e.g., "operator" or "adm nistrator"), or a conbination (e.g.
"joe-operator", "jane-operator" or "joe-admin"). Furthernore, a user

may be a logical entity, such as an SNVWP Application or a set of SNW
Applications, acting on behalf of an individual or role, or set of
i ndividuals, or set of roles, including conbinations.

Appendi x A describes an algorithmfor mapping a user "password" to a
16/ 20 octet value for use as either a user’s authentication key or
privacy key (or both). Note however, that using the same password
(and therefore the same key) for both authentication and privacy is
very poor security practice and should be strongly di scouraged.
Passwords are often generated, renmenbered, and input by a hunan.
Human- gener at ed passwords nay be | ess than the 16/ 20 octets required
by the authentication and privacy protocols, and brute force attacks
can be quite easy on a relatively short ASCI| character set.
Therefore, the algorithmis Appendix A perforns a transformation on
the password. |If the Appendix A algorithmis used, SNW

i mpl enent ati ons (and SNMP configuration applications) must ensure
that passwords are at | east 8 characters in length. Please note that
| onger passwords with repetitive strings may result in exactly the
same key. For exanple, a password 'bertbert’ will result in exactly
the sane key as password ’'bertbertbert’.
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11.

Because the Appendi x A al gorithm uses such passwords (nearly)
directly, it is very inportant that they not be easily guessed. It

i s suggested that they be conposed of m xed-case al phanureric and
punctuation characters that don't formwords or phrases that m ght be
found in a dictionary. Longer passwords inprove the security of the
system Users may wi sh to input nmultiword phrases to nmake their
password string | onger while ensuring that it is nenorable.

Since it is infeasible for human users to maintain different
passwords for every SNMP engi ne, but security requirements strongly
di scourage having the sane key for nore than one SNWMP engi ne, the
User - based Security Mdel enploys a conprom se proposed in
[Local i zed-key]. It derives the user keys for the SNMP engi nes from
user’s password in such a way that it is practically inpossible to

ei ther determ ne the user’s password, or user’s key for another SNW
engi ne from any conbi nati on of user’s keys on SNWP engi nes.

Not e however, that if user’s password is disclosed, then key
localization will not help and network security nmay be conpronised in
this case. Therefore a user’s password or non-localized key MJST NOT
be stored on a nmanaged devi ce/node. Instead the |ocalized key SHALL
be stored (if at all), so that, in case a device does get

conprom sed, no other managed or nmanagi ng devi ces get conprom sed.

3. Conformance

To be terned a "Secure SNWP i npl ementation" based on the User-based
Security Mddel, an SNMP inpl ementati on MJST:

- inmplenent one or nore Authentication Protocol (s). The HVAC MD5- 96
and HVAC- SHA- 96 Aut hentication Protocols defined in this meno are
exanpl es of such protocols.

- to the maxi mum extent possible, prohibit access to the secret(s) of
each user about which it maintains information in a Loca
Configuration Datastore (LCD) under all circunstances except as
required to generate and/or validate SNVP nessages with respect to
t hat user.

- inplenent the key-localization nechani sm
- inplenment the SNWP- USER- BASED- SM M B.

In addition, an authoritative SNMP engi ne SHOULD provide initia
configuration in accordance with Appendix A. 1.

| mpl ementation of a Privacy Protocol (the DES Symretric Encryption
Protocol defined in this meno is one such protocol) is optional
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11. 4. Use of Reports

11.

12.

12.

Bl unent hal

The use of unsecure reports (i.e., sending themw th a securitylLevel
of noAut hNoPriv) potentially exposes a non-authoritative SNMP engi ne
to sonme formof attacks. Sonme people consider these denial of

servi ce attacks,

others don’t. An installation should eval uate the

ri sk invol ved before depl oyi ng unsecure Report PDUs.

5 Access to the SNWMP- USER- BASED- SM M B

The objects in this MB may be considered sensitive in many

envi ronnent s.

Specifically the objects in the usnmJserTable contain

i nformati on about users and their authentication and privacy

protocols. It

is important to closely control (both read and wite)

access to these M B objects by using appropriately configured Access
Control nodels (for exanple the View based Access Control Mbdel as
specified in [ RFC3415]).
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APPENDI X A - Installation

A. 1. SNWP engine Installation Paraneters

During installation, an authoritative SNMP engi ne SHOULD (in the
nmeani ng as defined in [RFC2119]) be configured with several initia
paraneters. These include:

1)

2)

A Security Posture

The choice of security posture determines if initial configuration
is implemented and if so how. One of three possible choices is
sel ect ed:

m ni num secur e
sem - secure
very-secure (i.e., no-initial-configuration)

In the case of a very-secure posture, there is no initia
configuration, and so the following steps are irrelevant.

One or Mbre Secrets

These are the authentication/privacy secrets for the first user to
be confi gured.

One way to acconplish this is to have the installer enter a
"password" for each required secret. The password is then
algorithmcally converted into the required secret by:

- formng a string of length 1,048,576 octets by repeating the
val ue of the password as often as necessary, truncating
accordingly, and using the resulting string as the input to the
MD5 al gorithm [RFC1321]. The resulting digest, termed
"digestl", is used in the next step.

- a second string is formed by concatenating digestl, the SNW
engi ne’ s snnpEngi nel D val ue, and digestl. This string is used
as input to the MD5 al gorithm [RFC1321].

The resulting digest is the required secret (see Appendi x A 2).
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foll owi ng usnserEntry in the usniser Tabl e:

usnlser Engi nel D

usmJser Nanme

usnlser Securi t yNanme
usnlser C oneFr om
usmJser Aut hPr ot ocol
usniser Aut hKeyChange
usnlser OmAut hKeyChange
usmser Pri vProt ocol
usniser Pri vKeyChange
usniser OmPri vKeyChange
usmJser Publ i c

usmser St or ageType
usmser St at us

It is recomended to
usniser Entri es which

created usnlJserEntri es.

usniJser Engi nel D

usnmser Nane

usnlser Securi t yName
usniser C oneFr om
usmser Aut hPr ot ocol
usnlser Aut hKeyChange
usmser OwmnAut hKeyChange
usmiJser Pri vProt ocol
usniser Pri vKeyChange
usniser OmnPri vKeyChange
usmser Publ i c

usmJser St or ageType
usnmiser St at us

Bl ument hal & W j nen

no privacy support

| ocal Engi nel D
"initial"

"initial"

Zer oDot Zer o
usmHVACMD5Aut hPr ot ocol

none

anyVal i dSt or ageType
active

also instantiate a set

can be used as clone-fromusers for
These are the two suggested entries:

no privacy support

| ocal Engi nel D

"t enpl at eMD5"

"t enpl at eMD5"

Zer oDot Zer o

us mMHVACMVD5Aut hPr ot ocol

none

per manent
active

St andards Track

December 2002

the SNVWP engi ne instantiates the

privacy support

| ocal Engi nel D
“initial"

"initial"

Zer oDot Zer o

us MHMACVD5AuUt hPr ot ocol

usnDESPr i vPr ot ocol

anyVal i dSt or ageType
active

of tenplate
new y

privacy support

| ocal Engi nel D

"t enpl at eMD5"

"t enpl at eMD5"

Zer oDot Zer o

us mMHVACMVD5Aut hPr ot ocol

usnDESPr i vPr ot ocol

per manent
active
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usniJser Engi nel D

usmser Nane

usniser Securit yName
usmJser G oneFr om
usmiJser Aut hPr ot oco
usmser Aut hKeyChange
usmser OwnAut hKeyChange
usmJser Pri vPr ot ocol
usniser Pri vKeyChange
usnlser OmPri vKeyChange
usmJser Publ i c
usmJser St or ageType
usnmser St at us

USM f or SNWPv3

no privacy support

| ocal Engi nel D

"t enpl at eSHA"

"t enpl at eSHA

Zer oDot Zer o

us MHMACSHAAuUt hPr ot oco

none

per manent
active

A. 2. Password to Key Al gorithm

December 2002

privacy support

| ocal Engi nel D

"t enpl at eSHA"

"t enpl at eSHA

Zer oDot Zer o

us mMHVACSHAAuUt hPr ot oco

usnDESPr i vPr ot ocol

per manent
active

A sanpl e code fragnent (section A 2.1) denonstrates the password to
key al gorithm which can be used when mappi ng a password to an

aut henti cation or

privacy key using MD5.

of MD5 is available in [ RFC1321].

The reference source code

Anot her sanpl e code fragnent (section A 2.2) denonstrates the
password to key al gorithm which can be used when nmappi ng a password
privacy key using SHA (docunented in SHA-

to an authentication or
NI ST) .

An exanple of the results of a correct

i mpl enentation is provided

(section A 3) which an inplenentor can use to check if his
i mpl enent ati on produces the sanme result.

& W j nen
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A.2.1. Password to Key Sanple Code for M5

voi d password_t o_key_ nd5(

u_char *password, [* IN*/
u_int passwordlen, /* IN */
u_char *engi nel D, /[* IN - pointer to snnpEnginelD */
u_int engi neLength,/* IN - length of snnpEnginelD */
u_char *key) /[* OQUT - pointer to caller 16-octet buffer */
{
MD5_CTX MD;
u_char *cp, password_buf[64];
u_l ong password_i ndex = O;
u_l ong count = 0, i;
MD5I nit (&NVD); [* initialize MD5 */
/**********************************************/
/* Use while loop until we’ve done 1 Megabyte */
/**********************************************/
whil e (count < 1048576) ({
cp = password_buf;
for (i =0; i < 64; i++) {
/*************************************************/
/* Take the next octet of the password, wapping */
/* to the beginning of the password as necessary.*/
/*************************************************/
*cp++ = password[ password_i ndex++ % passwordl en];
}
MD5Updat e (&VD, password_buf, 64);
count += 64;
}
MD5Fi nal (key, &MD); /* tell MD5 we're done */
/*****************************************************/
/* Now |l ocalize the key with the engi nel D and pass */
/* through MD5 to produce final key */
/* May want to ensure that engi neLength <= 32, */
/* otherwi se need to use a buffer |arger than 64 */
/*****************************************************/
mencpy( password_buf, key, 16);
mencpy( passwor d_buf +16, engi nel D, engi neLengt h);
mencpy( passwor d_buf +16+engi neLengt h, key, 16);
MD5!1 ni t (&VD) ;
MD5Updat e( &VD, passwor d_buf, 32+engi neLengt h);
MD5Fi nal (key, &MND);
return;
}
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A . 2.2. Password to Key Sanple Code for SHA

voi d password_t o_key_sha(

u_char *password, [* IN*/
u_int passwordlen, /* IN */
u_char *engi nel D, /[* IN - pointer to snnpEnginelD */
u_int engi neLength,/* IN - length of snnpEnginelD */
u_char *key) /[* OQUT - pointer to caller 20-octet buffer */
{
SHA CTX SH
u_char *cp, password_buf[72];
u_l ong password_i ndex = O;
u_l ong count = 0, i;
SHAI nit (&SH); /[* initialize SHA */
/**********************************************/
/* Use while loop until we’ve done 1 Megabyte */
/**********************************************/
whil e (count < 1048576) ({
cp = password_buf;
for (i =0; i < 64; i++) {
/*************************************************/
/* Take the next octet of the password, wapping */
/* to the beginning of the password as necessary.*/
/*************************************************/
*cp++ = passwor d[ passwor d_i ndex++ % passwordl en];
}
SHAUpdat e (&SH, password_buf, 64);
count += 64;
}
SHAFi nal (key, &SH); /* tell SHA we’'re done */
/*****************************************************/
/* Now |l ocalize the key with the engi nel D and pass */
/* through SHA to produce final key */
/* May want to ensure that engi neLength <= 32, */
/* otherwi se need to use a buffer larger than 72 */
/*****************************************************/
mencpy( password_buf, key, 20);
mencpy( passwor d_buf +20, engi nel D, engi neLengt h);
mencpy( passwor d_buf +20+engi neLengt h, key, 20);
SHAI ni t (&SH) ;
SHAUpdat e( &SH, passwor d_buf, 40+engi neLength);
SHAFi nal (key, &SH);
return;
}
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A. 3. Password to Key Sanple Results
A.3.1. Password to Key Sanple Results using MD5

The foll owi ng shows a sanple output of the password to key al gorithm
for a 16-octet key using MDb.

Wth a password of "nmapl esyrup” the output of the password to key
al gorithmbefore the key is localized with the SNMP engine’s
snnpEngi nel D i s:

'Of af 32 83 88 4e 92 83 4e bc 98 47 d8 ed d9 63’ H

After the internedi ate key (shown above) is localized with the
snnpEngi nel D val ue of:

00 00 00 00 OO0 00 OO 00 00 00 00 02'H
the final output of the password to key algorithmis:
'52 6f 5e ed 9f cc e2 6f 89 64 c2 93 07 87 d8 2b'H
A . 3.2. Password to Key Sanple Results using SHA

The foll owi ng shows a sanple output of the password to key al gorithm
for a 20-octet key using SHA

Wth a password of "mapl esyrup” the output of the password to key
al gorithm before the key is localized with the SNVP engi ne’ s
snnpEngi nel D i s:

"9f b5 cc 03 81 49 7b 37 93 52 89 39 ff 78 8d 5d 79 14 52 11'H

After the intermedi ate key (shown above) is localized with the
snnmpEngi nel D val ue of:

00 00 00 00 00 00 0O 00 00 00 00 02'H
the final output of the password to key algorithmis:
"66 95 fe bc 92 88 e3 62 82 23 5f c¢7 15 1f 12 84 97 b3 8f 3f'H
A. 4. Sanpl e Encodi ng of nsgSecurityParaneters
The nsgSecurityParaneters in an SNVP nessage are represented as an

OCTET STRING  This OCTET STRI NG shoul d be consi dered opaque outside
a specific Security Mdel
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The User-based Security Mde
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STRING as a SEQUENCE (see section 2.4).

G ven these two properti es,

December 2002

defines the contents of the OCTET

the following is an exanple of they

msgSecurityParaneters for the User-based Security Mdel, encoded as
an COCTET STRI NG

04
30
04
02
02
04
04
04

<
<
<
<
<
<
Oc
08

engt h>
engt h>

engt h> <msgAut horitati veEngi nel D>
engt h> <msgAut horit ati veEngi neBoot s>
engt h> <nsgAut horitati veEngi neTi ne>
engt h> <msgUser Name>
<HVAC- MD5- 96- di gest >
<sal t>

Here is the exanple once nore, but now with rea

t he di gest
nsgPri vacyPar anet ers,

defined here):

02
02
04
04

04

01
02
04
Oc

08

80000002
01
09840301
01

0101
62657274
01234567
89abcdef
f edcbha98
01234567
89abcdef

Descri ption

OCTET STRI NG
SEQUENCE
nmsgAut hori t ati veEngi nel D:

nmsgAut horit ati veEngi neBoot s:
nsgAut horitativeEngi neTi ne:
msgUser Nane:

nsgAut henti cat i onPar anet er s:

nmsgPri vacyPar anet ers:

A. 5. Sanpl e keyChange Results

A.5.1. Sampl e keyChange Results using M5

Let us assume that a user

in section A 3.1.
octets:

00 00 00 00 00 OO0 00 00 00 00 00 02’ H

Bl unent ha
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val ues (except for

i n nmegAut henticationParaneters and the salt in
whi ch depend on variabl e data that we have not

| ength 57

| ength 55

| BM

| Pv4 address
9.132.3.1

1

257

bert

sanpl e val ue

sampl e val ue

has a current password of "nmmpl esyrup" as
and | et us al so assune the snnpEngi nel D of 12
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If we now want to change the password to "newsyrup", then we first
calcul ate the key for the new password. It is as follows:

01 ad d2 73 10 7c 4e 59 6b 4b 00 f8 2b 1d 42 a7'H

If we localize it for the above snnpEnginel D, then the |ocalized new
key becones:

"87 02 1d 7b d9 dl1 01 ba 05 ea 6e 3b f9 d9 bd 4a'H

If we then use a (not so good, but easy to test) random val ue of:
00 00 00 00 00 OO 00 00 OO 00 00 OO 00 00 00 00'H

Then the val ue we nmust send for keyChange is:

00 00 00 OO0 00 OO 0O 00O OO 00 OO0 00 00 00 00 00
88 05 61 51 41 67 6 c9 19 61 74 e7 42 a3 25 51'H

If this were for the privacy key, then it would be exactly the sane.
A.5.2. Sampl e keyChange Results using SHA

Let us assune that a user has a current password of "mapl esyrup" as

in section A 3.2. and let us al so assunme the snnpEngi nel D of 12

octets:

00 00 00 00 00 OO0 00 OO0 00O 00 00 02’ H

If we now want to change the password to "newsyrup", then we first
calcul ate the key for the new password. It is as follows:

"3a 51 a6 d7 36 aa 34 7b 83 dc 4a 87 e3 e5 5e e4 d6 98 ac 71'H

If we localize it for the above snnpEnginel D, then the |ocalized new
key becones:

"78 e2 dc ce 79 d5 94 03 b5 8c 1b ba a5 bf f4 63 91 f1 cd 25 H
If we then use a (not so good, but easy to test) random val ue of:

00 00 00 00 OO 00 OO OO OO0 OO 00 OO OO OO 00 OO0 OO 00 00 0O0'H
Then the val ue we nust send for keyChange is:

00 00 00 OO0 00 OO OO0 OO0 OO OO OO OO OO OO0 OO 00 OO0 00 00 00
9c 10 17 f4 fd 48 3d 2d e8 d5 fa db f8 43 92 cb 06 45 70 51’
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For the key used for privacy, the new nonlocalized key woul d be:
"3a 51 a6 d7 36 aa 34 7b 83 dc 4a 87 e3 e5 5e e4 d6 98 ac 71'H

For the key used for privacy, the new | ocalized key woul d be (note
that they localized key gets truncated to 16 octets for DES)

'78 e2 dc ce 79 d5 94 03 b5 8c 1b ba a5 bf f4 63'H

If we then use a (not so good, but easy to test) random val ue of:
00 00 00 00 OO 00 OO OO OO OO 00 OO OO0 0O 00 0O0'H

Then the val ue we nust send for keyChange for the privacy key is:

00 00 00 OO0 00 OO0 OO 00O OO 00O OO0 00 00 00 00 00
"7e f8 d8 a4 c9 cd b2 6b 47 59 1c d8 52 ff 88 b5 H

B. Change Log
Changes made since RFC2574:

- Updated references
- Updated contact info
- Clarifications
- to first constraint item 1) on page 6.
- to usnlserd oneFrom DESCRI PTI ON cl ause
- to securityNane in section 2.1
- Fixed "command responder” into "comrand generator” in |ast para of
DESCRI PTI ON cl ause of usnlser Tabl e.

Changes nmade since RFC2274:

- Fixed msgUserNane to allow size of zero and explain that this can
be used for snnpEngi nel D di scovery.

- Clarified section 3.1 steps 4.b, 5, 6 and 8. b.

- Clarified section 3.2 paragraph 2.

- Clarified section 3.2 step 7.a |ast paragraph, step 7.b.1 second
bullet and step 7.b.2 third bullet.

- Clarified section 4 to indicate that di scovery can use a userName
of zero length in unAuthenticated nessages, whereas a valid
user Nane nmust be used in authenticated nessages.

- Added REVI SI ON cl auses to MODULE- | DENTI TY

- Clarified KeyChange TC by adding a note that |ocalized keys nust be
used when cal cul ati ng a KeyChange val ue.

- Added clarifying text to the DESCRI PTI ON cl ause of usmJser Tabl e.

Added text describes a recomrended procedure for adding a new user

Clarified the use of usnlserCd oneFrom obj ect.
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Edi

Clarified how and under which conditions the usnlser Aut hPr ot ocol
and usmJser PrivProtocol can be initialized and/or changed.

Added comment on typical sizes for usnlJser Aut hKeyChange and
usniser Pri vKeyChange. Al so for usnlser OmAut hKeyChange and
usnmser OmnPri vKeyChange.

Added clarifications to the DESCRI PTI ON cl auses of
usnlser Aut hKeyChange, usmlJser OmAut hKeychange, usnlser Pri vKeyChange
and usmser OmPri vKeychange.

Added clarification to DESCRI PTI ON cl ause of usmnlJser St or ageType.
Added clarification to DESCRI PTI ON cl ause of usnlJser St at us.
Clarified IV generation procedure in section 8.1.1.1 and in
addition clarified section 8.3.1 step 1 and section 8.3.2. step 3.
Clarified section 11.2 and added a warning that different size
passwords with repetitive strings nay result in sane key.

Added tenpl ate users to appendi x A for cloning process.

Fi xed C-code exanples in Appendix A

Fi xed exanpl es of generated keys in Appendi x A

Added exanpl es of KeyChange val ues to Appendi x A

Used PDU C asses instead of RFCL905 PDU types.

Added text in the security section about Reports and Access Control
to the MB.

Renoved a incorrect note at the end of section 3.2 step 7.

Added a note in section 3.2 step 3.

Corrected various spelling errors and typos.

Corrected procedure for 3.2 step 2.a)

various clarifications.

Fi xed references to new revi sed docunents

Change to no | onger cache data that is not used
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or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.
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1. Introduction

The Architecture for describing Internet Managerment Framewor ks
[ RFC3411] describes that an SNWP engine is composed of:

1) a Dispatcher

2) a Message Processing Subsystem
3) a Security Subsystem and

4) an Access Control Subsystem

Applications nmake use of the services of these subsystens.

It is inmportant to understand the SNWP architecture and its
term nol ogy to understand where the View based Access Control Mode

described in this docunent fits into the architecture and interacts

with other subsystens within the architecture. The reader is

expected to have read and understood the description and term nol ogy

of the SNWP architecture, as defined in [ RFC3411].
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The Access Control Subsystem of an SNMP engi ne has the responsibility
for checki ng whether a specific type of access (read, wite, notify)
to a particular object (instance) is allowed.

It is the purpose of this document to define a specific nodel of the
Access Control Subsystem designated the View based Access Contro

Model . Note that this is not necessarily the only Access Contro
Model .
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119.

1.2. Access Contro

Access Control occurs (either inplicitly or explicitly) in an SNW
entity when processing SNVP retrieval or nodification request
nessages froman SNWP entity. For exanple a Conmand Responder
application applies Access Control when processing requests that it
recei ved froma Conmmand Generator application. These requests
contain Read Class and Wite C ass PDUs as defined in [ RFC3411].

Access Control also occurs in an SNMP entity when an SNWP
notification nessage is generated (by a Notification Oiginator
application). These notification nmessages contain Notification d ass
PDUs as defined in [ RFC3411].

The Vi ew based Access Control Mdel defines a set of services that an
application (such as a Conmand Responder or a Notification Oiginator
application) can use for checking access rights. It is the
responsibility of the application to nmake the proper service calls
for access checking.

1.3. Local Configuration Datastore

To i npl emrent the nodel described in this docunent, an SNWVP entity
needs to retain informati on about access rights and policies. This
information is part of the SNMP engine’'s Local Configuration
Datastore (LCD). See [RFC3411] for the definition of LCD

In order to allow an SNWP entity’s LCD to be renotely confi gured,
portions of the LCD need to be accessible as nmanaged objects. A MB
nodul e, the View based Access Control Mddel Configuration M B, which
defines these managed object types is included in this docunent.
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2. Elenents of the Mdel

This section contains definitions to realize the access contro
service provided by the Vi ew based Access Control Mbdel

2.1. Goups

A group is a set of zero or nore <securityMdel, securityNanme> tuples
on whose behal f SNMP managerent objects can be accessed. A group
defines the access rights afforded to all securityNames whi ch bel ong
to that group. The conbination of a securityMddel and a securityName
maps to at nost one group. A group is identified by a groupNane.

The Access Control nodul e assunes that the securityNane has al ready
been aut henticated as needed and provides no further authentication
of its own.

The Vi ew based Access Control Mdel uses the securityMdel and the
securityNanme as inputs to the Access Control nodule when called to
check for access rights. It determines the groupNane as a function
of securityMddel and securityNane.

2.2. securityleve

Different access rights for nenbers of a group can be defined for

different levels of security, i.e., noAuthNoPriv, authNoPriv, and
authPriv. The securityLevel identifies the |level of security that
wi Il be assumed when checking for access rights. See the SNW

Architecture document [RFC3411] for a definition of securitylLevel.

The Vi ew based Access Control Mdel requires that the securitylLeve
is passed as input to the Access Control nodul e when called to check
for access rights.

2. 3. Cont ext s

An SNWVP context is a collection of managenent information accessible
by an SNWP entity. An item of nanagement information may exist in
nore than one context. An SNMP entity potentially has access to many
contexts. Details about the nam ng of managerent information can be
found in the SNVMP Architecture document [RFC3411].

The Vi ew based Access Control Mbdel defines a vacnContext Tabl e that
lists the locally avail abl e contexts by context Name.
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2.4. MB Views and View Fam | ies

For security reasons, it is often valuable to be able to restrict the
access rights of some groups to only a subset of the managenent
information in the managenment domain. To provide this capability,
access to a context is via a "MB view' which details a specific set
of managed object types (and optionally, the specific instances of
object types) within that context. For exanple, for a given context,
there will typically always be one MB view which provi des access to
al I managenent information in that context, and often there will be
other M B views each of which contains sone subset of the
information. So, the access allowed for a group can be restricted in
the desired manner by specifying its rights in terns of the
particular (subset) MB view it can access within each appropriate
cont ext .

Si nce managed object types (and their instances) are identified via
the tree-like nam ng structure of 1SO s OBJECT | DENTI FI ERs [I SO
ASN. 1, RFC2578], it is convenient to define a MB view as the

conbi nati on of a set of "view subtrees", where each view subtree is a
subtree within the nanaged object naming tree. Thus, a sinple MB
view (e.g., all nanaged objects within the Internet Network
Management Framewor k) can be defined as a single view subtree, while
nore conplicated MB views (e.g., all information relevant to a
particul ar network interface) can be represented by the union of

nmul tiple view subtrees.

VWil e any set of managed objects can be described by the union of
some numnber of view subtrees, situations can arise that would require
a very large nunber of view subtrees. This could happen, for

exanpl e, when specifying all colunmms in one conceptual row of a MB
tabl e because they woul d appear in separate subtrees, one per colum,
each with a very simlar format. Because the formats are sinilar

the required set of subtrees can easily be aggregated into one
structure. This structure is naned a famly of view subtrees after
the set of subtrees that it conceptually represents. A famly of

vi ew subtrees can either be included or excluded froma MB view.

2.4.1. View Subtree

A view subtree is the set of all MB object instances which have a
conmon ASN. 1 OBJECT I DENTIFIER prefix to their names. A view subtree
is identified by the OBJECT | DENTI FI ER val ue which is the | ongest
OBJECT | DENTI FI ER prefix comon to all (potential) M B object
instances in that subtree.
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2.4.2. ViewlreeFam |y

A family of view subtrees is a pairing of an OBJECT | DENTI FI ER val ue
(called the family name) together with a bit string value (called the
famly mask). The fam |y mask indicates which sub-identifiers of the
associated famly nane are significant to the famly's definition

For each possi bl e nanaged obj ect instance, that instance belongs to a
particular ViewlreeFanily if both of the follow ng conditions are
true:

- the OBJECT | DENTIFI ER nanme of the nmanaged object instance contains
at least as nmany sub-identifiers as does the fanmly nane, and

- each sub-identifier in the OBJECT | DENTI FI ER narme of the managed
obj ect instance matches the correspondi ng sub-identifier of the
fam |y name whenever the corresponding bit of the associated
famly mask is non-zero

When the configured value of the fanmily mask is all ones, the view
subtree famly is identical to the single view subtree identified by
the fanm |y nane.

When the configured value of the famly mask is shorter than required
to performthe above test, its value is inmplicitly extended with
ones. Consequently, a view subtree famly having a famly nask of
zero |l ength al ways corresponds to a single view subtree.

2.5. Access Policy

The Vi ew based Access Control Mdel determ nes the access rights of a
group, representing zero or nore securityNanmes which have the sane
access rights. For a particular context, identified by contextNamne,
to which a group, identified by groupNane, has access using a
particul ar securityMdel and securitylLevel, that group’s access
rights are given by a read-view, a wite-view and a notify-view.

The read-vi ew represents the set of object instances authorized for
the group when readi ng objects. Reading objects occurs when
processing a retrieval operation (when handling Read C ass PDUs).

The write-view represents the set of object instances authorized for
the group when witing objects. Witing objects occurs when
processing a wite operation (when handling Wite C ass PDUs).

The notify-view represents the set of object instances authorized for

the group when sending objects in a notification, such as when
sending a notification (when sending Notification C ass PDUs).
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3. Elenents of Procedure

This section describes the procedures foll owed by an Access Control
e that inplenents the View based Access Control Mddel when
checki ng access rights as requested by an application (for exanple a
Conmand Responder or a Notification Oiginator application). The
abstract service primtive is:

nodul

statuslnformation = -- success or errorlndication
i SAccessAl | owed(
securit yModel -- Security Mdel in use
securit yNane -- principal who wants access
securitylLevel -- Level of Security
Vi ewType -- read, wite, or notify view
cont ext Nanme -- context containing variabl eNane
vari abl eNane -- OD for the nanaged object
)

The abstract data el enents are:

statusinformation - one of the foll ow ng:

se
se
se
Vi

co

accessAl | owed

not | nVi ew

noSuchVi ew

noSuchCont ext

noG oupNanme

noAccessEntry

ot herError
curit yMbdel
curityNane
curitylLevel
ewType

nt ext Nane

vari abl eNanme

W j nen,

et al.

- a MB view was found and access i s granted.

- a MB view was found but access is denied.
The vari abl eNane is not in the configured
M B view for the specified viewlype (e.g., in
the relevant entry in the vacmAccessTabl e).

- no MB view found because no vi ew has been
configured for specified viewlype (e.g., in
the relevant entry in the vacmAccessTabl e).

- no MB view found because of no entry in the
vacntCont ext Tabl e for specified context Nane.

- no MB view found because no entry has been
configured in the vacnBecurityToG oupTabl e
for the specified conbination of
securityMdel and securityName.

- no MB view found because no entry has been
configured in the vacmAccessTabl e for the
speci fied conbi nati on of context Nane,
groupNane (from vacnBecurityToG oupTabl e),
securityMdel and securitylLevel.

- failure, an undefined error occurred.
Security Mddel under which access is requested.
the principal on whose behal f access is requested.
Level of Security under which access is requested.
view to be checked (read, wite or notify).
context in which access is requested.
obj ect instance to which access is requested.
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3.1. Overview of isAccessAllowed Process

The foll owi ng picture shows how the decision for access control is
made by the View based Access Control Mbodel.

o +
I +-> securityMdel -+ I
| | (a) | |
| who -+ +-> groupName ----+ |
| (1) | | (%) | |
| +-> securityName --+ | |
o : :
| where -> contextName --------------------- + |
| (2) (e) | |
| | |
| | |
| +-> securityMdel ------------------- + |
| | (a) | |
| how -+ +-> vi ewNanme -+ |
| (3) | | (y) | |
| +-> securitylLevel ------------------- + | |
| (c) | +-> yes/no |
| | | decision |
| why ---> viewlType (read/wite/notify) ----+ | (2) |
I (4) (d) I I
| what --> object-type ------ + | |
| (5) (m | | |
| +-> variableNamre (OD) ------ + |
f
I whi ch -> object-instance--|+ (0 I
| (6) (n) |
USRS .
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How t he deci sion for isAccessAllowed is nmade.

1) Inputs to the isAccessAl |l owed service are:

(a) securit yModel -- Security Mdel in use

(b) securit yNane -- principal who wants to access
(c) securitylLevel -- Level of Security

(d) Vi ewType -- read, wite, or notify view

(e) cont ext Nane -- context containing variabl eNane
(f) vari abl eNane -- OD for the nanaged object

-- this is made up of:

- object-type (M
- object-instance (n)

2) The partial "who" (1), represented by the securityMdel (a) and
the securityName (b), are used as the indices (a,b) into the
vacnBecurityToG oupTable to find a single entry that produces a
group, represented by groupNane (Xx).

3) The "where" (2), represented by the contextNane (e), the "who",
represented by the groupNane (x) fromthe previous step, and the
"how' (3), represented by securityMdel (a) and securitylLevel (c),
are used as indices (e, x,a,c) into the vacmAccessTable to find a
single entry that contains three MB views.

4) The "why" (4), represented by the viewlype (d), is used to select
the proper MB view, represented by a viewNane (y), fromthe
vacmAccessEntry selected in the previous step. This viewName (y)
is an index into the vacnVi ewlreeFam | yTabl e and sel ects the set
of entries that define the variabl eNames which are included in or
excluded fromthe MB view identified by the viewNane (y).

5) The "what" (5) type of mmnagerment data and "which" (6) particular
i nstance, represented by the variabl eNane (f), is then checked to
be in the MB view or not, e.g., the yes/no decision (z).

3.2. Processing the isAccessAl |l owed Service Request

This section describes the procedure foll owed by an Access Contro
nmodul e that inplenments the View based Access Control Mbdel whenever
it receives an i sAccessAl | owed request.

1) The vacntContext Table is consulted for information about the SNWP
context identified by the contextNane. |If information about this
SNMP context is absent fromthe table, then an errorlndication
(noSuchContext) is returned to the calling nodul e.
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2)

3)

4)

5)

The vacnBecurityToG oupTable is consulted for mapping the
securityMdel and securityName to a groupNane. |If the information
about this conbination is absent fromthe table, then an

errorlndi cation (noGoupNanme) is returned to the calling nodule.

The vacmAccessTable is consulted for information about the
groupNane, context Nane, securityMdel and securitylLevel. |If

i nformati on about this conbination is absent fromthe table, then
an errorlndication (noAccessEntry) is returned to the calling
nodul e.

a) If the viewType is "read", then the read viewis used for
checki ng access rights.

b) If the viewType is "wite", then the wite viewis used for
checki ng access rights.

c) If the viewType is "notify", then the notify viewis used for
checki ng access rights.

If the viewto be used is the enpty view (zero | ength vi ewNane)
then an errorlndication (noSuchView) is returned to the calling
nmodul e.

a) If there is no view configured for the specified viewlype, then
an errorlndication (noSuchView) is returned to the calling
nodul e.

b) If the specified variabl eNanme (object instance) is not in the
M B view (see DESCRI PTI ON cl ause for vacnVi ewlreeFam | yTable in
section 4), then an errorlndication (notlnView) is returned to
the calling nodul e.

O herwi se,
c) The specified variableNane is in the MB view. A

statuslinformation of success (accessAllowed) is returned to the
cal l'ing nodul e.

Wjnen, et al. St andards Track [ Page 10]



RFC 3415 VACM for the SNWP December 2002

4. Definitions
SNWVP- VI EW BASED- ACMM B DEFI NI TIONS :: = BEG N
| MPORTS

MCODULE- COVPLI ANCE, OBJECT- GROUP
MODULE- | DENTI TY, OBJECT- TYPE,

FROM SNWVPv2- CONF

snnpModul es FROM SNWVPv2- SM
Test Andl ncr,
RowSt at us, StorageType FROM SNVPv2-TC

SnnpAdmi nStri ng,
SnnpSecuritylLevel,
SnnpSecuri t yModel

snnpVacnmM B

LAST- UPDATED "200210160000Z" --

FROM SNVP- FRAMEWORK- M B;

MODULE- | DENTI TY

16 Cct 2002, mi dni ght

ORGANI ZATI ON " SNMPv3 Wor ki ng Group”
CONTACT- | NFO "WG-emai | :

W j nen,

et al.

snmpv3@i sts.tislabs.com

Subscribe: najordomo@ists.tislabs.com
In nmessage body: subscribe snnmpv3
Co- Chai r: Russ Mundy
Net wor k Associ ates Laboratories
post al : 15204 Onega Drive, Suite 300
Rockvill e, MD 20850-4601
USA
emai |l : mundy @i sl abs. com
phone: +1 301-947-7107
Co- Chai r: Davi d Harrington
Ent erasys Net works
Post al : 35 Industrial Wy
P. O Box 5004
Rochest er, New Hanpshire 03866- 5005
USA
EMai | : dbh@nt er asys. com
Phone: +1 603-337-2614
Co-editor: Bert Wjnen
Lucent Technol ogi es
post al : Schagen 33
3461 G Linschoten
Net her | ands
emai |l : bwi j nen@ ucent . com
phone: +31- 348- 480- 685
Co-editor: Randy Presuhn
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post al : 2141 North First Street
San Jose, CA 95131
USA
emai | : randy_presuhn@nt. com
phone: +1 408-546- 1006

Co-editor: Keith McC oghrie
Ci sco Systens, Inc.

post al : 170 West Tasman Drive
San Jose, CA 95134-1706
USA

emai | : kzm@i sco. com

phone: +1-408- 526- 5260

DESCRI PTI ON " The managenent information definitions for the
Vi ew based Access Control Mdel for SNWP.

Copyright (C The Internet Society (2002). This
version of this MB nodule is part of RFC 3415;

see the RFC itself for full legal notices.

-- Revision history

REVI SI ON "200210160000Z" -- 16 Cct 2002, mi dnight

DESCRI PTION "d arifications, published as RFC3415"

REVI SI ON "199901200000Z" -- 20 Jan 1999, mi dni ght

DESCRI PTION "d arifications, published as RFC2575"

REVI SI ON "199711200000Z" -- 20 Nov 1997, mi dni ght

DESCRI PTION "l nitial version, published as RFC2275"

;2= { snnpModul es 16 }

2002

- - Adm ﬂl Stratlve aSSI gnrrents khkhkkhkhkkhkhhhhkhhhkhhhkhhdhhhdhhhdhhhddhdrdrkhxkx*x

vacnM BObj ect s OBJECT | DENTI FI ER ::
vacnM BConf ormance OBJECT | DENTI FI ER ::

{ snmpVacnM B 1 }
{ snmpVacnM B 2 }

- - Inforrmtlon about Local Contexts KR R R R O R S S R

vacnCont ext Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF VacnCont ext Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The table of locally avail abl e contexts.

This table provides information to SNVMP Command
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CGenerator applications so that they can properly
configure the vacmAccessTable to control access to
all contexts at the SNMP entity.

This table may change dynamically if the SNWP entity
all ows that contexts are added/del eted dynamically
(for instance when its configuration changes). Such
changes woul d happen only if the managenent
instrunmentation at that SNMP entity recognizes nore
(or fewer) contexts.

The presence of entries in this table and of entries
in the vacmAccessTabl e are i ndependent. That is, a
context identified by an entry in this table is not
necessarily referenced by any entries in the
vacmAccessTabl e; and the context(s) referenced by an
entry in the vacmAccessTabl e does not necessarily
currently exist and thus need not be identified by an
entry in this table.

This table must be made accessible via the default
context so that Command Responder applications have
a standard way of retrieving the informtion

This table is read-only. It cannot be configured via
SNVP

::={ vacnM BCbj ects 1 }

vacnCont ext Entry OBJECT- TYPE

SYNTAX VacnmCont ext Entry

MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON "I nformati on about a particul ar context."
| NDEX {

vacnCont ext Nane

}
.= { vacnmContext Table 1 }

VacnmCont ext Entry :: = SEQUENCE
{
vacnCont ext Name SnnpAdm nString
}
vacnmCont ext Name OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(O.. 32))
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON "A hurman readabl e nanme identifying a particular
context at a particular SNWP entity.

The enpty contextNane (zero | ength) represents the
defaul t context.

.= { vacnmContextEntry 1 }

- - Inforn-atlon about Goups KRR S I R I b I R I S R

vacnBecurityToG oupTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF VacnBSecurityToG oupEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "Thi s table maps a conbi nati on of securityMdel and
securityName into a groupNane which is used to define
an access control policy for a group of principals.

::={ vacnM Bbj ects 2 }

vacnBSecurityToG oupEntry OBJECT- TYPE

SYNTAX VacnBecurityToG oupEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTION "An entry in this table maps the conbination of a
securityMddel and securityName into a groupNane.

| NDEX {
vacnBecuri t yModel ,
vacnBSecurit yNane

}
.= { vacnBecurityToG oupTable 1 }

VacnBSecurityToG oupEntry ::= SEQUENCE
{
vacnBSecurit yModel SnnpSecuri t yhMbdel ,
vacnBSecurit yNane SnnpAdmi nStri ng,
vacn oupNane SnnpAdmi nStri ng,
vacnBecurityToG oupSt or ageType StorageType,
vacnBecurityToG oupSt at us RowsSt at us
}
vacnBSecurityModel OBJECT- TYPE
SYNTAX SnnpSecurityModel (1..2147483647)
MAX- ACCESS  not -accessi bl e
STATUS current

DESCRI PTI ON "The Security Mdel, by which the vacnSecurityNane
referenced by this entry is provided.
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Note, this object nmay not take the "any’ (0) val ue.

;.= { vacnBecurityToG oupEntry 1 }

vacnBecuri t yName OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The securityName for the principal, represented in a
Security Mdel independent format, which is mapped by
this entry to a groupNane.

.= { vacnBecurityToG oupEntry 2 }

vacnma oupNane OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The nanme of the group to which this entry (e.g., the
conbi nati on of securityMddel and securityNane)
bel ongs.

This groupNanme is used as index into the
vacmAccessTabl e to sel ect an access control policy.
However, a value in this table does not inply that an
instance with the value exists in table vacmAccesTabl e.

::={ vacnBecurityToG oupEntry 3 }

vacnBSecurityToG oupSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The storage type for this conceptual row
Conceptual rows having the value ’permanent’ need not
all ow wite-access to any columar objects in the row.

DEFVAL { nonVol atile }
::={ vacnBecurityToG oupEntry 4 }

vacnBecurityToG oupSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The status of this conceptual row.

Until instances of all corresponding colums are
appropriately configured, the value of the
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correspondi ng i nstance of the vacnBSecurityToG oupSt at us
colum is 'notReady’.

In particular, a newly created row cannot be nade
active until a value has been set for vacniaoupNane.

The RowStatus TC [ RFC2579] requires that this
DESCRI PTI ON cl ause states under which circunstances
ot her objects in this row can be nodified:

The val ue of this object has no effect on whether
ot her objects in this conceptual row can be nodified

.= { vacnBecurityToG oupEntry 5 }

- - Inforrmtlon about ACCESS nghts R I S R R R I b O R

vacmAccessTabl e

SYNTAX

MAX- ACCESS

STATUS
DESCRI PTI ON "The tabl e of access rights for groups.

W j nen,

et al.

OBJECT- TYPE

SEQUENCE OF VacmAccessEntry
not - accessi bl e

current

Each entry is indexed by a groupNanme, a contextPrefix,
a securityMdel and a securitylLevel. To determ ne
whet her access is allowed, one entry fromthis table
needs to be selected and the proper viewNane fromthat
entry must be used for access control checking.

To select the proper entry, follow these steps:

1) the set of possible nmatches is fornmed by the
intersection of the follow ng sets of entries:

the set of entries with identical vacnaoupNane
the union of these two sets:
- the set with identical vacmAccessCont extPrefix
- the set of entries with vacmAccessCont ext Match
val ue of 'prefix’ and matching
vacmAccessCont ext Prefi x
intersected with the union of these two sets:
- the set of entries with identica
vacnBecurit yMode
- the set of entries with vacnBSecurityMde
val ue of ’any’
intersected with the set of entries with
vacmAccessSecuritylLevel value |less than or equa
to the requested securitylLeve
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2) if this set has only one nenber, we’'re done
ot herwi se, it comes down to deciding how to weight
the preferences between ContextPrefixes,
SecurityModel s, and SecuritylLevels as foll ows:
a) if the subset of entries with securityMdel
mat chi ng the securityMddel in the nessage is
not enpty, then discard the rest.
b) if the subset of entries with
vacmAccessCont ext Prefi x matching the cont ext Name
in the nessage i s not enpty,
then discard the rest
c) discard all entries with ContextPrefixes shorter
than the | ongest one remaining in the set
d) select the entry with the highest securitylLevel

Pl ease note that for securitylLevel noAut hNoPriv, all
groups are really equivalent since the assunption that
the securityName has been aut henticated does not hol d.

.= { vacnM BObj ects 4 }

vacmAccessEntry OBJECT- TYPE

SYNTAX VacmAccessEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "An access right configured in the Local Configuration
Dat astore (LCD) authorizing access to an SNVP cont ext.

Entries in this table can use an instance val ue for
obj ect vacntaoupName even if no entry in table
vacmAccessSecurityToG oupTabl e has a correspondi ng
val ue for object vacmG oupNare.

| NDEX { vacm oupNare,
vacmAccessCont ext Prefi x,
vacmAccessSecuri t yhMbdel ,
vacmAccessSecuritylLevel

::={ vacmAccessTable 1 }

VacmAccessEntry :: = SEQUENCE
{
vacmAccessCont ext Prefi x SnnpAdmi nStri ng,
vacmAccessSecuri t yMbdel SnnpSecuri t yhMbdel ,
vacmAccessSecuritylLevel SnnpSecuritylLevel,
vacmAccessCont ext Mat ch | NTEGER,
vacmAccessReadVi ewName SnnpAdmi nStri ng,

vacmAccessWit eVi ewNane SnnpAdmi nStri ng,

Wjnen, et al. St andards Track [ Page 17]



RFC 3415 VACM for the SNWP December 2002

vacmAccessNoti fyVi ewNane SnnpAdmi nStri ng,

vacmAccessSt or ageType St or ageType,
vacmAccessSt at us RowsSt at us
}
vacmAccessCont ext Prefi x OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(O.. 32))
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTION "In order to gain the access rights allowed by this
conceptual row, a contextName nust match exactly
(if the value of vacmAccessContextMatch is 'exact’)
or partially (if the value of vacmAccessCont ext Match
is 'prefix’) to the value of the instance of this
obj ect.

::={ vacmAccessEntry 1 }

vacmAccessSecurit yMbdel OBJECT- TYPE

SYNTAX SnnpSecuri t yMode
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTION "In order to gain the access rights allowed by this
conceptual row, this securityMdel nust be in use

.= { vacmAccessEntry 2 }

vacmAccessSecuritylLevel OBJECT- TYPE

SYNTAX SnnpSecuritylLeve
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The mini num | evel of security required in order to
gain the access rights allowed by this conceptua
row. A securitylLevel of noAuthNoPriv is |less than
aut hNoPriv which in turn is I ess than authPriv.

If multiple entries are equally indexed except for
this vacmAccessSecuritylLevel index, then the entry
whi ch has the hi ghest val ue for
vacmAccessSecuritylevel is selected.

.. = { vacmAccessEntry 3}

vacmAccessCont ext Mat ch OBJECT- TYPE
SYNTAX | NTEGER
{ exact (1), -- exact match of prefix and context Name
prefix (2) -- Only match to the prefix
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STATUS
DESCRI PTION "If the value of this object is exact(1), then all

DEFVAL
.= { vacmAccessEntry 4 }

VACM for the SNWP December 2002

read-create
current

rows where the context Nane exactly matches
vacmAccessCont ext Prefix are sel ected.

If the value of this object is prefix(2), then all
rows where the context Name whose starting octets
exactly match vacmAccessContextPrefix are sel ected.
This allows for a sinmple form of w |l dcarding.

{ exact }

vacmAccessReadVi ewName OBJECT- TYPE
SYNTAX

MAX- ACCESS

STATUS
DESCRI PTI ON "The val ue of an instance of this object identifies

DEFVAL
.= { vacmAccessEntry 5 }

SnnpAdmi nString (SIZE(O.. 32))
read-create
current

the MB view of the SNMP context to which this
conceptual row authorizes read access.

The identified MB viewis that one for which the
vacnVi ewTr eeFam | yVi ewNane has the sane val ue as the
instance of this object; if the value is the enpty
string or if there is no active MB view having this
val ue of vacnVi ewlreeFam | yVi emNane, then no access
is granted.

{ ""H} -- the enpty string

vacmAccessWi t eVi ewNane OBJECT- TYPE
SYNTAX

MAX- ACCESS

STATUS
DESCRI PTI ON "The val ue of an instance of this object identifies

DEFVAL

W j nen,

et al.

SnnpAdmi nString (SIZE(O.. 32))
read-create
current

the MB view of the SNMP context to which this
conceptual row authorizes wite access.

The identified MB viewis that one for which the
vacnVi ewTr eeFam | yVi ewNane has the sane val ue as the
instance of this object; if the value is the enpty
string or if there is no active MB view having this
val ue of vacnVi ewlreeFam | yVi emNane, then no access
is granted.

{ ""H} -- the enpty string
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.= { vacmAccessEntry 6 }

vacmAccessNoti fyVi ewName OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O.. 32))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The val ue of an instance of this object identifies
the MB view of the SNMP context to which this
conceptual row authorizes access for notifications.

The identified MB viewis that one for which the
vacnVi ewTr eeFam | yVi ewNane has the sane val ue as the
instance of this object; if the value is the enpty
string or if there is no active MB view having this
val ue of vacnVi ewlreeFam | yVi emNane, then no access
is granted.

DEFVAL { ""H} -- the enpty string

.= { vacmAccessEntry 7 }

vacmAccessSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The storage type for this conceptual row.

Conceptual rows having the value ’'permanent’ need not
allow wite-access to any columar objects in the row.

DEFVAL { nonVol atile }
.= { vacmAccessEntry 8 }

vacmAccessSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The status of this conceptual row.

The RowStatus TC [ RFC2579] requires that this
DESCRI PTI ON cl ause states under which circumstances
ot her objects in this row can be nodified:

The val ue of this object has no effect on whether
ot her objects in this conceptual row can be nodified.

::= { vacmAccessEntry 9 }

- Infornatlon about MB V| ews EE R I I R R I R I O I R I I R R R I
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-- Support for instance-level granularity is optional

-- In some inplementations, instance-level access control
-- granularity may come at a high performance cost. Managers
-- shoul d avoi d requesting such configurations unnecessarily.

vacnmM BVi ews OBJECT I DENTIFIER ::= { vacmM Bbjects 5 }
vacnVi ewSpi nLock OBJECT- TYPE

SYNTAX Test Andl ncr

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON "An advi sory | ock used to all ow cooperating SNWP
Conmand CGenerator applications to coordinate their
use of the Set operation in creating or nodifying
Vi ews.

When creating a new view or altering an existing
view, it is inportant to understand the potential
interactions with other uses of the view The
vacnmVi ewSpi nLock should be retrieved. The nane of
the viewto be created should be determned to be
uni que by the SNMP Commrand Cenerator application by
consul ting the vacnVi ewlreeFam | yTable. Finally,
the named view may be created (Set), including the
advi sory | ock.

| f anot her SNMP Command Generator application has
altered the views in the neantinme, then the spin
lock’s value will have changed, and so this creation
will fail because it will specify the wong value for
the spin | ock.

Since this is an advisory |ock, the use of this |ock
is not enforced.

o= { vacriMBViews 1 }

vacnVi ewTr eeFami | yTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF VacnVi ewTr eeFami | yEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "Local ly held information about families of subtrees
within MB views.

Each MB view is defined by two sets of view subtrees:
- the included view subtrees, and
- the excluded view subtrees.

Every such view subtree, both the included and the
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excl uded ones, is defined in this table.

To determine if a particular object instance is in

a particular MB view, conpare the object instance's
OBJECT I DENTIFIER with each of the MB view s active
entries in this table. |f none match, then the
object instance is not inthe MB view. I|If one or
nore match, then the object instance is included in
or excluded from the MB view according to the

val ue of vacnVi ewTreeFam | yType in the entry whose
val ue of vacnVi ewlreeFam | ySubtree has the npst
sub-identifiers. |If multiple entries match and have
the sanme nunber of sub-identifiers (when wildcarding
is specified with the value of vacnVi ewTreeFani | yMask),
then the I exicographically greatest instance of
vacnVi ewlr eeFani | yType determines the inclusion or
excl usi on.

An obj ect instance’s OBJECT | DENTI FI ER X mat ches an
active entry in this table when the nunber of
sub-identifiers in Xis at |least as many as in the
val ue of vacnVi ewlreeFam | ySubtree for the entry,
and each sub-identifier in the value of

vacnVi ewlr eeFam | ySubtree matches its correspondi ng
sub-identifier in X Two sub-identifiers match
either if the corresponding bit of the val ue of
vacnVi ewTr eeFani | yMask for the entry is zero (the
"wild card value), or if they are equal

A’ famly of subtrees is the set of subtrees defined
by a particul ar conbinati on of val ues of
vacnVi ewTr eeFami | ySubt ree and vacnVi ewTr eeFami | yMask.

In the case where no 'wild card is defined in the
vacnVi ewlr eeFam | yMask, the famly of subtrees reduces
to a single subtree

When creating or changing MB views, an SNVP Conmmrand
Generator application should utilize the

vacnVi ewSpi nLock to try to avoid collisions. See
DESCRI PTI ON cl ause of vacnVi ewSpi nLock.

When creating MB views, it is strongly advised that
first the 'excluded vacnVi ewTreeFani | yEntries are
created and then the 'included entries.

VWen deleting MB views, it is strongly advised that
first the ’included vacnVi ewlreeFan | yEntries are
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del eted and then the "excluded entries.

If a create for an entry for instance-level access
control is received and the inplenentati on does not
support instance-level granularity, then an

i nconsi st ent Nanme error nust be returned.

c:={ vacnMBViews 2}

vacnVi ewlr eeFanmi | yEntry OBJECT- TYPE

SYNTAX VacnVi ewTr eeFam | yEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTION "Information on a particular famly of view subtrees
i ncluded in or excluded froma particul ar SNWP
context’s M B view

| mpl ement ati ons nmust not restrict the nunber of
fam lies of view subtrees for a given MB view,
except as dictated by resource constraints on the
overall nunber of entries in the

vacnVi ewTr eeFami | yTabl e.

If no conceptual rows exist in this table for a given
M B view (vi ewNane), that view nay be thought of as
consi sting of the enpty set of view subtrees.

| NDEX { vacnmVi ewTr eeFam | yVi ewNarre,
vacnVi ewlr eeFam | ySubt r ee

}
.= { vacnVi ewTreeFan | yTable 1 }

VacnVi ewTr eeFani | yEntry :: = SEQUENCE
{
vacnVi ewTr eeFam | yVi ewNane SnnpAdmi nStri ng,
vacnVi ewTr eeFam | ySubt r ee OBJECT | DENTI FI ER,
vacnVi ewTr eeFami | yMask OCTET STRI NG
vacnVi ewTr eeFani | yType | NTEGER,
vacnVi ewTr eeFami | ySt or ageType St orageType,
vacnVi ewTr eeFani | ySt at us RowSt at us
}
vacnVi ewTr eeFam | yVi ewNanme OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS  not -accessi bl e
STATUS current

DESCRI PTI ON "The human readabl e nane for a famly of view subtrees.
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.= { vacnVi ewlreeFam | yEntry 1 }

vacnVi ewTr eeFani | ySubt ree OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The M B subtree which when conbined with the
correspondi ng i nstance of vacnVi ewTr eeFam | yMask
defines a famly of view subtrees.

::= { vacnVi ewlreeFam | yEntry 2 }

vacnVi ewTr eeFam | yMask OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..16))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The bit mask which, in conmbination with the
correspondi ng i nstance of vacnVi ewlreeFam | ySubtree,
defines a fam |y of view subtrees.

Each bit of this bit mask corresponds to a
sub-identifier of vacmVi ewlreeFam | ySubtree, with the
nost significant bit of the i-th octet of this octet
string value (extended if necessary, see bel ow)
corresponding to the (8*i - 7)-th sub-identifier, and
the least significant bit of the i-th octet of this
octet string corresponding to the (8*i)-th
sub-identifier, where i is in the range 1 through 16.

Each bit of this bit mask specifies whether or not
the correspondi ng sub-identifiers nust nmatch when
determining if an OBJECT IDENTIFIER is in this
famly of view subtrees; a '1' indicates that an
exact match nust occur; a '0" indicates "wild card’,
i.e., any sub-identifier value matches.

Thus, the OBJECT | DENTI FI ER X of an object instance
is contained in a famly of view subtrees if, for
each sub-identifier of the value of
vacnVi ewlr eeFani | ySubtree, either:
the i-th bit of vacnVi ewlreeFanm | yMask is 0, or
the i-th sub-identifier of Xis equal to the i-th
sub-identifier of the value of
vacnVi ewTr eeFami | ySubt r ee.

If the value of this bit mask is Mbits [ong and
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there are nore than M sub-identifiers in the
correspondi ng i nstance of vacnVi ewTreeFam | ySubtree,
then the bit mask is extended with 1's to be the
requi red | ength.

Not e that when the value of this object is the
zero-length string, this extension rule results in
a mask of all-1"s being used (i.e., no 'wild card),
and the famly of view subtrees is the one view
subtree uniquely identified by the corresponding

i nstance of vacnVi ewlreeFam | ySubtr ee.

Note that nasks of |ength greater than zero |l ength
do not need to be supported. In this case this
obj ect is made read-only.

DEFVAL { ""H}

;.= { vacnVi ewlreeFam | yEntry 3 }

vacnVi ewTr eeFami | yType OBJECT- TYPE

SYNTAX I NTEGER { included(1), excluded(2) }
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "1 ndi cat es whet her the correspondi ng instances of
vacnVi ewTr eeFam | ySubt ree and vacnVi ewTr eeFam | yMask
define a famly of view subtrees which is included in
or excluded fromthe MB view

DEFVAL { included }

;.= { vacnVi ewlreeFam | yEntry 4 }

vacnVi ewTr eeFami | ySt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The storage type for this conceptual row

Conceptual rows having the val ue ’'permanent’ need not
allow wite-access to any columar objects in the row

DEFVAL { nonVol atile }
.= { vacnVi ewlreeFam | yEntry 5 }

vacnVi ewTr eeFani | ySt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The status of this conceptual row.
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RowSt atus TC [ RFC2579] requires that this
DESCRI PTI ON cl ause states under which circunmstances
other objects in this row can be nodified:

The val ue of this object has no effect on whether
ot her objects in this conceptual row can be nodified.

.= { vacnVi ewTreeFam | yEntry 6 }

vacnM BConpl i ances
vacmM BG oups

OBJECT | DENTI FI ER ::
OBJECT | DENTI FIER ::

vacnM BConpl i ance MODULE- COVPLI ANCE

STATUS cur
DESCRI PTI ON "The conpliance statenent for SNWMP engi nes which

i mpl ement the SNWP Vi ew based Access Control Model

configuration M B.

MCDULE - -

W j nen,

rent

this nmodul e

Conf or mance | nf or rmtl on khkhkkhkhkkhkhkhhhkhhhkhhhkhhhkhhdhhhdhhhdhhhddhddhrkkx*x*x

{ vacnM BConf ormance 1 }
{ vacnM BConf or mance 2 }

Con-pl i ance St at en-ents KRR S R R I b O R S S R R

MANDATORY- GROUPS { vacnBasi cG oup }

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

et al.

vacmAccessCont ext Mat ch

read-only

"Wite access i s not

required.

vacmAccessReadVi ewNane

read-only

"Wite access is not

required.

vacmAccessWi t eVi ewNanme

read-only

"Wite access is not

required.

vacmAccessNoti fyVi ewNane

read-only

"Wite access i s not

required.

vacmAccessSt orageType

read-only

"Wite access is not

vacmAccessSt at us
read-only

required.

"Create/del ete/nodify access to the
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vacmAccessTabl e is not required.

OBJECT vacnVi ewTr eeFami | yMask
WRI TE- SYNTAX OCTET STRING (SI ZE (0))
M N- ACCESS read-only

DESCRI PTI ON " Support for configuration via SNVWP of subtree
fam lies using wild-cards is not required.
OBJECT vacnVi ewlr eeFani | yType

M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT vacnVi ewTr eeFani | ySt or ageType
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT vacnVi ewTr eeFam | ySt at us
M N- ACCESS read-only
DESCRI PTION "Create/del ete/ nodify access to the

vacnVi ewlr eeFani | yTabl e i s not required.

::= { vacnM BConpl i ances 1 }

2002

S UnltS Of Conforrrance EE R I R R I I R I R R I R I I R R R R R I R R R

vacnBasi cG oup OBJECT- GROUP

OBJECTS {

STATUS

vacmCont ext Nane,

vacma oupNane,
vacnBecurityToG oupSt or ageType,
vacnBecurityToG oupSt at us,
vacmAccessCont ext Mat ch,
vacmAccessReadVi ewNarne,
vacmAccessWi t eVi ewNane,
vacmAccessNoti fyVi ewNane,
vacmAccessSt or ageType,
vacmAccessSt at us,

vacnVi ewSpi nLock,

vacnVi ewTr eeFam | yMask,

vacnVi ewTr eeFam | yType,

vacnVi ewTr eeFami | ySt or ageType,
vacnVi ewTr eeFami | ySt at us

current

DESCRI PTI ON "A col | ection of objects providing for rempte

W j nen,

et al.

configuration of an SNVP engi ne which inpl enents

St andards Track [ Page 27]



RFC 3415 VACM for the SNWP December 2002

the SNWMP Vi ew based Access Control Model.

::={ vacnM BG oups 1 }

END

5.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
intell ectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any license under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
licenses to be nade avail able, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary

ri ghts which nay cover technol ogy that nay be required to practice
this standard. Pl ease address the information to the | ETF Executive
Director.
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7. Security Considerations
7.1. Recommended Practices

This docunent is neant for use in the SNVP architecture. The View
based Access Control Mdel described in this document checks access
rights to nanagenment information based on

- contextNane, representing a set of nanagenent information at the
managed system where the Access Control nodul e is running.

- groupName, representing a set of zero or more securityNanes. The
conbi nati on of a securityMddel and a securityName is mapped into a
group in the View based Access Control Model

- securityMdel under which access is requested.

- securitylLevel under which access is requested.

- operation perfornmed on the managenent information.
- MBviews for read, wite or notify access.

VWhen the User-based Access Control module is called for checking
access rights, it is assuned that the calling nbodul e has ensured the
aut hentication and privacy aspects as specified by the securitylLeve
that is being passed.

When creating entries in or deleting entries fromthe

vacnVi ewlreeFami | yTable it is inportant to do such in the sequence as
recommended in the DESCRI PTI ON cl ause of the vacnVi ewlreeFam | yTabl e
definition. Oherw se unwanted access may be granted whil e changing
the entries in the table.

7.2. Defining G oups

The groupNanes are used to give access to a group of zero or nore
securityNanes. Wthin the View Based Access Control Mdel, a
groupNane is considered to exist if that groupNane is listed in the
vacnBSecurityToG oupTabl e.

By mappi ng the conbi nation of a securityMdel and securityNanme into a

groupNane, an SNMP Command Cenerator application can add/del ete
securityNanes to/froma group, if proper access is allowed.
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Further it is inportant to realize that the grouping of
<securityMdel, securityName> tuples in the vacnBecurityToG oupTabl e
does not take securitylLevel into account. It is therefore inportant
that the security administrator uses the securitylLevel index in the
vacmAccessTabl e to separate noAut hNoPriv from aut hPriv and/or

aut hNoPri v access.

7.3. Conformance

For an inplenmentation of the View based Access Control Mdel to be
conformant, it MJST inpl enent the SNWP-VI EW BASED- ACM M B accor di ng
to the vacmM BConpliance. It also SHOULD i npl enent the initial
configuration, described in appendi x A

7.4. Access to the SNWP-VI EW BASED- ACM M B

The objects in this MB control the access to all MB data that is
accessi ble via the SNVMP engi ne and they may be considered sensitive
in many environnents. It is inmportant to closely control (both read
and wite) access to these to these M B objects by using
appropriately configured Access Control nodels (for exanple the

Vi ew based Access Control Mdel as specified in this docunent).
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Appendi x A - Installation
A.1l. Installation Paraneters
During installation, an authoritative SNMP engi ne which supports this
Vi ew based Access Control Mdel SHOULD be configured with severa
initial paranmeters. These include for the View based Access Contro
Model :
1) A security configuration
The choice of security configuration determines if initia
configuration is inplenented and if so how One of three possible
choices is selected:
- initial-mnimmsecurity-configuration
- initial-sem-security-configuration
- initial-no-access-configuration

In the case of a initial-no-access-configuration, there is no
initial configuration, and so the followi ng steps are irrel evant.

2) A default context
One entry in the vacnContext Table with a contextNanme of "" (the
enpty string), representing the default context. Note that this
table gets created automatically if a default context exists.
vacmCont ext Name "
3) An initial group

One entry in the vacnBecurityToG oupTable to all ow access to group

"initial".
vacnBSecurit yModel 3 (UsSM
vacnBSecurit yNane "initial"
vacma oupNane "initial"
vacnBecurityToG oupSt or ageType anyVal i dSt or ageType
vacnBecurityToG oupSt at us active
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4) Initial access rights
Three entries in the vacmAccessTabl e as fol |l ows:

- read-notify access for securityMdel USM securitylLevel
"noAut hNoPriv" on behal f of securityNanes that belong to the
group "initial" to the <restricted> MB view in the default
context with contextNane ""

- read-wite-notify access for securityMdel USM securitylevel
"aut hNoPri v" on behal f of securityNanes that belong to the
group "initial" to the <internet> MB viewin the default
context with contextNane ""

- if privacy is supported, read-wite-notify access for
securityMdel USM securitylLevel "authPriv" on behal f of
securityNames that belong to the group "initial" to the
<internet> MB viewin the default context w th contextNane

That translates into the following entries in the vacmAccessTabl e.

- One entry to be used for unauthenticated access (noAut hNoPriv):

vacnia oupNane "initial"
vacmAccessCont ext Prefi x "

vacmAccessSecuri t yMbdel 3 (UsMm
vacmAccessSecuritylevel noAut hNoPri v
vacmAccessCont ext Mat ch exact
vacmAccessReadVi ewNare "restricted"
vacmAccessWi t eVi ewNane "

vacmAccessNoti fyVi ewNane "restricted"
vacmAccessSt or ageType anyVal i dSt or ageType
vacmAccessSt at us active

- One entry to be used for authenticated access (authNoPriv) wth
optional privacy (authPriv):

vacma oupNane "initial"
vacmAccessCont ext Prefi x "

vacmAccessSecuri t yMbdel 3 (USM
vacmAccessSecuritylLevel aut hNoPri v
vacmAccessCont ext Mat ch exact
vacmAccessReadVi ewNane "internet"
vacmAccessWi t eVi ewNane "internet"
vacmAccessNot i fyVi ewName "internet"
vacmAccessSt or ageType anyVal i dSt or ageType
vacmAccessSt at us active
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5) Two M B views, of which the second one depends on the security
configurati on.
- One view, the <internet> view, for authenticated access:

- the <internet> MB viewis the follow ng subtree:
"internet" (subtree 1.3.6.1)

- A second view, the <restricted> view, for unauthenticated
access. This viewis configured according to the sel ected
security configuration:

- For the initial-no-access-configuration there is no default
initial configuration, so no MB views are pre-scribed.

- For the initial-sem-secure-configuration:

the <restricted> MB view is the union of these subtrees:

(a) "systent (subtree 1.3.6.1.2.1.1) [ RFC3918]
(b) "snnp" (subtree 1.3.6.1.2.1.11) [ RFC3918]
(c) "snnpEngi ne" (subtree 1.3.6.1.6.3.10.2.1) [RFC3411]
(d) "snnpMPDSt ats" (subtree 1.3.6.1.6.3.11.2.1) [RFC3412]
(e) "usnttats” (subtree 1.3.6.1.6.3.15.1.1) [RFC3414]

- For the initial-mnimmsecure-configuration:

the <restricted> MB viewis the follow ng subtree.
"internet" (subtree 1.3.6.1)

This translates into the following "internet" entry in the
vacnVi ewTr eeFami | yTabl e:

m ni num secur e sem - secure
vacnVi ewTr eeFam | yVi ewNane "internet” "internet”
vacnVi ewTr eeFam | ySubt r ee 1.3.6.1 1.3.6.1
vacnVi ewTr eeFami | yMask " "
vacnVi ewTr eeFani | yType 1 (included) 1 (included)
vacnVi ewTr eeFani | ySt or ageType anyVal i dSt orageType anyVal i dSt or ageType
vacnVi ewTr eeFani | ySt at us active active
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In addition it translates into the following "restricted" entries in

t he vacnVi ewTr eeFani | yTabl e:

vacnVi
vacnVi
vacnVi
vacnVi
vacnVi
vacnvi

ewTr eeFam | yVi ewNane
ewTr eeFami | ySubt r ee
ewTr eeFam | yMask

ewTr eeFami | yType

ewTr eeFam | ySt or ageType
ewTlr eeFam | ySt at us

vacnVi
vacnVi
vacnVi
vacnVi
vacnvi
vacnVi

ewTr eeFami | yVi ewNane
ewTr eeFami | ySubt r ee
ewTr eeFami | yMask

ewTr eeFam | yType

ewTlr eeFam | ySt or ageType
ewTr eeFam | ySt at us

vacnVi
vacnVi
vacnVi
vacnvi
vacnVi
vacnVi

ewTr eeFami | yVi ewNane
ewTr eeFami | ySubt r ee
ewTr eeFam | yMask

ewTlr eeFam | yType

ewTr eeFam | ySt or ageType
ewTr eeFami | ySt at us

vacnVi
vacnVi
vacnvi
vacnVi
vacnVi
vacnVi

ewTr eeFami | yVi ewNamne
ewTlr eeFam | ySubt r ee
ewTlr eeFam | yMask

ewTr eeFam | yType

ewTr eeFami | ySt or ageType
ewTr eeFami | ySt at us

vacnVi
vacnvi
vacnVi
vacnVi
vacnVi
vacnVi

ewTr eeFami | yVi ewName
ewTlr eeFam | ySubt r ee
ewTr eeFam | yMask

ewTr eeFam | yType

ewTr eeFami | ySt or ageType
ewTr eeFami | ySt at us

Change Log

Changes nmde since RFC 2575:

m ni mum secur e

"restricted"
1.3.6.1

1 (included)

anyVal i dSt or ageType

active

- Rempved reference from abstract as per

- Updat ed references

et al.

St andards Track

sem - secure
"restricted"
1.3.6.1.2.1.1
1 (included)
anyVal i dSt or ageType
active

“restricted"
1.3.6.1.2.1.11

1 (included)
anyVal i dSt or ageType
active

"restricted"
1.3.6.1.6.3.10.2.1
1 (included)
anyVal i dSt or ageType
active

"restricted"
1.3.6.1.6.3.11.2.1
1 (included)
anyVal i dSt or ageType
active

"restricted"
1.3.6.1.6.3.15.1.1
1 (included)
anyVal i dSt or ageType
active
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es made since RFC 2275:

2002

Added text to vacnBecurityToG oupStatus DESCRI PTION cl ause to

clarify under which conditions an entry in the
vacnBecurityToG oupTabl e can be nade active

Added REVI SI ON cl auses to MODULE-| DENTI TY

Clarified text in vacmAccessTabl e DESCRI PTI ON cl ause.
Added a DEFVAL cl ause to vacmAccessCont ext Mat ch obj ect.
Added ni ssing colums in Appendi x A and re-arranged for
clarity.

Fi xed oids in appendi x A

Use the PDU O ass term nol ogy i nstead of RFCL905 PDU types.

Added section 7.4 about access control to the MB

Fi xed references to new revi sed docunents

Fi x Editor contact infornmation.

fixed spelling errors

renoved one vacmAccesEntry from sanple in appendi x A
made sonme nore clarifications.

updat ed acknow edgenent section
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1. Introduction

The SNWVP Management Framework at the time of this witing consists of
five major conponents:

- An overall architecture, described in STD 62, RFC 3411
[ RFC3411] .

- Mechani sms for describing and nami ng objects and events for the
pur pose of managenment. The first version of this Structure of
Management Information (SM) is called SMv1l and described in
STD 16, RFC 1155 [RFC1155], STD 16, RFC 1212 [RFC1212] and RFC
1215 [ RFC1215]. The second version, called SMv2, is described
in STD 58, RFC 2578 [RFC2578], STD 58, RFC 2579 [ RFC2579] and
STD 58, RFC 2580 [ RFC2580] .

- Message protocols for transferring managenent information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [ RFC1157]. A second version of
the SNVMP nessage protocol, which is not an Internet standards
track protocol, is called SNMPv2c and described in RFC 1901
[ RFC1901] and STD 62, RFC 3417 [ RFC3417]. The third version of
the message protocol is called SNMPv3 and described in STD 62,
RFC 3417 [ RFC3417], RFC 3412 [RFC3412] and RFC 3414 [RFC3414].

- Protocol operations for accessing nmanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [RFC1157]. A second set of
prot ocol operations and associated PDU formats is described in
thi s docunent.

- A set of fundanental applications described in STD 62, RFC 3413
[ RFC3413] and the vi ew based access control nechani sm descri bed
in STD 62, RFC 3415 [ RFC3415].

A nore detailed introduction to the SNMP Managenent Franmework at the
time of this witing can be found in RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managerent Information Base or MB. bjects in the MB are
defined using the mechani snms defined in the SM.

Thi s docunent, Version 2 of the Protocol Qperations for the Sinple
Net wor k Managenent Protocol, defines the operations of the protoco
with respect to the sending and receiving of PDUs to be carried by
the message protocol
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2. Overview

SNWP entities supporting conmand generator or notification receiver
applications (traditionally called "managers") conmmuni cate wi th SNWP
entities supporting command responder or notification originator
applications (traditionally called "agents"). The purpose of this
protocol is the transport of managenent infornmation and operations.

2.1. Managenent |nfornmation

The term"variable" refers to an instance of a non-aggregate object
type defined according to the conventions set forth in the SM

[ RFC2578] or the textual conventions based on the SM [RFC2579]. The
term"variable binding" normally refers to the pairing of the nanme of
a variable and its associated value. However, if certain kinds of
exceptional conditions occur during processing of a retrieva

request, a variable binding will pair a name and an indication of
that exception.

A variable-binding list is a sinple list of variable bindings.

The nane of a variable is an OBJECT | DENTI FI ER which is the

concat enati on of the OBJECT | DENTIFI ER of the correspondi ng object -
type together with an OBJECT | DENTI FI ER fragnent identifying the

i nstance. The OBJECT | DENTI FI ER of the correspondi ng object-type is
cal l ed the OBJECT | DENTI FI ER prefix of the variable.

2.2. Retransm ssion of Requests

For all types of request in this protocol, the receiver is required
under normal circunstances, to generate and transmt a response to
the originator of the request. Wether or not a request should be
retransmtted if no corresponding response is received in an
appropriate time interval, is at the discretion of the application
originating the request. This will normally depend on the urgency of
the request. However, such an application needs to act responsibly
in respect to the frequency and duration of re-transnissions. See
BCP 41 [ RFC2914] for discussion of relevant congestion contro
principl es.

2.3. Message Sizes
The maxi mum size of an SNVMP nessage is limted to the m ni num of:

(1) t he maxi mum nessage size which the destination SNVP entity can
accept; and,
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(2) the maxi mum nessage size which the source SNWP entity can
gener at e.

The former may be known on a per-recipient basis; and in the absence
of such know edge, is indicated by transport dommi n used when sendi ng
the nmessage. The latter is inposed by inplenentation-specific |oca
constraints.

Each transport mapping for the SNMP indicates the m ni mum nmessage
size which a SNMP inpl ementation nust be able to produce or consune.
Al t hough i nmpl ement ati ons are encouraged to support |arger val ues
whenever possible, a conformant inplenentati on nust never generate
nessages |larger than allowed by the receiving SNVMP entity.

One of the ains of the GetBul kRequest-PDU, specified in this

protocol, is to mnimze the nunber of protocol exchanges required to
retrieve a | arge anount of managenent information. As such, this PDU
type allows an SNMP entity supporting comrand generator applications
to request that the response be as |arge as possible given the
constraints on nessage sizes. These constraints include the linits
on the size of nessages which the SNWP entity supporting comrand
responder applications can generate, and the SNVP entity supporting
conmand generator applications can receive.

However, it is possible that such naxi mum si zed nessages nay be

| arger than the Path MIU of the path across the network traversed by
the nmessages. |In this situation, such nessages are subject to
fragmentation. Fragnmentation is generally considered to be harnfu

[ FRAG, since anpong other problems, it |eads to a decrease in the
reliability of the transfer of the nessages. Thus, an SNWP entity
whi ch sends a Get Bul kRequest-PDU nmust take care to set its paraneters
accordingly, so as to reduce the risk of fragnmentation. In
particul ar, under conditions of network stress, only small val ues
shoul d be used for nax-repetitions.

2. 4. Transport Mappi ngs

It is inmportant to note that the exchange of SNWP nessages requires
only an unreliable datagram service, with every nmessage being
entirely and i ndependently contained in a single transport datagram
Speci fic transport mappi ngs and encoding rules are specified

el sewhere [ RFC3417]. However, the preferred mapping is the use of
the User Datagram Protocol [RFC768].
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2.5. SMv2 Data Type Mappi ngs

The SMv2 [ RFC2578] defines 11 base types (I NTEGER, COCTET STRI NG
OBJECT | DENTI FI ER, Integer32, |pAddress, Counter32, Gauge32,

Unsi gned32, Ti meTi cks, Opaque, Counter64) and the BI TS construct.

The SMv2 base types are nmapped to the correspondi ng sel ection type
in the SinpleSyntax and Applicati onSyntax choi ces of the ASN. 1 SNWP
protocol definition. Note that the |INTEGER and | nteger32 SMv2 base
types are mapped to the integer-value selection type of the

Si npl eSyntax choice. Similarly, the Gauge32 and Unsi gned32 SM v2
base types are mapped to the unsigned-integer-value selection type of
the Applicati onSyntax choi ce.

The SMv2 BITS construct is nmapped to the string-val ue selection type
of the SinpleSyntax choice. A BITS value is encoded as an OCTET
STRING in which all the named bits in (the definition of) the
bitstring, conmencing with the first bit and proceeding to the | ast
bit, are placed in bits 8 (high order bit) to 1 (low order bit) of
the first octet, followed by bits 8 to 1 of each subsequent octet in
turn, followed by as nany bits as are needed of the final subsequent
octet, commencing with bit 8. Remaining bits, if any, of the fina
octet are set to zero on generation and ignored on receipt.

3. Definitions

The PDU syntax is defined using ASN.1 notation [ASNL].

SNVPv2- PDU DEFI NI TIONS ::= BEG N
Obj ect Nane :: = OBJECT | DENTI FI ER
hj ect Syntax ::= CHO CE {

sinpl e Si npl eSynt ax,

application-w de ApplicationSyntax }

Si npl eSyntax ::= CHO CE {
i nt eger-val ue | NTEGER (-2147483648..2147483647),
string-val ue OCTET STRING (SIZE (0..65535)),
obj ectI D-val ue OBJECT | DENTI FI ER }

ApplicationSyntax ::= CHO CE {
i pAddr ess-val ue | pAddr ess,
count er - val ue Count er 32,
timeticks-val ue Ti meTi cks,
arbitrary-val ue Opaque,
bi g- count er - val ue Count er 64,

unsi gned-i nt eger - val ue Unsi gned32 }
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| pAddr ess ::= [APPLI CATION 0] I MPLICI T OCTET STRING (SI ZE (4))
Counter32 ::= [APPLI CATION 1] IMPLICIT I NTEGER (0..4294967295)
Unsi gned32 ::= [APPLICATION 2] IMPLICIT I NTEGER (0..4294967295)
Gauge32 ::= Unsi gned32

Ti meTicks ::= [APPLICATION 3] IMPLICIT | NTEGER (0. .4294967295)
Opaque ::= [APPLI CATION 4] IMPLICI T OCTET STRI NG

Counter64 ::= [ APPLI CATI ON 6]

| MPLI CI' T | NTEGER (0..18446744073709551615)
-- protocol data units

PDUs ::= CHO CE {
get - request Cet Request - PDU,
get - next -request Get Next Request - PDU,
get - bul k-request Get Bul kRequest - PDU,

response Response- PDY,
set - request Set Request - PDU,
i nf ormrequest I nf or nRequest - PDU,
snnpV2-trap SNVPv 2- Tr ap- PDU,
report Report - PDU }
-- PDUs
Get Request-PDU ::= [0] IMPLICI T PDU
Get Next Request-PDU ::=[1] IMPLICI T PDU
Response-PDU ::=[2] IMPLICI T PDU
Set Request-PDU ::=[3] IMPLICI T PDU

-- [4] is obsolete

Get Bul kRequest-PDU ::= [5] IMPLICI T Bul kPDU
I nf ormRequest-PDU ::= [6] IMPLICI T PDU
SNMPv2-Trap-PDU ::= [7] IMPLICIT PDU

-- Usage and precise semantics of Report-PDU are not defined
-- in this document. Any SNMP admini strative framework making
-- use of this PDU nust define its usage and senantics.
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Report-PDU :: = [ 8]

max- bi ndi ngs | NTEGER :: =

PDU

}

Pr ot ocol Operations

[VPLICI T PDU

2147483647

: = SEQUENCE {

for SNWP

request-id | NTECER (-214783648..214783647),

error-status --
| NTEGER {

b

noError(0),

tooBig(1),

noSuchName( 2) , --
badVal ue(3), --
readOnl y(4), --
genErr (5),

noAccess(6),
wrongType(7),

wr ongLengt h(8),

wr ongEncodi ng(9),

wr ongVal ue(10),
noCreation(11),

i nconsi st ent Val ue(12),
resour ceUnavai | abl e(13)
conmi t Fai | ed( 14),
undoFai | ed(15),

aut hori zati onError (16),
not Witabl e(17),

i nconsi st ent Name( 18)

error-index - -
| NTEGER (0. . max- bi ndi ngs),

vari abl e- bi ndi ngs

Bul kPDU : : =

SEQUENCE {
request-id
non-repeaters

}

Var Bi ndLi st

soneti nes i gnored

for
for
for

proxy conpatibility
proxy conpatibility
proxy conpatibility

soneti nes i gnored

must be identical in

structure to PDU

| NTEGER (-214783648..214783647),
| NTEGER (0. . max- bi ndi ngs),

max-repetitions | NTEGER (0. . nmax-bi ndi ngs),

vari abl e- bi ndi ngs --
Var Bi ndLi st

-- variabl e binding

Pr esuhn,

et al.

St andards Track

val ues are ignored
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Var Bi nd ::= SEQUENCE {
nane Obj ect Nane,
CHO CE {
val ue hj ect Synt ax,
unSpeci fi ed NULL, -- inretrieval requests

- exceptions in responses

noSuchhj ect [0] I'MPLICIT NULL

noSuchl nstance [1] I MPLICI T NULL

endOfM bView [2] IMPLICIT NULL

}
}

-- variabl e-binding |ist
Var Bi ndLi st ::= SEQUENCE (SIZE (0. . max-bi ndi ngs)) OF VarBi nd
END

4. Protocol Specification
4.1. Common Constructs

The value of the request-id field in a Response-PDU takes the val ue
of the request-id field in the request PDU to which it is a response.
By use of the request-id value, an application can distinguish the
(potentially multiple) outstanding requests, and thereby correl ate

i ncom ng responses with outstanding requests. |In cases where an
unrel i abl e datagram service is used, the request-id al so provides a
si mpl e means of identifying nmessages duplicated by the network. Use
of the sane request-id on a retransm ssion of a request allows the
response to either the original transm ssion or the retransm ssion to
satisfy the request. However, in order to calculate the round trip
time for transm ssion and processing of a request-response
transaction, the application needs to use a different request-id
value on a retransmtted request. The latter strategy is recomended
for use in the majority of situations.

A non-zero value of the error-status field in a Response-PDU is used
to indicate that an error occurred to prevent the processing of the
request. In these cases, a non-zero value of the Response-PDU s
error-index field provides additional information by identifying

whi ch variable binding in the list caused the error. A variable
binding is identified by its index value. The first variable binding
in a variable-binding list is index one, the second is index two,

etc.
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SNVP |imts OBJECT | DENTI FI ER val ues to a maxi num of 128 sub-
identifiers, where each sub-identifier has a nmaxi num val ue of
2**32-1.

4.2. PDU Processing

In the elements of procedure below, any field of a PDU which is not
referenced by the relevant procedure is ignored by the receiving SNW
entity. However, all components of a PDU, including those whose

val ues are ignored by the receiving SNWP entity, must have valid
ASN. 1 syntax and encodi ng. For exanmple, some PDUs (e.g., the

Get Request -PDU) are concerned only with the nane of a variable and
not its value. 1In this case, the value portion of the variable

bi nding is ignored by the receiving SNMP entity. The unSpecified

val ue is defined for use as the value portion of such bindings.

On generating a managenment communi cation, the nessage "w apper” to
encapsul ate the PDU is generated according to the "El enents of
Procedure" of the adm nistrative framework in use. The definition of
"max- bi ndi ngs" i nposes an upper bound on the nunber of variable

bi ndings. In practice, the size of a nessage is also limted by
constraints on the maxi num message size. A conpliant inplenentation
must support as many variable bindings in a PDU or Bul kKPDU as fit
into the overall maxi num nmessage size limt of the SNMP engi ne, but
no nore than 2147483647 vari abl e bi ndi ngs.

On receiving a managenment conmuni cation, the "El enments of Procedure"
of the adm nistrative franmework in use is followed, and if those
procedures indicate that the operation contained within the nessage
is to be perforned locally, then those procedures also indicate the
M B view which is visible to the operation

4.2.1. The Get Request-PDU

A Cet Request-PDU is generated and transmtted at the request of an
appl i cation.

Upon recei pt of a GetRRequest-PDU, the receiving SNMP entity processes
each variable binding in the variable-binding list to produce a
Response-PDU. Al fields of the Response-PDU have the sane val ues as
the corresponding fields of the received request except as indicated
bel ow. Each variable binding is processed as foll ows:

(1) If the variable binding’ s nane exactly matches the nane of a
vari abl e accessible by this request, then the variable
bi nding’s value field is set to the value of the named
vari abl e.
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(2) QO herwise, if the variable binding' s nanme does not have an
OBJECT | DENTI FI ER prefix which exactly matches the OBJECT
| DENTI FI ER prefix of any (potential) variable accessible by
this request, then its value field is set to "noSuchCbject".

(3) O herwi se, the variable binding’s value field is set to
"noSuchl nst ance".

If the processing of any variable binding fails for a reason other
than |isted above, then the Response-PDU is re-formatted with the
same values in its request-id and variabl e-bindings fields as the
recei ved Get Request-PDU, with the value of its error-status field set
to "genErr", and the value of its error-index field is set to the

i ndex of the failed variable binding.

O herwi se, the value of the Response-PDU s error-status field is set
to "noError", and the value of its error-index field is zero.

The generated Response-PDU is then encapsul ated into a nessage. |If
the size of the resultant nessage is |less than or equal to both a

[ ocal constraint and the maxi mum nmessage size of the originator, it
is transnmitted to the originator of the Get Request-PDU

O herwi se, an alternate Response-PDU is generated. This alternate
Response-PDU is formatted with the same value in its request-id field
as the received GetRequest-PDU, with the value of its error-status
field set to "tooBig", the value of its error-index field set to
zero, and an enpty variable-bindings field. This alternate
Response-PDU i s then encapsul ated into a nessage. |If the size of the
resultant nessage is less than or equal to both a | ocal constraint
and the maxi mum nessage size of the originator, it is transnitted to
the originator of the Get Request-PDU. O herwi se, the snnpSil ent Drops
[ RFC3418] counter is increnmented and the resultant nessage is

di scar ded.

4.2.2. The Get Next Request - PDU

A Cet Next Request-PDU is generated and transmitted at the request of
an application.

Upon recei pt of a Get Next Request-PDU, the receiving SNWP entity
processes each variable binding in the variable-binding list to
produce a Response-PDU. Al fields of the Response-PDU have the sane
val ues as the corresponding fields of the received request except as
i ndi cated bel ow. Each variable binding is processed as follows:

(1) The variable is located which is in the |exicographically
ordered list of the nanes of all variables which are
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accessi ble by this request and whose nane is the first

| exi cographi ¢ successor of the variable binding’ s nane in
the i ncom ng Get Next Request-PDU. The correspondi ng vari abl e
bi nding’s name and value fields in the Response-PDU are set
to the name and val ue of the |ocated vari abl e.

(2) If the requested variable binding’ s nanme does not
| exi cographically precede the nane of any variable
accessible by this request, i.e., there is no | exicographic
successor, then the correspondi ng variabl e bi ndi ng produced
in the Response-PDU has its value field set to
"endOf M bView', and its name field set to the variable
bi nding’s name in the request.

If the processing of any variable binding fails for a reason other
than |isted above, then the Response-PDU is re-formatted with the
same values in its request-id and variabl e-bindings fields as the
recei ved Get Next Request-PDU, with the value of its error-status field
set to "genErr", and the value of its error-index field is set to the
i ndex of the failed variable binding.

O herwi se, the value of the Response-PDU s error-status field is set
to "noError", and the value of its error-index field is zero.

The generated Response-PDU is then encapsul ated into a nessage. |If
the size of the resultant nessage is |less than or equal to both a

[ ocal constraint and the maxi mum nmessage size of the originator, it
is transmitted to the originator of the GetNextRequest-PDU

O herwi se, an alternate Response-PDU is generated. This alternate
Response-PDU is formatted with the sanme values in its request-id
field as the recei ved Get Next Request-PDU, with the value of its
error-status field set to "tooBig", the value of its error-index
field set to zero, and an enpty vari abl e-bindings field. This

al ternate Response-PDU is then encapsul ated into a nessage. |If the
size of the resultant nessage is |l ess than or equal to both a | oca
constraint and the maxi mum nessage size of the originator, it is
transmtted to the originator of the Get Next Request-PDU. Qherwi se,
the snmpSi | ent Drops [ RFC3418] counter is incremented and the

resul tant nessage is di scarded.

4.2.2.1. Exanple of Table Traversa

An inportant use of the GetNextRequest-PDU is the traversal of
conceptual tables of information within a MB. The senantics of this
type of request, together with the nethod of identifying individua

i nstances of objects in the MB, provides access to related objects
inthe MB as if they enjoyed a tabul ar organi zati on
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In the protocol exchange sketched bel ow, an application retrieves the
nedi a- dependent physi cal address and the address-mappi ng type for
each entry in the IP net-to-media Address Translation Table [RFC1213]
of a particular network element. It also retrieves the val ue of
sysUpTi me [ RFC3418], at which the mappi ngs existed. Suppose that the
conmand responder’s I P net-to-nedia table has three entries:

I nterface-Nunmber Network-Address Physical -Address Type

1 10.0.0.51 00:00:10:01: 23:45 static
1 9.2.3. 4 00: 00: 10: 54: 32: 10 dynam c
2 10.0.0. 15 00: 00: 10: 98: 76: 54 dynam c

The SNWP entity supporting a command generator application begins by
sendi ng a Get Next Request - PDU cont ai ni ng the indi cated OBJECT
| DENTI FI ER val ues as the requested vari abl e names:

Get Next Request ( sysUpTi ne,
i pNet ToMedi aPhysAddr ess,
i pNet ToMedi aType )

The SNVP entity supporting a command responder application responds
with a Response- PDU

Response (( sysUpTinme.0 = "123456" ),
(i pNet ToMedi aPhysAddress. 1.9.2.3.4 = "000010543210" ),
( i pNet ToMedi aType. 1.9.2.3.4 = "dynanic" ))

The SNWVP entity supporting the command generator application
continues wth:

Get Next Request ( sysUpTi ne,
i pNet ToMedi aPhysAddress. 1. 9. 2. 3. 4,
i pNet ToMedi aType. 1.9.2.3.4 )

The SNWP entity supporting the command responder application responds
with:

Response (( sysUpTinme.0 = "123461" ),
( i pNet ToMedi aPhysAddress. 1.10.0.0.51 = "000010012345" ),
( i pNet ToMedi aType. 1.10.0.0.51 = "static" ))

The SNWP entity supporting the conmand generator application
continues with:

Get Next Request ( sysUpTi e,

i pNet ToMedi aPhysAddr ess. 1. 10. 0. 0. 51
i pNet ToMedi aType. 1.10.0.0.51 )
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The SNWP entity supporting the comrand responder application responds
Wit h:

Response (( sysUpTime.0 = "123466" ),
(1 pNet ToMedi aPhysAddress. 2. 10. 0. 0. 15 = "000010987654" ),
(i pNet ToMedi aType. 2.10.0.0.15 = "dynamc" ))

The SNWP entity supporting the conmand generator application
continues wth:

Get Next Request ( sysUpTi e,
i pNet ToMedi aPhysAddr ess. 2. 10. 0. 0. 15,
i pNet ToMedi aType. 2.10.0.0.15 )

As there are no further entries in the table, the SNWP entity

supporting the command responder application responds with the
variables that are next in the |exicographical ordering of the
accessi bl e obj ect nanes, for exanple:

Response (( sysUpTinme.0 = "123471" ),
( i pNet ToMedi aNet Address. 1.9.2.3.4 = "9.2.3.4" ),
( ipRoutingDiscards.0 = "2" ))

Not e how, having reached the end of the colum for

i pNet ToMedi aPhysAddr ess, the second variable binding fromthe comand
responder application has now "w apped" to the first rowin the next
colum. Furthernore, note how, having reached the end of the

i pNet ToMedi aTable for the third variable binding, the comuand
responder application has responded with the next avail abl e object,
which is outside that table. This response signals the end of the
table to the comand generator application

4.2.3. The Get Bul kRequest - PDU

A Cet Bul kRequest-PDU is generated and transmtted at the request of
an application. The purpose of the GetBul kRequest-PDU is to request
the transfer of a potentially |arge anbunt of data, including, but
not limted to, the efficient and rapid retrieval of |arge tables.

Upon recei pt of a GetBul kRequest-PDU, the receiving SNWP entity
processes each variable binding in the variable-binding list to
produce a Response-PDU with its request-id field having the sane
val ue as in the request.

For the GetBul kRequest-PDU type, the successful processing of each
variable binding in the request generates zero or nore variable

bi ndings in the Response-PDU. That is, the one-to-one mapping

bet ween the variabl e bindi ngs of the Get Request-PDU, Get Next Request -

Presuhn, et al. St andards Track [ Page 14]



RFC 3416 Prot ocol Operations for SNWP December 2002

PDU, and Set Request-PDU types and the resultant Response-PDUs does
not apply for the mapping between the variabl e bindings of a
Get Bul kRequest - PDU and t he resultant Response- PDU

The val ues of the non-repeaters and max-repetitions fields in the
request specify the processing requested. One variable binding in
the Response-PDU is requested for the first N variable bindings in
the request and M variabl e bindings are requested for each of the R
remai ni ng variable bindings in the request. Consequently, the tota
nunber of requested variabl e bindi ngs communi cated by the request is
given by N+ (M* R), where Nis the mninumof: a) the value of the
non-repeaters field in the request, and b) the nunber of variable
bindings in the request; Mis the value of the nax-repetitions field
in the request; and Ris the maxi mumof: a) nunber of variable

bi ndings in the request - N, and b) zero.

The receiving SNWP entity produces a Response-PDU with up to the
total nunber of requested variabl e bindings conmuni cated by the
request. The request-id shall have the same val ue as the received
Get Bul kRequest - PDU

If Nis greater than zero, the first through the (N)-th variable
bi ndi ngs of the Response-PDU are each produced as foll ows:

(1) The variable is located which is in the | exicographically
ordered list of the nanes of all variables which are accessible
by this request and whose nane is the first |exicographic
successor of the variable binding’s name in the incom ng
Get Bul kRequest - PDU.  The correspondi ng vari abl e bi nding’s name
and value fields in the Response-PDU are set to the nane and
val ue of the located variable.

(2) If the requested variable binding s name does not
| exi cographi cally precede the name of any variable accessible
by this request, i.e., there is no |exicographic successor

then the correspondi ng variabl e bi nding produced in the
Response-PDU has its value field set to "endOOMbView', and its
nane field set to the variable binding’ s name in the request.

If Mand R are non-zero, the (N + 1)-th and subsequent vari abl e

bi ndi ngs of the Response-PDU are each produced in a simlar nmanner
For each iteration i, such that i is greater than zero and | ess than
or equal to M and for each repeated variable, r, such that r is
greater than zero and less than or equal to R the (N+ ( (i-1) * R)
+ r)-th variable binding of the Response-PDU is produced as foll ows:
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(1)

(2)

Wi | e

Prot ocol Operations for SNWP December 2002

The variable which is in the |exicographically ordered |ist of
the nanmes of all variables which are accessible by this request
and whose nane is the (i)-th |exicographic successor of the (N
+ r)-th variable binding’s name in the i ncom ng

Get Bul kRequest-PDU is | ocated and the variabl e binding s nane
and value fields are set to the nane and val ue of the |ocated
vari abl e.

If there is no (i)-th |exicographic successor, then the
correspondi ng vari abl e bi ndi ng produced in the Response-PDU has
its value field set to "endOXMbView', and its nane field set
to either the | ast |exicographic successor, or if there are no
| exi cographi ¢ successors, to the (N + r)-th variable binding s
name in the request.

the maxi mum nunber of variable bindings in the Response-PDU is

bounded by N+ (M* R), the response may be generated with a | esser
nunber of variabl e bindings (possibly zero) for either of three
reasons.

(1)

(2)

(3)

Pr esuhn,

If the size of the nessage encapsul ating the Response-PDU
cont ai ni ng the requested nunber of variable bindings would be
greater than either a |local constraint or the nmaxi mum nessage
size of the originator, then the response is generated with a
| esser nunber of variable bindings. This |esser nunmber is the
ordered set of variable bindings with some of the variable

bi ndi ngs at the end of the set renoved, such that the size of
the message encapsul ati ng the Response-PDU i s approxi mately
equal to but no greater than either a |ocal constraint or the
maxi mum nmessage size of the originator. Note that the nunber
of variabl e bindings renoved has no relationship to the val ues
of NN M or R

The response may al so be generated with a | esser nunber of
variable bindings if for sone value of iteration i, such that
is greater than zero and less than or equal to M that all of
the generated vari abl e bindings have the value field set to
"endOFM bView'. In this case, the variable bindings may be
truncated after the (N + (i * R))-th variable binding.

In the event that the processing of a request with many
repetitions requires a significantly greater anmount of
processing tine than a nornal request, then a command responder
application nmay termnate the request with | ess than the ful
nunber of repetitions, providing at |east one repetition is
conpl et ed.
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If the processing of any variable binding fails for a reason ot her
than |isted above, then the Response-PDU is re-fornatted with the
sane values in its request-id and variabl e-bindings fields as the
recei ved Get Bul kRequest-PDU, with the value of its error-status field
set to "genErr", and the value of its error-index field is set to the
i ndex of the variable binding in the original request which
corresponds to the failed variabl e binding.

O herwi se, the value of the Response-PDU s error-status field is set
to "noError", and the value of its error-index field to zero.

The generated Response-PDU (possibly with an enpty vari abl e- bi ndi ngs
field) is then encapsulated into a nmessage. |If the size of the
resultant nessage is less than or equal to both a | ocal constraint
and the maxi mum nmessage size of the originator, it is transnmitted to
the originator of the GetBul kRequest-PDU. Oherw se, the
snmpSi | ent Drops [ RFC3418] counter is increnmented and the resultant
nessage i s di scarded.

4.2.3.1. Another Exanple of Table Traversal

Thi s exanpl e denponstrates how t he Get Bul kRequest-PDU can be used as
an alternative to the Get Next Request-PDU. The sanme traversal of the
I P net-to-nedia table as shown in Section 4.2.2.1 is achieved with

f ewer exchanges.

The SNWVP entity supporting the command generator application begins
by sendi ng a Get Bul kRequest-PDU with the npodest max-repetitions val ue
of 2, and containing the indicated OBJECT | DENTI FI ER val ues as the
requested vari abl e nanes:

Get Bul kRequest [ non-repeaters = 1, nax-repetitions = 2 ]
( sysUpTi ne,
i pNet ToMedi aPhysAddr ess,
i pNet ToMedi aType )

The SNWP entity supporting the comrand responder application responds
with a Response- PDU

Response (( sysUpTime.0 = "123456" )
(i pNet ToMedi aPhysAddress. 1.9.2.3.4 = "000010543210" ),
( i pNet ToMedi aType. 1.9.2.3. 4 "dynam c" ),
(i pNet ToMedi aPhysAddress. 1. 10.0.0.51 = "000010012345" ),
( i pNet ToMedi aType. 1.10.0.0.51 = "static" ))

==
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The SNWP entity supporting the conmand generator application
continues wth:

Get Bul kRequest [ non-repeaters = 1, max-repetitions = 2 ]
( sysUpTi e,
i pNet ToMedi aPhysAddr ess. 1. 10. 0. 0.51
i pNet ToMedi aType. 1.10.0.0.51 )

The SNWP entity supporting the command responder application responds
Wt h:

Response (( sysUpTine.0 = "123466" ),
(i pNet ToMedi aPhysAddr ess. 2. 10.
(i pNet ToMedi aType. 2. 10. 0. 0. 15
(i pNet ToMedi aNet Address. 1. 9. 2.
( ipRoutingDiscards.0 = "2" ))

.0.15 = "000010987654" ),
“dynam c" ),
.4 ="9.2.3.4" ),

w Il O

Note how, as in the first exanple, the variable bindings in the
response indicate that the end of the table has been reached. The
fourth variable binding does so by returning infornmation fromthe
next available colum; the fifth variable binding does so by
returning information fromthe first avail abl e obj ect

| exi cographically followi ng the table. This response signals the end
of the table to the command generator application

4.2.4. The Response-PDU

The Response-PDU is generated by an SNMP entity only upon receipt of
a Get Request - PDU, Get Next Request - PDU, GCet Bul kRequest - PDU

Set Request - PDU, or | nfornRequest-PDU, as described el sewhere in this
docunent .

If the error-status field of the Response-PDU is non-zero, the val ue
fields of the variable bindings in the variable binding list are
i gnor ed.

If both the error-status field and the error-index field of the
Response- PDU are non-zero, then the value of the error-index field is
the index of the variable binding (in the variable-binding list of
the correspondi ng request) for which the request failed. The first
variable binding in a request’s variable-binding list is index one,
the second is index two, etc.

A conpliant SNMP entity supporting a comand generator application
nmust be able to properly receive and handl e a Response-PDU with an
error-status field equal to "noSuchNane", "badVal ue", or "readOnly".
(See sections 1.3 and 4.3 of [RFC2576].)
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Upon recei pt of a Response-PDU, the receiving SNVP entity presents
its contents to the application which generated the request with the
sane request-id value. For nore details, see [RFC3412].

4.2.5. The Set Request - PDU

A Set Request-PDU i s generated and transnmitted at the request of an
application.

Upon recei pt of a SetRequest-PDU, the receiving SNMP entity

determ nes the size of a nessage encapsul ati ng a Response-PDU havi ng
the sane values in its request-id and variabl e-bindings fields as the
recei ved Set Request-PDU, and the | argest possible sizes of the
error-status and error-index fields. |If the determ ned nmessage size
is greater than either a |l ocal constraint or the maxi mum nmessage size
of the originator, then an alternate Response-PDU is generated,
transmtted to the originator of the SetRequest-PDU, and processing
of the Set Request-PDU term nates i medi ately thereafter. This
alternate Response-PDU is formatted with the same values in its
request-id field as the received Set Request-PDU, with the val ue of
its error-status field set to "tooBig", the value of its error-index
field set to zero, and an enpty vari abl e-bindings field. This
alternate Response-PDU is then encapsul ated into a nessage. |If the
size of the resultant nessage is |l ess than or equal to both a | oca
constraint and the maxi mum nessage size of the originator, it is
transmtted to the originator of the Set Request-PDU. Oherw se, the
snnpSi | ent Drops [ RFC3418] counter is increnented and the resultant
nmessage i s discarded. Regardless, processing of the Set Request-PDU
term nates.

QO herwi se, the receiving SNVWP entity processes each vari abl e bi ndi ng
in the variable-binding list to produce a Response-PDU. Al fields

of the Response-PDU have the sane val ues as the corresponding fields
of the received request except as indicated bel ow

The vari abl e bindings are conceptually processed as a two phase
operation. In the first phase, each variable binding is validated;
if all validations are successful, then each variable is altered in
the second phase. O course, inplenmentors are at liberty to

i mpl enent either the first, or second, or both, of these conceptua
phases as nultiple inplementation phases. |ndeed, such multiple

i npl enent ati on phases may be necessary in sone cases to ensure
consi st ency.
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The followi ng validations are perfornmed in the first phase on each
variable binding until they are all successful, or until one fails:

(1) If the variable binding’ s name specifies an existing or non-
exi stent variable to which this request is/would be denied
access because it is/would not be in the appropriate MB view,
then the value of the Response-PDU s error-status field is set
to "noAccess”, and the value of its error-index field is set to
the index of the failed variabl e binding.

(2) O herwise, if there are no variables which share the same
OBJECT | DENTI FI ER prefix as the variable binding’ s nane, and
which are able to be created or nodified no matter what new
val ue is specified, then the value of the Response-PDU s
error-status field is set to "notWitable", and the val ue of
its error-index field is set to the index of the failed
vari abl e bi ndi ng.

(3) QO herwise, if the variable binding's value field specifies,
according to the ASN. 1 | anguage, a type which is inconsistent
with that required for all variables which share the sane
OBJECT | DENTI FI ER prefix as the variable binding’ s name, then
the val ue of the Response-PDU s error-status field is set to
"wrongType", and the value of its error-index field is set to
the index of the failed variabl e binding.

(4) O herwise, if the variable binding’ s value field specifies,
according to the ASN. 1 | anguage, a length which is inconsistent
with that required for all variables which share the sane
OBJECT | DENTI FIER prefix as the variable binding’ s nanme, then
the val ue of the Response-PDU s error-status field is set to
"wrongLength", and the value of its error-index field is set to
the index of the failed variabl e binding.

(5) O herwise, if the variable binding's value field contains an
ASN. 1 encodi ng which is inconsistent with that field s ASN 1
tag, then the value of the Response-PDU s error-status field is
set to "wongEncoding", and the value of its error-index field
is set to the index of the failed variable binding. (Note that
not all inplenentation strategies will generate this error.)

(6) O herwise, if the variable binding's value field specifies a
val ue which could under no circunstances be assigned to the
vari abl e, then the value of the Response-PDU s error-status
field is set to "wongValue", and the value of its error-index
field is set to the index of the failed variabl e binding.
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QO herwise, if the variable binding' s name specifies a variable
whi ch does not exist and could not ever be created (even though
sone variabl es sharing the same OBJECT | DENTI FI ER prefix m ght
under sone circunstances be able to be created), then the val ue
of the Response-PDU s error-status field is set to
"noCreation", and the value of its error-index field is set to
the index of the failed variabl e binding.

QO herwise, if the variable binding s name specifies a variable
whi ch does not exist but can not be created under the present

ci rcunst ances (even though it could be created under other

ci rcunst ances), then the value of the Response-PDU s error-
status field is set to "inconsistentNane", and the value of its
error-index field is set to the index of the failed variable

bi ndi ng.

O herwise, if the variable binding s name specifies a variable
whi ch exists but can not be nodified no matter what new val ue
is specified, then the value of the Response-PDU s error-status
field is set to "notWitable", and the value of its error-index
field is set to the index of the failed variabl e binding.

O herwise, if the variable binding's value field specifies a
val ue that coul d under other circunstances be held by the
variable, but is presently inconsistent or otherw se unable to
be assigned to the variable, then the value of the Response-
PDU s error-status field is set to "inconsistentValue", and the
value of its error-index field is set to the index of the
failed variabl e binding.

When, during the above steps, the assignnment of the val ue
specified by the variable binding’s value field to the
specified variable requires the allocation of a resource which
is presently unavail able, then the val ue of the Response-PDU s
error-status field is set to "resourceUnavail abl e", and the
value of its error-index field is set to the index of the
failed variabl e binding.

If the processing of the variable binding fails for a reason
other than listed above, then the value of the Response-PDU s
error-status field is set to "genErr", and the value of its
error-index field is set to the index of the failed variable
bi ndi ng.

O herwi se, the validation of the variabl e binding succeeds.
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At the end of the first phase, if the validation of all variable

bi ndi ngs succeeded, then the value of the Response-PDU s error-status
field is set to "noError" and the value of its error-index fieldis
zero, and processing continues as foll ows.

For each variable binding in the request, the named variable is
created if necessary, and the specified value is assigned to it.

Each of these variable assignments occurs as if sinultaneously with
respect to all other assignments specified in the sane request.
However, if the sane variable is named nore than once in a single
request, with different associated val ues, then the actual assignnent
nmade to that variable is inplenmentation-specific.

If any of these assignments fail (even after all the previous

val idations), then all other assignnments are undone, and the
Response-PDU is nodified to have the value of its error-status field
set to "conmtFailed", and the value of its error-index field set to
the index of the failed variabl e binding.

If and only if it is not possible to undo all the assignnents, then
the Response-PDU is nodified to have the value of its error-status
field set to "undoFailed", and the value of its error-index field is
set to zero. Note that inplenentations are strongly encouraged to
take all possible neasures to avoid use of either "commtFail ed" or
"undoFai |l ed" - these two error-status codes are not to be taken as
license to take the easy way out in an inplenentation

Finally, the generated Response-PDU is encapsul ated into a nessage,
and transmtted to the originator of the SetRequest-PDU

4.2.6. The SNWPv2- Tr ap- PDU

An SNWPv2- Trap-PDU i s generated and transmitted by an SNMP entity on
behal f of a notification originator application. The SNWPv2-Trap- PDU
is often used to notify a notification receiver application at a
logically rembte SNMP entity that an event has occurred or that a
condition is present. There is no confirnation associated with this
notification delivery mechani sm

The destination(s) to which an SNMPv2-Trap-PDU is sent is determ ned
in an inplementation-dependent fashion by the SNMP entity. The first
two variable bindings in the variable binding list of an SNWPv2-
Trap-PDU are sysUpTime. 0 [ RFC3418] and snnpTrapQO D. 0 [ RFC3418]
respectively. |If the OBJECTS clause is present in the invocation of
the correspondi ng NOTI FI CATI ON- TYPE nacro, then each correspondi ng
variable, as instantiated by this notification, is copied, in order
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to the variable-bindings field. |f any additional variables are
being i ncluded (at the option of the generating SNMP entity), then
each is copied to the variabl e-bindings field.

4.2.7. The InfornRequest-PDU

An | nfornmRequest-PDU is generated and transmtted by an SNWP entity
on behalf of a notification originator application. The

I nf or nRequest-PDU is often used to notify a notification receiver
application that an event has occurred or that a condition is
present. This is a confirnmed notification delivery nechani sm

al t hough there is, of course, no guarantee of delivery.

The destination(s) to which an InfornRequest-PDU is sent is specified
by the notification originator application. The first two variable
bi ndings in the variable binding list of an InfornmRequest-PDU are
sysUpTi me. 0 [ RFC3418] and snmpTrapO D. 0 [ RFC3418] respectively. If
the OBJECTS clause is present in the invocation of the correspondi ng
NOTI FI CATI ON- TYPE nacro, then each correspondi ng variable, as
instantiated by this notification, is copied, in order, to the

vari abl e-bindings field. |If any additional variables are being

i ncluded (at the option of the generating SNWP entity), then each is
copied to the variabl e-bi ndings field.

Upon recei pt of an |InfornmRequest-PDU, the receiving SNWP entity
determ nes the size of a nessage encapsul ating a Response-PDU with
the sane values in its request-id, error-status, error-index and

vari abl e-bi ndings fields as the received |InfornRequest-PDU. If the
det erm ned nmessage size is greater than either a | ocal constraint or
the maxi mum nessage size of the originator, then an alternate
Response-PDU i s generated, transmitted to the originator of the

I nf or MRequest - PDU, and processi ng of the |InfornmRequest-PDU term nates
i medi ately thereafter. This alternate Response-PDU is fornmatted
with the sane values in its request-id field as the received

I nf orMRequest-PDU, with the value of its error-status field set to
"tooBig", the value of its error-index field set to zero, and an
enpty variable-bindings field. This alternate Response-PDU is then
encapsul ated into a nessage. |If the size of the resultant nessage is
l ess than or equal to both a |ocal constraint and the maxi mum nmessage
size of the originator, it is transmtted to the originator of the

I nf or MRequest - PDU. O herw se, the snnpSilentDrops [ RFC3418] counter
is incremented and the resultant nessage is discarded. Regardl ess,
processi ng of the InfornRequest-PDU terninates.

O herwi se, the receiving SNWP entity:

(1) presents its contents to the appropriate application
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(2) generates a Response-PDU with the sane values in its request-id
and vari abl e-bindings fields as the received |nfornRequest-PDU
with the value of its error-status field set to "noError" and
the value of its error-index field set to zero; and

(3) transmts the generated Response-PDU to the originator of the
I nf or mRequest - PDU

5. Notice on Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
thi s docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
licenses to be nade avail able, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretariat.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary

ri ghts which nmay cover technol ogy that nmay be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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7. Security Considerations

The protocol defined in this docunment by itself does not provide a
secure environnent. Even if the network itself is secure (for
exanpl e by using | PSec), there is no control as to who on the secure
network is all owed access to managenent information.

It is recomended that the inplenentors consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel STD 62, RFC 3414 [RFC3414] and the
Vi ew based Access Control Mdel STD 62, RFC 3415 [ RFC3415] is
reconmended.

It is then a custoner/user responsibility to ensure that the SNWP
entity is properly configured so that:

- only those principals (users) having legitinmate rights can
access or nmodify the values of any M B objects supported by
that entity;

- the occurrence of particular events on the entity will be
conmuni cat ed appropri ately;

- the entity responds appropriately and with due credence to
events and information that have been communicated to it.
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Cosnetic fixes to | ayout and typography;
Added tabl e of contents;

Titl e changed;

Updat ed docurent headers and footers;

Del eted the old clause 2.3, entitled "Access to Managenent
I nf or mati on";

Changed the way in which request-id was defined, though with
the sanme ultimte syntax and semantics, to avoid coupling with
SM. This does not affect the protocol in any way;

Repl aced the word "exception” with the word "error" in the old
clause 4.1. This does not affect the protocol in any way;

Del eted the first two paragraphs of the old clause 4. 2;
Clarified the maxi num nunber of variabl e bindings that an
i mpl enentati on nust support in a PDU. This does not affect the

protocol in any way;

Repl aced occurrences of "SNMPv2 application" wth
"application";

Del eted three sentences in old clause 4.2.3 describing the
handl i ng of an inpossible situation. This does not affect the
protocol in any way;

Clarified the use of the SNWPv2-Trap-Pdu in the old clause
4.2.6. This does not affect the protocol in any way;

Aligned description of the use of the InfornmRequest-Pdu in old
clause 4.2.7 with the architecture. This does not affect the
protocol in any way;

Updat ed ref erences;

Re-wrote introduction cl ause;

Repl aced manager/agent/ SNWPv2 entity terminology with
term nol ogy from RFC 2571. This does not affect the protoco
in any way;

Elimnated | MPORTS fromthe SM, replaced with equival ent in-
line ASN.1. This does not affect the protocol in any way;
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10.

Prot ocol Operations for SNWP December 2002
Added notes calling attention to two different nanifestations
of reaching the end of a table in the table wal k exanpl es;
Added content to security considerations clause;

Updated ASN. 1 comrent on use of Report-PDU. This does not
af fect the protocol in any way;

Updat ed acknow edgnents section
I ncl uded i nformati on on handling of BITS;

Del eted spurious comma in ASN. 1 definition of PDUs;

- Added abstract;

- Made handling of additional variable bindings in informns
consistent with that for traps. This was a correction of an
editorial oversight, and reflects inplenmentation practice;

- Added reference to RFC 2914.
Edi tor’s Address

Randy Presuhn

BMC Software, |nc.

2141 North First Street
San Jose, CA 95131
USA

Phone: +1 408 546 1006
EMai | : randy_presuhn@nt. com
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11. Full Copyright Statenent
Copyright (C The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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1. Introduction

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. M B objects are generally
accessed through the Sinple Network Managenment Protocol (SNWP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenment Information (SM). This neno specifies a MB
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nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580
[ RFC2580] .

Thi s docunent, Transport Mappings for the Sinple Network Managenent
Prot ocol, defines how the nanagenent protocol [RFC3416] may be
carried over a variety of protocol suites. It is the purpose of this
docunent to define howthe SNMP maps onto an initial set of transport
domains. At the tine of this witing, work was in progress to define
an | Pv6 mapping, described in [ RFC3419]. Oher mappi ngs may be
defined in the future.

Al t hough several mappings are defined, the mapping onto UDP over |Pv4
is the preferred mapping for systens supporting |Pv4. Systens

i mpl enenting | Pv4 MUST inplenent the mapping onto UDP over IPv4. To
maxi m ze interoperability, systems supporting other nmappi ngs SHOULD
al so provide for access via the UDP over |Pv4 mapping.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

2. Definitions
SNVPv2- TM DEFI NI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- | DENTI TY,
snnmpModul es, snnpDonmai ns, snnpPr oxys
FROM SNMPv2- SM
TEXTUAL- CONVENTI ON
FROM SNWVPv2- TC;

snmpv2t m MODULE- | DENTI TY
LAST- UPDATED "2002101600002"
ORGANI ZATI ON "I ETF SNMPv3 Wor ki ng G oup”
CONTACT- | NFO
"WG EMai | : snmpv3@i sts.tislabs.com
Subscribe: snnpv3-request @i sts.tislabs.com

Co- Chai r: Russ Mundy
Net wor k Associ at es Laboratories

post al : 15204 Onega Drive, Suite 300
Rockvill e, MD 20850-4601
USA

EMai | : mundy@i sl abs. com

phone: +1 301 947-7107
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Co- Chai r: Davi d Harrington
Ent erasys Net works

post al : 35 Industrial Way
P. O Box 5005
Rochest er, NH 03866- 5005

USA
EMai | : dbh@nt er asys. com
phone: +1 603 337-2614
Edi t or: Randy Presuhn
BMC Software, |nc.
post al : 2141 North First Street
San Jose, CA 95131
USA
EMai | : randy_presuhn@nt. com
phone: +1 408 546-1006"

DESCRI PTI ON
"The M B nodul e for SNVP transport mappi ngs.

Copyright (C The Internet Society (2002). This
version of this MB nodule is part of RFC 3417,

see the RFC itself for full |egal notices.
REVI SI ON *2002101600002"
DESCRI PTI ON

"Clarifications, published as RFC 3417."
REVI SI ON "1996010100002"
DESCRI PTI ON

"Clarifications, published as RFC 1906."
REVI SI ON *1993040100002"
DESCRI PTI ON

"The initial version, published as RFC 1449."
;2= { snnpMdules 19 }

SNVP over UDP over |Pv4

snnpUDPDonai n OBJECT- | DENTI TY

STATUS current

DESCRI PTI ON
"The SNWP over UDP over |Pv4 transport donain.
The corresponding transport address is of type
SnnpUDPAddr ess. "

;.= { snnpDonains 1 }
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SnnpUDPAddr ess :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "1d. 1d. 1d. 1d/ 2d"
STATUS current
DESCRI PTI ON
"Represents a UDP over |Pv4 address:
octets contents encodi ng
1-4 | P- addr ess net wor k- byt e order
5-6 UDP- port net wor k- byt e order
SYNTAX OCTET STRING (SI ZE (6))
-- SNWP over OSI
snpCLNSDormai n OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON

"The SNWMP over CLNS transport domain
The corresponding transport address is of type
SnnpOsSl Addr ess. "

;2= { snnpDonuains 2}

snpCONSDormai n OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The SNWMP over CONS transport domain
The corresponding transport address is of type
SnnpCSl Addr ess. "
::={ snnpDomains 3 }

SnnpOsSl Addr ess :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "*1x:/1x:"
STATUS current
DESCRI PTI ON
"Represents an OS|I transport-address:
octets contents encodi ng
1 | engt h of NSAP 'n’ as an unsi gned-int eger
(either 0 or from3 to 20)
2..(n+1) NSAP concrete binary representation
(n+2)..m TSEL string of (up to 64) octets
SYNTAX OCTET STRING (SIZE (1 | 4..85))
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-- SNWP over DDP

snnpDDPDomai n OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The SNWP over DDP transport dommin. The corresponding
transport address is of type SnnpNBPAddress."
::= { snnpDonuains 4 }

SnnpNBPAddr ess :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Represents an NBP nane:
octets contents encodi ng
1 l ength of object ’'n’ as an unsigned integer
2..(n+1) obj ect string of (up to 32) octets
n+2 | ength of type "p’ as an unsigned integer
(n+3) .. (n+2+p) type string of (up to 32) octets
n+3+p | ength of zone g’ as an unsigned integer

(n+4+p) .. (n+3+p+g) zone string of (up to 32) octets

For compari son purposes, strings are
case-insensitive. Al strings may contain any octet
ot her than 255 (hex ff)."

SYNTAX OCTET STRING (SI ZE (3..99))

-- SNWP over |PX

snipl PXDormai n OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The SNWP over |PX transport domain. The corresponding
transport address is of type Snnpl PXAddress."
::={ snnpDomains 5 }

Snnpl PXAddr ess :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "4x. 1x: 1x: 1x: 1x: 1x: 1x. 2d"
STATUS current
DESCRI PTI ON
"Represents an | PX address:
octets contents encodi ng
1-4 net wor k- nunber net wor k- byt e order
5-10 physi cal - addr ess net wor k- byt e order
11-12 socket - nunber net wor k- byt e order
SYNTAX OCTET STRING (SIZE (12))
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-- for proxy to SNMPvl (RFC 1157)

rfcll57Pr oxy OBJECT IDENTIFIER ::= { snnpProxys 1 }
rfcli57Domai n  OBJECT- | DENTI TY

STATUS depr ecat ed

DESCRI PTI ON

"The transport domain for SNWMPv1l over UDP over |Pv4.
The corresponding transport address is of type
SnnpUDPAddr ess. "

{ rfcll57Proxy 1 }

{ rfcll57Proxy 2 } this ODis obsolete
END

3. SNWP over UDP over |Pv4
This is the preferred transport mappi ng.

3.1. Serialization
Each instance of a message is serialized (i.e., encoded according to
the convention of [BER]) onto a single UDP [ RFC768] over |Pv4
[ RFC791] datagram using the algorithmspecified in Section 8.

3.2. \Well-known Val ues
It is suggested that adm nistrators configure their SNVMP entities
supporting command responder applications to listen on UDP port 161
Further, it is suggested that SNMP entities supporting notification

recei ver applications be configured to |isten on UDP port 162.

VWhen an SNWP entity uses this transport mapping, it nust be capable

of accepting messages up to and including 484 octets in size. It is
recormended that inplenentations be capabl e of accepting nessages of
up to 1472 octets in size. |Inplenmentation of larger values is

encour aged whenever possible.
4. SNWP over OSl
This is an optional transport napping.
4.1. Serialization
Each instance of a message is serialized onto a single TSDU [ S8072]

[1SB0O72A] for the OSI Connectionl ess-node Transport Service (CLTS)
using the algorithmspecified in Section 8.
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4.2. \ell-known Val ues

It is suggested that administrators configure their SNVP entities
supporting command responder applications to listen on transport

sel ector "snmp-1" (which consists of six ASCI|I characters), when
using a CL-npde network service to realize the CLTS. Further, it is
suggested that SNWVP entities supporting notification receiver
applications be configured to |isten on transport selector "snnmpt-1|"
(whi ch consists of seven ASCI| characters, six letters and a hyphen)
when using a CL-npde network service to realize the CLTS. Sinilarly,
when using a CO nbde network service to realize the CLTS, the
suggested transport selectors are "snnp-o" and "snnpt-o0", for command
responders and notification receivers, respectively.

When an SNWP entity uses this transport mapping, it nust be capable
of accepting messages that are at | east 484 octets in size.
I mpl enent ati on of |arger values is encouraged whenever possible.

5. SNWP over DDP
This is an optional transport nmapping.
5.1. Serialization

Each instance of a nessage is serialized onto a single DDP datagram
[ APPLETALK], using the algorithmspecified in Section 8.

5.2. Well-known Val ues

SNVP nessages are sent using DDP protocol type 8. SNWP entities
supporting comand responder applications |listen on DDP socket nunber
8, while SNWP entities supporting notification receiver applications
listen on DDP socket nunber 9.

Admi ni strators nmust configure their SNMP entities supporting conmrmand
responder applications to use NBP type "SNWP Agent" (which consists
of ten ASCI| characters) while those supporting notification receiver
applications must be configured to use NBP type "SNWP Trap Handl er"
(which consists of seventeen ASCI| characters).

The NBP name for SNWP entities supporting command responders and
notification receivers should be stable - NBP nanes should not change
any nore often than the | P address of a typical TCP/IP node. It is
suggested that the NBP nanme be stored in sone form of stable storage.

VWhen an SNWP entity uses this transport mapping, it nust be capable

of accepting messages that are at |east 484 octets in size.
| mpl enent ation of |arger values is encouraged whenever possible.
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5.3. Discussion of AppleTal k Addressing

The Appl eTal k protocol suite has certain features not nanifest in the
TCP/ 1P suite. AppleTalk’s nam ng strategy and the dynam c nature of
address assignment can cause problens for SNVMP entities that wish to
manage Appl eTal k networks. TCP/IP nodes have an associated |IP
address whi ch distingui shes each fromthe other. |n contrast,

Appl eTal k nodes generally have no such characteristic. The network-

| evel address, while often relatively stable, can change at every
reboot (or more frequently).

Thus, when SNWP i s nmapped over DDP, nodes are identified by a "nanme",
rather than by an "address". Hence, all AppleTal k nodes that

i mpl enent this mapping are required to respond to NBP | ookups and
confirms (e.g., inplenment the NBP protocol stub), which guarantees
that a mapping from NBP nane to DDP address will be possible.

In determning the SNVMP identity to register for an SNVWP entity, it
is suggested that the SNMP identity be a name which is associated
with other network services offered by the machine.

NBP | ookups, which are used to nap NBP nanes into DDP addresses, can
cause | arge amounts of network traffic as well as consume CPU
resources. It is also the case that the ability to performan NBP

| ookup is sensitive to certain network disruptions (such as zone
tabl e i nconsi stenci es) which would not prevent direct AppleTalk
comuni cati ons between two SNWVP entities.

Thus, it is recomended that NBP | ookups be used infrequently,
primarily to create a cache of nane-to-address nappings. These
cached nappi ngs should then be used for any further SNWP traffic. It
is recomended that SNVP entities supporting conmand gener at or
applications should nmaintain this cache between reboots. This
caching can help mnimze network traffic, reduce CPU | oad on the
network, and allow for (sone anmount of) network troubl e shooting when
t he basi c nane-to-address translati on mechani smis broken

5.3.1. How to Acquire NBP nanes

An SNWP entity supporting comand generator applications my have a
pre-configured list of names of "known" SNMP entities supporting
conmand responder applications. Simlarly, an SNVP entity supporting
conmand generator or notification receiver applications m ght
interact with an operator. Finally, an SNWP entity supporting
command generator or notification receiver applications mght

conmuni cate with all SNWP entities supporting command responder or
notification originator applications in a set of zones or networKks.
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5.3.2. Wen to Turn NBP nanes into DDP addresses

VWhen an SNWP entity uses a cache entry to address an SNWP packet, it
should attenpt to confirmthe validity mapping, if the mapping hasn't
been confirmed within the last Tl seconds. This cache entry
lifetime, T1, has a mninum default value of 60 seconds, and shoul d
be configurable.

An SNWP entity supporting a command generator application nay deci de
to prinme its cache of nanes prior to actually comrunicating with
another SNMP entity. |In general, it is expected that such an entity
may want to keep certain mappings "nore current” than ot her nappings,
e.g., those nodes which represent the network infrastructure (e.g.
routers) may be deened "nore inportant”.

Note that an SNWP entity supporting comand generator applications
should not prine its entire cache upon initialization - rather, it
shoul d attenpt resolutions over an extended period of tine (perhaps
in sone pre-determned or configured priority order). Each of these
resolutions mght, in fact, be a wildcard | ookup in a given zone.

An SNWP entity supporting command responder applications must never
prime its cache. Wen generating a response, such an entity does not
need to confirma cache entry. An SNWP entity supporting
notification originator applications should do NBP | ookups (or
confirms) only when it needs to send an SNWMP trap or inform

5.3.3. How to Turn NBP nanes into DDP addresses

If the only piece of information available is the NBP name, then an

NBP | ookup shoul d be perforned to turn that nanme into a DDP address.
However, if there is a piece of stale information, it can be used as
a hint to performan NBP confirm (which sends a unicast to the

net wor k address which is presumed to be the target of the nane

| ookup) to see if the stale information is, in fact, still valid.

An NBP nanme to DDP address mapping can also be confirned inplicitly
using only SNWMP transactions. For exanple, an SNMP entity supporting
conmand generator applications issuing a retrieval operation could
also retrieve the rel evant objects fromthe NBP group [ RFC1742] for
the SNVP entity supporting the comuand responder application. This
information can then be correlated with the source DDP address of the
response.

5.3.4. Vhat if NBP is broken

Under sone circunstances, there may be connectivity between two SNWP
entities, but the NBP mappi ng machi nery may be broken, e.g.
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6.

6.

6.

1

2.

o the NBP FwdReq (forward NBP | ookup onto | ocal attached network)
mechani sm i ght be broken at a router on the other entity’s
net wor k; or,

o the NBP BrRg (NBP broadcast request) mechani sm m ght be broken at
arouter on the entity’s own network; or

o NBP m ght be broken on the other entity’s node.

An SNWVP entity supporting command generator applications which is
dedi cated to Appl eTal k managenent m ght choose to alleviate some of
these failures by directly inplenenting the router portion of NBP
For exanple, such an entity m ght already know all the zones on the
Appl eTal k i nternet and the networks on which each zone appears.

G ven an NBP | ookup which fails, the entity could send an NBP FwdReq
to the network in which the SNMP entity supporting the comrand
responder or notification originator application was |ast |ocated.

If that failed, the station could then send an NBP LkUp (NBP | ookup
packet) as a directed (DDP) nulticast to each network nunber on that
network. O the above (single) failures, this conbined approach will
sol ve the case where either the local router’s BrRg-to-FwReq
mechani smis broken or the rempte router’s FwdReg-to-LkUp mechani sm
i s broken.

SNWP over |PX
This is an optional transport nmapping.
Serialization

Each instance of a nessage is serialized onto a single |IPX datagram
[ NOVELL], using the algorithmspecified in Section 8.

Wel | - known Val ues

SNVP nmessages are sent using | PX packet type 4 (i.e., Packet Exchange
Pr ot ocol ).

It is suggested that administrators configure their SNVP entities
supporting command responder applications to listen on | PX socket
36879 (900f hexadecimal). Further, it is suggested that those
supporting notification receiver applications be configured to listen
on | PX socket 36880 (9010 hexadecimal).

When an SNWP entity uses this transport mapping, it nust be capable
of accepting messages that are at |east 546 octets in size.
I mpl enent ati on of |arger values is encouraged whenever possible.
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7. Proxy to SNWPv1

Historically, in order to support proxy to SNMPvl, as defined in
[ RFC2576], it was deened useful to define a transport domain
rfcl157Domai n, which indicates the transport mapping for SNW
nessages as defined in [ RFC1157].

8. Serialization using the Basic Encoding Rul es
When the Basic Encoding Rules [BER] are used for serialization

(1) When encoding the length field, only the definite formis used;
use of the indefinite formencoding is prohibited. Note that
when using the definite-long form it is permissible to use
nore than the mni mum nunber of |ength octets necessary to
encode the length field.

(2) When encoding the value field, the primtive formshall be used
for all sinple types, i.e., INTEGER, OCTET STRING and OBJECT
| DENTI FI ER (either IMPLICIT or explicit). The constructed form
of encodi ng shall be used only for structured types, i.e., a
SEQUENCE or an | MPLI CI T SEQUENCE

(3) When encodi ng an object whose syntax is described using the
BI TS construct, the value is encoded as an OCTET STRING in
which all the naned bits in (the definition of) the bitstring,
conmencing with the first bit and proceeding to the last bit,
are placed in bits 8 (high order bit) to 1 (low order bit) of
the first octet, followed by bits 8 to 1 of each subsequent
octet in turn, followed by as many bits as are needed of the
final subsequent octet, comencing with bit 8. Renmaining bits,
if any, of the final octet are set to zero on generation and
i gnored on receipt.

These restrictions apply to all aspects of ASN. 1 encoding, including

the nessage w appers, protocol data units, and the data objects they
cont ai n.
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8.1. Usage Exanple

As an exanpl e of applying the Basic Encoding Rul es, suppose one

wanted to encode an instance of the CGetBul kRequest-PDU [ RFC3416]:

[5] IMPLICIT SEQUENCE {
request-id 1414684022,
non-repeaters 1,
max-repetitions 2,
vari abl e- bi ndi ngs {
{ name sysUpTi e,
val ue { unSpecified NULL } },
{ nane i pNet ToMedi aPhysAddr ess,
val ue { unSpecified NULL } },
{ name i pNet ToMedi aType,
val ue { unSpecified NULL } }

}
}
Applying the BER, this may be encoded (in hexadecimal) as:
[5] IMPLICI T SEQUENCE a5 82 00 39
| NTEGER 02 04 54 52 5d 76
| NTEGER 02 01 01
| NTEGER 02 01 02
SEQUENCE ( OF) 30 2b
SEQUENCE 30 Ob
OBJECT | DENTIFIER 06 07 2b 06 01 02 01 01 03
NULL 05 00
SEQUENCE 30 od
OBJECT | DENTIFIER 06 09 2b 06 01 02 01 04 16 01 02
NUL L 05 00
SEQUENCE 30 oOd
OBJECT | DENTIFIER 06 09 2b 06 01 02 01 04 16 01 04
NULL 05 00

2002

Note that the initial SEQUENCE in this exanple was not encoded using
the m ni mum nunber of length octets. (The first octet of the length,
82, indicates that the Iength of the content is encoded in the next

two octets.)
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9.

10.

Notice on Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intell ectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any license under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF's procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
licenses to be nade avail able, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary

ri ghts which nay cover technol ogy that nay be required to practice
this standard. Pl ease address the information to the | ETF Executive
Director.
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11. | ANA Consi derations
The SNMPv2-TM M B nodul e requires the allocation of a single object
identifier for its MODULE-IDENTITY. |1ANA has allocated this object

identifier in the snnpMdul es subtree, defined in the SNMPv2-SM M B
nmodul e.
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12.

13.

13.

Security Considerations

SNWMPv1l by itself is not a secure environment. Even if the network
itself is secure (for exanple by using | PSec), even then, there is no
control as to who on the secure network is allowed to access and

CGET/ SET (read/ change) the objects accessible through a command
responder application.

It is recormended that the inplenentors consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel STD 62, RFC 3414 [RFC3414] and the
Vi ew based Access Control Mdel STD 62, RFC 3415 [ RFC3415] is
recomrended.

It is then a custoner/user responsibility to ensure that the SNWP
entity giving access to a MB is properly configured to give access
to the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change) them
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1. The Internet-Standard Managenment Framework

For a detailed overview of the docunments that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managerment Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).

ohjects in the MB are defined using the nechani sns defined in the
Structure of Managenment Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

It is the purpose of this docunent to define nanaged objects which
descri be the behavior of an SNWMP entity, as defined in the SNW
architecture STD 62, [RFC3411].

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

2. Definitions
SNWPv2-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
Ti meTi cks, Counter32, snnpMdul es, m b-2

FROM SNMPv2- SM
Di splayString, TestAndlncr, TinmeStanp

Presuhn, et al. St andards Track [ Page 2]



RFC 3418 M B for SNW Decenber 2002

FROM SNWPv2-TC
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNWVPv 2- CONF;

snmpM B MODULE- | DENTI TY
LAST- UPDATED "2002101600002"
ORGANI ZATI ON "I ETF SNMPv3 Wor ki ng G oup”
CONTACT- | NFO
"WG EMai | : snmpv3@i sts.tislabs.com
Subscribe: snmpv3-request @i sts.tislabs.com

Co- Chai r: Russ Mundy
Net wor k Associ at es Laboratories

post al : 15204 Onega Drive, Suite 300
Rockvill e, MD 20850-4601
USA

EMai | : mundy @i sl abs. com

phone: +1 301 947-7107

Co- Chai r: Davi d Harrington
Ent er asys Net wor ks

post al : 35 I ndustrial Wy
P. O Box 5005
Rochest er, NH 03866- 5005

USA
EMai | : dbh@nt er asys. com
phone: +1 603 337-2614
Edi tor: Randy Presuhn
BMC Sof tware, Inc.
post al : 2141 North First Street
San Jose, CA 95131
USA
EMai | : randy_presuhn@nt. com
phone: +1 408 546-1006"

DESCRI PTI ON
"The M B nmodule for SNVMP entities.

Copyright (C The Internet Society (2002). This
version of this MB nodule is part of RFC 3418;

see the RFC itself for full |egal notices.
REVI SI ON *2002101600002"
DESCRI PTI ON
"This revision of this MB nodul e was published as
RFC 3418."
REVI SI ON *1995110900002"
DESCRI PTI ON
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"This revision of this MB nodul e was published as

RFC 1907."
REVI SI ON "199304010000Z"
DESCRI PTI ON
"The initial revision of this MB nodul e was publi shed
as RFC 1450."
;.= { snnpModules 1 }
snnpM BObj ects OBJECT IDENTIFIER ::= { shnpMB 1}
-- = { snmpM BObj ects 1 } this ODis obsolete
-- = { snnmpM BObj ects 2 } this ODis obsolete
-- = { snnmpM BObj ects 3 } this ODis obsolete

-- the System group

-- a collection of objects cormmon to all nanaged systens.
system OBJECT IDENTIFIER ::={ mb-2 1}

sysDescr OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..255))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A textual description of the entity. This value should
include the full name and version identification of
the system s hardware type, software operating-system
and networking software.”

= { system1 }

sysObj ect | D OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The vendor’s authoritative identification of the
net wor k managenent subsystem contained in the entity.
This value is allocated within the SM enterprises
subtree (1.3.6.1.4.1) and provides an easy and
unanbi guous means for determ ning ‘what kind of box’ is
bei ng managed. For exanple, if vendor ‘Flintstones,
Inc.” was assigned the subtree 1.3.6.1.4.1.424242,
it could assign the identifier 1.3.6.1.4.1.424242.1.1
toits ‘Fred Router’."

c:={ system?2 }

sysUpTi me OBJECT- TYPE
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SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The tinme (in hundredths of a second) since the
net wor k managenent portion of the systemwas | ast
re-initialized."

= { system3 }

sysCont act OBJECT- TYPE
SYNTAX Di splayString (SIZE (0..255))
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The textual identification of the contact person for
this managed node, together with information on how

to contact this person. |If no contact information is
known, the value is the zero-length string."

c:={ system4 }

sysName OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..255))

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"An admi ni strativel y-assi gned nane for this nanaged
node. By convention, this is the node’s fully-qualified
domain nane. |f the name is unknown, the value is
the zero-length string.”

.= { system5 }

sysLocati on OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..255))

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The physical location of this node (e.g., ’'tel ephone
closet, 3rd floor’). If the location is unknown, the
value is the zero-length string."

c:={ system©6 }

sysServi ces OBJECT- TYPE

SYNTAX | NTEGER (0. .127)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A value which indicates the set of services that this
entity nay potentially offer. The value is a sum
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This suminitially takes the value zero. Then, for

each layer, L, in the range 1 through 7, that this node
performs transactions for, 2 raised to (L - 1) is added
to the sum For exanple, a node which perforns only
routing functions would have a value of 4 (27(3-1)).

In contrast, a node which is a host offering application
services woul d have a value of 72 (27(4-1) + 27(7-1)).
Note that in the context of the Internet suite of
protocol s, val ues shoul d be cal cul ated accordi ngly:

| ayer functionality
1 physical (e.g., repeaters)
2 dat al i nk/ subnetwork (e.g., bridges)
3 internet (e.g., supports the IP)
4 end-to-end (e.g., supports the TCP)
7 applications (e.g., supports the SMIP)

For systens including CSI protocols, layers 5 and 6
may al so be counted."
c:={ system?7 }

-- object resource information

-- a collection of objects which describe the SNVWP entity’s
-- (statically and dynam cally configurable) support of
-- various M B nodul es.

sysORLast Change OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at the time of the nost recent
change in state or value of any instance of sysORID."

c:={ system8 }

sysORTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SysORENntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing the capabilities of
the |l ocal SNMP application acting as a comand
responder with respect to various M B nodul es.
SNVP entities having dynam cal | y-configurabl e support
of M B nodules will have a dynani cal |l y-varyi ng nunber
of conceptual rows."

o= { system?9 }
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sysOREntry OBJECT- TYPE
SYNTAX SysOREntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) in the sysORTable."
| NDEX { sysORI ndex }
.= { sysORTable 1}

SysOREntry ::= SEQUENCE {
sysORl ndex | NTEGER,
sysORI D OBJECT | DENTI FI ER,
sysORDescr Di splayString,
sysORUpTi ne Ti meSt anp

}

sysORl ndex OBJECT- TYPE

SYNTAX | NTEGER (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The auxiliary variable used for identifying instances
of the columar objects in the sysORTable."

c:= { sysOREntry 1 }

sysORI D OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"An authoritative identification of a capabilities
statement with respect to various M B nodul es supported
by the local SNWP application acting as a comrand
responder.”

c:={ sysOREntry 2}

sysORDescr OBJECT- TYPE

SYNTAX Di splayString

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"A textual description of the capabilities identified
by the correspondi ng i nstance of sysORID."

c:={ sysOREntry 3}

sysORUpTi ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS r ead-only
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STATUS current

DESCRI PTI ON
"The value of sysUpTinme at the time this conceptua
row was | ast instantiated."

c:={ sysOREntry 4}

-- the SNWP group
-- a collection of objects providing basic instrunentati on and
-- control of an SNWP entity.

snnp OBJECT IDENTIFIER ::={ mb-2 11 }

snipl nPkt s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunmber of nessages delivered to the SNWP
entity fromthe transport service."

c:={ snnp 1}

snnpl nBadVer si ons OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total number of SNWMP messages which were delivered
to the SNMP entity and were for an unsupported SNWP
version."

c:={ snnp 3}

snpl nBadComuni t yNanmes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total number of community-based SNMP nessages (for
exanpl e, SNWPv1l) delivered to the SNWP entity which
used an SNVP conmunity name not known to said entity.
Al so, inplenentations which authenticate community-based
SNVP nessages using check(s) in addition to matching
the comunity nanme (for exanple, by also checking
whet her the nmessage originated froma transport address
allowed to use a specified community name) MAY incl ude
in this value the nunber of nessages which failed the
addi ti onal check(s). It is strongly RECOMMENDED t hat
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the docunentation for any security nodel which is used
to authenticate comunity-based SNVP nessages specify
the precise conditions that contribute to this value."

:={ snnp 4}

snnpl nBadComruni t yUses OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total number of community-based SNMP nessages (for
exanpl e, SNWPv1l) delivered to the SNWP entity which
represented an SNVP operation that was not all owed for
the SNWP conmunity naned in the nessage. The precise
condi ti ons under which this counter is increnented
(if at all) depend on how the SNWP entity inplements
its access control mechani smand how its applications
interact with that access control mechanism It is
strongly RECOMVENDED t hat the docunentation for any
access control nechani smwhich is used to control access
to and visibility of MB instrunmentation specify the
preci se conditions that contribute to this value."

c:={ snnp 5}

snnpl nASNPar seErrs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The total nunber of ASN. 1 or BER errors encountered by
the SNWP entity when decodi ng recei ved SNVWP nessages. "

::={ snnp 6 }

snnpEnabl eAut henTr aps OBJECT- TYPE

SYNTAX | NTEGER { enabl ed(1), disabled(2) }

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"I ndi cates whether the SNWP entity is pernitted to
generate authenticationFailure traps. The value of this
obj ect overrides any configuration information; as such
it provides a neans whereby all authenticationFailure
traps nay be disabl ed.

Note that it is strongly recomrended that this object
be stored in non-volatile nenory so that it remains
constant across re-initializations of the network
managenent system"

Presuhn, et al. St andards Track [ Page 9]



RFC 3418 M B for SNW Decenber 2002

.= { snnp 30 }

snnpSi | ent Drops OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The total number of Confirmed C ass PDUs (such as
CGet Request - PDUs, Get Next Request - PDUs,
Get Bul kRequest - PDUs, Set Request - PDUs, and
I nf or MRequest - PDUs) delivered to the SNVWP entity which
were silently dropped because the size of a reply
containing an alternate Response C ass PDU (such as a
Response-PDU) with an enpty vari abl e-bi ndings field
was greater than either a local constraint or the
maxi mum nessage size associated with the originator of
the request.”

o= { snnp 31}

snnpPr oxyDr ops OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The total nunber of Confirned C ass PDUs
(such as GCet Request - PDUs, Get Next Request - PDUs,
Get Bul kRequest - PDUs, Set Request - PDUs, and
I nf or MRequest - PDUs) delivered to the SNWP entity which
were silently dropped because the transm ssion of
the (possibly translated) nessage to a proxy target
failed in a manner (other than a tinme-out) such that
no Response C ass PDU (such as a Response-PDU) coul d
be returned."”

::={ snnp 32}
-- information for notifications
-- a collection of objects which allow the SNW entity, when

-- supporting a notification originator application,
-- to be configured to generate SNMPv2-Trap- PDUs.

snnpTr ap OBJECT IDENTIFIER ::= { snnpM Bbj ects 4 }
snnpTrapO D OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS accessi bl e-for-notify

STATUS current

DESCRI PTI ON
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"The authoritative identification of the notification
currently being sent. This variable occurs as

the second varbind in every SNMPv2- Trap- PDU and

I nf or mRequest - PDU. "

{ snmpTrap 1}

{ snnpTrap 2 } this ODis obsolete

snnpTrapEnt er pri se OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS accessi bl e-for-notify
STATUS current

DESCRI PTI ON

"The authoritative identification of the enterprise
associated with the trap currently being sent. Wen an
SNWVP proxy agent is mapping an RFCL157 Trap- PDU

into a SNMPv2-Trap-PDU, this variable occurs as the

| ast varbind."

{ snnpTrap 3 }

{ snmpTrap 4 } this ODis obsolete

-- wel |l -known traps
snnpTr aps OBJECT IDENTIFIER ::= { snnmpM Bbj ects 5 }

col dStart NOTI FI CATI ON- TYPE

STATUS current

DESCRI PTI ON
"A coldStart trap signifies that the SNMP entity,
supporting a notification originator application, is
reinitializing itself and that its configurati on nay
have been altered.”

::={ snnpTraps 1}

war nSt art NOTI FI CATI ON- TYPE

STATUS current

DESCRI PTI ON
"AwarntStart trap signifies that the SNMP entity,
supporting a notification originator application
is reinitializing itself such that its configuration
is unaltered."

::={ snmpTraps 2 }

-- Note the |inkDown NOTIFI CATION-TYPE ::= { snmpTraps 3 }

-- and the linkUp NOTIFI CATION-TYPE ::= { snmpTraps 4 }
-- are defined in RFC 2863 [ RFC2863]
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aut henti cati onFai | ure NOTI FI CATI ON- TYPE
STATUS current
DESCRI PTI ON
"An authenticationFailure trap signifies that the SNW

entity has received a protocol nessage that is not
properly authenticated. While all inplenentations
of SNMP entities MAY be capabl e of generating this
trap, the snnpEnabl eAut henTraps obj ect indicates
whet her this trap will be generated."

::={ snnpTraps 5 }

-- Note the egpNei ghborLoss notification is defined
-- as { snnpTraps 6 } in RFC 1213

-- the set group

-- a collection of objects which allow several cooperating
-- command generator applications to coordinate their use of the
-- set operation.

snipSet OBJECT IDENTIFIER ::= { snnmpM Bbj ects 6 }

snmpSet Seri al No OBJECT- TYPE

SYNTAX Test Andl ncr

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"An advisory |l ock used to allow several cooperating
conmand generator applications to coordinate their
use of the SNWP set operation.

This object is used for coarse-grain coordination.
To achieve fine-grain coordination, one or nore simlar
objects m ght be defined within each M B group, as
appropriate.”

o= { snnpSet 1}

-- confornmance i nfornmation

snimpM BConf or mance
OBJECT | DENTI FI ER ::

{ snmpM B 2 }

snnpM BConpl i ances
OBJECT | DENTI FI ER : :
snnpM BG oups OBJECT | DENTI FI ER : :

{ snnmpM BConf ormance 1 }
{ snmpM BConf or mance 2 }

-- compliance statenents
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-- .= { snnpM BConpliances 1 } this ODis obsolete
snnpBasi cConpl i ance MODULE- COVPLI ANCE
STATUS deprecated
DESCRI PTI ON
"The conpliance statement for SNMPv2 entities which

i npl enent the SNMPv2 M B.

This conpliance statenment is replaced by
snnpBasi cConpl i anceRev2. "
MODULE -- this nodul e
MANDATORY- GROUPS { snnpG oup, snmpSet G oup, systen(s oup,
snnpBasi cNot i fi cati onsG oup }

GROUP  snnpComuni t yGr oup

DESCRI PTI ON
"This group is mandatory for SNMPv2 entities which
support comunity-based aut hentication.”

;.= { snnpM BConpl i ances 2 }

snnpBasi cConpl i anceRev2 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for SNVP entities which
i mpl enent this MB nodul e. ™
MODULE -- this nodul e
MANDATORY- GROUPS { snnpG oup, snhnmpSet Group, systentsoup,
snnpBasi cNot i fi cati onsG oup }

GROUP  snnpComuni t yGr oup

DESCRI PTI ON
"This group is nmandatory for SNMP entities which
support comunity-based aut hentication."

GROUP  snmpWarnftart Notificati onG oup

DESCRI PTI ON
"This group is nandatory for an SNMP entity which
supports comrand responder applications, and is
able to reinitialize itself such that its
configuration is unaltered.”

;.= { snnpM BConpl i ances 3 }
-- units of conformnce
this ODis obsolete

this ODis obsolete
this ODis obsolete

{ snmpM BG oups
{ snmpM BG oups
{ snnmpM BG oups

WN B
L
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-- ::={ snnpM BG oups 4 } this ODis obsolete

snnmpG oup OBJECT- GROUP
OBJECTS { snnpl nPkts,
snmpl nBadVer si ons,
snnpl nASNPar seErr s,
snnpSi | ent Dr ops,
snnpPr oxyDr ops,
snnpEnabl eAut henTr aps }
STATUS current
DESCRI PTI ON
"A collection of objects providing basic instrunmentation
and control of an SNWP entity."
::={ snnpM BG oups 8 }

snnmpConmmuni t yG oup OBJECT- GROUP
OBJECTS { snnpl nBadComuni t yNanes,
snnpl nBadCommuni t yUses }
STATUS current
DESCRI PTI ON
"A collection of objects providing basic instrumentation
of a SNWP entity which supports comunity-based
aut hentication.™
;.= { snnpM BG oups 9 }

snnpSet G oup OBJECT- GROUP

OBJECTS { snnpSet Seri al No }

STATUS current

DESCRI PTI ON
"A collection of objects which allow several cooperating
conmand generator applications to coordinate their
use of the set operation.”

::={ snmpM BG oups 5 }

syst enGroup OBJECT- GROUP
OBJECTS { sysDescr, sysObjectlD, sysUpTi e,
sysCont act, sysNane, syslLocation,
sysServi ces,
sysORLast Change, sysORI D,
sysORUpTi ne, sysORDescr }
STATUS current
DESCRI PTI ON
"The system group defines objects which are conmon to all
managed systens."
::={ snmpM BG oups 6 }

snnpBasi cNot i fi cati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATIONS { coldStart, authenticationFailure }
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STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNWP entity
supporting command responder applications.”
2= { snnpM BG oups 7 }

snnpWar nSt art Not i fi cati onG oup NOTI FI CATI ON- GROUP

NOTI FI CATIONS { warnttart }

STATUS current

DESCRI PTI ON
"An additional notification for an SNMP entity supporting
conmand responder applications, if it is able to reinitialize
itself such that its configuration is unaltered."

::={ snnpM BG oups 11 }

snmpNot i fi cati onG oup OBJECT- GROUP
OBJECTS { snnpTrapO D, snnpTrapEnterprise }
STATUS current
DESCRI PTI ON
"These objects are required for entities
whi ch support notification originator applications."
::={ snnpM BG oups 12 }

-- definitions in RFC 1213 made obsol ete by the inclusion of a
-- subset of the snnmp group in this MB

snmpQut Pkt s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total number of SNWMP Messages which were
passed fromthe SNVWP protocol entity to the
transport service."

c:={ snnp 2}
-- { snnp 7 } is not used

snnpl nTooBi gs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunmber of SNMP PDUs which were
delivered to the SNWP protocol entity and for
which the value of the error-status field was
‘tooBig."

::={ snnp 8 }
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snnpl nNoSuchNanes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunber of SNWP PDUs which were
delivered to the SNWP protocol entity and for
which the value of the error-status field was
‘noSuchNane’ . "

c:={ snnp 9 }

snnpl nBadVal ues OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunber of SNMP PDUs whi ch were
delivered to the SNWP protocol entity and for
whi ch the value of the error-status field was
‘ badVval ue’ . "

::={ snmp 10 }

snmpl nReadOnl ys OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol et e

DESCRI PTI ON
"The total number valid SNMP PDUs which were delivered
to the SNMP protocol entity and for which the val ue
of the error-status field was ‘readOnly’. It should
be noted that it is a protocol error to generate an
SNMP PDU whi ch contains the value ‘readOnly’ in the
error-status field, as such this object is provided
as a means of detecting incorrect inplenentations of
t he SNWP. "

o= { snnp 11 }

snnmpl nGenErrs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunber of SNWMP PDUs which were delivered
to the SNMP protocol entity and for which the val ue
of the error-status field was ‘genErr’."

c:={ snnp 12 }

snnpl nTot al ReqVars OBJECT- TYPE
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SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total number of M B objects which have been
retrieved successfully by the SNMP protocol entity
as the result of receiving valid SNWP Get - Request
and Get-Next PDUs."

c:={ snmp 13}

snipl nTot al Set Vars OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol et e

DESCRI PTI ON
"The total number of M B objects which have been
altered successfully by the SNVP protocol entity as
the result of receiving valid SNVP Set - Request PDUs."

o= { snnp 14 }

snnpl nGet Request s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunber of SNWP Cet-Request PDUs which
have been accepted and processed by the SNWP
protocol entity."

2= { snnp 15}

snnpl nGet Next s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunber of SNWP Get-Next PDUs which have been
accepted and processed by the SNWP protocol entity."

::={ snnmp 16 }

snnpl nSet Request s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunber of SNWP Set-Request PDUs which
have been accepted and processed by the SNWP prot ocol
entity."

o= { snnp 17 }
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snnpl nGet Responses OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunber of SNWP Get - Response PDUs which
have been accepted and processed by the SNMP protoco
entity."

::={ snmp 18 }

snnpl nTraps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS obsol ete
DESCRI PTI ON
"The total number of SNMP Trap PDUs whi ch have been
accepted and processed by the SNWP protocol entity.”

o= { snnp 19 }

snnpQut TooBi gs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunber of SNWVP PDUs which were generated
by the SNWP protocol entity and for which the val ue
of the error-status field was ‘tooBig.’"

::={ snnp 20 }

snnpQut NoSuchNanes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total number of SNWMP PDUs which were generated
by the SNWP protocol entity and for which the val ue
of the error-status was ‘noSuchNane’."

o= { snmp 21}

snmpQut BadVal ues OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS obsol et e
DESCRI PTI ON

"The total number of SNWMP PDUs which were generated
by the SNMP protocol entity and for which the val ue
of the error-status field was ‘badVval ue’."

o= { snnp 22}
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is not used

snnmpQut GenErrs OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS

DESCRI PTI ON
"The tota
by the SNWP protoco

Count er 32
read-only
obsol ete

nunber of SNWP PDUs which were generated
entity and for which the val ue

of the error-status field was ‘genErr’."
c:={ snnp 24 }

snmpQut Get Request s OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS

Count er 32
read-only
obsol ete

Pr esuhn,

DESCRI PTI ON
"The total nunber of SNWP Get - Request PDUs which
have been generated by the SNMP protocol entity."
2= { snmp 25}

snnmpQut Get Next s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS obsol ete
DESCRI PTI ON
"The total nunber of SNWP Cet-Next PDUs which have
been generated by the SNMP protocol entity."

2= { snnp 26 }

snnmpQut Set Request s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunber of SNWP Set - Request PDUs which
have been generated by the SNMP protocol entity."

o= { snmp 27 }

snnmpQut Get Responses OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS obsol ete
DESCRI PTI ON
"The total nunber of SNWP Cet-Response PDUs which
have been generated by the SNMP protocol entity."

2= { snnp 28 }
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snnmpQut Traps OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS obsol ete

DESCRI PTI ON

"The total nunber of SNWP Trap PDUs which have
been generated by the SNMP protocol entity."

c:={ snmp 29 }

snmpObsol et eG oup OBJECT- GROUP
OBJECTS { snnpCQut Pkts, snnplnTooBi gs, snnmpl nNoSuchNarmes,

snnpl nBadVal ues, snnpl nReadOnlys, snnpl nGenErrs,
snnpl nTot al ReqVars, snnplnTot al Set Vars,
snnpl nGet Request s, snnpl nGet Nexts, snnpl nSet Request s,
snnpl nGet Responses, snnpl nTraps, snnpCut TooBi gs,
snmpQut NoSuchNames, snnpCQut BadVal ues,
snmpQut GenErrs, snnmpQut Get Requests, snnmpQut Get Next s,
snmpQut Set Request s, snnpQut Get Responses, snnpQut Tr aps

}
STATUS obsol ete
DESCRI PTI ON
"A collection of objects fromRFC 1213 nmade obsol ete
by this MB nodule.”
;.= { snnpM BG oups 10 }

END
3. Notice on Intellectual Property

The I ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or mght not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF's procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clainms of rights nade avail able for publication and any assurances of
licenses to be nade avail able, or the result of an attenpt nmade to
obtain a general license or pernission for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary

ri ghts which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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Security Considerations

There are a nunber of nanagenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite. Such objects may be

consi dered sensitive or vulnerable in some network environments. The
support for SET operations in a non-secure environment w thout proper
protection can have a negative effect on network operations.

SNWPv1l by itself is not a secure environnent. Even if the network
itself is secure (for exanple by using | PSec), even then, there is no
control as to who on the secure network is allowed to access and

CGET/ SET (read/ change) the objects in this MB.
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6.

6.

It is recomended that the inplenentors consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel STD 62, RFC 3414 [RFC3414] and the
Vi ew based Access Control Mdel STD 62, RFC 3415 [ RFC3415] is
recomended.

It is then a custoner/user responsibility to ensure that the SNWP
entity giving access to an instance of this MB is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to i ndeed GET or SET (change)
them
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7. Changes from RFC 1907
These are the changes from RFC 1907:
- Corrected typo in copyright statenent;
- Updat ed copyri ght date;
- Updated with new editor’s nanme and contact information;
- Cosnetic fixes to |layout and typography;
- Changed title;
- Replace introduction with current M B boil erpl ate;
- Updat ed references;
- Fixed typo in sysORUpTi ne;
-  Re-worded description of snnpSil entDrops;
- Updated reference to RFC 1573 to 2863;
- Added IPR boilerplate as required by RFC 2026;

- Weakened aut henticationFailure description from MUST to MY,
clarified that it pertains to all SNWP entities;
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- Carified descriptions of snnpl nBadComuni t yNanes and
snnpl nBadCommuni t yUses;
- Updated nodul e-identity and contact information
- Updat ed the acknow edgnents section
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- Updat ed docunent headers and footers;
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in RFC 1907;
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archi tecture,;

- Changed val ue used in exanple for sysChjectlD;

- Added an abstract;
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- Updated working group nailing |ist address;

- Added co-chair’s address.
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