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1. Introduction

Thi s specification generalizes the netadata format defined by "OpenlD
Connect Discovery 1.0" [OpenlD.Discovery] in a way that is conpatible
wi th Openl D Connect Discovery while being applicable to a wi der set

of QAuth 2.0 use cases. This is intentionally parallel to the way
that "OAuth 2.0 Dynamic Cient Registration Protocol" [RFC7591]
generalized the dynamic client registrati on mechani snms defined by
"Openl D Connect Dynanmic Client Registration 1.0"

[Openl D.Registration] in a way that is conpatible with it.

The nmetadata for an authorization server is retrieved froma well-
known | ocation as a JSON [ RFC8259] docunent, which declares its
endpoi nt | ocations and authorization server capabilities. This
process is described in Section 3.
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This nmetadata can be communi cated either in a self-asserted fashion
by the server origin via HTTPS or as a set of signed netadata val ues
represented as clains in a JSON Wb Token (JWI) [JWI]. In the JW
case, the issuer is vouching for the validity of the data about the
aut horization server. This is analogous to the role that the
Software Statenent plays in OQAuth Dynamic Cient Registration

[ RFC7591] .

The nmeans by which the client chooses an authorization server is out
of scope. |In some cases, its issuer identifier may be manually
configured into the client. |In other cases, it may be dynanically
di scovered, for instance, through the use of WbFi nger [ RFC7033], as
described in Section 2 of "OpenlD Connect Discovery 1.0"

[ Openl D. Di scovery].

1.1. Requirenents Notation and Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
" SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in al
capitals, as shown here.

Al'l uses of JSON Wb Signature (JW5) [JW5] and JSON Web Encryption
(JVE) [JWE] data structures in this specification utilize the JWs
Conpact Serialization or the JWE Conpact Serialization; the JW5 JSON
Serialization and the JWE JSON Serialization are not used.

1.2. Term nol ogy

Thi s specification uses the terns "Access Token", "Authorization
Code", "Authorization Endpoint", "Authorization Gant",
"Aut hori zation Server", "Cient", "Cient Authentication", "Cient
Identifier", "Client Secret", "G ant Type", "Protected Resource",
"Redirection URI", "Refresh Token", "Resource Omer", "Resource
Server", "Response Type", and "Token Endpoint" defined by QAuth 2.0

[ RFC6749]; the terns "C aimNane", "d aimValue", and "JSON Wb Token
(JWN " defined by JSON Wb Token (JWI) [JWI]; and the term "Response
Mode" defined by "QAuth 2.0 Miltiple Response Type Encoding
Practices" [ QAuth. Responses].

Jones, et al. St andards Track [ Page 3]



RFC 8414 QAuth 2.0 Authorization Server Mt adata June 2018

2. Authorization Server Mtadata

Aut hori zati on servers can have netadata describing their
configuration. The follow ng authorization server netadata val ues
are used by this specification and are registered in the 1 ANA "QAuth
Aut hori zation Server Metadata" registry established in Section 7.1:

i ssuer
REQUI RED. The authorization server’s issuer identifier, which is
a URL that uses the "https" scheme and has no query or fragnent
conponents. Authorization server nmetadata is published at a
| ocation that is ".well-known" according to RFC 5785 [ RFC5785]
derived fromthis issuer identifier, as described in Section 3.
The issuer identifier is used to prevent authorization server m x-
up attacks, as described in "OQAuth 2.0 Mx-Up Mtigation"
[M X-UP].

aut hori zati on_endpoi nt
URL of the authorization server’s authorization endpoint
[ RFC6749]. This is REQU RED unl ess no grant types are supported
that use the authorization endpoint.

t oken_endpoi nt
URL of the authorization server’s token endpoint [ RFC6749]. This
is REQU RED unless only the inmplicit grant type is supported.

jWks_uri
OPTI ONAL. URL of the authorization server’'s JW Set [JVK]
docunent. The referenced docunent contains the signing key(s) the
client uses to validate signatures fromthe authorization server.
This URL MUST use the "https" scheme. The JWK Set MAY al so
contain the server’s encryption key or keys, which are used by
clients to encrypt requests to the server. Wen both signing and
encryption keys are nade available, a "use" (public key use)
paraneter value is REQU RED for all keys in the referenced JWK Set
to indicate each key's intended usage.

regi strati on_endpoi nt
OPTIONAL. URL of the authorization server’s QAuth 2.0 Dynanic
Client Registration endpoint [RFC7591].

scopes_supported
RECOMVENDED. JSON array containing a list of the QAuth 2.0
[ RFC6749] "scope" values that this authorization server supports.
Servers MAY choose not to advertise sone supported scope val ues
even when this paraneter is used.
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response_types_supported
REQUI RED. JSON array containing a list of the QAuth 2.0
"response_type" values that this authorization server supports.
The array val ues used are the sane as those used with the
"response_types" paraneter defined by "OQAuth 2.0 Dynamic Cient
Regi stration Protocol" [RFC7591].

response_nodes_supported
OPTI ONAL. JSON array containing a list of the QAuth 2.0
"response_node" values that this authorization server supports, as
specified in "QAuth 2.0 Multiple Response Type Encodi ng Practices”
[ QAut h. Responses]. If omtted, the default is "["query",
"fragment"]". The response node value "formpost" is also defined
in "QAuth 2.0 Form Post Response Mde" [ QAut h. Post].

grant _types_supported
OPTI ONAL. JSON array containing a list of the QAuth 2.0 grant
type values that this authorization server supports. The array
val ues used are the sanme as those used with the "grant types"
paranmet er defined by "QAuth 2.0 Dynamic Cient Registration
Protocol " [RFC7591]. If onmitted, the default value is
"["aut horization_code", "implicit"]".

t oken_endpoi nt _aut h_met hods_support ed
OPTIONAL. JSON array containing a list of client authentication
net hods supported by this token endpoint. dient authentication
nmet hod val ues are used in the "token_endpoi nt _auth_met hod"
paraneter defined in Section 2 of [RFC7591]. |If omitted, the
default is "client_secret basic" -- the HITTP Basic Authentication
Schene specified in Section 2.3.1 of QAuth 2.0 [RFC6749].

t oken_endpoi nt _aut h_si gni ng_al g_val ues_support ed
OPTI ONAL. JSON array containing a list of the JW5 signing
algorithms ("al g" values) supported by the token endpoint for the
signature on the JW [JW] used to authenticate the client at the
token endpoint for the "private key jw" and "client_secret jw"
aut hentication nethods. This netadata entry MJST be present if
ei ther of these authentication nethods are specified in the
"t oken_endpoi nt _aut h_met hods_supported" entry. No default
algorithms are inplied if this entry is omtted. Servers SHOULD
support "RS256". The val ue "none" MJST NOT be used.

servi ce_docunentation
OPTIONAL. URL of a page contai ni ng human-readabl e i nformation
that devel opers nmight want or need to know when using the
aut horization server. |In particular, if the authorization server
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u

op_

op_

does not support Dynamic Cient Registration, then information on
how to register clients needs to be provided in this
docunent ati on.

_l ocal es_supported

OPTI ONAL. Languages and scripts supported for the user interface,
represented as a JSON array of |anguage tag val ues from BCP 47

[ RFC5646]. |If omtted, the set of supported | anguages and scripts
i s unspecified.

policy_uri

OPTIONAL. URL that the authorization server provides to the
person registering the client to read about the authorization
server’'s requirenments on how the client can use the data provided
by the authorization server. The registration process SHOULD
display this URL to the person registering the client if it is
given. As described in Section 5, despite the identifier
"op_policy uri" appearing to be QpenlD-specific, its usage in this
specification is actually referring to a general QAuth 2.0 feature
that is not specific to Openl D Connect.

tos_uri

OPTI ONAL. URL that the authorization server provides to the
person registering the client to read about the authorization
server’'s terns of service. The registration process SHOULD
display this URL to the person registering the client if it is
given. As described in Section 5, despite the identifier
"op_tos_uri", appearing to be Openl D-specific, its usage in this
specification is actually referring to a general QAuth 2.0 feature
that is not specific to Openl D Connect.

revocati on_endpoi nt

OPTIONAL. URL of the authorization server’s QAuth 2.0 revocation
endpoi nt [ RFC7009] .

revocati on_endpoi nt _auth_met hods_support ed

OPTI ONAL. JSON array containing a list of client authentication
nmet hods supported by this revocation endpoint. The valid client
aut henti cation nethod val ues are those registered in the | ANA
"QAut h Token Endpoi nt Aut hentication Methods" registry

[1 ANA. QAut h. Parameters]. |If omtted, the default is

"client _secret _basic" -- the HITP Basic Authentication Schene
specified in Section 2.3.1 of QAuth 2.0 [ RFC6749].

revocati on_endpoi nt _aut h_si gni ng_al g_val ues_support ed

Jones,

OPTI ONAL. JSON array containing a list of the JW5 signing
algorithms ("al g" values) supported by the revocati on endpoint for
the signature on the JWI [JWI] used to authenticate the client at
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the revocation endpoint for the "private key jw" and

"client _secret jw" authentication nmethods. This netadata entry
MJST be present if either of these authentication nmethods are
specified in the "revocati on_endpoi nt_aut h_net hods_support ed"”
entry. No default algorithnms are inplied if this entry is
omtted. The value "none" MJST NOT be used.

i ntrospection_endpoi nt
OPTI ONAL. URL of the authorization server’s QAuth 2.0
i ntrospection endpoi nt [ RFC7662].

i ntrospection_endpoi nt_aut h_net hods_supported
OPTI ONAL. JSON array containing a list of client authentication
nmet hods supported by this introspection endpoint. The valid
client authentication nethod values are those registered in the
| ANA "QAut h Token Endpoi nt Authenticati on Met hods" registry
[ 1 ANA. QAut h. Paranmeters] or those registered in the | ANA "QAuth
Access Token Types" registry [ ANA QAut h. Paraneters]. (These
val ues are and will remain distinct, due to Section 7.2.) |If
omtted, the set of supported authentication nmethods MJST be
det erm ned by ot her neans.

i ntrospection_endpoi nt _auth_si gni ng_al g_val ues_supported
OPTIONAL. JSON array containing a list of the JW5 signing
algorithnms ("al g" val ues) supported by the introspecti on endpoint
for the signature on the JWI [JWI] used to authenticate the client
at the introspection endpoint for the "private_key jw" and
"client_secret_jw" authentication methods. This nmetadata entry
MJST be present if either of these authentication methods are
specified in the "introspecti on_endpoi nt _aut h_net hods_support ed"
entry. No default algorithns are inplied if this entry is
onmitted. The value "none" MJST NOT be used.

code_chal | enge_net hods_supported
OPTI ONAL. JSON array containing a list of Proof Key for Code
Exchange (PKCE) [ RFC7636] code chal |l enge nethods supported by this
aut hori zation server. Code challenge nethod values are used in
the "code_chal | enge_net hod" paranmeter defined in Section 4.3 of
[ RFC7636]. The valid code chall enge nmethod val ues are those
regi stered in the | ANA "PKCE Code Chal |l enge Methods" registry
[1 ANA. QAut h. Parameters]. |If omtted, the authorization server
does not support PKCE

Addi tional authorization server netadata paraneters MAY al so be used

Sone are defined by other specifications, such as Openl D Connect
Di scovery 1.0 [ Openl D. Di scovery].
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2.1. Signed Authorization Server Metadata

In addition to JSON el ements, netadata val ues MAY al so be provided as
a "signed_netadata" value, which is a JSON Wb Token (JW) [JW] that
asserts metadata val ues about the authorization server as a bundle.

A set of clains that can be used in signed netadata is defined in
Section 2. The signed netadata MJST be digitally signed or MACed
using JSON Wb Signhature (JW5) [JW5] and MUST contain an "iss"
(issuer) claimdenoting the party attesting to the clainms in the
signed metadata. Consumers of the netadata MAY ignore the signed
nmetadata if they do not support this feature. |If the consumer of the
net adat a supports signed netadata, metadata val ues conveyed in the

si gned net adata MUST take precedence over the correspondi ng val ues
conveyed using plain JSON el enents.

Signed netadata is included in the authorization server metadata JSON
obj ect using this OPTI ONAL nenber:

si gned_net adat a
A JWI' contai ni ng net adata val ues about the authorization server as
claims. This is a string value consisting of the entire signed
JWI. A "signed_netadata" metadata val ue SHOULD NOT appear as a
claimin the JW.

3. Obtaining Authorization Server Metadata

Aut hori zation servers supporting nmetadata MJUST make a JSON docunent
contai ning nmetadata as specified in Section 2 available at a path
fornmed by inserting a well-known URI string into the authorization
server’'s issuer identifier between the host conponent and the path
conponent, if any. By default, the well-known URI string used is
"/.wel | -known/ oaut h- aut hori zati on-server”. This path MJST use the
"https" scheme. The syntax and semantics of ".well-known" are
defined in RFC 5785 [ RFC5785]. The well-known URI suffix used MJST
be registered in the 1 ANA "Wl | -Known URIs" registry

[ 1 ANA. wel | - known] .

Different applications utilizing QAuth authorization servers in
application-specific ways may define and register different well-
known URI suffixes used to publish authorization server netadata as
used by those applications. For instance, if the exanple application
uses an QAuth authorization server in an exanpl e-specific way, and
there are exanpl e-specific netadata values that it needs to publi sh,
then it mght register and use the "exanpl e-configuration" UR suffix
and publish the metadata docunment at the path formed by inserting

"/ .well -known/ exanpl e- confi guration” between the host and path
conponents of the authorization server’s issuer identifier

Al ternatively, many such applications will use the default well-known
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URI string "/.well-known/ oaut h-authorization-server", which is the
ri ght choice for general-purpose QAuth authorization servers, and not
regi ster an application-specific one.

An QAuth 2.0 application using this specification MIST specify what
wel | -known URI suffix it will use for this purpose. The sane

aut hori zati on server MAY choose to publish its netadata at nultiple
wel | -known | ocations derived fromits issuer identifier, for exanple,
publ i shing nmetadata at both "/.well-known/exanpl e-configuration" and
"/ .wel | - known/ oaut h- aut hori zati on-server".

Sone QAuth applications will choose to use the well-known URI suffix
"openi d-configuration". As described in Section 5, despite the
identifier "/.well-known/ openid-configuration", appearing to be
Openl D specific, its usage in this specification is actually
referring to a general QAuth 2.0 feature that is not specific to
Openl D Connect .

3.1. Authorization Server Metadata Request

An aut hori zation server netadata docunent MJST be queried using an
HTTP "GET" request at the previously specified path.

The client would nake the foll ow ng request when the issuer
identifier is "https://exanple.com' and the well-known URI suffix is
"oaut h-aut hori zati on-server" to obtain the netadata, since the issuer
identifier contains no path conponent:

GET /. wel | - known/ oaut h- aut hori zati on-server HTTP/ 1.1
Host: exanpl e. com

If the issuer identifier value contains a path conmponent, any
terminating "/" MJST be renmoved before inserting "/.well-known/" and
the well-known URI suffix between the host conponent and the path
conponent. The client would make the foll owi ng request when the
issuer identifier is "https://exanple.confissuerl” and the well-known
URI suffix is "oauth-authorization-server" to obtain the metadata
since the issuer identifier contains a path conponent:

GET /. wel |l - known/ oaut h- aut hori zati on-server/issuerl HTTP/ 1.1
Host: exanpl e. com

Usi ng path conponents enabl es supporting nultiple issuers per host.
This is required in sone multi-tenant hosting configurations. This
use of ".well-known" is for supporting nultiple issuers per host;
unlike its use in RFC 5785 [RFC5785], it does not provide genera

i nformati on about the host.
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3.2. Authorization Server Metadata Response

The response is a set of clains about the authorization server’s
configuration, including all necessary endpoints and public key

| ocation information. A successful response MJST use the 200 OK HTTP
status code and return a JSON object using the "application/json"
content type that contains a set of clainms as its nenbers that are a
subset of the netadata val ues defined in Section 2. Qher clainm MY
al so be returned.

Clains that return multiple values are represented as JSON arrays.
Clains with zero el enents MJST be omtted fromthe response.

An error response uses the applicable HTTP status code val ue.
The following is a non-normative exanpl e response:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{ )
i ssuer":
"https://server.exanple.cont,
"aut hori zati on_endpoint":
"https://server.exanpl e.conl aut hori ze",
"t oken_endpoi nt":
"https://server.exanpl e.conftoken",
"t oken_endpoi nt _aut h_met hods_support ed"
["client_secret_basic", "private_key jw"],
"t oken_endpoi nt _aut h_si gning_al g val ues_support ed"
["RS256", "ES256"],
"userinfo_endpoint":
"https://server.exanpl e.conl userinfo",
"jwks_uri":
"https://server.exanpl e.conljwks.json",
"regi stration_endpoint":
"https://server.exanpl e.coniregister",
"scopes_supported":
["openid", "profile", "emmil", "address",
"phone", "offline_access"],
"response_t ypes_supported"
["code", "code token"],
"servi ce_docunentation”:
"http://server.exanpl e. coni servi ce_docunmentation. htm ",
"ui _| ocal es_supported"
["en-US", "en-@B", "en-CA", "fr-FR', "fr-CA"]
}
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3.3. Authorization Server Metadata Validation

The "issuer" value returned MJST be identical to the authorization
server’s issuer identifier value into which the well-known URI string
was inserted to create the URL used to retrieve the netadata. |If
these values are not identical, the data contained in the response
MUST NOT be used.

4. String Operations

Processi ng sone QAuth 2.0 nessages requires conparing values in the
nmessages to known val ues. For exanple, the nenber nanmes in the

net adata response m ght be conpared to specific nenber nanes such as
"issuer". Conparing Unicode [UNI CODE] strings, however, has
significant security inplications.

Ther ef ore, conparisons between JSON strings and other Unicode strings
MUST be perforned as specified bel ow

1. Renpve any JSON applied escaping to produce an array of Unicode
code points.

2. Unicode Normalization [USA15] MJST NOT be applied at any point to
either the JSON string or the string it is to be conpared
agai nst .

3. Comparisons between the two strings MJST be perforned as a
Uni code code- poi nt-to-code-point equality conparison.

Note that this is the same equality conparison procedure described in
Section 8.3 of [RFC8259].

5. Conpatibility Notes

The identifiers "/.well-known/ openid-configuration", "op_policy_ uri"
and "op_tos uri" contain strings referring to the Qpenl D Connect

[ Openl D. Core] fam |y of specifications that were originally defined
by "Openl D Connect Discovery 1.0" [OpenlD. Discovery]. Despite the
reuse of these identifiers that appear to be OpenlD specific, their
usage in this specification is actually referring to general QAuth
2.0 features that are not specific to Openl D Connect.

The algorithmfor transformng the issuer identifier to an

aut hori zation server netadata | ocation defined in Section 3 is

equi valent to the corresponding transformation defined in Section 4
of "Openl D Connect Discovery 1.0" [OpenlD. Di scovery], provided that

the issuer identifier contains no path conponent. However, they are
di fferent when there is a path conponent, because Qpenl D Connect
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Di scovery 1.0 specifies that the well-known URI string is appended to
the issuer identifier (e.g.

"https://exampl e. conlissuerl/.well-known/ openid-configuration"),
whereas this specification specifies that the well-known URI string
is inserted before the path conmponent of the issuer identifier (e.g.
"https://exanpl e. com . wel | -known/ openi d- confi guration/issuerl").

Goi ng forward, QAuth authorization server netadata |ocations shoul d
use the transformation defined in this specification. However, when
depl oyed in | egacy environments in which the Openl D Connect Discovery
1.0 transformation is already used, it may be necessary during a
transition period to publish netadata for issuer identifiers

contai ning a path conponent at both locations. During this
transition period, applications should first apply the transfornmation
defined in this specification and attenpt to retrieve the

aut hori zation server metadata fromthe resulting location; only if
the retrieval fromthat location fails should they fall back to
attenpting to retrieve it fromthe alternate | ocation obtained using
the transformation defined by Qoenl D Connect Discovery 1.0. This
backwar ds- conpati bl e behavi or should only be necessary when the well -
known URI suffix enployed by the application is "openid-
configuration".

6. Security Considerations
6.1. TLS Requirenents

| mpl ement ati ons MUST support TLS. Which version(s) ought to be

i mpl enented will vary over time and depend on the w despread

depl oyment and known security vulnerabilities at the tinme of

i mpl enentation. The authorization server MJST support TLS version
1.2 [ RFC5246] and MAY support additional TLS mechani sms neeting its
security requirenents. Wen using TLS, the client MJST performa
TLS/ SSL server certificate check, per RFC 6125 [ RFC6125].

| mpl ement ati on security considerations can be found in
"Recommrendati ons for Secure Use of Transport Layer Security (TLS) and
Dat agram Transport Layer Security (DTLS)" [BCP195].

To protect against information disclosure and tanpering,
confidentiality protection MIST be applied using TLS with a
ci phersuite that provides confidentiality and integrity protection

6.2. Inpersonation Attacks
TLS certificate checking MJUST be performed by the client, as
described in Section 6.1, when maki ng an authori zation server

net adata request. Checking that the server certificate is valid for
the issuer identifier URL prevents man-in-niddl e and DNS-based
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attacks. These attacks could cause a client to be tricked into using
an attacker’s keys and endpoi nts, which would enabl e inpersonation of
the legitimate authorization server. |f an attacker can acconplish
this, they can access the resources that the affected client has
access to using the authorization server that they are inpersonating.

An attacker nmay al so attenpt to inpersonate an authorization server
by publishing a nmetadata docunment that contains an "issuer" claim
using the issuer identifier URL of the authorization server being

i npersonated, but with its own endpoints and signing keys. This
woul d enable it to inpersonate that authorization server, if accepted
by the client. To prevent this, the client MIUST ensure that the
issuer identifier URL it is using as the prefix for the netadata
request exactly matches the value of the "issuer" netadata value in
the authorizati on server netadata docunment received by the client.

6.3. Publishing Metadata in a Standard For mat

Publ i shing i nformati on about the authorization server in a standard
format nmakes it easier for both legitimate clients and attackers to
use the authorization server. Wether an authorization server
publishes its metadata in an ad hoc manner or in the standard fornat
defined by this specification, the same defenses agai nst attacks that
m ght be nmounted that use this information should be applied.

6. 4. Pr ot ect ed Resources

Secure determ nation of appropriate protected resources to use with
an aut horization server for all use cases is out of scope of this
specification. This specification assunes that the client has a
neans of determining appropriate protected resources to use with an
aut horization server and that the client is using the correct

net adata for each authorization server. Inplenmenters need to be
aware that if an inappropriate protected resource is used by the
client, that an attacker nmay be able to act as a man-in-the-mddle
proxy to a valid protected resource without it being detected by the
aut hori zation server or the client.

The ways to deternine the appropriate protected resources to use with
an aut horization server are, in general, application dependent. For

i nstance, some authorization servers are used with a fixed protected
resource or set of protected resources, the |ocations of which may be
wel | known or coul d be published as netadata val ues by the

aut hori zation server. 1In other cases, the set of resources that can
be used with an authorization server can be dynamically changed by
admi ni strative actions. Many other neans of determ ning appropriate
associ ati ons between authorization servers and protected resources
are al so possible.
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7. 1 ANA Consi derations

The followi ng registration procedure is used for the registry
established by this specification.

Val ues are registered on a Specification Required [ RFC8126] basis
after a two-week review period on the oauth-ext-review@etf.org
mailing list, on the advice of one or nore Designated Experts.
However, to allow for the allocation of values prior to publication
the Designated Experts may approve registration once they are
satisfied that such a specification will be published.

Regi stration requests sent to the mailing list for review should use
an appropriate subject (e.g., "Request to register QAuth
Aut hori zati on Server Metadata: example").

Wthin the review period, the Designated Experts wi |l either approve
or deny the registration request, comrunicating this decision to the
review list and 1 ANA. Denials should include an explanation and, if
appl i cabl e, suggestions as to how to nmake the request successful.
Regi stration requests that are undetermined for a period | onger than
21 days can be brought to the IESG s attention (using the
iesg@etf.org mailing list) for resolution

Criteria that should be applied by the Designated Experts include
det erm ni ng whet her the proposed registration duplicates existing
functionality, determining whether it is likely to be of genera
applicability or whether it is useful only for a single application,
and whet her the registration makes sense.

| ANA nust only accept registry updates fromthe Designated Experts
and should direct all requests for registration to the review nailing
list.

It is suggested that nultiple Designated Experts be appointed who are
able to represent the perspectives of different applications using
this specification, in order to enable broadly-inforned revi ew of

regi stration decisions. |n cases where a registration decision could
be perceived as creating a conflict of interest for a particular

Desi gnat ed Expert, that Designated Expert should defer to the

j udgrment of the other Designated Experts.

7.1. CQAuth Authorization Server Mtadata Registry
Thi s specification establishes the | ANA "QAuth Authorization Server
Met adat a" registry for QAuth 2.0 authorization server netadata nanes.

The registry records the authorization server metadata nmenber and a
reference to the specification that defines it.
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The Desi gnhated Experts nust either

(a) require that netadata nanes and val ues being registered use only
printable ASCI| characters excluding double quote ('"') and backsl ash
(’\’) (the Unicode characters with code points U+0021, U+0023 t hrough
U+005B, and W+005D t hrough U+007E), or

(b) if new nmetadata nenbers or values are defined that use other code
points, require that their definitions specify the exact sequences of
Uni code code points used to represent them Furthernore, proposed
regi strations that use Uni code code points that can only be
represented in JSON strings as escaped characters nust not be

accept ed.

7.1.1. Registration Tenplate

Met adat a Name:
The nane requested (e.g., "issuer"). This nane is case-sensitive.
Nanes nmay not match ot her registered nanes in a case-insensitive
manner (one that would cause a match if the Unicode toLower Case()
operation were applied to both strings) unless the Designated
Experts state that there is a conmpelling reason to allow an
exception.

Met adat a Descri ption:
Brief description of the netadata (e.qg., "lssuer identifier URL").

Change Controller:
For Standards Track RFCs, list the "IESG'. For others, give the
nanme of the responsible party. Qher details (e.g., posta
address, emmil address, hone page URI) nmay al so be incl uded.

Speci fication Docunent(s):
Ref erence to the docunent or docunents that specify the paraneter,
preferably including URIs that can be used to retrieve copies of
the docunents. An indication of the relevant sections nmay al so be
i ncluded but is not required.
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7.1.2.

(e}l elNe]

[elNe]

Jones,

Initial Registry Contents

Met adat a Name: issuer

Met adat a Description: Authorization server’s issuer identifier URL
Change Controller: |ESG

Speci fication Docunent(s): Section 2 of RFC 8414

Met adat a Name: aut hori zati on_endpoi nt

Met adat a Description: URL of the authorization server’s
aut hori zati on endpoi nt

Change Controller: |ESG

Speci fication Docunent(s): Section 2 of RFC 8414

Met adat a Nanme: token_endpoi nt

Met adat a Description: URL of the authorization server’s token
endpoi nt

Change Controller: |ESG

Speci fication Docunment(s): Section 2 of RFC 8414

Met adat a Name: jwks_ur

Met adat a Description: URL of the authorization server’s JW Set
docunent

Change Controller: |ESG

Speci fication Docunment(s): Section 2 of RFC 8414

Met adat a Name: registration_endpoi nt

Met adat a Description: URL of the authorization server’'s QAuth 2.0
Dynamic Client Registration Endpoint

Change Controller: |ESG

Speci fication Docunment(s): Section 2 of RFC 8414

Met adat a Nanme: scopes_supported

Met adat a Description: JSON array containing a list of the OAuth
2.0 "scope" values that this authorization server supports
Change Controller: |ESG

Speci fication Docunent(s): Section 2 of RFC 8414

Met adat a Name: response_types_supported

Met adat a Description: JSON array containing a list of the OAuth
2.0 "response_type" values that this authorization server supports
Change Controller: |ESG

Speci fication Docunent(s): Section 2 of RFC 8414

Met adat a Name: response_npdes_support ed

Met adat a Description: JSON array containing a list of the OAuth
2.0 "response_node" values that this authorization server supports
Change Controller: |ESG

Speci fication Docunment(s): Section 2 of RFC 8414
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Met adat a Name: grant _types_supported

Met adat a Description: JSON array containing a list of the OAuth
2.0 grant type values that this authorization server supports
Change Controller: |ESG

Speci fication Docunent(s): Section 2 of RFC 8414

Met adat a Nanme: token_endpoi nt _auth_met hods_support ed

Met adat a Description: JSON array containing a list of client
aut henti cati on nethods supported by this token endpoint
Change Controller: |ESG

Speci fication Docunent(s): Section 2 of RFC 8414

Met adat a Nanme: token_endpoi nt _aut h_signing_al g val ues_supported
Met adat a Description: JSON array containing a list of the JWs
signing algorithms supported by the token endpoint for the
signature on the JW used to authenticate the client at the token
endpoi nt

Change Controller: |ESG

Speci fication Docunent(s): Section 2 of RFC 8414

Met adat a Name: servi ce_docunentation

Met adat a Description: URL of a page containi ng human-readabl e

i nformati on that devel opers m ght want or need to know when using
the authori zation server

Change Controller: |ESG

Speci fication Docunent(s): Section 2 of RFC 8414

Met adat a Name: ui _| ocal es_supported

Met adat a Description: Languages and scripts supported for the user
interface, represented as a JSON array of |anguage tag val ues from
BCP 47

Change Controller: |ESG

Speci fication Docunent(s): Section 2 of RFC 8414

Met adat a Name: op_policy_uri

Met adat a Description: URL that the authorization server provides
to the person registering the client to read about the

aut hori zation server’'s requirenents on how the client can use the
data provided by the authorization server

Change Controller: |ESG

Speci fication Docunent(s): Section 2 of RFC 8414

Met adat a Name: op_tos_ur

Met adat a Description: URL that the authorization server provides
to the person registering the client to read about the
authorization server’s terns of service

Change Controller: |ESG

Speci fication Docunment(s): Section 2 of RFC 8414
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o Metadata Nanme: revocation_endpoi nt

o Metadata Description: URL of the authorization server’s QAuth 2.0
revocati on endpoi nt

o Change Controller: |ESG

o Specification Document(s): Section 2 of RFC 8414

o Metadata Nane: revocation_endpoi nt_auth_net hods_supported

o Metadata Description: JSON array containing a list of client
aut henti cati on nethods supported by this revocati on endpoi nt

o Change Controller: |ESG

o Specification Document(s): Section 2 of RFC 8414

o Metadata Nane:
revocati on_endpoi nt _auth_signi ng_al g_val ues_supported

o Metadata Description: JSON array containing a list of the JWs
signing algorithms supported by the revocation endpoint for the
signature on the JW used to authenticate the client at the
revocati on endpoi nt

o Change Controller: |IESG

o Specification Docunent(s): Section 2 of RFC 8414

o Metadata Nanme: introspection_endpoint

0o Metadata Description: URL of the authorization server’s QAuth 2.0
i ntrospection endpoi nt

o Change Controller: |IESG

o Specification Docunent(s): Section 2 of RFC 8414

o Metadata Name: introspection_endpoint_auth_net hods_supported

o Metadata Description: JSON array containing a list of client
aut henti cati on nethods supported by this introspection endpoint

o Change Controller: |IESG

o Specification Docunent(s): Section 2 of RFC 8414

o Metadata Narme:
i ntrospection_endpoi nt _auth_si gni ng_al g_val ues_supported

o Metadata Description: JSON array containing a list of the JWs
signing algorithnms supported by the introspection endpoint for the
signature on the JWI used to authenticate the client at the
i ntrospecti on endpoi nt

o Change Controller: |ESG

o Specification Document(s): Section 2 of RFC 8414

o Metadata Nane: code chal | enge_net hods_supported

o Metadata Description: PKCE code chal |l enge net hods supported by
this authorization server

o Change Controller: |ESG

o Specification Document(s): Section 2 of RFC 8414
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7.

7.

7.

o Metadata Nane: signed netadata

o Metadata Description: Signed JWI containing nmetadata val ues about
the authorization server as clains

o Change Controller: |ESG

o Specification Docunment(s): Section 2.1 of RFC 8414

2. Updated Registration Instructions

This specification adds to the instructions for the Designated
Experts of the following | ANA registries, both of which are in the
"QAut h Paraneters” registry [l ANA QAut h. Paraneters]:

o QAuth Access Token Types
o QAuth Token Endpoi nt Authentication Methods

| ANA has added a link to this specification in the Reference sections
of these registries.

For these registries, the Designated Experts must reject registration
requests in one registry for values already occurring in the other
registry. This is necessary because the
"introspection_endpoi nt _auth_met hods_supported" parameter allows for
the use of values fromeither registry. That way, because the val ues
inthe two registries will continue to be nutually exclusive, no
anbiguities will arise.

3. Well-Known URI Registry

This specification registers the well-known URl defined in Section 3
in the ANA "Wl | -Known URIs" registry [IANA wel |l -known] established
by RFC 5785 [ RFC5785] .

3.1. Registry Contents

URI suffix: oauth-authorization-server

Change controller: |ESG

Speci fication docunment: Section 3 of RFC 8414
Rel ated i nfornmation: (none)

(el elelNe]
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