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Abstract

In networks that use nultiple techniques for address assignnment, the
spoofing of addresses assigned by each techni que can be prevented
using the appropriate Source Address Validation | nprovenent (SAVI)

met hods. This document reviews how nultiple SAVI nethods can coexi st
in a single SAVI device and how collisions are resol ved when the sane
bi nding entry is discovered by two or nore nethods.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc8074.

Bi, et al. St andards Track [ Page 1]



RFC 8074 SAVI - M X February 2017

Copyri ght Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1

Bi

| ntroducti on

There are currently several Source Address Validation | nmprovenent
(SAVI) documents ([ RRFC6620], [RFC7513], and [RFC7219]) that describe
the different methods by which a switch can discover and record

bi ndi ngs between a node’s | P address and a bi ndi ng anchor and use
that binding to perform source address validation. Each of these
docunents specifies howto learn on-link addresses, based on the
techni que used for their assignnent: Stateless Address

Aut oconfi gurati on (SLAAC), the Dynam c Host Control Protocol (DHCP),
and Secure Nei ghbor Di scovery (SEND), respectively. Each of these
docunents describes separately how one particular SAVI nethod deal s
with address collisions (sanme address but different binding anchor).

While multiple I P assignnent techni ques can be used in the sane | ayer
2 domain, this neans that a single SAVI device m ght have to dea
with a combination or m x of SAVI nethods. The purpose of this
docunent is to provide recomendations to avoid collisions and to
revi ew col li sion handling when two or nore such nethods conme up with
conpeting bindi ngs.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

Pr obl em Scope

Three different | P address assignnment techni ques have been anal yzed
for SAVI:

1. Stateless Address Autoconfiguration (SLAAC) -- analyzed in FCFS
SAVI (First-Cone, First-Served) [RFC6620]

2. Dynamic Host Control Protocol address assignnment (DHCP) --
anal yzed in SAVI - DHCP [ RFC7513]

3. Secure Nei ghbor Discovery (SEND) address assignnent -- analyzed
in SEND SAVI [RFC7219]

In addition, there is a fourth technique for nmanaging (i.e.

creation, managenent, and deletion) a binding on the switch, referred
to as "manual". It is based on nmanual binding configuration. Howto
manage manual bindings is determ ned by operators, so there is not a
new SAVI rmnethod for manual addresses.
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Al'l conbinations of address assignnent techni ques can coexist within
a layer 2 domain. A SAVI device MJST inplenent the corresponding

bi ndi ng setup nethods (referred to as "SAVI nethods") for each such
technique that is in use if it is to provide source address

val i dati on.

SAVI et hods are nornally viewed as independent from each other, each
one handling its own entries. If nultiple nethods are used in the
same device wi thout coordination, each method will attenpt to reject
packets sourced with any addresses that method did not discover. To
prevent addresses di scovered by one SAVI nethod frombeing filtered
out by another nethod, the SAVI binding table SHOULD be shared by al
the SAVI nethods in use in the device. This in turn could create
sone conflict when the sane entry is discovered by two different

nmet hods. The purpose of this docunent is twofold: to provide
recomendati ons and nethods to avoid conflicts and to resol ve
conflicts when they happen. Collisions happening within a given

net hod are outside the scope of this docunent.

4. Architecture

A SAVI device may inplement and use multiple SAVI nethods. This

mechani sm called "SAVI-M X', is proposed as an arbiter of the
bi ndi ng generation algorithns fromthese nmultiple nmethods, generating
the final binding entries as illustrated in Figure 1. Once a SAV

net hod generates a candidate binding, it will request that SAVI-M X
set up a corresponding entry in the binding table. Then, SAVI-M X
will check if there is any conflict in the binding table. A new
binding will be generated if there is no conflict. |If thereis a
conflict, SAVI-M X will determ ne whether to replace the existing

bi nding or reject the candidate binding based on the policies
specified in Section 6.

As a result of this, the packet filtering in the SAVI device will not
be performed by each SAVI nethod separately. Instead, the table
resulting fromapplying SAVI-M X will be used to performfiltering.
Thus, the filtering is based on the conbined results of the different
SAVI mechanisnms. It is beyond the scope of this docunment to describe
the details of the filtering nechanismand its use of the conbi ned
SAVI binding table.
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Figure 1: SAVI-M X Architecture
Each entry in the binding table will contain the follow ng fields:
1. 1P source address
2. Binding anchor [RFC7039]
3. Lifetime
4. Creation time

5. Binding nethods: the SAVI nethod used for this entry
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5.

6.1.

Bi

Recomendati ons for Assi gnnent Separation

I f each address assignnment technique uses a separate portion of the
| P address space, collisions won't happen. Using non-overl appi ng
address space across address assignnment techni ques, and thus across
SAVI et hods, is therefore reconmended. To that end, one shoul d:

1. DHCP and SLAAC. use a non-overl apping prefix for DHCP and SLAAC.
Set the A bit in the Prefix Information option of the Router
Advertisement for the SLAAC prefix, and set the Mbit in the
Rout er Advertisement for the DHCP prefix. For detailed
expl anati ons of these bits, refer to [ RFC4861] and [ RFC4862].

2. SEND and non- SEND: avoi d mi xed environnments (where SEND and non-
SEND nodes are depl oyed) or separate the prefixes announced to
SEND and non- SEND nodes. One way to separate the prefixes is to
have the router(s) announcing different (non-overl apping)
prefixes to SEND and to non- SEND nodes, using unicast Router
Advertisenments [ RFC6085], in response to SEND/ non- SEND Rout er
Solicit.

Resol vi ng Bi nding Col | i sions

In situations where collisions cannot be avoi ded by assi gnnent
separation, two cases should be considered:

1. The sane address is bound on two di fferent binding anchors by
di fferent SAVI nethods.

2. The sanme address is bound on the same binding anchor by different
SAVI et hods.

Sane Address on Different Binding Anchors

This would typically occur if assignment address spaces could not be
separated. For instance, an address is assigned by SLAAC on node X,
installed in the binding table using FCFS SAVI, and anchored to
"anchor-X"'. Later, the sanme address is assigned by DHCP to node Y,
and SAVI-DHCP will generate a candi date binding entry, anchored to
"anchor-Y".
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6.1.1. Basic Preference

If there is any manual ly configured binding, the SAVI device SHOULD
choose the manual |l y configured bindi ng anchor

For an address not covered by any manual bindi ngs, the SAVI device
nust decide to which binding anchor the address should be bound
(anchor-X or anchor-Y in this exanple). Current standard docunents
of address assignnent nethods have inplied the prioritization

rel ati onship based on order in tinme, i.e., First-Come, First-Served.

0 SLAAC. Section 5.4.5 of [RFC4862]

o DHCPv4: Section 3.1, Point 5 of [RFC2131]
o DHCPv6: Section 18.1.8 of [RFC3315]

o SEND: Section 8 of [RFC3971]

In the absence of any configuration or protocol hint (see
Section 6.1.2), the SAVI device SHOULD choose the first-cone binding
anchor, whether it was |earned from SLAAC, SEND, or DHCP

6.1.2. Exceptions

There are two identified exceptions to the general prioritization
nodel , one being Cryptographically Generated Addresses (CGA)

[ RFC3971] and the other controlled by the configuration of the
switch.

6.1.2.1. CGA Preference

When CGA addresses are used and a collision is detected, preference
shoul d be given to the anchor that carries the CGA credentials once
they are verified, in particular, the CGA parameters and the RSA
options. Note that if an attacker was trying to replay CGA
credentials, he would then conpete on the base of the "First-Coneg,
Fi rst-Served" (FCFS) principle.

6.1.2.2. Configuration Preference

For configuration-driven exceptions, the SAVI device may allow the
configuration of a triplet ("prefix", "anchor", "nethod") or
("address", "anchor", "nethod"). The "prefix" or "address"
represents the address or address prefix to which this preference
entry applies. The "anchor" is the value of a known bindi ng anchor
that this device expects to see using this address or addresses from
this prefix. The "nethod" is the SAVI nethod that this device
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6. 1.

Bi

expects to use in validating address binding entries fromthe address
or prefix. At least one of "anchor" and "nethod" MJST be specified.
Later, if a Duplicate Address Detection (DAD) nessage [ RFC4861] is
received with the follow ng conditions verified:

1. The target in the DAD nessage does not exist in the binding
tabl e,

2. The target is within the configured "prefix" (or equal to
"address"),

3. The anchor bound to the target is different fromthe configured
anchor, when specified, and

4. The configured nethod, if any, is different from FCFS SAVI

then the switch SHOULD defend the address by responding to the DAD
nessage, with a Nei ghbor Advertisenent (NA) nessage, on behalf of the
target node. It SHOULD NOT install the entry into the binding table.
The DAD nessage SHOULD be di scarded and not forwarded. Forwarding it
may cause other SAVI devices to send additional defense NAs. SEND
nodes in the network MJST disable the option to ignore unsecured
advertisenents (see Section 8 of [RFC3971]). |If the option is

enabl ed, the case is outside the scope of this docunent. It is
suggested to limt the rate of defense NAs to reduce security threats
to the switch. Qherw se, a nalicious host could consune the
resource of the switch heavily with fl oodi ng DAD nessages.

This will sinmply prevent the node from assigning the address and wl|

de facto prioritize the configured anchor. It is especially usefu
to protect well-known bindings (such as a static address of a server)
agai nst any other host, even when the server is dowmn. It is also a

way to give priority to a binding | earned from SAVI - DHCP over a
bi nding for the sane address, |earned from FCFS SAVI

3. Miltiple SAVI Device Scenario

A single SAVI device doesn't have the information of all bound
addresses on the perineter. Therefore, it is not enough to | ook up
| ocal bindings to identify a collision. However, assum ng DAD is
performed throughout the security perinmeter for all addresses
regardl ess of the assignnment nethod, then the DAD response will

informall SAVI devices about any collision. In that case, "First-
Cone, First-Served" will apply the same way as in a single switch
scenario. |If the adnmin configured a prefix (or a single static

bi ndi ng) on one of the switches to defend, the DAD response generated
by this switch will also prevent the binding frombeing installed on

et al. St andards Track [ Page 8]



RFC 8074 SAVI - M X February 2017

other switches on the perinmeter. The SAVI-M X preferences of all the
SAVI devices in the sane |ayer 2 donmain should be consistent.
I nconsi stent configurations may cause network breaks.

6.2. Same Address on the Sane Bi ndi ng Anchor

A binding may be set up on the sane binding anchor by nmultiple

met hods, typically FCFS SAVI and SAVI-DHCP. |If the binding lifetines
obtained fromthe two nethods are different, priority should be given
to 1) manual configuration, 2) SAVI-DHCP, 3) and FCFS SAVI as the

| east authoritative. The binding will be renoved when the
prioritized lifetine expires, even if a less authoritative method had
a longer lifetine.

7. Security Considerations

Conbi ni ng SAVI nethods (as in SAVI-M X) does not inprove or elimnate
the security considerations associated with each individual SAV

net hod. Therefore, security considerations for each enabl ed SAV

met hod shoul d be addressed as described in that nethod s associ ated
RFC. Moreover, conbining nethods (as in SAVI-M X) has two additiona
inmplications for security. First, it may increase susceptibility to
DoS attacks, because the SAVI binding setup rate will be the sum of
the rates of all enabled SAVI nethods. |Inplenenters nust take these
added resource requirenents into account. Second, because SAVI-M X
supports nultiple binding mechanisms, it potentially reduces the
security level to that of the weakest supported nethod, unless
additional steps (e.g., requiring non-overl appi ng address spaces for
di fferent nmethods) are taken

8. Privacy Considerations

When i mpl ementing multiple SAVI nethods, privacy considerations of
all nethods apply cunul atively.

9. | ANA Consi derations

Thi s docunent does not require any | ANA registrations.
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