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Abstract

Thi s docunent defines two PIM Join/Prune attributes that support the
construction of nmulticast distribution trees where the root and
receivers are located in different Locator/ID Separation Protoco
(LISP) sites. These attributes allow the receiver site to select

bet ween uni cast and nmulticast underlying transport and to convey the
RLOC (Routing Locator) address of the receiver ETR (Egress Tunne
Router) to the control plane of the root ITR (Ingress Tunnel Router).

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplementation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
comunity. This docunent is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al |l docunents approved by the | ESG are a candi date for any |evel of
I nternet Standard; see Section 2 of RFC 7841.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc8059.
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Copyri ght Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. | nt roducti on

The construction of nulticast distribution trees where the root and
receivers are located in different LISP sites [RFC6830] is defined in
[ RFC6831]. Creation of (root-EID G state in the root site requires
that unicast LI SP-encapsul ated Joi n/ Prune nessages be sent from an
ETR on the receiver site to an I TR on the root site. The term"EI D"
is short for "Endpoint ID".

[ RFC6831] specifies that (root-EID G data packets are to be LI SP-
encapsul ated into (root-RLOC, G nmulticast packets. However, a wide
depl oyment of nmulticast connectivity between LISP sites is unlikely
to happen any tine soon. |In fact, sone inplenentations are initially
focusi ng on unicast transport with head-end replication between root
and receiver sites.
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The uni cast LI SP-encapsul ated Joi n/ Prune nessage specifies the
(root-EID, G state that needs to be established in the root site, but
conveys not hi ng about the receiver’'s capability or desire to use

mul ticast as the underlying transport. This docunent specifies a
Join/Prune attribute that allows the receiver ETR to select the
desired transport.

The term"transport” in this docunment is intentionally sonmewhat
vague. Currently, it is used just to indicate whether nulticast or
head-end replication is used; this nmeans that the outer destination
address is either a unicast or multicast address. Future docunents
may specify how other types of delivery, encapsul ation, or underlay
are used.

Know edge of the receiver ETR s RLOC address is essential to the
control plane of the root I TR The RLOC address deternines the
downstream destination for unicast head-end replication and
identifies the receiver ETR that needs to be notified should the root
| TR of the distribution tree nove to another site. The root |ITR can
change when the source EID is roaning to another LISP site.

Service providers may inplement unicast reverse path forwarding
(uRPF) policies requiring that the outer source address of the LI SP-
encapsul at ed Joi n/ Prune nessage be the address of the receiver ETR s
core-facing interface used to physically transnit the nessage.
However, due to policy and | oad-bal anci ng consi derations, the outer
source address may not be the RLOC on which the receiver site w shes
to receive a particular flow. This docunent specifies a Join/Prune
attribute that conveys the appropriate receiver ETR s RLOC address to
the control plane of the root ITR

Thi s docunent uses term nology defined in [ RFC6830], such as ElID
RLCC, I TR, and ETR

2. Requirenments Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

3. PIMJoin/Prune Attri butes

Pl M Joi n/ Prune attributes are defined in [ RFC5384] by introducing a
new Encoded- Source type that, in addition to the Join/Prune source
can carry multiple Type-Length-Value (TLV) attributes. These
attributes apply to the individual Join/Prune sources on which they
are stored.
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The attributes defined in this document conformto the format of the
encodi ng type defined in [ RFC5384]. The attributes would typically
be the same for all the sources in the Join/Prune nmessage. Hence, we
RECOMMVEND usi ng the hierarchical Join/Prune attribute scheme defined
in [RFC7887]. This hierarchical systemallows attributes to be
conveyed in the Upstream Nei ghbor Address field, thus enabling the
efficient application of a single attribute instance to all the
sources in the Join/Prune nessage.

LI SP Tunnel Routers (xTRs) do not exchange PIM Hell o Messages, and
hence no Hello option is defined to negotiate support for these
attributes. Systens that support unicast head-end replication are
assuned to support these attributes.

4. The Transport Attribute

It is essential that a mechani sm be provided by which the desired
transport can be conveyed by receiver sites. Root sites with

nmul ticast connectivity will want to | everage nulticast replication
However, not all receiver sites can be expected to have multi cast
connectivity. It is thus desirable that root sites be prepared to
support (root-EID, G state with a mxture of multicast and unicast
out put state. This docunment specifies a Join/Prune attribute that
all ows the receiver to select the desired underlying transport.

4.1. Transport Attribute Format

0 1 2
012345678901234567890123
s o S S e e ik i EIE TR R R R S ke S S S S
| FIE] Type = 5| Length =1 | Transport |
e o e R e o Tk T i R e e S e e S e o o

F bit: The Transitive bit. Specifies whether the attribute is
transitive or non-transitive. MJST be set to zero. This
attribute is ALWAYS non-transitive.

E bit: End-of -Attributes bit. Specifies whether this attribute is
the last. Set to zero if there are nobre attributes. Set to 1 if
this is the last attribute.

Type: The Transport Attribute type is 5.

Lengt h: The length of the Transport Attribute value. MJST be set
to 1.
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Transport: The type of transport being requested. Set to zero for
multicast. Set to 1 for unicast. The values from2 to 255 may be
assigned in the future.

4.2. Using the Transport Attribute

Hi erarchical Join/Prune attribute instances [ RFC7887] SHOULD be used
when the sane Transport Attribute is to be applied to all the sources
within the Join/Prune nmessage or all the sources within a group set.
The root | TR MJUST accept Transport Attributes in the Upstream

Nei ghbor Encoded- Uni cast address, Encoded- G oup addresses, and
Encoded- Sour ce addr esses.

There MUST NOT be nore than one Transport Attribute within the sane
encoded address. |f an encoded address has nore than one instance of
the attribute, the root | TR MJST discard all affected Joi n/ Prune
sources. The root | TR MIUST al so discard all affected Joi n/ Prune
sources if the Transport Attribute value is unknown.

5. Receiver ETR RLCC Attri bute

VWhen a receiver ETR requests unicast head-end replication for a given
(root-EID,G entry, the PIMcontrol plane of the root |ITR nust

mai ntain an outgoing interface list ("oif-list") entry for the
receiver ETR and its corresponding RLOC address. This allows the
root I TR to performunicast LISP-encapsulation of multicast data
packets to each and every receiver ETR that has requested unicast
head-end replication.

The PI M control plane of the root I TR could potentially deternine the
RLCC address of the receiver ETR fromthe outer source address field
of the LI SP-encapsul ated Joi n/ Prune nessage. However, receiver ETRs
are subject to uRPF checks by the network providers on each core-
facing interface. The outer source address nust therefore be the
RLOC of the core-facing interface used to physically transmt the

LI SP-encapsul ated Joi n/ Prune nessage. Due to policy and | oad-

bal anci ng consi derations, that nay not be the RLOC on which the
receiver site wishes to receive a particular flow This docunent
specifies a Join/Prune attribute that conveys the appropriate

recei ver RLOC address to the PI M control plane of the root ITR

To support root-EID nobility, receiver ETRs nmust al so be tracked by
the LISP control plane of the root ITR regardl ess of the underlying
transport. Wen the root-EID noves to a newroot ITRin a different
LI SP site, the receiver ETRs do not know the root-ElD has noved and
therefore do not know the RLOC of the newroot ITR This is true for
bot h uni cast and multicast transport nmodes. The new root | TR does
not have any receiver ETR state. Therefore, it is the responsibility
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of the old root ITRto informthe receiver ETRs that the root-ElID has
noved. Wen the old root | TR detects that the root-El D has noved, it
sends a LI SP Solicit-Mp-Request (SVMR) nessage to each receiver ETR
The recei ver ETRs do a mappi ng dat abase | ookup to retrieve the RLCC
of the newroot I TR The old root |ITR detects that the root-EID has
noved when it receives a Map-Notify fromthe Map-Server. The

transm ssion of the Map-Notify is triggered when the new root | TR
registers the root-EID [EID MOBILITY]. Wen a receiver ETR

determ nes that the root I TR has changed, it will send a LI SP-
encapsul ated PI M prune nessage to the old root xTR and a LI SP-
encapsul ated PIMjoin nessage to the new root xTR

5.1. Receiver RLOC Attribute Formt

0 1 2 3

01234567890123456789012345678901
B s i S i I i S S S i i
| FIE| Type = 6 | Lengt h | Addr Famly | Receiver RLOC
B e i T S N i i i S S R S e S e s i i S

F bit: The Transitive bit. Specifies whether this attribute is
transitive or non-transitive. MJST be set to zero. This
attribute is ALWAYS non-transitive.

E bit: End-of -Attributes bit. Specifies whether this attribute is
the last. Set to zero if there are npbre attributes. Set to 1 if
this is the last attribute.

Type: The Receiver RLOC Attribute type is 6.

Lengt h: The length in octets of the attribute value. MJST be set
to the length in octets of the receiver RLOC address plus 1 octet
to account for the Address Famly field.

Addr Famly: The PI M Address Family of the receiver RLCC as defined
in [ RFC7761] .

Recei ver RLOC. The RLOC address on which the receiver ETR wi shes to
recei ver the unicast-encapsul ated fl ow.

5.2. Using the Receiver RLOC Attribute

Hi erarchical Join/Prune attribute instances [ RFC7887] SHOULD be used
when the sane Receiver RLOC Attribute is to be applied to all the
sources within the message or all the sources within a group set.
The root | TR MJUST accept Transport Attributes in the Upstream

Nei ghbor Encoded- Uni cast address, Encoded- G oup addresses, and
Encoded- Sour ce addr esses.
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There MUST NOT be nore than one Receiver RLOC Attribute within the
sane encoded address. |f an encoded address has nore than one

i nstance of the attribute, the root | TR MIUST discard all affected
Joi n/ Prune sources. The root | TR MJUST al so discard all affected
Joi n/Prune sources if the address famly is unknown or the address
length is incorrect for the specified address famly.

6. Security Considerations

Security of Join/Prune attributes is only guaranteed by the security
of the PI M packet. The attributes specified herein do not enhance or
di m nish the privacy or authenticity of a Join/Prune nessage. A site
that legitinmately or naliciously sends and delivers a Join/Prune
nmessage to another site will equally be able to append these and any
other attributes it wi shes. See [RFC5384] for general security

consi derations for Join/Prune attributes.

7. 1 ANA Consi derations

Two new PI M Join/Prune attribute types have been assigned: value 5
for the Transport Attribute and value 6 for the Receiver RLCC
Attribute.

The "PI M Joi n/ Prune Transport Types" registry has been created for
the Join/Prune Transport attribute. The registration policy is |IETF
Revi ew [ RFC5226], and the values are in the range 0-255. This
docunent assigns value O for multicast and value 1 for unicast.
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