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Abst ract

The ability to conpute shortest constrained Traffic Engi neering Labe
Swi tched Paths (TE LSPs) in Miltiprotocol Label Sw tching (MPLS) and
General i zed MPLS (GWLS) networks across nultiple donmmi ns has been
identified as a key requirenent. 1In this context, a domain is a
collection of network el enents within a common sphere of address
management or path conputational responsibility such as an Interior
Gat eway Protocol (1GP) area or an Autononmous System (AS). This
docunent specifies a representation and encodi ng of a donmain
sequence, which is defined as an ordered sequence of domains
traversed to reach the destination donain to be used by Path
Conput ati on El enents (PCES) to conpute inter-domain constrained
shortest paths across a predeterm ned sequence of domains. This
docunent al so defines new subobjects to be used to encode domain
identifiers.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplementation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
comunity. This docunment is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
conmunity. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al |l docunents approved by the I ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 7841.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7897
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1. Introduction

A Path Computation El ement (PCE) may be used to conpute end-to-end
pat hs across nulti-domain environments using a per-domain path
conput ati on techni que [ RFC5152]. The Backwar d- Recursi ve PCE-Based
Conput ati on (BRPC) mechani sm [ RFC5441] al so defines a PCE-based path
conput ati on procedure to conpute an inter-domain constrained path for
(G MPLS TE LSPs. However, both per-donmain and BRPC t echni ques assune
that the sequence of domains to be crossed fromsource to destination
is known and is either fixed by the network operator or obtained by
other nmeans. Also, for inter-domain point-to-nultipoint (P2MP) tree
conputation, it is assunmed per [RFC7334] that the donmmin tree is
known a priori.

The list of domains (domain sequence) in point-to-point (P2P) or a
domain tree in P2MP is usually a constraint in inter-domain path
conput ati on procedure.

The domai n sequence (the set of dommins traversed to reach the
destination domain) is either administratively predetermnined or
di scovered by sonme nmeans |ike Hierarchical PCE (H PCE)

[ RFC5440] defines the Include Route Object (1RO and the Explicit
Route hject (ERO. [RFC5521] defines the Exclude Route Object (XRO
and the Explicit Exclusion Route subobject (EXRS). The use of an

Aut ononpbus System (al beit with a 2-byte AS nunber) as an abstract
node representing a domain is defined in [RFC3209]. 1In the current
docunent, we specify new subobjects to include or exclude domains
including an 1GP area or an AS (4 bytes as per [RFC6793]).
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Further, the domain identifier may sinply act as a delinmter to
speci fy where the domain boundary starts and ends in sone cases.

This is a conpani on docunent to Resource Reservation Protocol -
Traffic Engineering (RSVP-TE) extensions for the domain identifiers
[ RFC7898] .

Scope

The procedures described in this docunent are experinmental. The
experiment is intended to enable research for the usage of the domain
sequence at the PCEs for inter-dommin paths. For this purpose, this
docunent specifies new domai n subobjects as well as how they
incorporate with existing subobjects to represent a donmai n sequence.

The experiment will end two years after the RFC is published. At
that point, the RFC authors will attenpt to determ ne how widely this
has been inpl enented and depl oyed.

Thi s docunment does not change the procedures for handling existing
subobj ects in the PCE Conmuni cati on Protocol (PCEP)

The new subobjects introduced by this document will not be understood
by | egacy inplenentations. |If a |legacy inplenentation receives one
of the subobjects that it does not understand in a PCEP object, the

| egacy inplenentation will behave according to the rules for a
mal f or med obj ect as per [RFC5440]. Therefore, it is assuned that
this experinent will be conducted only when both the PCE and the Path

Conputation Cient (PCC) formpart of the experinment. It is possible
that a PCC or PCE can operate with peers, some of which formpart of
the experinment and sone that do not. |In this case, since no

capabilities exchange is used to identify which nodes can use these
ext ensi ons, nmanual configuration should be used to determ ne which
peerings formpart of the experiment.

When the results of inplenentation and deploynent are available, this
docunent will be updated and refined, and then it could be noved from
Experinmental to Standards Track.

Requi renent s Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].
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2. Term nol ogy

The following ternminology is used in this docunent.

ABR: Area Border Router. Routers used to connect two | GP areas
(Open Shortest Path First (OSPF) or Internediate Systemto
Internediate System (1S-19S).

AS: Autononpus System

ASBR:  Aut ononpus System Bor der Router

BN. Boundary node; can be an ABR or ASBR

BRPC. Backwar d- Recur si ve PCE-Based Computati on

Domai n:  As per [RFC4655], any collection of network el ements within
a comon sphere of address managenent or path conputational

responsibility. Exanples of donmains include | GP area and AS.

Domai n Sequence: An ordered sequence of domains traversed to reach
the destination domain.

ERO Explicit Route Ohject
H PCE: Hierarchical PCE

IGP: Interior Gateway Protocol. Either of the two routing
protocol s: OSPF or |S-1S.

| RO Include Route hject
IS-1S: Internediate Systemto Internmediate System
OSPF:  Open Shortest Path First

PCC. Path Conputation Client. Any client application requesting a
path conputation to be perfornmed by a Path Conputation El enment.

PCE: Path Conputation Elenent. An entity (conponent, application,
or network node) that is capable of conputing a network path or
route based on a network graph and appl yi ng conput ati onal
constraints.

P2MP:  Point-to-Miltipoint

P2P: Poi nt -t o- Poi nt
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RSVP: Resource Reservation Protoco
TE LSP: Traffic Engineering Label Switched Path
XRO  Exclude Route nject

3. Detail Description

3.1. Domains

[ RFC4726] and [ RFC4655] define a domain as a separate administrative
or geographic environnment within the network. A domain could be
further defined as a zone of routing or conputational ability. Under
these definitions, a domain mght be categorized as an AS or an |IGP
area. Each AS can be nade of several IGP areas. |In order to encode
a donmai n sequence, it is required to uniquely identify a domain in
the domai n sequence. A domain can be uniquely identified by an
area-id, AS nunber, or both.

3.2. Domai n Sequence

A domai n sequence is an ordered sequence of domains traversed to
reach the destination domain.

A donmi n sequence can be applied as a constraint and carried in a
path conputation request to a PCE(s). A domain sequence can al so be
the result of a path computation. For exanple, in the case of H PCE
[ RFC6805], a parent PCE could send the domain sequence as a result in
a path conputation reply.

In a P2P path, the donains |isted appear in the order that they are
crossed. In a P2MP path, the domain tree is represented as a |list of
domai n sequences.

A domai n sequence enables a PCE to select the next domain and the PCE
serving that domain to forward the path conputation request based on
the domain information.

A domai n sequence can include boundary nodes (ABR or ASBR) or border
links (inter-AS links) to be traversed as an additional constraint.
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Thus, a donmmi n sequence can be nade up of one or nore of the
foll ow ng:

o AS Number

o Area ID

0 Boundary Node ID

0o Inter-AS Link Address

These are encoded in the new subobjects defined in this docurment as
well as in the existing subobjects that represent a donmmi n sequence.

Consequently, a dommin sequence can be used by:

1. a PCE in order to discover or select the next PCE in a
col | aborative path conputation, such as in BRPC [ RFC5441];

2. the parent PCE to return the donmain sequence when unknown; this
can then be an input to the BRPC procedure [ RFC6805];

3. a PCCor a PCE to constrain the domains used in inter-domain path
conputation, explicitly specifying which domains to be expanded
or excluded; and

4. a PCE in the per-domain path conputati on nodel [RFC5152] to
identify the next donain.

3.3. Donmmin Sequence Representation
A dommi n sequence appears in PCEP nessages, notably in

0 Include Route bject (IRO: As per [RFC5440], 1RO can be used to
specify a set of network elements to be traversed to reach the
destinati on, which includes subobjects used to specify the domain
sequence.

0 Exclude Route Object (XRO: As per [RFC5521], XRO can be used to
specify certain abstract nodes, to be excluded fromthe whol e
pat h, which include subobjects used to specify the domain
sequence.

o Explicit Exclusion Route Subobject (EXRS): As per [RFC5521], EXRS
can be used to specify exclusion of certain abstract nodes
(i ncluding domai ns) between a specific pair of nodes. EXRS is a
subobj ect inside the IRO
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3.

3.

3.

0o Explicit Route hject (ERO: As per [RFC5440], ERO can be used to
specify a conputed path in the network. For exanple, in the case
of H PCE [ RFC6805], a parent PCE can send the domain sequence as a
result in a path computation reply using ERO

4. Include Route hject (IRO
As per [RFC5440], I RO can be used to specify that the conmputed path
needs to traverse a set of specified network el ements or abstract
nodes.

4.1. Subobjects

Some subobj ects are defined in [ RFC3209], [RFC3473], [RFC3477], and
[ RFC4874], but new subobjects related to domai n sequence are needed.

Thi s docunent extends the support for 4-byte AS nunbers and | GP
ar eas.

5 4- byt e AS nunber
6 CSPF Area ID
7 IS-1S Area ID

Note: ldentical subobjects are carried in RSVP-TE nessages as defined
in [ RFC7898] .

4.1.1. Autononpus System
[ RFC3209] al ready defines 2-byte AS nunbers.

To support 4-byte AS nunmbers as per [RFC6793], the follow ng
subobj ect is defined:

0 1 2 3
01234567890123456789012345678901
s S S i I S R R e h T Tk e S S S o T S

| L] Type | Length | Reser ved

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| AS Number (4 bytes)

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

L: The L bit is an attribute of the subobject as defined in
[ RFC3209], and its usage in the I RO subobject is defined in
[ RFC7896] .

Type: 5 (indicating a 4-byte AS nunber).
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Length: 8 (total length of the subobject in bytes).
Reserved: Zero at transm ssion; ignored at receipt.

AS Number: The 4-byte AS nunber. Note that if 2-byte AS nunbers are
in use, the loworder bits (16 through 31) MJST be used, and the
hi gh-order bits (0 through 15) MJST be set to zero.

3.4.1.2. |IG° Area

Since the length and format of Area IDis different for OSPF and
IS-1S, the followi ng two subobjects are defined bel ow

For OSPF, the Area IDis a 32-bit nunber. The subobject is encoded
as follows:

0 1 2 3
01234567890123456789012345678901
T S s S e St SR S R S S S

| L] Type | Length | Reserved
e e Sl i i
| OSPF Area ID (4 bytes)

B s i S i I i S S S i i

L: The L bit is an attribute of the subobject as defined in
[ RFC3209], and its usage in the | RO subobject is defined in
[ RFC7896] .

Type: 6 (indicating a 4-byte OSPF Area ID).

Length: 8 (total length of the subobject in bytes).

Reserved: Zero at transm ssion; ignored at receipt.

OSPF Area ID: The 4-byte OSPF Area ID.
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For IS-1S, the Area IDis of variable length; thus, the length of the
subobj ect is variable. The Area IDis as described in IS 1S by the
| SO standard [1SOL0589]. The subobject is encoded as foll ows:

0 1 2 3
01234567890123456789012345678901
T S s S e St SR S R S S S

| L] Type | Length | Area-Len | Reserved
T e Sl i I S
| |
/1 IS-1S Area ID /1
| |
i L S i I S i I S it S i
L: The L bit is an attribute of the subobject as defined in

[ RFC3209], and its usage in the I RO subobject is defined in

[ RFC7896] .

Type: 7 (indicating the 1S-1S Area ID).

Length: Variable. The Iength MJST be at |east 8 and MJST be a
mul tiple of 4.

Area-Len: Variable (length of the actual (non-padded) IS 1S area
identifier in octets; valid values are from1l to 13, inclusive).

Reserved: Zero at transm ssion; ignored at receipt.

|S-1S Area ID: The variable-length IS-1S area identifier. Padded
with trailing zeroes to a 4-byte boundary.

3.4.2. Update in I RO Specification

[ RFC5440] describes RO as an optional object used to specify network
elements to be traversed by the conmputed path. It further states
that the L bit of such subobject has no neaning within an IRO. It

al so does not nmention if IROis an ordered or unordered |ist of
subobj ect s.

An update to the 1RO specification [ RFC7896] nmkes | RO as an ordered
list and includes support for the L bit.

The use of I RO for the domain sequence assunes the updated
specification is being used for RO as per [RFC7896].
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3.4.3. 1RO for Domain Sequence

The subobj ect type for 1 Pv4, IPv6, and unnunbered Interface IDs can
be used to specify boundary nodes (ABR/ ASBR) and inter-AS |links. The
subobj ect type for the AS Nunmber (2 or 4 bytes) and the IGP area are
used to specify the domain identifiers in the donmai n sequence.

The 1 RO can incorporate the new domai n subobjects with the existing
subobjects in a sequence of traversal

Thus, an I RO, conprising subobjects, that represents a domain
sequence defines the donmains involved in an inter-domain path
conputation, typically involving two or nore coll aborative PCEs.

A domai n sequence can have varying degrees of granularity. It is
possi bl e to have a domai n sequence composed of, uniquely, AS
identifiers. It is also possible to list the involved |IGP areas for
a given AS

In any case, the mapping between donmains and responsi ble PCEs is not
defined in this document. It is assunmed that a PCE that needs to
obtain a "next PCE" froma domain sequence is able to do so (e.g.
via adm nistrative configuration or discovery).

3.4.3.1. PCC Procedures

A PCC builds an RO to encode the domai n sequence, so that the
cooperating PCEs could conpute an inter-domain shortest constrained
path across the specified sequence of domains.

A PCC may intersperse area and AS subobjects with other subobjects
wi t hout change to the previously specified processing of those
subobjects in the I RO

3.4.3.2. PCE Procedures

If a PCE receives an IROin a Path Conputati on Request (PCReq)
nessage that contains the subobjects defined in this docunent that it
does not recognize, it will respond according to the rules for a
mal f or med obj ect as per [RFC5440]. The PCE MAY al so include the I RO
in the PCEP Error (PCErr) nessage as per [RFC5440].

The interpretation of the L bit is as per Section 4.3.3.1 of
[ RFC3209] (as per [RFC7896]).
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In a Path Conputation Reply (PCRep), PCE MAY al so supply RO (with
domai n sequence information) with the NO PATH object indicating that
the set of elenments (domains) of the request’s | RO prevented the PCEs
fromfinding a path.

The foll owi ng processing rules apply for a domain sequence in | RO

o Wen a PCE parses an IRO it interprets each subobject according
to the AS nunmber associated with the precedi ng subobject. W cal
this the "current AS'. Certain subobjects nmodify the current AS,
as follows.

* The current ASis initialized to the AS nunber of the PCC.

* |f the PCE encounters an AS subobject, then it updates the
current ASto this new AS nunber

* |f the PCE encounters an area subobject, then it assunes that
the area belongs to the current AS.

* |f the PCE encounters an | P address that is globally routable,
then it updates the current ASto the AS that owns this IP
address. This docunment does not define how the PCE | earns
whi ch AS owns the | P address.

* |f the PCE encounters an |P address that is not globally
routable, then it assumes that it belongs to the current AS.

* |f the PCE encounters an unnunbered |link, then it assumes that
it belongs to the current AS.

o Wen a PCE parses an IRO it interprets each subobject according
to the Area I D associated with the precedi ng subobject. W cal
this the "current area". Certain subobjects nodify the current
area, as foll ows.

* The current area is initialized to the Area ID of the PCC
* |f the current AS is changed, the current area is reset and
needs to be determ ned again by a current or subsequent

subobj ect .

* |f the PCE encounters an area subobject, then it updates the
current area to this new Area ID
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* |f the PCE encounters an | P address that belongs to a different
area, then it updates the current area to the area that has
this IP address. This docunment does not define how the PCE
| earns which area has the | P address.

* |f the PCE encounters an unnunbered link that belongs to a
different area, then it updates the current Area to the area
that has this |ink.

* (Otherwise, it assumes that the subobject belongs to the current
ar ea.

0o In case the current PCE is not responsible for the path
conputation in the current AS or area, then the PCE selects the
"next PCE" in the donmain sequence based on the current AS and
ar ea.

Note that it is advised that PCC shoul d use AS and area subobjects
whi | e buil ding the domain sequence in | RO and avoi d usi ng other
nmechani sns to change the "current AS' and "current area" as descri bed
above.

3.5. Exclude Route Object (XRO

XRO [ RFC5521] is an optional object used to specify exclusion of
certain abstract nodes or resources fromthe whol e path.

3.5.1. Subobjects
Sone subobjects are to be used in XRO as defined in [ RFC3209],
[ RFC3477], [RFC4874], and [ RFC5520], but new subobjects related to
donmai n sequence are needed.

Thi s docunent extends the support for 4-byte AS nunbers and | GP
ar eas.

Val ue Description

5 4-byte AS nunber
6 OSPF Area ID
7 IS-1S Area ID

Not e: ldentical subobjects are carried in RSVP-TE nessages as defined
in [ RFC7898] .
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3.5.1.1. Autononpus System

The new subobjects to support 4-byte AS nunbers and the | GP
(OSPF/1S-1S) area MAY al so be used in the XRO to specify exclusion of
certain domains in the path conputation procedure.

0 1 2 3
01234567890123456789012345678901
T S i i S i I S Sk i S SR S

| X| Type | Length | Reserved

B s i S i I i S S S i i
| AS Nunber (4 bytes)

i L S i I S i i I S it S i

The X-bit indicates whether the exclusion is mandatory or desired.

0: indicates that the AS specified MIST be excluded fromthe path
conputed by the PCE(S).

1. indicates that the AS specified SHOULD be avoided fromthe inter-
domai n path conputed by the PCE(s), but it MAY be included subject
to PCE policy and the absence of a viable path that neets the
ot her constraints.

Al other fields are consistent with the definition in Section 3.4.
3.5.1.2. I1GP Area

Since the length and format of the Area IDis different for OSPF and
IS-1S, the followi ng two subobjects are defined:

For OSPF, the Area IDis a 32-bit nunber. The subobject is encoded
as follows:

0 1 2 3
01234567890123456789012345678901
T S s S e St SR S R S S S

| X| Type | Length | Reserved
e e Sl i i
| OSPF Area ID (4 bytes)

B s i S i I i S S S i i

The X-bit indicates whether the exclusion is mandatory or desired.

0: indicates that the OSPF area specified MJST be excluded fromthe
pat h conputed by the PCE(s).

Dhody, et al. Experi ment al [ Page 14]



RFC 7897 Domai n Subobj ects for PCEP June 2016

1. indicates that the OSPF area specified SHOULD be avoi ded fromthe
i nter-domain path conputed by the PCE(s), but it MAY be incl uded
subj ect to PCE policy and the absence of a viable path that neets
the other constraints.

Al other fields are consistent with the definition in Section 3.4.

For 1S-1S, the Area IDis of variable length; thus, the Iength of the
subobj ect is variable. The Area IDis as described in IS 1S by the
| SO standard [1SOL0589]. The subobject is encoded as follows:

0 1 2 3
01234567890123456789012345678901
R e L i e e i i SR S e e C s

| X| Type | Length | Area-Len | Reserved

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
I I

/1 IS-1S Area ID /1

I I

T L R e o o e i T M N
The X-bit indicates whether the exclusion is mandatory or desired.

0: indicates that the 1S 1S area specified MIST be excluded fromthe
pat h conputed by the PCE(s).

1: indicates that the IS-IS area specified SHOULD be avoi ded fromthe
i nter-domain path conputed by the PCE(s), but it MAY be incl uded
subj ect to PCE policy and the absence of a viable path that neets
the other constraints.

Al'l other fields are consistent with the definition in Section 3. 4.

Al the processing rules are as per [RFC5521].

Note that if a PCE receives an XRO in a PCReq nessage that contains
subobj ects defined in this docunent that it does not recognize, it

wi Il respond according to the rules for a nal fornmed object as per
[ RFC5440] .
| GP area subobjects in the XRO are local to the current AS. In case

mul ti-AS path conputation excludes an IGP area in a different AS, the
| GP area subobject should be part of EXRS in the IROto specify the
AS in which the IGP area is to be excluded. Further, policy may be
applied to prune/ignore area subobjects in XRO after a "current AS'
change during path computation.
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3.6. Explicit Exclusion Route Subobject (EXRS)

The EXRS [ RFC5521] is used to specify exclusion of certain abstract
nodes between a specific pair of nodes.

The EXRS can carry any of the subobjects defined for inclusion in the
XRO thus, the new subobjects to support 4-byte AS nunbers and the
IGP (OSPF / 1S-1S) area can also be used in the EXRS. The neani ngs
of the fields of the new XRO subobjects are unchanged when the

subobj ects are included in an EXRS, except that the scope of the
exclusion is limted to the single hop between the previous and
subsequent el enents in the I RO

The EXRS should be interpreted in the context of the current AS and
current area of the precedi ng subobject in the RO The EXRS does
not change the current AS or current area. All other processing
rules are as per [RFC5521].

Note that if a PCE that supports the EXRS in an | RO parses an | RO
and encounters an EXRS that contains subobjects defined in this
document that it does not recognize, it will act according to the
setting of the X-bit in the subobject as per [RFC5521].

3.7. Explicit Route hject (ERO

ERO [ RFC5440] is used to specify a conputed path in the network.

PCEP ERO subobj ect types correspond to RSVP-TE ERO subobj ect types as
defined in [ RFC3209], [RFC3473], [RFC3477], [RFC4873], [RFC4874], and
[ RFC5520]. The subobjects related to the domain sequence are further
defined in [ RFC7898] .

The new subobjects to support 4-byte AS nunbers and the | GP
(OSPF/1S-1S) area can also be used in the ERO to specify an abstract
node (a group of nodes whose internal topology is opaque to the

i ngress node of the LSP). Using this concept of abstraction, an
explicitly routed LSP can be specified as a sequence of dommins.

In case of H PCE [ RFC6805], a parent PCE can be requested to find the
domai n sequence. Refer to the exanple in Section 4.6 of this
docunent. The EROin reply fromthe parent PCE can then be used in
per-domai n path conputation or BRPC

If a PCC receives an ERO in a PCRep nessage that contains a subobject

defined in this docunent that it does not recognize, it will respond
according to the rules for a malforned object as per [RFC5440].
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4. Exanpl es

The exanmples in this section are for illustration purposes only to
hi ghl i ght how t he new subobj ects coul d be encoded. They are not
meant to be an exhaustive list of all possible use cases and

conbi nati ons.

4.1. Inter-Area Path Conputation
In an inter-area path conputati on where the ingress and the egress
nodes belong to different 1GP areas within the sane AS, the donmain

sequence coul d be represented using an ordered list of area
subobj ect s.
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The AS Nunber

If the ingress is in area 2,
through area O,

R +
| 1 RO |
| Obj ect |
| Header |
| |
| |
R +
or

S +
| I RO |
| Obj ect |
| Header |
| |
| |
S +
or

Fomm e +
| 1 RO |
| Obj ect |
| Header |
| |
| |
Fomm e +

The domai n sequence can further

Domai n Subobj ects for

is 100.

R +
| Sub- |
| obj ect |
| Area O |
| |
| |
R +
S +
| Sub- |
| obj ect |
| Area 2 |
| |
| |
S +
Fomm e +
| Sub- |
| obj ect AS|
| 100 |
| |
| |
Fomm e +

in the AS subobject.

4. 2.

In inter-AS path conputation,
di fferent ASes,
ordered list of AS subobjects.

| Sub-

| obj ect
| Area 4
|

| Sub-
| obj ect
| Area 2

Inter-AS Pat h Conputation

PCEP

the egress is in area 4,
here are some possi ble ways a PCC can encode the | RO

| Sub-
| obj ect
| Area O

June 2016

and transit is

+
|
|
|
|
|
+
e +
| | Sub- |
| | object |
| |Area 4 |
|| |
|| |
S +

i ncl ude enconpassi ng AS i nformation

where the ingress and egress belong to
the domai n sequence coul d be represented using an
The domai n sequence can further

i ncl ude deconposed area information in the area subobject.
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4.2.1. Exanple 1

As shown in Figure 2, where AS has a single area, the AS subobject in
the domai n sequence can uniquely identify the next domain and PCE

AS A AS E AS C
Commmmmmmaeaas > Commmmmmmas > Commmmmmmaeaas >
Ad-meeea o El---E2---E3--------- c4
/ / \

/ / \

/ / AS B \

/ / S > \

I ngress------ Al---A2------ Bl1---B2---B3------ C1---C2------ Egr ess
\ / /

\ / /

\ / /

\ / /
A3---------- Dl---D2---D3--------- C3
Cmmmmmmmma >
AS D

* All ASes have one area (area 0)

Figure 2: Inter-AS Path Conputation
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As described in Section 3.4.3, a domain subobject in |IRO changes the
domai n information associated with the next set of subobjects till
you encounter a subobject that changes the donmain too. Consider the
foll owi ng | RO

R, + - -- - - - + - -- - - - + - -- - - - + - -- - - - + - -- - - - +
| I RO | | Sub- | | Sub- | | Sub- | | Sub- | | Sub-

| Gbject | |object | |object | |object | |object | |object |
| Header | |[AS B | |IP | |IP | JASC | |IP |
| || | Bl | B3 || | |CL |
Fomm - + --m - o= + --m - o= + --m - o= + --m - o= + --m - o= +

On processing subobject "AS B", it changes the AS of the subsequent
subobjects till we encounter another subobject "AS C' that changes
the AS for its subsequent subobjects.

Consi der anot her | RO

Fomm o - + H---mm - + H---mm - + H---mm - + H---mm - +

| I RO | | Sub- | | Sub- | | Sub- | | Sub-

| Object | |object | |object | |object | |object |

| Header | |[AS D | |IP | |IP | |IP

| || | | D1 | | D3 | 1C3 |

R, + - -- - - - + - -- - - - + - -- - - - + - -- - - - +

Here as well, on processing "AS D', it changes the AS of the
subsequent subobjects till you encounter another subobject "C3" that

bel ongs i n another AS and changes the AS for its subsequent
subobj ect s.

Further description for the boundary node and inter-AS |ink can be
found in Section 4.3.

4.2.2. Exanple 2

In Figure 3, AS 200 is made up of nultiple areas.
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For LSP (A-B), where ingress Ais in (AS 100, area 0), egress Bis in
(AS 200, area 4), and transit is through (AS 200, area 0), here are
some possible ways a PCC can encode the | RO

Fomm - + --m - o= + --m - o= + --m - o= +

| I RO | | Sub- | | Sub- | | Sub- |

| Gbject | |object | |object | |object |

| Header | |AS 200 | |Area O | |Area 4 |

| || || || |

S + - o= + - o= + - o= +

or

S . + deemeean + deemeean + deemeean + deemeean + deemeean +
| I RO | | Sub- | | Sub- | | Sub- | | Sub- | | Sub- |
| Object | |object | |object | |object | |object | |object |
| Header | |AS 100 | |Area 0| |AS 200 | |Area O | |Area 4 |
| |

For LSP (A-C), where ingress Ais in (AS 100, area 0), egress Cis in
(AS 200, area 5), and transit is through (AS 200, area 0), here are
some possible ways a PCC can encode the | RO

| I RO | | Sub- | | Sub- | | Sub- |
| Object | |object | |object | |object |
| Header | |AS 200 | |Area O | |Area 5 |
| |

R, + - -- - - - + - -- - - - + - -- - - - +

or

S + - o= + - o= + - o= + - o= + - o= +
| I RO | | Sub- | | Sub- | | Sub- | | Sub- | | Sub- |
| Object | |object | |object | |object | |object | |object |
| Header | |AS 100 | |Area 0| |AS 200 | |Area O | |Area 5 |
| |
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4.3. Boundary Node and Inter-AS Link

A PCC or PCE can include additional constraints covering which
boundary nodes (ABR or ASBR) or border links (inter-AS link) to be

traversed while defining a domain sequence. In which case, the
boundary node or link can be encoded as a part of the domain
sequence.

Boundary nodes (ABR/ ASBR) can be encoded using the |IPv4 or |Pv6
prefix subobjects, usually with a | oopback address of 32 and a prefix
l ength of 128, respectively. An inter-AS |ink can be encoded using
the 1Pv4d or | Pv6 prefix subobjects or unnunbered interface
subobj ect s.

For Figure 1, an ABR (say, 203.0.113.1) to be traversed can be
specified in | RO as:

R + e e oo + e e oo I TSR, + e e oo +
| I RO | | Sub- | | Sub- | | Sub- | | Sub- |
| Obj ect | | object | | object | | obj ect | | object |
| Header | |Area 2 | |1Pva | | Area O | |Area 4

| | | | 1203.0 | | | |
| || | 1112.1 N || |
R + e e oo + e e oo I TSR, + e e oo +

For Figure 3, an inter-AS |ink (say, 198.51.100.1 - 198.51.100.2) to
be traversed can be specified as:

SR + e - - - + Femmm oo + Femmm oo +
| I RO | | Sub- | | Sub- | | Sub- |
| Obj ect | |object AS| |object | | obj ect AS|
| Header | 12100 | |1Pv4d | |200 |
| || | 1198.51. | |

| | | 1100.2 || |
SR + e - - - + Femmm oo + Femmm oo +

4.4. PCE Serving Miltiple Domains

A single PCE can be responsible for nultiple domains; for exanple,
PCE function depl oyed on an ABR coul d be responsible for multiple
areas. A PCE that can support adjacent domains can internally handle
those domains in the domai n sequence wi thout any inpact on the other
donmains in the domai n sequence.
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4.5. P2MP

[ RFC7334] describes an experinmental inter-domain P2MP path
conput ati on nechani smwhere the path domain tree is described as a
series of domain sequences; an exanple is shown in the figure bel ow

o +
| | Domai n D1
| R |
| |
| A |
| |
+-B----cccccaaa C-+
/ \
/ \
/ \
Donai n D2 / \ Domai n D3
S D -+ +---- - E---------- +
| | | |
| F | | |
| G | | H |
| | | |
| | | |
S [ + F-J-- e a oo - - K- +
/\ / \
[\ / \
/ \ / \
/ \ / \
/ \ / \
/ \ / \
/ Domain D4 \ Domain D5 / Domai n D6 \
T W Fomm - - P--eeeo - - + Fom e T----+
| | | | | |
| | | Q | | U |
| M o | | S | | |
| | | | | \Y |
| N | | R | | |
o + o + o +

Figure 4: Domain Tree Exanple
The domain tree can be represented as a series of dommi n sequences:
0o Domain D1, Domain D3, Donain D6
o Domain D1, Dormain D3, Domain D5

o Domain D1, Dommin D2, Domain D4
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The domai n sequence handling described in this docunent coul d be
applied to the P2MP path domain tree.

.6. Hierarchical PCE

In case of H PCE [ RFC6805], the parent PCE can be requested to
determ ne the domai n sequence and return it in the path computation
reply, using the ERO. For the exanple in Section 4.6 of [RFC6805],
the domai n sequence can possi bly appear as:

SR + Femmm oo + Femmm oo + Femmm oo +
| ERO | | Sub- | | Sub- | | Sub- |
| Obj ect | | object | | object | | object |
| Header | |Domain 1 | |Domain 2 | |Domain 3

| || || || |
| || || || |
SR + Femmm oo + Femmm oo + Femmm oo +
or

R + - mm e - - + - mm e - - +

| ERO | | Sub- | | Sub- |

| Obj ect | | object | | object |

| Header | | BN 21 | | Domain 3

| || || |

| || || |
R + - mm e - - + - mm e - - +

Q her Considerations
.1. Relationship to PCE Sequence

I nstead of a domai n sequence, a sequence of PCEs MAY be enforced by
policy on the PCC, and this constraint can be carried in the PCReq
nmessage (as defined in [ RFC5886]).

Not e t hat PCE Sequence can be used along with domai n sequence, in
whi ch case PCE Sequence MJST have hi gher precedence in selecting the
next PCE in the inter-domain path conputation procedures.

.2. Relationship to RSVP-TE

[ RFC3209] al ready describes the notion of abstract nodes, where an

abstract node is a group of nodes whose internal topology is opaque
to the ingress node of the LSP. It further defines a subobject for
AS but with a 2-byte AS nunber.
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6.

6.

[ RFC7898] extends the notion of abstract nodes by addi ng new
subobjects for | GP areas and 4-byte AS nunbers. These subobjects can
be included in ERO, XRO, or EXRS in RSVP-TE

In any case, subobject types defined in RSVP-TE are identical to the
subobj ect types defined in the rel ated docunents in PCEP

| ANA Consi derations
1. New Subobjects
| ANA mai ntains the "Path Conputation El enent Protocol (PCEP) Nunbers"
registry at <http://ww.iana.org/assignnents/pcep> Wthin this
registry, IANA maintains two sub-registries:
o | RO Subobjects
0 XRO Subobjects

| ANA has nmade identical additions to those registries as foll ows:

Val ue Descri ption Ref erence

5 4-byte AS nunber RFC 7897, [RFC7898]
6 CSPF Area |ID RFC 7897, [ RFC7898]
7 |S-1S Area ID RFC 7897, [ RFC7898]

Further, | ANA has added a reference to this docunent to the new RSVP
nunbers that are registered by [ RFC7898], as shown on
<http://ww. i ana. or g/ assi gnment s/ r svp- par anet er s>.

Security Considerations

The protocol extensions defined in this document do not substantially
change the nature of PCEP. Therefore, the security considerations
set out in [ RFC5440] apply unchanged. Note that further security
considerations for the use of PCEP over TCP are presented in

[ RFC6952] .

Thi s docunent specifies a representation of the domain sequence and
new subobj ects, which could be used in inter-domai n PCE scenarios as
expl ai ned in [RFC5152], [RFC5441], [RFC6805], [RFC7334], etc. The
security considerations set out in each of these nmechani sns remain
unchanged by the new subobjects and domai n sequence representation in
thi s docunent.
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8.

8.

8.

But the new subobjects do allow finer and nore specific control of
the path conputed by a cooperating PCE(s). Such control increases
the risk if a PCEP nessage is intercepted, nodified, or spoofed
because it allows the attacker to exert control over the path that
the PCE will conmpute or to make the path computation inpossible.
Consequently, it is inportant that inplenmentations conformto the
rel evant security requirements of [ RFC5440]. These nechani sns

i ncl ude:

0 Securing the PCEP session nmessages using TCP security techniques
(Section 10.2 of [RFC5440]). PCEP inplenentations SHOULD al so
consi der the additional security provided by the TCP
Aut hentication Option (TCP-AO [RFC5925] or Transport Layer
Security (TLS) [PCEPS].

o Authenticating the PCEP messages to ensure the nessages are intact
and sent from an authorized node (Section 10.3 of [RFC5440]).

o PCEP operates over TCP, so it is also inportant to secure the PCE
and PCC agai nst TCP deni al - of -service attacks. Section 10.7.1 of
[ RFC5440] outlines a nunber of nechanisns for mnimzing the risk
of TCP-based deni al - of -servi ce attacks agai nst PCEs and PCCs.

o In inter-AS scenarios, attacks may be particularly significant
with commercial- as well as service-level inplications.

Not e, however, that the domain sequence nechani sns al so provide the
operator with the ability to route around vul nerable parts of the
network and may be used to increase overall network security.

Manageabi | ity Consi derations
1. Control of Function and Policy

The exact behavior with regards to desired inclusion and excl usi on of
domai ns MJUST be avail abl e for exam nation by an operator and MAY be
configurable. Manual configurations are needed to identify which
PCEP peers understand the new domai n subobjects defined in this
document .

2. Information and Data Mdel s
A M B nodul e for managenent of the PCEP is being specified in a

separate docunment [ RFC7420]. This docunment does not inply any new
extension to the current M B nodul e.
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8.3. Liveness Detection and Monitoring

Mechani sns defined in this docunent do not inply any new |iveness
detection and nonitoring requirements aside fromthose already listed
in [ RFC5440] .

8.4. Verify Correct Qperations

Mechani sns defined in this docunent do not inply any new operation
verification requirements aside fromthose already listed in
[ RFC5440] .

8.5. Requirenents on O her Protocols

In case of per-dommin path conputation [ RFC5152], where the full path
of an inter-domain TE LSP cannot be determ ned (or is not determ ned)
at the ingress node, a signaling nessage can use the domain
identifiers. The subobjects defined in this docunent SHOULD be
supported by RSVP-TE. [RFC7898] extends the notion of abstract nodes
by addi ng new subobjects for | GP areas and 4-byte AS nunbers.

Apart fromthis, mechanisnms defined in this document do not inmply any
requi rements on other protocols aside fromthose already listed in
[ RFC5440] .

8.6. Inpact on Network Operations

The nmechani sns described in this docunent can provide the operator
with the ability to exert finer and nore specific control of the path
conput ati on by inclusion or exclusion of domain subobjects. There
nmay be sone scaling benefit when a single domain subobject may
substitute for many subobjects and can reduce the overall nessage
size and processing.

Backward compatibility issues associated with the new subobjects

ari se when a PCE does not recognize them in which case PCE responds
according to the rules for a nmal forned object as per [RFC5440]. For
successful operations, the PCEs in the network would need to be

upgr aded.
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