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1

1

| ntroducti on

The JSON Obj ect Signhing and Encryption (JOSE) technol ogies -- JSON
Web Signature [JW5], JSON Web Encryption [JWE], JSON Wb Key [JVK],
and JSON Web Al gorithms [JWA] -- can be used collectively to encrypt
and/ or sign content using a variety of algorithns. Wile the ful

set of pernutations is extrenely |arge, and might be daunting to
sonme, it is expected that nost applications will only use a snall set
of algorithns to neet their needs.

Thi s docunent provides a nunber of exanples of signing or encrypting
content using JOSE. Wiile not exhaustive, it does compile a
representative sanmpling of JOSE features. As nuch as possible, the
same signature payload or encryption plaintext content is used to
illustrate differences in various signing and encryption results.

Thi s docunent al so provides a nunber of exanple JWK objects. These
exanples illustrate the distinguishing properties of various key
types and enphasi ze inportant characteristics. Mst of the JW
exanpl es are then used in the signature or encryption exanpl es that
fol | ow.

Al'l of the examples contained herein are available in a machine-
readabl e format at <https://github.conlietf-josel/ cookbook>

1. Conventions Used in This Docunent

Thi s docunent separates data that are expected to be input to an

i mpl enentati on of JOSE fromdata that are expected to be generated by
an inplenentation of JOSE. Each exanple, wherever possible, provides
enough information both to replicate the results of this docunent and
to validate the results by running its inverse operation (e.g.
signature results can be validated by performng the JW5 verify).
However, some al gorithms inherently use random data; therefore,
conput ati ons enpl oyi ng them cannot be exactly replicated. Such cases
are explicitly stated in the rel evant sections.

Al'l instances of binary octet strings are represented using base64url
[ RFC4648] encodi ng.

VWer ever possible and unl ess otherwi se noted, the exanples include
the JW5 or JWE Conpact Serialization, general JW5 or JWE JSON
Serialization, and flattened JW5 or JWE JSON Seri alization

Al of the exanples in this docunent have whitespace added to inprove
formatting and readability. Except for JWE Plaintext or JW5 Payl oad
content, whitespace is not part of the cryptographic operations nor
the exchange results.
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3.

3.

Unl ess ot herwi se noted, the JWE Pl aintext or JW5 Payl oad content does
include " " (U+0020 SPACE) characters. Line breaks (U+000A LI NE
FEED) replace some " " (U+0020 SPACE) characters to inprove
readability but are not present in the JWE Plaintext or JW5 Payl oad.

Ter m nol ogy

Thi s docunent inherits term nology regarding JSON Wb Signature (JW5)
technol ogy from [JW5], term nol ogy regardi ng JSON Wb Encrypti on
(JVE) technology from[JWE, term nology regarding JSON Wb Key (JVK)
technol ogy from [JVWK], and term nol ogy regarding algorithms from
[IwA] .

JSON Wb Key Exanpl es

The foll owi ng sections denonstrate how to represent various JW and
JVWK Set objects.

EC Public Key
This exanple illustrates an Elliptic Curve (EC) public key. This
exanple is the public key corresponding to the private key in

Fi gure 2.

Not e that whitespace is added for readability as described in
Section 1.1.

{
"kty": "EC',
"kid": "bil bo.baggi ns@obbiton. exanpl e",
"use": "sig",
"crv"': "P-521",
"x": "AHKZLLGsCOzz5cY97ewNUaj BO57y- C- UBBc3v13nnaZx6sYl _0JXu9
AS5RKTKqgj qvj yekWF- 7yt DyRXYgCF5cj OKt ",
"y": "Adym HvO LxXkEhay XQnNCvDX4h9ht ZaCIN34kf mC6pV5ChCQHI r aVy
SsUdakAgDPr wQr JmbnX9cw & P- HQHZR1"
}

Figure 1: Elliptic Curve P-521 Public Key

The field "kty" value of "EC' identifies this as an Elliptic Curve
key. The field "crv" identifies the curve, which is curve P-521 for
this exanple. The values of the fields "x" and "y" are the
base64url -encoded X and Y coordi nates (respectively).
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The values of the fields "x" and "y" decoded are the octets necessary
to represent each full coordinate to the order of the curve. For a
key over curve P-521, the values of the fields "x" and "y" are
exactly 66 octets in |l ength when decoded, padded with | eading zero
(0x00) octets to reach the expected | ength.

3.2. EC Private Key

This exanple illustrates an Elliptic Curve private key. This exanple
is the private key corresponding to the public key in Figure 1

Not e that whitespace is added for readability as described in
Section 1.1.

{
"kty": "EC',
"kid": "bil bo.baggi ns@obbiton. exanpl e",
"use": "sig",
“crv": "P-521",
"x": "AHKZLLGOsCOzz5cY97ewNUaj B957y- C- U88c3v1i3nnZx6sYl _0JXu9
A5RKTKaj qvj yekWF- 7yt Dy RXYgCF5cj OKt ",
"y": "Adym HvO LxXkEhayXQnNCvDX4h9ht ZaCIN34kf mC6pV5CnCHI r aVy
SsUda&AgDPr wQr JmbnX9cw & P- HQHZR1",
“d": " AAhRON2r 9cgXX1lhg- Rol 6R1t X5p2r UAYdnpHZoCLXNVB6Kt scr X6zb
Ki pQ CWOCGZH3T4ubpnoTKLDYJ fF3 rJt™"
}

Figure 2: Elliptic Curve P-521 Private Key

The field "kty" value of "EC' identifies this as an Elliptic Curve
key. The field "crv" identifies the curve, which is curve P-521
(al so known as SECG curve secp521r1) for this exanple. The val ues of
the fields "x" and "y" are the base64url-encoded X and Y coordi nates

(respectively). The field "d" value is the base64url -encoded private
key.

The val ues of the fields "d", "x", and "y" decoded are the octets
necessary to represent the private key or each full coordinate
(respectively) to the order of the curve. For a key over curve
P-521, the values of the "d", "x", and "y" fields are each exactly 66
octets in I ength when decoded, padded with | eading zero (0x00) octets
to reach the expected | ength.
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3.3. RSA Public Key

This exanple illustrates an RSA public key. This exanple is the
public key corresponding to the private key in Figure 4.

Not e that whitespace is added for readability as described in
Section 1.1.

{
"kty": "RSA",
"kid": "bil bo. baggi ns@obbiton. exanpl e",
"use": "sig",
"n": "n4EPt AOCc9Al ke@HPzHSt gAbgs 7bTZLWUBZdR8_KuKPEHLd4r HVTeT
- O XV2j Roj dNhxJWIDvNd7nqQOVEi ZQHz_ AJnBCpMaJ MRBSFKr Kb2wgV
WGU_NsYOYL- Qi VWN2I bzcEe6XCOdApr 5ydQLr HgkHHi g3RBor daZ6Aj -
0BHgFEHYpPe7Tpe- OF Vf HI1E6¢c S6MLFZcDLNNLYD5! FHpPI 9bTwdl sde
3uhGgCOZCuEHg8I hzwOHr t | QoSOFVbb9k3-t VTU4f g_3L_vni UFAKwWC
LgKnS2BYwdq_nezSnbLY7h_qi xoR7j i g3__kRhuaxwkRz5i ai Qkggc5g
Hdr NP5z w"

e": "AQAB"

Figure 3: RSA 2048-Bit Public Key
The field "kty" value of "RSA" identifies this as an RSA key. The
fields "n" and "e" values are the nodulus and (public) exponent
(respectively) using the m ni mum octets necessary.

For a 2048-bit key, the field "n" value is 256 octets in | ength when
decoded.

3.4. RSA Private Key

This exanple illustrates an RSA private key. This exanmple is the
private key corresponding to the public key in Figure 3.

Not e that whitespace is added for readability as described in
Section 1.1.
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{

"kty": "RSA",

"kid": "bil bo.baggi ns@obbiton. exanpl e",

"use": "sig",

"n": "n4EPt AOCc9Al ke@HPzHSt gAbgs 7bTZLWUBZdR8_KuKPEHLd4r HVTeT
- O XV2j Roj dNnxJWIDvNd7nqQOVEI ZQHz_ AJnSCpMaJ MRBSFKr Kb2wgV
WwGU_NsYOYL- Qi VWN2I bzcEe6XCOdApr 5ydQLr HgkHHi g3RBor daZ6A) -
0BHqFEHYpPe7Tpe- Of Vf Hd1E6¢ S6MLFZcDINNLYD5I FHpPI 9bTwd| sde
3uhGgCOZCuEHg8I hzwCOHr t | QoSOFVbb9k3-t VTU4Af g_3L_vni UFAKwWC
LgKnS2BYwdq_neSnbLY7h_gi xoR7j i g3__kRhuaxwkRz5i ai Qkggc5g
Hdr NP5zw",

"e": "AQAB",

"d": "bWJCIB- EFRI 08kp & h0OZuy GPvMNKv YWAE B i ki HOk20eT- Olq_| 78e
i ZKpXXXQOUTES2LsNRS- 8uJbvQ Ali r kWMVBMKK1J3XTCGgdr hCku9gRI d
Y7sNA_AKZGh- Q661_42r | NLRCe8W nZ34ui _qOf kLnKOQWDDgpal sA-b
MWWASDFu2 MUBYwWk HTVEZ LYGgOCe04nogeqlhExBTHBOBdk MXi uFhUq1BU
6l - DgEi Wgqg82sXt 2h- LM T3046A0YJORi 0z 75t SUQY GCshWIBnP5uDj
d18kKhyvO07l hf SJdr PdVBPI yI 21hsFf 4L_nmHCuoFau7gdsPf HPxxj VCOc
OpBr zwQ',

"p": "3Sl xg_DwTXJch6095RoXygQCAZ5RNAVZI nolyhHt nUex_f p7AZ_9nR
aOrHX_- SFf GQeut ao2TDj DAWMVupk8r w9JR0Az ZON2f vul Ant _WCsnG
peNgQnev1T71 yEsnh8UM - n5Caf hki kzhEsr mdH6LXCOr vRII sPp62v8
bUgOk",

"g": "uKE2dh- cTf 6ERF4k4e_j y78& PYUl alyoSSJuBzp3Cubk30Cqs6gr T
8bR_cuODmLMZWWIt dqDy | 95Hr Ueq3MP15v MVONSI HTeZu2l mnKvwgWran
V5UzhMLi 27z 4y MkuUnMWoBvYy YB98EXVRD- hdqRxH SqAZ192zB3pVFJO0
s7pFc",

"dp": "B8PWXkvJrj 2L- GYQ7v3y9r 6Kwsg9SahXBwsWJzp19TVI gl - YV85q
INI blr xQ D- | sXXR3- TanevuRPRt 50BCdi M3Qp8pbt 26gl j Yf KU_E9xn
- RULHz 0- ed9E9gXLKDAVGngpz- Pf Q_q29pk5xWHoJ p009 (Y 1Hv Chi xRX
59ehi k",

"dq": "CLDnDGduhyl c907r 84r EUVNn7pz Q6PF83Y- i BZX5NT- TonQZKF1pEr
AWeKzFE| 41Dl HHgqBLSMD)WLs OFbwTx YWZDi6s| 60g5i ThwQd C3gnJK
bi _7k_vJgGHwHxgPaX2PnvP- zyEKDERUf - ry4c_Z11Cg9AqC2yel6kdK
TlcYF8",

"gi " " 3P quXQNOzZWMEE- sBvZgi 289XPIXCQF3VWIPz MKnl gQo7_Tugo6- N
ZBKC@EB M 3HaEGB] TVJs_j cK8- TRXvaKe- 7ZMaQ 8Vf BdYkssbuONKDDh
jJ-&i seaDVW 7dcHOcf wxgFUHpGh7FoCr j FI6h6ZEpMF6Xnuj s4qMoP
z8aal 4"

Figure 4. RSA 2048-Bit Private Key
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The field "kty" value of "RSA" identifies this as an RSA key. The
fields "n" and "e" values are the base64url - encoded nodul us and
(public) exponent (respectively) using the m ni mum nunber of octets
necessary. The field "d" value is the base64url-encoded private
exponent using the mni mum nunber of octets necessary. The fields
"p", "q", "dp", "dg", and "qi" are the base64url-encoded additiona
private infornmation using the mninumnunber of octets necessary.

For a 2048-bit key, the field "n" is 256 octets in |ength when
decoded, and the field "d" is not |onger than 256 octets in length
when decoded.

3.5. Symmetric Key (MAC Comput ati on)

This exanple illustrates a symetric key used for conputing Message
Aut henti cati on Codes (MAGCs).

Not e that whitespace is added for readability as described in
Section 1.1.

{
"kty": "oct",
"kid": "018cOae5-4d9b-471b- bf d6- eef 314bc7037"
"use": "sig",
"al g": "HS256",
"k": "hJt XI Z2uSNskbQ¥ bt TNWbpdmhkV8FJG Onbc6nx CcYg"
}

Figure 5: HMAC SHA-256 Symetric Key

The field "kty" value of "oct" identifies this as a symretric key.
The field "k" value is the symetric key.

When used for the signing algorithm "HS256" ( HVAC- SHA256), the field

"k" value is 32 octets (or nore) in | ength when decoded, padded with
| eadi ng zero (0x00) octets to reach the m ni num expected | ength.
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3.6. Symmetric Key (Encryption)
This exanple illustrates a symetric key used for encryption

Note that whitespace is added for readability as described in
Section 1.1.

{
"kty": "oct",
"kid": "1e571774-2e08- 40da- 8308-e8d68773842d",
"use": "enc",
"al g": "A256CCM'
"k": "AAPapAv4LbFbi VawEj agUBI uYgN5r hna- 8nul dDvOx 8"
}

Figure 6: AES 256-Bit Symmetric Encryption Key

The field "kty" value of "oct" identifies this as a symretric key.
The field "k" value is the symetric key.

For the content encryption algorithm"A256GCM', the field "k" val ue
is exactly 32 octets in | ength when decoded, padded with | eading zero
(0x00) octets to reach the expected | ength.

4. JSON Wb Si gnature Exanpl es

The foll owi ng sections denpnstrate how to generate various JW5
obj ect s.

Al of the signature exanples use the follow ng payl oad content (an
abridged quote from"The Fell owship of the R ng" [LOTR-FELLONSH P]),
serialized as UTF-8. The payload is presented here as a series of
gquoted strings that are concatenated to produce the JW5 Payl oad. The
sequence "\xe2\x80\x99" is substituted for (W2019 RI GHT SI NGLE
QUOTATI ON MARK), and quot ation marks (UWU+0022 QUOTATI ON MARK) are
added for readability but are not present in the JW5 Payl oad.

"It\xe2\ x80\ x99s a dangerous busi ness, Frodo, going out your "
"door. You step onto the road, and if you don’'t keep your feet, "
"t her e\ xe2\ x80\ x99s no knowi ng where you m ght be swept off "
"to."

Figure 7: Payl oad Content PI aintext
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The payl oad -- with the sequence "\xe2\x80\x99" replaced with (U+2019
Rl GHT SI NGLE QUOTATI ON MARK) and quot ations marks (U+0022 QUOTATI ON

MARK) are renoved -- is encoded as UTF-8 and then as base64url
[ RFC4648] :

SXTi gJl zI GEgZGFuZ2Vyb3Vzl Gl1c2l uZXNzLCBGemBkbywgZz29pbncgb3VOI H
| vdXl gZ&vci 4gW 11 HNOZXAgb250byBOaGUgcnPhZCOwg YWsk1 G il HI vd SBk
b24ndCBr ZWw H vdXl gzZnvl dCwgdGnl cXi gJ1 zI Govl Gt ub3dpbntgd2hl cm
UgeW 1l GLpZ2h0l GQJI | HN3ZXBOI &In¥Zi BOby4
Figure 8: Payl oad Content, base64url-encoded
4.1. RSA vl1.5 Signature

This exanple illustrates signing content using the "RS256" ( RSASSA-
PKCS1-v1 5 with SHA-256) al gorithm

Not e that whitespace is added for readability as described in
Section 1.1.

4.1.1. Input Factors
The foll owi ng are supplied before begi nning the signing operation

o Payload content; this exanple uses the content from Figure 7,
encoded usi ng base64ur| [RFC4648] to produce Figure 8.

0 RSA private key; this exanple uses the key from Fi gure 4.
o "alg" paraneter of "RS256".

4.1.2. Signing Operation
The following is generated to conplete the signing operation:

o0 JW5 Protected Header; this exanple uses the header from Figure 9,
encoded usi ng base64url [RFC4648] to produce Figure 10.

"al g": "RS256",
"kid": "bilbo.baggi ns@obbiton. exanmpl e”

Figure 9: JW5 Protected Header JSON
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eyJhbGci G JSUzIl 1IN | sl nt pZCl 61 mIpbGIvLmIhZ2dpbnNAa&i Ym 0b24uzX
hhbXBsZSJ9

Figure 10: JW5 Protected Header, base64url-encoded
The JWS Protected Header (Figure 10) and JW5 Payload (Figure 8) are
conbi ned as described in Section 5.1 of [JW5] to produce the JWS
Signing Input (Figure 11).

eyJhbCci O JSUzI INi | sl nt pZCl 61 mIpbGIvLmIhZ2dpbnNAa&i Y 0b24uzX
hhbXBsZSJ9

SXTi gJl zI GEgZGFuZ2Vyb3Vzl Gl1c2] uZXNzLCBGecmkbywgZ29pbntgh3V0I H
| vdXl gZ&vci 4gW 1l HNOZXAgh250byB0aGUgcnPhZOwg YWokI G ml H vdSBk
b24ndCBr ZWw H vdXl gZnvl dowmgdGnl cmXi gJI zI Gevl Gt ub3dpbncgd2hl cm
UgeW1l GLpZ2h0Il GQJI | HN3ZXBOI (dniZi BOby4

Figure 11: JW5 Signing | nput

Perform ng the signature operation over the JWS Signing |Input
(Figure 11) produces the JW5 Signature (Figure 12).

MR dkl y7_- oTPTS3AXP41i Q GKa80A0ZnTuV5MEaHoxnW2e5CZ5N Kt ai noFnK
ZopdHMLO2U4mwvz JdQx996i vp83xugl | | 7PNDi 84wnB- BDkoBwWA78185hX- Es4J
| wnDLJK3I f WRa- Xt LORnI t uYv746i YTh_qHRD68BNt 1uSNCr UCTJDt 5aAE6X 8w
WLKt 9eRo4QPoc SadnHXFxnt 81 s9UzpERVOePPQILUVBI S_de3xyl r DaLGdj | uP
xUAhb6L2aXi c1U12podGUOKLUQSE_ol - ZnnKJ3F4uOZDnd6QZW ushZ41Axf _f
cl e8u9i pH84ogor ee7vj bU5sy18kDquDg
Figure 12: JW5 Signature, base64url-encoded

4.1.3. CQutput Results
The foll owi ng conpose the resulting JW5 object:
o JW5 Protected Header (Figure 9)
o Payload content (Figure 8)

o Signature (Figure 12)
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The resulting JW5 object using the JW5 Conpact Serialization:

eyJhbCci G JSUzI INi | sl mt pZCl 61 mMpbGIvLmIhZ2dpbnNAa®i Ym 0b24uzX
hhbXBszSJ9

SXTi gJI zI GEgZGFuZ2Vyb3Vzl Gl1c2l uZXNzLCBGecmBkbywgZ29pbncgh3V0I H
| vdXl gZ&vci 4gW 11 HNOZXAgb250byBOaGUgcnPhZCOwg YWsk1 G il HI vd SBk
b24ndCBr ZWw H vdXl gZnvl dowgdGnl cmXi gJI zI Gevl Gt ub3dpbncgd2hl cm
UgeW 1l GLpZ2h0l GQJI | HN3ZXBOI &In¥Zi BOby4

MR dkl y7_- oTPTS3AXP41i Q GKa80A0ZnTuV5MEaHoxnW2e5CZ5N Kt ai noFnK
ZopdHMLO2U4mvz JdQx996i vp83xugl | | 7PNDi 84wnB- BDkoBwWA78185hX- Es4J
| wnDLJK3I f WRa- Xt LORnI t uYv746i YTh_qHRD68BNt 1uSNCr UCTJDt 5aAE6X 8w
WLKt 9eRo4QPoc SadnHXFxnt 81 s9UzpERVOePPQILUVBI S_de3xyl r DaLGdj | uP
xUAhb6L2aXi c1U12podGUOKLUQSE_ol - ZnnKJ3F4uOZDnd6QZW ushZ41Axf _f
cl e8u9i pH84ogor ee7vj bU5sy18kDquDg

Figure 13: JW5 Conpact Serialization

The resulting JW5 object using the general JWs JSON Serialization:

"payl oad": " SXTi gJdl zI GEgZGFuZ2Vyb3Vzl Gl1c2| uZXNzLCBGcnmBkbywg
Z29pbntghb3V0Il H vdXl gZ&vci 4gW 1l HNOZXAgh250byB0aGUgcnbh
Zowmg YW6k1 d ml H vdSBkb24ndCBr ZWiw HI vdXI gZmvl dOwgdChl cmXi
gJI zI Gevl G ub3dpbntgd2hl cngeV@1l GLpZ2h0l GJI | HN3ZXBOI (GOm
Zi BOby4",

"signhatures": |

{

"protected": "eyJhbGci G JSUzl 1N | sl nt pZCl 61 MIpbGIvLMIhZ2
dpbnNAa®i Ym 0b24uzXhhbXBsZSJ9",

"signature": "M dkly7_-oTPTS3AXP41li Q GKa80A0ZnTuV5MEaHo
xnW2e5CZ5N Kt ai noFmKZopdHMLO2UW4Amaz JdQx996i vp83xugl | |
7PNDi 84wnB- BDkoBwA78185hX- Es4J1 wrDLJK3I f WRa- Xt LORnI t
uYv746i YTh_qHRD68BNt 1uSNCr UCTJ Dt 5aAE6x 8WMLKt 9eRo4QPo
cSadnHXFxnt 81 s9UzpERVOePPQJdLUVBI S _de3xyl r DaLGdj | uPxU
Ahb6L2aXi c1U12podGUOKLUQSE ol - ZnnKJ3F4uQZDnd6QZWush
ZA1Axf _fcl e8u9i pH84ogor ee7vj bUsy18kDquDg"

Figure 14: General JW5 JSON Serialization
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The resulting JW5 object using the flattened JW5 JSON Seri alization:

"payl oad": " SXTi gJl zI| GEgZGFuZ2Vyb3Vzl GJ1c2] uZXNzLCBGcmBkbywg
Z29pbntghb3VOIl H vdXl gZ&vci 4gW 1l HNOZXAgh250byB0aGUgcnbh
Zowg YW6k1 A ml H vdSBkb24ndCBr ZWiw HI vdXI gZmvl dOwgdChl cXi
gJI zI Gevl G ub3dpbntgd2hl cngeV@1l GlpZ2h0l GJI | HN3ZXBOI GOm
Zi BOby4",

"protected": "eyJhbCci G JSUzI 1IN | sl nt pZCl 61 mipbGIvLnIhZ2dpbn
NAa®i Ym 0b24uZXhhbXBsZSJ9",

"signature": "M dkly7_-oTPTS3AXP41li Q GKa80A0ZnTuV5MEaHoxnW2
e5CZ5N Kt ai noFmKZopdHMLO2U4Anwz JdQx996i vp83xugl | | 7PNDi 84w
nB- BDkoBwA78185hX- Es4J1 wwDLJK3I f WRa- Xt LORnl t uYv746i YTh_q
HRD68BNt 1uSNCr UCTJ Dt 5aAE6X 8WWLKt 9eRo4QPoc SadnHXFxnt 81 s9U
ZpERVOePPQALUWBI S_de3xyl r DaLCGdj | uPxUAhb6L2aXi c1U12podGU0
KLUQSE_ol - ZnnmKJI3F4uQzDnd6QZWushz41Axf _f cl e8u9i pH84ogor e
e7vj bUsy18kDquDg"

Figure 15: Flattened JW5 JSON Serialization

4.2. RSA-PSS Signature

This exanple illustrates signing content using the "PS384" (RSASSA-
PSS with SHA-384) al gorithm

Not e that RSASSA- PSS uses random data to generate the signature; it
m ght not be possible to exactly replicate the results in this
section.

Not e that whitespace is added for readability as described in
Section 1.1.

4.2.1. Input Factors
The foll owing are supplied before begi nning the signing operation

o Payload content; this exanple uses the content from Figure 7,
encoded usi ng base64url [RFC4648] to produce Figure 8.

0 RSA private key; this exanple uses the key from Fi gure 4.

o "alg" paraneter of "PS384".
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4.2.2. Signing Operation
The following is generated to conplete the signing operation:

o0 JW5 Protected Header; this exanple uses the header from Fi gure 16,
encoded usi ng base64url [RFC4648] to produce Figure 17.

{

al g": "PS384",
"kid": "bilbo.baggi ns@aobbiton. exanmpl e"

Figure 16: JW5 Protected Header JSON

eyJhbCci G JQUzMANCI sl mt pZCl 61 mMIpbGIvLmIhZ2dpbnNAa®i Ym 0b24uzX
hhbXBsZSJ9

Figure 17: JW5 Protected Header, base64url-encoded

The JWS Protected Header (Figure 17) and JW5 Payload (Figure 8) are
conbi ned as described in [JW5] to produce the JW5S Signing | nput
(Figure 18).

eyJhbGei G JQUZMANC! s| nt pZCl 61 mIpbGIvLmIhZ2dpbnNAa®i Ym 0b24uzX
hhbXBsZSJ9

SXTi gJl zI GEgZGFuZ2Vyb3Vzl GJ1c2l uZXNzLCBGcmBkbywgZ29pbncghb3V0l H
[ vdXl gZ&vci 4gWe 11 HNOZXAgh250byB0aGUgcm®hzCng YWbk1 A il HI vdSBk
b24ndCBr ZWw H vdXI gZnWvl dOwgdGhl cmXi gJl zI Gevl G ub3dpbncgd2hl cm
UgeW1l GLpZ2h0Il GJI | HN3ZXBOI GIn¥Zi BOby4

Figure 18: JW5 Signing | nput

Perform ng the signature operation over the JW5 Signing | nput
(Figure 18) produces the JW5 Signature (Figure 19).

cu22eBgkYDKgl | TpzDXGvaFf z6WGoz 7f UDcf TOkkOy42m Ah2qyBzk1xEsnk2l
pN6-t Pi d6Vr kl Hkqs GgDgHCdP6CBTTB5dDDI t | | Vo6_10LPpcbUr hi USMkbbXU
vdvWKzg- UD8bi i ReQFI f z28zGW/sdi NAUf 8Zny PEgVFn442ZdNgi VIRBqr YRX
e8P_i j Qrp8VdzOTTr xUeT3l nBd9shnr 21 f JT8I nl)j vAA2Xez2M p8cBESawDz T
0qgl On6ui P1aCN_2_j LAeQTI gRHt f a64QQSUTFAA] VKPbBYi 7xho0uTCcbH510a
6GYmJ UAf mAy wZ6oD4i f Ko8DYM X72Eaw

Fi gure 19: JW5 Signature, base64url-encoded
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4.2.3. CQutput Results
The foll owi ng conpose the resulting JW5 object:
o JW5 Protected Header (Figure 17)
o Payload content (Figure 8)
o Signature (Figure 19)
The resulting JW5 object using the JW5 Conpact Serialization:

eyJhbGeci O JQUzZMANCI sl nt pZCl 61 mIpbGIvLmIhZ2dpbnNAa&i Ym 0b24uzX
hhbXBsZSJ9

SXTi gJI zI GEgZGFuzZ2Vyb3Vzl Gl1c2l uZXNz LCBGcmPkbywgZ29pbntgb3V0I H
| vdXl gZ&vci 4gW@ 1l HNOZXAgh250byB0aGUgcm®hZCnwg YWbk1 G ni HI vdSBk
b24ndCBr ZWw H vdXI gZnWl dCwgdGhl cmXi gJI zI GevIl Gt ub3dpbntgd2hl cm
UgeWo 1l GLpZ2h0Il GJI | HN3ZXBOI &n¥Zi BOby4

cu22eBgkYDKg! | TpzDXGvaFf z6Weoz 7f UDcf TOkkOy42ni Ah2qyBzk1xEsnk2l
pN6-t Pi d6Vr kl Hkqs GgDgHCAP6CBTTB5dDDI t | |1 Vo6_10LPpcbUr hi USMkbbXU
vdvWKzg- UD8bi i ReQFI f z28zGW/sdi NAUf 8Zny PEgVFn442ZdNgi VJRmBqr YRX
e8P_i j Qrp8VvdzOTTr xUeT3l nBd9shnr 2| f JT8I mJj vAA2Xez2M p8cBE5awDz T
0qgl On6ui P1aCN 2 j LAeQrTl gRHt f a64QQSUntAA] VKPbBYi 7xhoOuTCOcbH510a
6GYmJ UAF mWy wZ6oD4i f KoBDYM X72Eaw

Figure 20: JW5 Conpact Serialization
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The resulting JW5 object using the general JW5 JSON Serialization:

"payl oad": " SXTi gJl zI| GEgZGFuZ2Vyb3Vzl GJ1c2] uZXNzLCBGcmBkbywg
Z29pbntghb3VOIl H vdXl gZ&vci 4gW 1l HNOZXAgh250byB0aGUgcnbh
Zowg YW6k1 A ml H vdSBkb24ndCBr ZWiw HI vdXI gZmvl dOwgdChl cXi
gJI zI Gevl G ub3dpbntgd2hl cngeV1l GLpZ2h0l GJI | HN3ZXBOI GOm
Zi BOby4",

"signatures": [

{

"protected": "eyJhbCci G JQUzMANCI sl nt pZCl 61 mlpbGIvLnIhZ2
dpbnNAa®i Ym 0b24uzXhhbXBsZSJ9",

"signhature": "cu22eBgkYDKgl | TpzDXGvaFf z6Wsoz 7f UDcf TOkk Oy
42m Ah2qyBzk1xEsnk2l pN6-t Pi d6Vr kl Hkqs GqDgHCAP6O8TTB5
dDDI t |11 Vo6_10LPpcbUr hi USMKbbXUvdvWKzg- UD8bi i ReQFI f z2
8zGW/sdi NAUf 8Zny PEgVFn442ZdNgi VIRmBgr YRXe8P_i j Q7p8Vvd
zOTTr xUeT3l nBd9shnr 2| f JT8I nlJj vAA2Xez2M p8cBE5awDz TOq
| On6ui P1aCN_2_j LAeQTl gRHt f a64QQSUnTFAA] VKPbBYi 7xhoOuT
OcbH510a6 GYnJ UAf MY wZ6oD4i f Ko8DYM X72Eaw'

Figure 21: General JW5 JSON Serialization

The resulting JW5 object using the flattened JW5 JSON Seri alization:

"payl oad": " SXTigJdl z| GEgZGFuZ2Vyb3Vzl Gl1c2| uZXNzLCBGcnmBkbywg
Z29pbntghb3V0Il H vdXl gZ&vci 4gW 1l HNOZXAgh250byB0aGUgcnbh
Zowmg YW6k1 d ml H vdSBkb24ndCBr ZWiw HI vdXI gZmvl dOwgdChl cmXi
gJI zI Gevl G ub3dpbntgd2hl cngeV1l GLlpZ2h0l GJI | HN3ZXBOI (GOm
Zi BOby4",

"protected": "eyJhbCci G JQUzMAINCI sl nt pZCl 61 mlpbGIvLmIhZ2dpbn
NAa®i Ym 0b24uZXhhbXBsZSJ9",

"signature": "cu22eBgkYDKgl | TpzDXGvaFf z6Wsoz 7f UDcf TOkkOy42mi
Ah2qyBzk1xEsnk2l pN6-t Pi d6Vr kl Hkqs GqDgHCAP6BTTB5dDDI t | | V
06_10LPpchUr hi USMKbbXUvdvWKzg- UD8bi i ReQFI f 228z GW/sdi NAUF
8ZnyPEgVFn442zdNgi VIRmBqr YRXe8P_i j Q7p8VvdzOTTr xUeT3l nBd9s
hnr 21 f T8I mJj vAA2Xez2M p8cBESawDz TOgl On6ui P1aCN_2_j LAeQT
| gRHt f 264 QQSUNFAA] VKPbBYi 7xho0uTCOcbH510a6GYmJ UAf mAY wZ6oD
4i f Ko8DYM X72Eaw'

Fi gure 22: Flattened JW5 JSON Serialization
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4.3. ECDSA Signature

This exanple illustrates signing content using the "ES512" (Elliptic
Curve Digital Signature Al gorithm (ECDSA) with curve P-521 and SHA-
512) al gorithm

Not e that ECDSA uses random data to generate the signature; it m ght
not be possible to exactly replicate the results in this section

Note that whitespace is added for readability as described in
Section 1.1.

4.3.1. Input Factors
The foll owing are supplied before beginning the signing operation:

o Payload content; this exanple uses the content from Figure 7,
encoded usi ng base64url [RFC4648] to produce Figure 8.

o EC private key on the curve P-521; this exanple uses the key from
Fi gure 2.

o "alg" parameter of "ES512".
4.3.2. Signing Qperation
The followi ng is generated before begi nning the signature process:

o0 JW5 Protected Header; this exanple uses the header from Fi gure 23,
encoded usi ng base64url [RFC4648] to produce Figure 24.

alg": "ESb12",
"kid": "bilbo.baggi ns@aobbiton. exanmpl e"

}
Figure 23: JW5 Protected Header JSON

eyJhbCci G JFUzUxM | sl mt pZCl 61 mpbGIvLmIhZ2dpbnNAa®i Ym 0b24uzX
hhbXBsZSJ9

Figure 24: JW5 Protected Header, base64url-encoded
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The JWS Protected Header (Figure 24) and JW5 Payload (Figure 8) are
conbi ned as described in [JW5] to produce the JWS Signing | nput
(Figure 25).

eyJhbCci O JFUzUxM [ sl nt pZCl 61 mIpbGIvLmIhZ2dpbnNAa&i Y 0b24uzX
hhbXBsZSJ9

SXTi gJl zI GEgZGFuZz2Vyb3Vzl Gl1c2] uZXNzLCBGembkbywgZ29pbntghb3V0I H
[ vdXl gZ&vci 4gW 1l HNOZXAgh250byB0aGUgcnPhZOwg YWbkI G m H vdSBk
b24ndCBr ZWw H vdXI gZnWl dCwgdGhl cmXi gJl zI Gevl G ub3dpbntcgd2hl cm
UgeV®1l GlpZ2h0l GJI | HN3ZXBOI dn¥i BOby4

Fi gure 25: JW5 Signing | nput

Perform ng the signature operation over the JWS Signing | nput
(Figure 25) produces the JWS Signature (Figure 26).

AE_R_YZCChj n4791j SQCr dPZCNYqHXCTZHO- JZGYN aAj P2kgal uUl | UnCaqvb

u9Pl on7KRTzoNEuT4Va2cnileJAQy3mt PBu_u_sDDyYj nAMDXXPn7Xr TOl w kv

AD890j | 8e2puens_| EKBpHABI sbhEPX6sFY8COc GDgoRuBomu9x @

Figure 26: JW5 Signhature, base64url-encoded

4.3.3. CQutput Results

The foll owi ng conpose the resulting JW5 object:

o JW5 Protected Header (Figure 24)

o Payload content (Figure 8)

o Signature (Figure 26)

The resulting JW5 object using the JWS Conpact Serialization:

eyJhbCci G JFUzUXM | sl mt pZCl 61 mpbGIvLmIhZz2dpbnNAa®&i Ym 0b24uzX
hhbXBsZSJ9

SXTi gJl zI GEgZGFuZ2Vyb3Vzl GJ1c2l uZXNzLCBGcmBkbywgZ29pbncghb3V0l H
[ vdXl gZ&vci 4gWe 11 HNOZXAgh250byB0aGUgcm®hzCng YWEk1 A i HI vdSBk
b24ndCBr ZWw H vdXI gZnWvl dOwgdGhl cmXi gJl zI Gevl G ub3dpbncgd2hl cm
UgeW1l GLpZ2h0Il GQJI | HN3ZXBOI GIn¥Zi BOby4

AE_R_YZOChj n4791j SQCr dPZCNYqHXCTZHO- JZGYN aAj P2kgal uUl | UnC9gvhb
u9Pl on7KRTzoNEuT4Va2cmleJAQy3nt PBu_u_sDDyYj nANMDXxXPn7Xr TOIl w kv
AD890j | 8e2puens_| EKBpHABI sbEPX6sFY8COc GDgoRuBormu9x Q@

Figure 27: JW5 Conpact Serialization
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The resulting JW5 object using the general JW5 JSON Serialization:

"payl oad": " SXTi gJl zI| GEgZGFuZ2Vyb3Vzl GJ1c2] uZXNzLCBGcmBkbywg
Z29pbntgh3VOI H vdXI gZ&vci 4gW8 1l HNOZXAgh250byB0aGUgcnBh
Zong YWokl G m H vdSBkb24ndCBr ZWw H vdXl gZnivl dOagdGnl cnXi

gJI zI Gevl G ub3dpbntgd2hl cngeV1l GLpZ2h0l GJI | HN3ZXBOI GOm
Zi BOby4",
"signatures": [

{

"protected": "eyJhbCci G JFUzUxM I sl nmt pZCl 61 mipbGIvLnIhZ2
dpbnNAa®i Ym 0b24uzXhhbXBsZSJ9",

"signhature": "AE R YZCChj n4791j SQCr dPZCNYqHXCTZHO- JZGYN
aA P2kgal uUl I UnC9gvbu9Pl on7KRTzoNEuT4Va2cnlleJAQy3mt

PBu_u_sDDyYj nAMDXXPn7Xr TOl w kvAD890j | 8e2puQens_I| EKBp
HABI shEPX6sFY8COc GDgoRuBonmu9x Q"

Fi gure 28: Ceneral JW5 JSON Serialization

The resulting JW5 object using the flattened JW5 JSON Seri alization:

"payl oad": " SXTigJl zI GEQZGFuZ2Vyb3Vzl GJ1c2| uZXNzLCBGcmBkbywy
Z29pbncgb3V0I H vdXl gZ&vci 4gWe 1l HNOZXAgb250byBOaGUgcnBbh
ZOngYWBkl @ m H vdSBkb24ndCBr ZWw H vdXl gZmvl dOwgdGhl cniXi

gJ1 zI GBI Gt ub3dpbntgd2hl cngeV®1l GlpZ2h0l GJI | HN3ZXBOI GOm
Zi BOby4"

"protected": "eyJhbCci G JFUzUxM | sl nt pZCl 61 mlpbGIvLmIhZ2dpbn
NAa®i Y 0b24uZXhhbXBsZSJ9",

"signature": "AE_R _YZCChj n4791j SQCr dPZCNYqHXCTZHO- JZGYN aAj P
2kqgal uUl 1 UnCOgvbu9Pl on7KRTzoNEuT4Va2cnL1leJAQy3nt PBu_u_sD
DyYj nAMDXXPn7Xr TOl w- kvAD890j | 8e2puQens_| EKBpHABI sbEPX6sF

Y8Cc GDgoRuBomu9x @
}
Figure 29: Flattened JW5 JSON Serialization
4.4. HVMAC-SHA2 Integrity Protection
This exanple illustrates integrity protecting content using the
"HS256" (HMAC- SHA- 256) al gorithm

Note that whitespace is added for readability as described in
Section 1.1.
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4.4.1. Input Factors
The foll owing are supplied before beginning the signing operation:

o Payload content; this exanple uses the content from Figure 7,
encoded usi ng base64url [RFC4648] to produce Figure 8.

o HMAC symretric key; this exanple uses the key from Fi gure 5.
o "alg" parameter of "HS256".
4.4.2. Signing Qperation
The followi ng is generated before conpleting the signing operation:
o JW5 Protected Header; this exanple uses the header from Fi gure 30,

encoded usi ng base64ur| [RFC4648] to produce Figure 31.

"al g": "HS256",
"kid": "018cOae5-4d9b-471b- bf d6- eef 314bc7037"
}

Figure 30: JW5 Protected Header JSON

eyJhbGei O J1 Uzl 1N | sl nt pZCl 61 | AXOGMWWILLTRKOW t NDexYi 1i Zm@LW
VI Zj MkNGJj NzAzNyJ9

Figure 31: JW5 Protected Header, base64url-encoded
The JWS Protected Header (Figure 31) and JW5 Payload (Figure 8) are
conbi ned as described in [JW5] to produce the JWS Signing | nput
(Figure 32).

eyJhbCci G JI Uzl INi | sl mt pZCl 61 ] AXOGMWYWULLTRKOW t NDexYi 1i ZmRLW
VI Zj MKNGIj NzAzNyJ9

SXTi gJl zI GEgZGFuZ2Vyb3Vzl Gi1c2l uZXNzLCBGenPkbywgZ29pbncgb3VOI H
[ vdXl gZ&vci 4gW 1l HNOZXAgh250byB0aGUgcnPhZOwg YWbkI G m H vdSBk
b24ndCBr ZWw H vdXI gZnWl dCwgdGhl cmXi gJl zI Gevl G ub3dpbntgd2hl cm
UgeWo 1l GLpZ2h0l GQJI | HN3ZXBOI &9n¥Zi BOby4

Figure 32: JW5 Signing | nput

M1 er I nf or mati onal [ Page 22]



RFC 7520 JOSE Cookbook May 2015
Perform ng the signature operation over the JW5 Signing | nput
(Figure 32) produces the JW5s Signature (Figure 33).
sOh6KThzkf BBBkLSspWLh84VsJZFTs PPqMDA7g1MI7p0

Figure 33: JW5 Signature, base64url-encoded

4.4.3. CQutput Results

The foll owi ng conpose the resulting JW5 object:

o JW5 Protected Header (Figure 31)

o Payload content (Figure 8)

o Signature (Figure 33)

The resulting JW5 object using the JW5 Conpact Serialization:

eyJhbGei O J1 Uzl 1N | sl nt pZCl 61 | AXOGMWYWILLTRKOW t NDexYi 1i Zm@RLW
VI Zj MkNGJj NzAzNyJ9

SXTi gJl zI GEQZGFuZ2Vyb3Vzl Gl 1c2l uZXNzLCBGcmBkbywgZ29pbntgb3VO0I H
| vdXl gZ&vci 4gW@ 1l HNOZXAgh250byB0aGUgcm®hZOng YWBK1 G i HI vdSBk
b24ndCBr ZWw H vdXI gZnWl dCwgdGhl cmXi gJI zI Gevl Gt ub3dpbntgd2hl cm
UgeWd 1l G1pZ2h0l GJI | HN3ZXBOI G9nvZi BOby4

SOh6KThzkf BBBkLspWL.h84VsJZFTsPPqVMDA7g1MI7p0

Figure 34: JW5 Conpact Serialization
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The resulting JW5 object using the general JW5 JSON Serialization:

"payl oad": " SXTi gJl zI| GEgZGFuZ2Vyb3Vzl GJ1c2] uZXNzLCBGcmBkbywg
Z29pbntgh3VOI H vdXI gZ&vci 4gW8 1l HNOZXAgh250byB0aGUgcnBh
Zong YWokl G m H vdSBkb24ndCBr ZWw H vdXl gZnivl dOagdGnl cnXi
gJI zI Gevl G ub3dpbntgd2hl cngeV@1l GlpZ2h0l GJI | HN3ZXBOI GOm

Zi BOby4",
"signhatures": |
{
"protected": "eyJhbGeci G JI Uzl INi | sl nt pZCl 61 ] AXOCGMWWULLT
RkOW t NDcxYi 1i ZmRLVWI Zj MkNGJj NzAzNyJ9"
"signature": "sOh6KThzkfBBBkLspWL.h84VsJZFTsPPqNVDA7g1lMI7p
OII
}

Figure 35: General JW5 JSON Serialization

The resulting JW5 object using the flattened JW5 JSON Serialization:

"payl oad": " SXTigJdl zI GEgZGFuZ2Vyb3Vzl Gl1c2| uZXNzLCBGcmBkbywg
Z29pbncgb3VO0I H vdXl gZ&vci 4gWe 11 HNOZXAgb250byBOaGUgcnBdh
ZOwg YWbk1 A m H vdSBkb24ndCBr ZWi HI vdXI gZmvl dOwgdChl cimX
gJl zI Gvl G ub3dpbntgd2hl cmJgeV1l GlpZ2h0l GJI | HN3ZXBOI GOm
Zi BOby4",

"protected": "eyJhbGeci G JI Uzl 1N | sl nt pZC 61 ] AXOGMVWYWJILLTRKOW
[t NDexVYi 1i ZmQRLW/I Zj MKNGIj Nz AzNyJ9"

"signature": "sOh6KThzkfBBBkLspWL.h84VsJZFTsPPqNVDA7g1MI7p0"

}

Figure 36: Flattened JW5 JSON Serialization
4.5, Signature with Detached Content

This exanple illustrates a signature with detached content. This
exanple is identical to other exanples in Section 4, except the
resulting JW5 objects do not include the JWs Payl oad field. |nstead,
the application is expected to locate it el sewhere. For exanple, the
signature mght be in a netadata section, with the payl oad being the
content.

Note that whitespace is added for readability as described in
Section 1.1.
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4.5.1. Input Factors
The foll owing are supplied before beginning the signing operation:

o Payload content; this exanple uses the content from Figure 7,
encoded usi ng base64url [RFC4648] to produce Figure 8.

o Signing key; this exanple uses the AES symretric key from
Fi gure 5.

o Signing algorithm this exanple uses "HS256".
4.5.2. Signing Operation
The followi ng is generated before conpleting the signing operation:

o0 JW5 Protected Header; this exanple uses the header from Fi gure 37,
encoded usi ng base64url [RFC4648] to produce Figure 38.

{
" al gu " |_lS256" ,

"kid": "018c0Oae5-4d9b-471b- bf d6- eef 314bc7037"
}

Figure 37: JW5 Protected Header JSON

eyJhbGei G J1 Uzl INi | sI nt pZCl 61 j AXOGMAWYWUJLLTRKOW t NDexYi 1i ZmQRLW
VI Zj MkNGJj Nz Az Ny J9

Figure 38: JW5 Protected Header, base64url-encoded
The JWS Protected Header (Figure 38) and JW5 Payload (Figure 8) are
conbi ned as described in [JW5] to produce the JW5S Signing | nput
(Figure 39).

eyJhbCci G JI Uzl INi | sl mt pZCl 61 ] AXOGMWYWULLTRKOW t NDexYi 1i ZmRLW
VI Zj MKNGJj NzAzNyJ9

SXTi gJl zI GEgZGFuZ2Vyb3Vzl GJ1c2l uZXNzLCBGcmBkbywgZ29pbncghb3V0l H
[ vdXl gZ&vci 4gWe 11 HNOZXAgh250byB0aGUgcm®hzCng YWEk1 A i HI vdSBk
b24ndCBr ZWw H vdXI gZnWvl dOwgdGhl cmXi gJl zI Gevl G ub3dpbncgd2hl cm
UgeW1l GLpZ2h0Il GQJI | HN3ZXBOI GIn¥Zi BOby4

Figure 39: JW5 Signing | nput
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Perform ng the signature operation over the JW5 Signing | nput
(Figure 39) produces the JWs Signature (Figure 40).
sOh6KThzkf BBBkLSspWLh84VsJZFTs PPqMDA7g1MI7p0

Figure 40: JW5 Signature, base64url-encoded
4.5.3. CQutput Results
The foll owi ng conpose the resulting JW5 object:
o JW5 Protected Header (Figure 38)
o Signature (Figure 40)
The resulting JW5 object using the JWS Conpact Serialization:
eyJhbCGci O JI Uzl INi | sl mt pZCl 61 ] AxOGMWWUILLTRKOW t NDexYi 1i ZmRLWwW
Ml Zj MKNGJj NzAzNyJ9
sOh6KThzkf BBBKLS pWLh84Vs JZFTs PPqVDA7g1Mi7p0
Figure 41: General JW5 JSON Serialization

The resulting JW5 object using the general JWs JSON Serialization:

"signhatures": |

{
"protected": "eyJhbCGci G JI Uzl INi | sl m pZCl 61 ] AXOGMWWUILLT
RKOWN t NDexYi 1i Zm@ LW/ Zj MkNGJj NzAzNyJ9"
"signature": "sOh6KThzkf BBBkLspWLh84VsJZFTsPPqMDA7g1MI7p
0"
}

Fi gure 42: Ceneral JW5 JSON Serialization
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The resulting JW5 object using the flattened JW5 JSON Seri alization:

{
"protected": "eyJhbGeci G JI Uzl 1N | sl nt pZCl 61 ] AxCGMVWYWJILLTRKOW

It NDexVYi 1i ZmRLWI Zj MkNGIj Nz AzNyJ9"

"signature": "sOh6KThzkfBBBkLspW.h84VsJZFTsPPqNVDA7g1MI7p0"

}
Figure 43: Flattened JW5 JSON Serialization
4.6. Protecting Specific Header Fields

This exanple illustrates a signature where only certain Header
Paranmeters are protected. Since this exanple contains both
unprotected and protected Header Paraneters, only the general JWS
JSON Serialization and flattened JW5 JSON Serialization are possible.

Not e that whitespace is added for readability as described in
Section 1.1.

4.6.1. Input Factors
The foll owi ng are supplied before begi nning the signing operation

o Payload content; this exanple uses the content from Figure 7,
encoded usi ng base64ur| [RFC4648] to produce Figure 8.

o Signing key; this exanple uses the AES symretric key from
Fi gure 5.

o Signing algorithm this exanple uses "HS256".
4.6.2. Signing Operation
The foll owing are generated before conpleting the signing operation

o JWS Protected Header; this exanple uses the header from Fi gure 44,
encoded usi ng base64url [RFC4648] to produce Figure 45.

0 JW5 Unprotected Header; this exanple uses the header from
Fi gure 46.

{

}

al g": "HS256"

Figure 44: JW5 Protected Header JSON
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eyJhbCci G JI Uzl INi J9

Figure 45: JW5 Protected Header, base64url-encoded
"kid": "018c0Oae5-4d9b- 471b- bf d6- eef 314bc7037"

Figure 46: JW5 Unprotected Header JSON
The JWS Protected Header (Figure 45) and JW5 Payl oad (Figure 8) are
conbi ned as described in [JW5] to produce the JW5 Signing | nput
(Figure 47).
eyJhbCci G JI Uzl 1Ni J9
éXTigJIzIGEgZGFuzzvyb3V2|601c2IuZXhzLCBGCn9kbyngZ9pbncgb3VOlH
| vdXl gZ&vci 4gWe 1l HNOZXAgh250byB0aGUgcnm@hZOng YW6kI G ml H vdSBk
b24ndCBr ZWw H vdXI gZnWl dCwgdGhl cmXi gJI zI Gevl G ub3dpbntgd2hl cm
UgeWd 1l G1pZ2h0l GJI | HN3ZXBOI GOnvZi BOby4

Figure 47: JW5 Signi ng | nput

Perform ng the signature operation over the JW5 Signing | nput
(Figure 47) produces the JW5 Signature (Figure 48).

bWUSVaxor n7bEF1dj yt BdOkHv70Ly5pvbonme MABCr 20
Figure 48: JW5 Signature, base64url-encoded

4.6.3. CQutput Results

The foll owi ng conpose the resulting JW5 object:

o JW5 Protected Header (Figure 45)

o JW5 Unprotected Header (Figure 46)

o Payload content (Figure 8)

o Signature (Figure 48)

The JWS Conpact Serialization is not presented because it does not
support this use case.
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The resulting JW5 object using the general JW5 JSON Serialization:

"payl oad": " SXTi gJl zI| GEgZGFuZ2Vyb3Vzl GJ1c2] uZXNzLCBGcmBkbywg
Z29pbntgh3VOI H vdXI gZ&vci 4gW8 1l HNOZXAgh250byB0aGUgcnBh
Zong YWokl G m H vdSBkb24ndCBr ZWw H vdXl gZnivl dOagdGnl cnXi
gJI zI Gevl G ub3dpbntgd2hl cngeV1l GLpZ2h0l GJI | HN3ZXBOI GOm

Zi BOby4",
"signhatures": |
{
"protected": "eyJhbGeci G JI Uzl 1Ni J9",
"header": {
"kid": "018cOae5-4d9b-471b- bf d6-eef 314bc7037"
} H
"signhature": "bWJSVaxorn7bEF1dj yt BdOkHv70Ly5pvbonz MABOr 2
0"
}

Fi gure 49: Ceneral JW5 JSON Serialization

The resulting JW5 object using the flattened JW5 JSON Seri alization:

"payl oad": " SXTigJl zI GEQZGFuZ2Vyb3Vzl GJ1c2| uZXNzLCBGcmBkbywy
Z29pbncgb3V0I H vdXl gZ&vci 4gWe 1l HNOZXAgb250byBOaGUgcnBbh
Zowg YWkl G m H vdSBkb24ndCBr ZWiw H vdXl gZnvl dCawgdGhl cniX
gJl zI Gvl Gt ub3dpbntgd2hl cmJgeVWd 1l GLpZ2h0l GJI | HN3ZXBOI GOm
Zi BOby4",

"protected": "eyJhbCci G JI Uzl 1Ni J9",

"header":

"kid": "018c0Oae5-4d9b- 471b- bf d6- eef 314bc7037"

}

'ignature": "bWUSVaxor n7bEF1dj yt BdOkHv70Ly5pvbonmez MAGOr 20

Fi gure 50: Flattened JW5 JSON Serialization

4.7. Protecting Content Only

This exanple illustrates a signature where none of the Header
Paranmeters are protected. Since this exanple contains only
unpr ot ect ed Header Paraneters, only the general JW5 JSON
Serialization and flattened JW5 JSON Seri alization are possible.

Note that whitespace is added for readability as described in
Section 1.1.
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4.7.1. Input Factors
The foll owing are supplied before beginning the signing operation:

o Payload content; this exanple uses the content from Figure 7,
encoded usi ng base64url [RFC4648] to produce Figure 8.

o Signing key; this exanple uses the AES symretric key from
Fi gure 5.

o Signing algorithm this exanple uses "HS256".
4.7.2. Signing Operation
The followi ng is generated before conpleting the signing operation

0 JW5 Unprotected Header; this exanple uses the header from

Fi gure 51.
{
n al gIl : n |_l8256ll ,
"kid": "018cOae5-4d9b- 471b- bf d6- eef 314bc7037"
}

Figure 51: JW5 Unprotected Header JSON
The enpty string (as there is no JW5 Protected Header) and JW5

Payl oad (Figure 8) are conbined as described in [JW5 to produce the
JWS Signing Input (Figure 52).

SXTigJIzIGEgZGFuzzvbeVzlcﬂchIuZXhELCBGbn9kbym9229pbncgb3VOlH
[ vdXl gZ&vci 4gW 1l HNOZXAgh250byB0aGUgcnPhZOwg YWbkI G m H vdSBk
b24ndCBr ZW/w H vdXl gZnl dOwgdGhl cmXi gJI zI Gevl Gt ub3dpbncgd2hl cm
UgeV®1l GlpZ2h0l GJI | HN3ZXBOI dn¥i BOby4

Fi gure 52: JW5 Signing | nput

Perform ng the signature operation over the JWS Signing | nput
(Figure 52) produces the JWS Signature (Figure 53).

xuLi f LG bl pv9zBpuZczWhN 1gARaLV3UxvxhJxZuk

Fi gure 53: JW5 Signature, base64url-encoded
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4.7.3. CQutput Results
The foll owi ng conpose the resulting JW5 object:
0 JW5 Unprotected Header (Figure 51)
o Payload content (Figure 8)
o Signature (Figure 53)

The JWS Compact Serialization is not presented because it does not
support this use case.

The resulting JW5 object using the general JWs JSON Serialization:

{
"payl oad": " SXTi gJl zI GEgZGFuZ2Vyb3Vz| GJ1c2l uzZXNzLCBGemdkbywyg

Z29pbntghb3VOI H vdXI gZ&@vci 4gW8 11 HNOZXAgh250byB0aGUgcnBh
Zong YW5kl G m H vdSBkb24ndCBr ZWw H vdXl gZnivl dOagdGnl cniXi
gJI zI Gevl G ub3dpbntgd2hl cngeV@1l GlpZ2h0l GJI | HN3ZXBOI GOm
Zi BOby4",

"signhatures": |

"header": {
“al g": "HS256",
"kid": "018cOaeb5-4d9b-471b- bf d6- eef 314bc7037"
} H
"signature": "xuLifqlLG bl pv9zBpuZczWhN 1gARalLV3UxvxhJxZu

k

Figure 54: General JW5 JSON Serialization
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The resulting JW5 object using the flattened JW5 JSON Seri alization:

{
"payl oad": " SXTi gJl zI| GEgZGFuZ2Vyb3Vzl GJ1c2] uZXNzLCBGcmBkbywg

Z29pbntgb3VO0I H vdXI gZ&vci 4gW 11 HNOZXAgh250byB0aGUgcnBh
Zong YWBk1 A m H vdSBkb24ndCBr ZW/w H vdXl gZnvl dCagdGhl cnXi
gJI zI Gevl G ub3dpbntgd2hl cngeV@1l GlpZ2h0l GJI | HN3ZXBOI GOm

Zi BOby4",
"header": {
"al g": "HS256",

"kid": "018c0Oae5-4d9b- 471b- bf d6- eef 314bc7037"

} y
"signature": "xuLifqlLG bl pv9zBpuzZczWhN 1gARaLV3UxvxhJxZuk"

Figure 55: Flattened JW5 JSON Serialization
4.8. Miltiple Signatures
This exanple illustrates multiple signatures applied to the sane
payl oad. Since this exanple contains nore than one signature, only
the JSON General Serialization is possible.

Not e that whitespace is added for readability as described in
Section 1.1.

4.8.1. Input Factors
The foll owi ng are supplied before begi nning the signing operation

o Payload content; this exanple uses the content from Figure 7,
encoded usi ng base64ur| [RFC4648] to produce Figure 8.

o Signing keys; this exanple uses the foll ow ng:

* RSA private key fromFigure 4 for the first signature

* EC private key fromFigure 2 for the second signature

* AES synmetric key fromFigure 5 for the third signature
o Signing algorithms; this exanple uses the follow ng:

* "RS256" for the first signature

* "ESH12" for the second signature

* "HS256" for the third signature
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4.8.2. First Signing Operation

The foll owing are generated before conpleting the first signing
operation:

o JW5 Protected Header; this exanple uses the header from Fi gure 56,
encoded usi ng base64url [RFC4648] to produce Figure 57.

o0 JWS Unprotected Header; this exanple uses the header from
Fi gure 58.

{

}

al g": "RS256"

Figure 56: Signature #1 JW5 Protected Header JSON
eyJhbCci G JSUzI 1Ni J9

Fi gure 57: Signature #1 JWS Protected Header, base64url -encoded

{
"kid": "bilbo.baggi ns@obbiton. exanmpl e”

}

Figure 58: Signature #1 JW5 Unprotected Header JSON
The JWS Protected Header (Figure 57) and JW5 Payl oad (Figure 8) are
conbi ned as described in [JW5] to produce the JW5 Signing | nput
(Figure 59).
eyJhbCci O JSUzI 1N J9
SXTigJIzIGEgZGFuZZVVbSVzIGchZIuZXhELCBCbn9kbymg229pbncgb3VOIH
[ vdXl gZ&vci 4gWe 1l HNOZXAgh250byBO0aGUgcm®hzCwg YWbk1 A il HI vdSBk
b24ndCBr ZWw H vdXI gZnWl dCwgdGhl cnmXi gJI zI Gevl Gt ub3dpbntgd2hl cm
UgeW1l GLpZ2h0l GJI | HN3ZXBOI GIn¥Zi BOby4

Figure 59: JW5 Signing | nput
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Perform ng the signature operation over the JW5 Signing | nput
(Figure 59) produces the JW5s Signature (Figure 60).

M sj gt VI Opa71KE- Mss8_Ng2YH4FCGhi ocsqr gi 5SNvyG53uoi m c1t cMISg- gpt
rzZc7CESvwW2Y13TDl qHz TUr L_| R2ZFcr yNFi HkSwl29EghGpwkpxaTn_THITC
gl NbADko1MZBCdwz IxwgZc- 1R pQ2Hi bUYy XSwO97BSe0_evZKdj vvKSgsl qj y
t KSeAMbhMBdMre622 BGht 4sdbuCHt Fj p9i Jnki 047Al wgkZV1al Zsv33uPUgB
BCXbYoQwt 7mxPf t HMNI GoOSMKR_3t hmXTCUS- xi NOyhbrBaf KK64j U6_ TPt
H JeQIxz9G&3Tx- 083B745_Af YOnl COw

Figure 60: JW5 Signhature #1, base64url -encoded

The following is the assenbled first signature serialized as JSON:

{
"protected": "eyJhbCci G JSUzI 1N J9",

"header": {
"kid": "bilbo.baggi ns@aobbiton. exanpl e"
}

"signhature": "M sjqtVl Opa7lKE- Mss8 Ng2YHAFCGhi ocsqr gi 5NvyG53u
oi m clt cMiISg- qpt r zZc7CESvW2Y13TDl gHz TUr L_| R2ZFcr yNFi HkS
wW129EghGowkpxaTn_THITCgl NoADko1MZBCdwz JxwgZc- 1R pO2Hi bUY
yXSWA7BSe0_evZKdj vvKSgsl gj yt KSeAMbhvBdMra622_BGbt 4sdbuC
Ht Fj p9i Jnki 047Al wgkZV1al Zsv33uPUgBBCXbYoQw 7mxPf t HhiNIl Go
OSMKR_3t hmXTCmAUS- xi NOyhbnBaf KK64j U6 TPt QHi JeQIxz9G3Tx- 0
83B745_ Af YOnI Cow'

Figure 61: Signature #1 JSON

4.8.3. Second Signing Qperation

The followi ng is generated before conpleting the second signing
operation:

o0 JW5 Unprotected Header; this exanple uses the header from

Fi gure 62.
{
"alg": "ES512",
"kid": "bilbo.baggi ns@obbiton. exanmpl e”
}

Fi gure 62: Signature #2 JWS Unprotected Header JSON
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The enpty string (as there is no JW5 Protected Header) and JWS
Payl oad (Figure 8) are conbi ned as described in [JWS] to produce the
JW5 Signing | nput (Figure 63).

SXTi gJI zI GEgZGFuZ2Vyb3Vzl Gl1c2l uZXNzLCBGecmBkbywgZ29pbncgh3V0I H
| vdXl gZ&vci 4gW 11 HNOZXAgb250byBOaGUgcnPhZCOwg YWsk1 G il HI vd SBk
b24ndCBr ZWw H vdXl gzZnvl dCwgdGnl cXi gJ1 zI Govl Gt ub3dpbntgd2hl cm
UgeW 1l GLpZ2h0l GQJI | HN3ZXBOI &In¥Zi BOby4

Figure 63: JW5 Signing I nput

Perform ng the signature operation over the JW5 Signing | nput
(Figure 63) produces the JWs Signature (Figure 64).

ARcVLnaJJaUGSf G- 8t 5BREVAUTY8n8YH wDOLnuhcdCoFZFFj f | Su0Cdkn9Yb
dl mi 54h00x924DUz8sK7ZXkhc7AFMBCOLT TvNCr gel 3JkI 2U51 X3ut NnODHBV 7
xgy 1QahsnOf yb4z SAkj e8bAWE4vI f j SpCMYxxméf gV3q7ZYhnbeD

Fi gure 64: JW5 Signature #2, base64url -encoded

The following is the assenbl ed second signature serialized as JSON

{
"header": {
"al g": "ES512",
"kid": "bilbo.baggi ns@obbiton.exanpl e"
H
"signature": "ARcVLnaJJaUWf G 8t 5BREVAUTY8n8YH wDOLnmuhcdCoF
ZFFj f 1 Su0Cdkn9Ybdl m 54ho0x924DUz8sK7ZXkhc7AFMBOLLT TVNCr g
cl 3Jkl 2Usl X3ut NhODHEV 7xgy 1Qahsn0f yb4z SAkj e8bAW4vI f | 5pCM
Yxxmaf gv3q7ZzYhnbeD"

Figure 65: Signature #2 JSON
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4.8.4. Third Signing Operation

The following is generated before conpleting the third signing
operation:

o JW5 Protected Header; this exanple uses the header from Fi gure 66,
encoded usi ng base64url [RFC4648] to produce Figure 67.

"al g": "HS256",
"kid": "018c0Oae5-4d9b- 471b- bf d6- eef 314bc7037"
Figure 66: Signature #3 JW5 Protected Header JSON

eyJhbGei O JI Uzl INi | sI it pZCl 61 | AXOGMAWYWULLTRKOW t NDexYi 1i ZmeLW
VI Zj MkNGJj Nz Az Ny J9

Figure 67: Signature #3 JW5 Protected Header, base64url-encoded
The JWS Protected Header (Figure 67) and JW5 Payload (Figure 8) are
conbi ned as described in [JW5] to produce the JW5 Signing | nput
(Figure 68).

eyJhbGei G J1 Uzl 1Ni | sl nt pZCl 61 j AXOGMAWYWULLTRKOW t NDexYi 1i ZmQRLW
Vi Zj MKNGJj NzAzNyJ9

SXTigJIzIGEgZGFuZZVVbSVzIGchZIuZXhELCBCbn9kbymg229pbncgb3VOIH
| vdXl gZ&@vci 4gW 1l HNOZXAgh250byB0aGUgcnm@hZOng YW6kI G il H vdSBk
b24ndCBr ZWw H vdXI gZnWl dCwgdGhl cmXi gJI zI Gevl Gt ub3dpbntgd2hl cm
UgeV® 1l GlpZ2h0l GJI | HN3ZXBOI On¥i BOby4

Figure 68: JW5 Signing | nput

Perform ng the signature operation over the JW5 Signing | nput
(Figure 68) produces the JW5 Signature (Figure 69).

sOh6KThzkf BBBKLspWLh84VsJZFTs PPgMDA7g1MI7p0

Figure 69: JW5 Signhature #3, base64url -encoded
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The following is the assenbled third signature serialized as JSON

{
"protected": "eyJhbGeci G JI Uzl 1N | sl nt pZCl 61 ] AxCGMVWYWJILLTRKOW

It NDcxYi 1i ZmRLWI Zj MKNGJj Nz AzNyJ9"
"signature": "sOh6KThzkfBBBkLspW.h84VsJZFTsPPqNVDA7g1MI7p0"
}

Fi gure 70: Signature #3 JSON
4.8.5. CQutput Results
The foll owi ng conpose the resulting JW5 object:
o Payload content (Figure 8)
o Signature #1 JSON (Figure 61)
o Signature #2 JSON (Fi gure 65)
o Signature #3 JSON (Figure 70)
The JWS5 Compact Serialization is not presented because it does not

support this use case; the flattened JW5 JSON Serialization is not
present ed because there is nore than one signature.
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The resulting JW5 object using the general JW5 JSON Serialization:

"payl oad": " SXTi gJl zI| GEgZGFuZ2Vyb3Vzl GJ1c2] uZXNzLCBGcmBkbywg
Z29pbntghb3VOIl H vdXl gZ&vci 4gW 1l HNOZXAgh250byB0aGUgcnbh
Zowg YW6k1 A ml H vdSBkb24ndCBr ZWiw HI vdXI gZmvl dOwgdChl cXi
gJI zI Gevl G ub3dpbntgd2hl cngeV1l GLpZ2h0l GJI | HN3ZXBOI GOm
Zi BOby4",

"signatures": [

{
"protected": "eyJhbGeci G JSUzl 1N J9",
"header": {
"kid": "bilbo.baggi ns@aobbiton. exanpl e"
}

"signhature": "M sjqtVl Opa7lKE- Mss8_ Ng2YHAFGhi ocsqr gi 5Nvy
Gb3uoi m clt cMISg- qpt r zZc7CESYW2Y13TDI gHz TUr L_| R2ZFc
r yNFi HkSwl29EghGowkpxaTn_THITCgl NbADko1MZBCdwz JxwgZc
- 1Rl pO2H bUYyXSwO97BSe0_evZKdj vvKSgsl gj yt KSeAMohMBdM
na622 BGbt 4sdbuCHt Fj p9i Jnki 047Al wgkZV1al Zsv33uPUgBBC
XbYoQIwt 7mx Pf t HNI GoOSMkR_3t hmXTCmiUS- xi NOyhbrBaf KK6
4j U6_TPt QHi JeQIxz9G3Tx- 083B745_Af YOnl Cow'

b
{

"header": {
"alg": "ESb12",
"kid": "bilbo.baggi ns@obbiton.exanpl e"

}1
"signature": "ARcVLnalJJaUWf G 8t 5BREVAUTY8n8YH wDOLnuhc

dCoFZFFj f 1 Su0Cdkn9Ybdl m 54ho0x924DUz8sK7ZXkhc7AFMBCh
Lf TvNCr gqcl 3Jkl 2U51 X3ut NhODH6V 7xgy 1QahsnOf yb4z SAkj e8b
AW 4v| f | 5pCWvxxmif gV3q7ZYhnbeD'

%1
"protected": "eyJhbGeci G JI Uzl INi | sl mt pZCl 61 ] AXOCGMWWULLT
RKOW t NDcxYi 1i ZmRLWI Zj MKNGJj NzAzNyJ 9",
"signature": "sOh6KThzkfBBBkLspWL.h84VsJZFTsPPqNVDA7g1lMI7p
OII

Figure 71: General JW5 JSON Serialization
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5. JSON Web Encryption Exanpl es

The foll owi ng sections denpnstrate how to generate various JVE
obj ect s.

Al of the encryption exanples (unless otherw se noted) use the
followi ng Plaintext content (an abridged quote from"The Fell owship
of the Ring" [LOTR- FELLOASHI P]), serialized as UTF-8. The Pl ai ntext
is presented here as a series of quoted strings that are concatenated
to produce the JVWE Plaintext. The sequence "\xe2\x80\x93" is
substituted for (U+2013 EN DASH), and quotation marks (UW+0022
QUOTATI ON MARK) are added for readability but are not present in the
JVE Pl ai ntext.

"You can trust us to stick with you through thick and "
"t hi n\ xe2\ x80\ x93to the bitter end. And you can trust us to "
"keep any secret of yours\xe2\x80\x93cl oser than you keep it "
"yoursel f. But you cannot trust us to let you face trouble "
"al one, and go off without a word. W& are your friends, Frodo."
Fi gure 72: Pl aintext Content

5.1. Key Encryption Using RSA v1.5 and AES- HVAC- SHA2
This exanple illustrates encrypting content using the "RSA1L 5"
(RSAES- PKCS1-v1_5) key encryption algorithmand the "Al128CBC- HS256"
( AES- 128- CBC- HVAC- SHA- 256) content encryption al gorithm
Not e t hat RSAES- PKCS1-v1l 5 uses random data to generate the
ci phertext; it mght not be possible to exactly replicate the results
in this section.
Note that only the RSA public key is necessary to performthe
encryption. However, the exanple includes the RSA private key to
all ow readers to validate the output.

Not e that whitespace is added for readability as described in
Section 1.1.

5.1.1. Input Factors
The foll owing are supplied before begi nning the encryption process:
o Plaintext content; this exanple uses the content from Figure 72.

0 RSA public key; this exanple uses the key from Figure 73.
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o "alg" parameter of "RSAl_5".

o

{

"kty": "RSA",

"kid": "frodo. baggi ns@obbiton. exanpl e",

"use": "enc",

"n": "maxhbsnBt dQ@BCNr Kvpr UE6GN9Il Ycr egDMLYNeTAWELj 8NnPUIXI YegT
HVHQ xKDSHP2I - F5j S7sppGlwgdAgqZy hnW XhYNvc M7 Rf gKx gNx_ x AHx
6f 3yy7s- MDPSNCWPC2| h6 UAKR4I 00EhVII r ypMBPi 41 BUop9t 5f SOWU
NwaAl | hr d- osQGPj | el 1deHTwx- ZTHU3C60Pu_LJI | 6hKn9wbwaUmA4c
R5Bd2pgbaY7ASgsj CUbt YJaNl HSoHXpr UdJZKUVAz VOWOKPf A6OPI 40y
pBadj vMZ4ZA] 3BnXaSYsEZhaueTXvZB4eZQOAj | yh2e_ VO KVisnDr JYA
Vot d vMY',

"e": "AQAB",

"d": "Kn9tgoHfi TVi 8uPu5b9Tnwy HWGEdK6REOUFdl pCGnIN7ZEi 963R7wy
bQLPLAHpI bNTzt f r heoAni RVANCI gXaW qS461xi DTp4nt EPngqcKsyO
5] My i 7- CL8vhpYYowNFvI esgMbVaPRYMYTOTWS3hNMDaWs 7USZ_hLg6
QCelmyOvHTI 3Fucj SMBONf f 40l ENt 43r 2f spgEPGRr dE6f pLc9Caq- qeP
1GFULI nt Rdndm P8g8kvN3KH NAt Egr QAgTTgz80S- 3VDOFgW gnb1PN
m uPUxCBOpl 9KDI f u_acc6f gldnsNaJqXe6RESvhGPH2af j HiSy _Fd2v
pzj 85bQ",

"p": " 2DWQMZ43FoTn(BI kUj 3BKRf 5SEh2m zZA5xEJ2M nUE3sdTYKSLt aE
0ekX9vbBZuWkHdVhMBUNKCJ _2i Nk8Z0ayLYHLO &1laXf 9- unynEpUsH
7HHTKI LpYAzOOx1ZgVl j oxAdWAn3hi EFr j ZLZGS7| OH a3QQ DDQuJQJ
2VFEnJ',

"q": "te8LY4-WIyaqHLExujj MgkTAl TeRovOVLONf LY2x1 Nnr Wiwi (B3_V
F099aP1ESelj a2nw- 6i Kl e- qT7nt CPozKf Vt UYf z5Hr J_XY2kf exJl Nb
91 hZHW/5plskZpel S- GPHCC6gRI Kolqg-i dn_gxyusf W 7WAxI SVf (X k8
d6Et 0",

"dp": "Uf YKcL_or492vVcOPzwWLSpl bg4L3- Z5wL48mai swbpz Oyl gd2xHTH
Q1 JpFAl Z8q- zf 9RngJI XkDr Fs9r kdxPt AsL1WydeCT5¢c125Fkdg317JV
RDo1li nX7x2KAh8ERCr eVW8_4z Xl t uTl _Ki XZNU5I vMy Wbl w2eTx 1l psf
| oOr YU,

"dg": "i EgcO QX pepdH8FWI7mUFyr XdnOk XJBCogChY6YKul HGc _p8Le9Mo
pFKESzEaLl N1LEhf 3B60GBI 51 z_ayU Zj 21 oQZ82znoUr pa9f VYNot 87A
Cf zI Grq9M/ 7RI PAder Zi 03t kVXAdaBau_9vs5r S- 7HM xkVr xSWvJY14
TkX HE",

"qi": "kC | zzZOQgoFazCr 51 0t Ovt REKoVgaAYhQ ql RA.- Mz S4sCrRkxnbvZ
| XYx6Rt E1n_Aagj qaj | kj i ed xTTThHD8I ga6f oGBMAAr 5SuR1hGQpSc7
G 7CF1DZkBIMIQNG6EshYz Zf x\W8m CBMBRzuhObeL6f GnkDcl yPr BXx
2bQ_mv

enc" paraneter of "Al28CBC- HS256".

Figure 73: RSA 2048-Bit Key, in JVWK Fornat
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(NOTE: While the key includes the private paraneters, only the public
paranmeters "e" and "n" are necessary for the encryption operation.)

5.1.2. Cenerated Factors
The foll owing are generated before encrypting:

0 AES symetric key as the Content Encryption Key (CEK); this
exanpl e uses the key from Figure 74.

o Initialization Vector; this exanple uses the Initialization Vector
fromFigure 75.

3qyTVhl W 5] uqZUCpf RqpvauwB956 MVEJL2Rt - 8 XKSo

Figure 74: Content Encryption Key, base64url-encoded
bbd5s Tk YWhAI gf Hsx8Day A

Figure 75: Initialization Vector, base64url-encoded

5.1.3. Encrypting the Key

Perform ng the key encryption operation over the CEK (Figure 74) with
the RSA key (Figure 73) results in the follow ng Encrypted Key:

[ aLx1 0j - nLH _BgLOXMbzKxny9gf f y2gTdvqzf Ti hJBuuzxg0V7yk1Wd nQePF
vQ&2K- pvSl| W9BRI azDr n50RcRai __3TDON395H3c62t | oudJ4XaRvYHF] ZTZ2G
Xf z8YAI ncc91TF kOWKC2F5Xbb71Cl QLDDH151t | pH77f 2f f 7xi Sxh90SewYr cG
TSLUeeCt 36r 1Kt 305] 7EyBQXoZl N71 xbyhMAf gl e7Mr1r OTA 51 8NQge XXV\8VI

zZNmoxaGvhy3YnG r 5W 6Q 2nBg4qgDaPdnaAuuGUCGEecel | Olwx1Bpyl f gvfj Ch
VBsOMBXL223Fg47x| GsMXdf uY- 4] agVw

Figure 76: Encrypted Key, base64url -encoded
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5.1.4. Encrypting the Content
The following is generated before encrypting the Plaintext:

o JVE Protected Header; this exanple uses the header from Figure 77,
encoded usi ng base64url [RFC4648] to produce Figure 78.

{
"al g": "RSAl_5",
"kid": "frodo. baggi ns@obbit on. exanpl e",
“enc": "Al28CBC- HS256"

}

Fi gure 77: JVWE Protected Header JSON

eyJhbCGci O JSUWOEXxXzUi LCIraWy G JncnBkby5i YWdnaWsz QGhv Yml pd@ulm
VAYWLwbGUi LCII bmrM G JBMTIT 4Q0JDLUNTM U21 nO

Figure 78: JVWE Protected Header, base64url-encoded

Perform ng the content encryption operation on the Plaintext
(Figure 72) using the foll ow ng:

o CEK (Figure 74);
o Initialization Vector (Figure 75); and
o JVWE Protected Header (Figure 77) as authenticated data
produces the foll ow ng:
o Ciphertext fromFigure 79.
o Authentication Tag from Fi gure 80.
Of ys_TY_na7f 8dwsf XLi YdHaA2DxUj D67i eF7f cVbl R62JhJv&Z4_FNVSi Ge_r
aa0HNLQBs1P2sv3Xzl 1pll _o5wWR RsSzr S8Z- wnl 3JvoOnkpEEn| DnzvDu_k80
W Jv7eZVEqi WKdyVzFhPpi y QU28 GLOpRc2VbhVbKA4dQKPANTj PPEnmRqcaGeTWZV
yeSWf 5k59yJZx RUSVWFf 6Kr Nt mRAZ8RANDO HSr M_s8uwl Fcqt 4r 5GX8TKal 0
zT5ChL5Q w3sRc7u_hgOyKVO Ryt EAEs3vZkcf LkP6nbXdC _PkMINS- ohP78T2
06_7ul nMGhFeX4ct HG7Vel HG T93Jf WDEQ 5_VIOUNLr hXNr Yu- Of VIKZAKX3VW
i 71 zA6BP430m

Fi gure 79: Ciphertext, base64url-encoded
kvKuFBXHe5n) 41 qgobAUg

Fi gure 80: Authentication Tag, base64url-encoded
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5.1.5. CQutput Results
The foll owi ng conpose the resulting JWE object:
o JVE Protected Header (Figure 78)
o Encrypted Key (Figure 76)
o Initialization Vector (Figure 75)
o Ciphertext (Figure 79)
o Authentication Tag (Figure 80)
The resulting JWE object using the JWE Conpact Serialization:

eyJhbGci O JSUOEXxXzUi LCIraWy G JncnBkby5i YWdnaWsz QGhv Ym) pd@ulm
VAYWLwbGUi LCII bmrM G JBMTT 4Q0JDLUNTM U21 nO

[ aLx1 0j - nLH _BgLOXMbzKxny9gf f y2gTdvqzf Ti hJBuuzxg0V7yk1Wd nQePF
vQ&2K- pvSl W9BRI azDr n50RcRai __3TDON395H3c62t | ouJJ4XaRvYHF] ZTZ2G
Xf z8YAI ncc91Tf KOWKC2F5Xbb71C QLDDHL51t | pH77f 2f f 7xi Sxh90SewYr cG
TSLUeeCt 36r 1Kt 30S] 7EyBQXoZI N7I xbyhMAf gl e7Mr1r OTO 51 8NQge XXV VI
zZNmoxaGvny3YnG r 5W 6Q¢ 2nBg4qgDaPdnaAuuGUCGEecel | Olwx1Bpyl f gvfj Ch
MBsOMBXL223Fg47x| Gs MXdf uY- 4j agvw

bbd5s Tk YwhAl gf Hsx8Day A

0f ys_TY_na7f 8dwsf XLi YdHaA2DxUj D67i eF7f cVbl R62JhJvGZ4_FNVSi Gc_r

aa0HNLQBs1P2sv3Xzl 1pll _o5wWR RsSzr S8Z- wnl 3JvoOnkpEEn| DnzvDu_k80
W Jv7eZVEqi WKdyVz FhPpi y QU28G.CpRec 2VhVbKAdQKPANTj PPEnRqcaGeTWZV
yeSWf 5k59yJZx RuSvWH 6Kr Nt mRdZ8R4nDG HSr M s8uwl Fcqt 4r 5GX8TKal 0

zT5ChL5Q w3sRc7u_hg0yKVQO Ryt EAEs3vZkcf LkP6nbXdC _PkMINS- ohP78T2
06_7ul nMGhFeX4ct HG7Vel HG T93Jf WDEQ 5_VIOUNLr hXNr Yu- Of VIKZAKX3VW
i 71 zZA6BP430m

kvKUFBXHe5mQr 41 qgobAUg

Fi gure 81: JWE Compact Serialization
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The resulting JWE object using the general JWE JSON Serialization:
{

"recipients": |
{

"encrypted _key": "l alLxl0j-nLH _BgLOXMozKxny9gffy2gTdvqzf
Ti hJBuuzxgOV7yk1WC nQePFv@&2K- pvSI W9BRI azDr n50RcRai _
_3TDON395H3c62t | ouJJ4XaRvYHF] ZTZ2GXf z8YAI ntc91Tf KOWK
C2F5Xbb71C QLDDH151t | pH77f 2f f 7xi Sxh90SewYr cGTSLUeeCt
36r 1Kt 305] 7EyBQXoZI N71 xbyhMAf gl e7Mvr1r OTA 51 8NQme XX\W\8
VI zNmoxaGvhy3YnG r 5W 6Q 2nBg4qDaPdnaAuuGUCGEecel | Olwx
1Bpyl f gvfj ChivBsOMBXL223Fg47x| GsMXdf uY- 4] agww'

}

1,

"protected": "eyJhbCci G JSUOExXzUi LCIraWQ G JncnBkby5i YWdnaW

5z QGhv YMI pd@uLnv4aYWLwbGUi LCII bnM G JBMTI 4QQJDLUNTM W21 n

0",

"iv": "bbd5sTkYwhAIl gf Hsx8DayA",

“ciphertext": "Ofys TY na7f8dwsf XLi YdHaA2DxUj D67i eF7f cVbl R62
Jhiv&Z4_FNVSI Gc_raaOHnL@s1P2sv3Xzl 1pll _o5wWR RsSzr S8Z- wn
| 3JvoOnkpEENI DnizvDu_k80OW Jv7eZVEqQi WKdy Vz FhPpi yQU28G.OpRe
2VbVbKA4dQKPANTj PPEnMRgcaGe TWZVyeSWvf 5k59yJZx RuSvWFf 6Kr Nt m
RAZ8RANDQ HSr M_s8uwl Fcqt 4r 5GX8TKal 0zT5ChL5Q w3sRc7u_hg0y
KVO Ryt EAEs3vZkcf LkP6nbXdC_PkMINS- ohP78T206_7ul nMchFeX4c
t HG7 Vel HG T93Jf WDEQ 5_VIUNLr hXNr Yu- Of VMKZAKX3VW 71 z A6BP4
30nt,

tag": "kvKuFBXHe5n) 41 ggobAUg"

}
Figure 82: General JWE JSON Serialization
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The resulting JWE object using the flattened JWE JSON Seri alization:

{

"protected": "eyJhbCci G JSUOExXzUi LCIraWQ G JncnBkby5i YWdnaW
5zQGhvYMI pd@uLnmv4aYWLwbGUi LCII bnM G JBMTI 4QQJDLUNTM W21 n
0",

"encrypted_key": "l alLxlOj-nLH _BgLOXMozKxny9gf fy2gTdvqgzf Ti hJ
BuuzxgOV7yk1WC nQePFv&K- pvSI We9BRI azDr n50RcRai __ 3TDON39
5H3c62t | oudJ4XaRvYHF] ZTZ2GXf z8YAI ncc91Tf kOWKC2F5Xbb71C Q
1DDH151t | pH77f 2f f 7xi Sxh90SewYr cGTSLUeeCt 361 1Kt 30Sj 7EyBQX
oZI N71 xbyhMAf gl e7Mv1r OTO 51 8NQqe XXV8VI zNmoxaGvhy3YnG r 5W
f 6Q¢ 2nBg4gbaPdnaAuuGUGEecel | Olwx 1Bpyl f gvfj ChivBsOMBXL223F
g47x| GsMXdf uY- 4j aqgww"',

"iv": "bbd5sTkYwhAl qf Hsx8DayA",

"ciphertext": "Ofys_TY_na7f 8dwsf XLi YdHaA2DxUj D67i eF7f cVbl R62
JhIv&Z4_FNVSI Gc_raaOHnL@Bs1P2sv3Xzl 1pll _o5wR RsSzr S8Z- wn
| 3JvoOnkpEENn| DnizvDu_k80OW Jv7eZVEQi WKdyVzFhPpi yQU28G.OpRe
2VbVbKAdQKPANTj PPEmMRgcaGe TWZVy e SWvf 5k59y J Zx RuSvWFH 6Kr Nt m
RdZ8R4ANDG HSr M s8uwl Fcqt 4r 5GX8TKal 0zT5ChL5Q w3sRc7u_hgOy
KVO Ryt EAEs3vZkcf LkP6nbXdC_PkMINS- ohP78T206_7ul nMGhFeX4c
t HG7Vel HG T93Jf WDEQ 5_VIOUNLr hXNr Yu- Of VIKZAKX3VW 71 z A6BP4
30nt,

tag": "kvKuFBXHe5mQ 41 ggobAUg"

Figure 83: Flattened JWE JSON Seri alization

5.2. Key Encryption Using RSA- OAEP wi th AES- GCM

This exanple illustrates encrypting content using the "RSA- QAEP"

(RSAES- OAEP) key encryption algorithmand the "A256GCM' ( AES- GCM)
content encryption algorithm

Not e t hat RSAES- OAEP uses random data to generate the ciphertext; it

m ght not be possible to exactly replicate the results in this
section.

Note that only the RSA public key is necessary to performthe

encryption. However, the exanple includes the RSA private key to
all ow readers to validate the output.

Not e that whitespace is added for readability as described in
Section 1.1.
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5.2.1. Input Factors
The foll owi ng are supplied before begi nning the encryption process:
o Plaintext content; this exanple uses the Plaintext fromFigure 72.
0 RSA public key; this exanple uses the key from Figure 84.
o "alg" parameter of "RSA-QAEP".

o "enc" parameter of "A256CCM'.

{
"kty": "RSA",
"kid": "samni se. gangee@obbit on. exanpl e",
"use": "enc",

"n": "wbdxl 55VaanZXPY29Lg5hdnv2XhvgAhoxUkanf zf 2- 5zVUxa6pr HRr
| 4pP1AhoqJRI Zf Yt WMISnHRG2pAHI | hOySJ9wi 0Bi 0ZBI 1XP2e- C- Fy
XICCTYOHIKQW r f hTmd2EWFW04r 4gf aobuxj LOM pG ZLar ohi WCPnk
Nr g71S2CuNzZSQBI PG Xf kml y2t 1 _VWICnNL22Gpl yXj 5YI BLdXXp3Xe St
sqo571ut Nf oUTUBE4qdzJ3U1DI t oVKPGsMM mmJi wA7sXRI t BCi vRAM
5gnZt dw 7v4WIR4A779ubDuJ5nal Mr2S66- RPcnFAz\WSKxt BDnFJJDA U
e7Tzi zj glnnms0Xq_yPub_Ud Wh0ec85FCf t 1hACpWEBschr OBeNgHBOD
FskYpUc2LC5JA2TaPF2dA67dglTTsC_Fupf QRkNGCcELLgpr x KHc VWY Qo
86B- Hozj HZcqt auBzFNV5t bTuB- TpkcvJf NcFLI H3b8nb- H ox35Fj gB
SA] LKyoeqf KTpVj vXhd09knwgJf 6VKq6UCA18_TA j Mf FTWKUxI nf hO
OnzWsHSSzD1c9OW CuVzsUMr54szi dQ@wf 1c YW 3g5qFDxDQKi s99gcDa
i CAMVBYEBI zuNeeCa5dar t HDb1xEB HcHSeYbghbM Gf asvKnOaZRsnT
yCOxhWBl sol ZE",

"e": "AQAB",

"al g": " RSA- CAEP",

"d": "n7fzJc3_WEHEIVEOBTkayzuSMWB0QIQuZj N_KbH8I OZG25Z0A7T4Bx

ccOx@50ZE5uSCl wg91oCt 0JvxPcprmgzaldZglni rj cWZ- oBt Vk7gCAW
- B3ghf F3i zI bkosr zj Haj | cY33HBhsy4 \Wer r Xg4MDNE4AHYoj y68Tcx T
2LYQRXUQOCE 5Tt IXvMBol ex| S& VnOnDRut xEUCW ewf nmr f veEogLx9E
A- KMgA] Ti | SXxgl XChWIQX1G7v_nV_Hr 2Yul mYcNcHKRvp9E700k0876
DhkO8v4UQZLWALQA UX98nkogqwe58A Y21 BYbVx1 s5l pPsEgbbH nql |
h1f LOgdNfi hLxncl W WrpCzt Lnl nZAyeCWAG/ZI f v- Rn9f LI v9j Z6r 7r
- MSH9sqbuzi HN2gr G D_j f Rl uMHaOl 84f FKI 6bcqN1IJVWkPVhzNZo01yD
F- 1Li QnqUYSepPf 6X3a2S0dkgBRi quEGEVLUSYI DpJq3j DI sgoL8Mb1L
oongi JXxUwL_GNECGU28gpl yzm 9QOUONyhEf 1uhSR8aJAQMAI FI mMAHSW
_1Qrol 7-yrindr_2f WQ i 1UgMs GzA7a0&z Zf Pl j Ry6z-t Y_KuBQ00- 28
S aWrj yUc- Al p8AUyK|j BZ- 7CWH32f GNK48j 1t - zomrwj L_mmhsPbGs0c
IVW)RzI - KBgE",

p": "7_2v30QZzl PFcHyYf LABQBXP85Es4hCdwCkbDel t aUXgVy9l 9et Kgh
vMAhRkOvbbO1k YVULFnx| kCDt pi - zLCYAdXKr AK3Pt Sbt zI d_XZ9nl sY
a_QZWHXB_I rt Fj VF dKUdMz94pHUNFGF] 7nr 6NNxf pi HSHWFE1zD AC3m
Y46J961Y2LRnr eVWAGNWS3p07Db8yD_92pDba97vqcZCdgt ybHIg6une-
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RFNhQOLA0i JhYZj 69hj mVRXx- x56HO9cnXNbmz NSCFCKNnQm4GQLRj 9s
f bZRqL94bbt E4_e0Zr po8RNo8vxRLgQ\NW y85f c6BRgBJont 8QdQvI gP
gWCv5Ho Q'

"g": "zqOHk1P6WN_r HUM7 ZF1c XHOX6RuCHg67WiH SkngQeef GBAIPWS 6Zy
KQCO- O6nKXt cgE8_Q hA2kMRcKCcvHi | ThgMCNSXI f | MPWPRPZu2qCDc
gssd_uMoP- DgYt hH EzwL9KnYoH7JQFxxntv5An8oXUt Twk4knKj ki YG
RuUWM QTusOwWLNf j FAyxOO AQ@7ussl cE6C6ZSsMBn41Ul bJ7TCgewz VI
aPJN5cxj ySPZPD3Vp01la9YgAD6a3l | akddl xJS1l mf PevSIQBE79- EX
e2kSwvgQOzvt - gsmv9QBveHy4uAqca5dZzMs 7hkkHt wlz0j HV90epQJ
JI XXnH8Q',

"dp": "190DkBhl1AXel M xQFm2zZTqUhAzCl r 4xNI GEPNoDt 1j K83_FJA- xn
x5kA7- ler dHdns_Ef 67Hs ONNv5A60JaR7w8LHNDi BGnj daUmmu OB XAXQ
J_ia5nmxj xNj S6E2yD44USo2JnHvzeeNczg25el gbTPLhUpGoll ZuGr2F
ZQBgTj XoTXC2- xt CDEUZf aUNh41 eAi pf Lugbpe0JAFI Ff r TDAMJFpC3
Xj xgzbEanf | wPvj 6V9i DSgj j 8SozSMDdLt xvuOLI el QAeEgT_yXcr KGm
pKdSQ08kLBx8VU kbv_3Pn20Gyu2YEuwpFl M_HINi kuxJNKFGmMAQ9Lc
nwwT0j voQ',

"dqg": "S6p59Kr | neGzaQYQVBoOXf HCGvf qHLY] COB57HYQF 7200k LMCf d_1
VBEgeD- 1j j WELKDj ck8k OBl 5UvohKloDf SP1DI eAy- cnml29DgWrhgwivi
1i pOCCNkms DSI gk UXDi 6sAaZunt yukyf | | - qS@BC Baf PyFaKrt 1f g
dy EwYa08p ESKwwWW sy 7KnmoWvaJ 3SaHMhFS78TJ25¢f c10wWZ9hQNOr |
ChZl ki dFCt xDgdntCgNacnhgE3bZQ Gp3n830DSz9zwJ ¢ SUv QDI XBPc2
AycH6GCi 5yj bxt 4Ppox_5pj mbxnQki Pgj 01GpsUssMTBN7i HVsr E7TN2i z
nBNCeOQUI Q',

"qi ": "FzZhd BMywWVj nuUud- 05qd5CYU0dK79ak Agy9oX6RX61 31 | | PckCc
i Rrokxgl Zn- omAY5CnCe4Kdr nj FOT5YUZE7G_Pg44XgCXaar LG 4hl 80
OPEf 6- ] J51 y6WPRXx7&e8gLxnh9c Odf - kRggOS3F48Ucvw3nma5VeKGWv
QWFeV31Xt Z8Il 5¢VI - 1 3NzBS7ql t pUvgz2Ju02leyc7l | gqgzRO8qKON
27DUEES0aKOVE97] nsy27Yp88WA2R Br EocMB9QZI 1seldi GDi zHRUP4
UZxw9z s Xww4 6wy 0P6f 9gr nYp7t 8LkyDDk8eol 4KX6SNVMNVey VSOl W I g
8EzqZEKI A"

Figure 84: RSA 4096-Bit Key

(NOTE: While the key includes the private paraneters, only the public
paranmeters "e" and "n" are necessary for the encryption operation.)

5.2.2. Generated Factors
The foll owi ng are generated before encrypting:

0 AES symetric key as the Content Encryption Key (CEK); this
exanpl e uses the key from Figure 85.

o Initialization Vector; this exanple uses the Initialization Vector
from Figure 86.
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mMYM sggk TANOTbvt | Fh2hyoXnbEzJQ MKngLN3d8x XA
Figure 85: Content Encryption Key, base64url-encoded
- nBoKLHOYKLZPSI 9
Figure 86: Initialization Vector, base64url-encoded
5.2.3. Encrypting the Key

Perform ng the key encryption operation over the CEK (Figure 85) with
the RSA key (Figure 84) produces the followi ng Encrypted Key:

r T99r wr BTbTI 71 IMBf U3El | 7226HEB71 chCxNuh71 Ci ud48Lxeol Rdt FF4nzQ

beYd 5S_PJsAXZwSXt DePz9hk- Bbt sTBqC2Us POdwj CONNNupNNu9QuHI Vf t Dyu
cvl 6hvALeZ6OGnNhNVAv1zx2k701LD89mAzf w kT3t kuor pDU- CpBENf | HX1(68
- Aad3FzMio3Fn9buEP2y Xak LXYal5BUXQsupMIALGD4_HABd7V3u9h8Gkg8Bpx
KdUvOScf JQTcYnmbeJEBz3aSw aK4T3- dwMpuBOhROQXBosJz SlasnuHt VM 2pK
I'1 fux5BC6hul vmY7kzV7Wral Ur pYm 3H4zYvyMeq5pGgFmA2k8zpB78TRI Zx7
pZf PYDSXZy SOCf KKkMbzT_qi OWZTSz4duYnt 8hS4Z29s@& hXn9uDgdéwycMagnQ
f OTs_I yc TWhY- agW/DKhj YNRf O03Ni wRt b5BE- t OdFWCASQ 3uuAgPG Q2 AVIBe 3
8Uj 0l vXn1SpyvYZ3WFc7WDJYaTa7A8DRN6MCET- x DmVux COG7 S2r scwhbl QQU
06M/ZTI FO OWvf uKBa03cxA nl Bl hLM Y2kOTx QirpDPTr 6Cbo8aKaOnx 6 ASES
Jx9paBpnNTMOOKH35) _Q r ChDWUNBA2Gg8i Fay J69x DEdHAVCGRz N3woEl 20zDR

s
Figure 87: Encrypted Key, base64url -encoded
5.2.4. Encrypting the Content
The followi ng is generated before encrypting the Plaintext:
o JWE Protected Header; this exanple uses the header from Fi gure 88,
encoded usi ng base64url [RFC4648] to produce Figure 89.

"al g": "RSA- CAEP",
"kid": "samni se. gangee@obbit on. exanpl e",
"enc": "A256GCM'

}
Figure 88: JWE Protected Header JSON

eyJhbGei O JSUOEt TOFFUC s nt pZCl 61 nNhbXdpc2UuZ2Ft Z2VI QGhv Yml pdG
9uLMV4YWLWbGUI LCJI bM O JBM U2RONNI nO

Figure 89: JWE Protected Header, base64url-encoded
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Perform ng the content encryption operation over the Plaintext
(Figure 72) with the foll ow ng:

o CEK (Figure 85);
o Initialization Vector (Figure 86); and
o JWE Protected Header (Figure 89) as authenticated data
produces the foll ow ng:
o Ciphertext fromFigure 90.
0 Authentication Tag from Figure 91.
04k2cnGN8r SSw3l DolYuySkgeS t 2mlGXkl SggBdpAC6UJuJowOHCS5yt j gYgR
L- | - soPl wgMJf 4UgRWAeaOGNwWev GW xy D11 TYxr Xf VzI | aRdhYt EMRBvBWOEW
P7ualDRf vaQ gzv6l f a3br cAM64d8p5I hhNci zPer suhwsf - pGYzseva- TUalL8
i Wict c- sSwy 7SQTRkf hDj wbz0f z6kFovEgj 64X11 5s7E6G_p5f nbYG.alQuUi M.
7Cc2Gxgvl 7zqW0YI Ec7aCf | LGL- 8BboVWFAZKLK9vNoycr YHunwz KI uLWEb SV
maPpCs| Y2n525Dx Df VAVFUf KQx MF56vn4BIQVhWAbny pNi mh MBz VOw

Figure 90: C phertext, base64url-encoded
UCG qJxhBI 3I FvdPal HHvA

Fi gure 91: Authentication Tag, base64url-encoded

5.2.5. Qutput Results
The foll owi ng conpose the resulting JWE object:

o JWE Protected Header (Figure 89)
o Encrypted Key (Figure 87)
o Initialization Vector (Figure 86)

o Ciphertext (Figure 90)

o Authentication Tag (Figure 91)
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The resulting JVWE object using the JWE Conpact Serialization:

eyJhbGci O JSUOEt TOFFUC s nt pZCl 61 nNhbXdpc2UuZ2Ft Z2Vl QGhv Ymi pdG
QULMVAYWLWbGUI LCII bmM Gi JBM U2RONNI nO

r 799r wr BTbTI 71 IMBf U3El | 7226HEB7I chCxNuh7l C ud48Lxeol Rdt FF4nzQ
beYQ 5S PJsAXZwSXt DePz9hk- Bbt sTBqC2Us POdwj CONNNupNNu9QuHI Vf t Dyu
cvl 6hvALeZ60GnNhNV4Av1zx2k701LD89mAzf w kT3t kuor pDU- CpBENf | HX1(68
- Aad3FzMuo3Fn9buEP2y Xak LXYal5BUXQsupMAALGD4_HABA7V3u9h8Gkg8Bpx
KdUV9Scf JQTcYnbeJEBz3aSw aK4T3- dwhuBONROQXBosJz SlasnuHt VM 2pK
I 1 fux5BC6hul vnY7kzV7Wral Ur pYm 3H4zYvyMeq5pCGaFmMA2k8zpOB78TRI Zx7
pZf PYDSXZy SOCf KKkMoz T_gi OwZTSz4duYnt 8hS429s@& hXn9uDgd6éwycMagnQ
f OT's_| yc TWhY- agW/DKhj YNRf 03Ni wRt b5BE- t OdFWCASQ 3uuAgPGr O2AVIBe 3
8Uj @0l vXn1SpyvYZ3WFc7WDJYaTa7A8DRN6MCET- x DmVux COG7 S2r scwhl QQU
06M/ZTI FO OUvf uKBa03cxA _nl Bl hLM Y2kOTxQMpDPTr 6Cho8aKaOnx 6 ASES
Jx9paBpnNnTOOKH35] _ Q r ChDWIN6A2CGg8i FayJ69x DEdHAVCGRz N3wWoEl 20zDR
S

- nBOKLHOYKLZPSI 9

64k20nG\BrS$ABI DolYuySkqgeS_ t 2mLGXkl SggBdpACNEUJuJowOHCEYt j qYgR
L- I - soPl wgMJf 4UgRWAeaOGNwWev G xy MD 11 TYxr Xf VzI | aRdhYt EMRBv BWhEW
P7ualDRf vaQ gZzv6l f a3br cAM64d8p5I1 hhNci zPer suhwbf - pGYzseva- TUalL8
i Wict c- sSwy 7SQRkf hDj wbz 0f z6kFovEgj 64X11 5s7E6GLp5f nbYGLalQUi M.
7Cc2Gxgvl 7zqwW0YI Ec7aCf | LGL- 8BboVWFdZKLK9vNoycr YHumaz KI uLVWEb SV
maPpGs| Y2n525Dx Df VaVFUF KQx MF56vn4B9QVpWAbny pNi mbMBz VOw

UCG qJxhBI 31 FVdPal HHVA

Figure 92: JWE Conpact Serialization
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The resulting JWE object using the general JWE JSON Serialization:
{

"recipients": |
{

"encrypted_key": "rT99rw BTbTI 71 IMBf U3El i 7226HEB7I chCxNu
h71 C ud48Lxeol Rdt FF4nzQ beYQ 5S PJsAXZwWSXt DePz9hk- Bb
t sTBgC2Us POdwj CONNNupNNu9QuHI Vf t Dyucvl 6hvALeZ60GnhNvV4
v1zx2k70LD89mAzf w _k T3t kuor pDU- CpBENf | HX1(68- Aad3FzM
uo3Fn9buEP2y Xak LXYal5BUXQsupMAAL1GD4 HABA7V3u9h8Gkg8B
pxKdUV9Scf JQTcYnbeJEBz3aSwl akK4T3- dwWhuBOhROQXBosJz S1
asnuHt VM 2pKiI | f ux5BC6hul vniY7kzV7Wral Ur pYm 3H4zYvyMeq
5pGgFmMR2k8zpB78TRI Zx7pZf PYDSXZy SOCf KKkMozT_qi OwzZTSz
4duYnt 8hS4Z29s@& hXn9uDgdéwycMagnf OTs | yc TWrY- aqW/DKh
i YNRf 03Ni wRt b5BE- t CdFWCASQ 3uuAgPG Q2 AVBe38Uj b0l vXn
1SpyvYZ3WFc 7W0J YaTa7A8DRN6MCET- x DmVux COG7 S2r scwhbl QQU
06M/ZTI FO OWvf uKBa03cxA nl Bl hLM Y2kOTxQuirpDPTr 6Cbo8a
KaOnx6ASE5Jx9paBpnNMOOKH35) _Q r ChDWUNBA2Gg8i FayJ69xD
EdHAVCGRz N3wWoEl 20zDRs"

}

1,
"protected": "eyJhbCci G JSUOEt TOFFUCI sl nt pZCl 61 nNhbXdpc2Uuz2
Ft Z2VI QGhvYmIpd@uLmv4YWLwbGUi LCII bmM G JBM U2RONNI n0",

"iv": "-nBoKLHOYkKLZPSI 9",

“ci phertext": "o04k2cnG\8r SSW3l DolYuySkqgeS t 2nlGXkl SgqBdpAC6
UJuJowOHC5Yt j gYgRL- | - soPl wgMUf 4UgRWAeaOGNW6v G xy MD 1| TYxX
r Xf VzI | aRdhYt EMRBvBWEWP7ualDRf vaQ gZv6l f a3br cAM64d8p5I h
hNci zPer suhwsf - pGYzseva- TUaL8i Whct c- sSwy 7SQTRkT hDj wohz0f z
6kFovEgj 64X11 5s7E6Gp5f nbYGLalQUi ML7Cc2Gxgvl 7zqW0YIl Ec7a
Cf | LGL- 8BboVWFAZKLKOvNoycr YHumavz KI uLVEbSVimaPpGs| Y2n525Dx
Df WVAVFUf KQx MF56vn4B9QVhWAbny pNi mhVBz VOW'

tag": "UCG gJxhBI 3l FvdPal HHvA"

Figure 93: General JWE JSON Serialization
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The resulting JWE object using the flattened JWE JSON Seri alization:

{
"protected": "eyJhbCGci G JSUOEt TOFFUCI sl nt pZCl 61 nNhbXdpc2Uuz2

Ft 22Vl QGhvYmI pdRuLnmv4aYWLwbGUi LCII bnM G JBM U2RONNI n0",
“encrypted_key": "rT99rw BTbTI 71 IMBf U3El i 7226HEB7] chCxNuh7l C
i ud48Lxeol Rdt FF4nzQ beYd 5S PJsAXZwSXt DePz9hk- Bbt sTBqC2U
sPCdwi CONNNupNNu9uHI Vf t Dyucvl 6hvALeZ60GhhNV4v1zx2k701D89
mAzf w _kT3t kuor pDU- CpBENf | HX1(68- Aad3FzMio3Fn9buEP2y Xak L
XYal5BUXQsupMAA1GD4A_HABA7V3u9h8Gkg8BpxKdUVIScf JQTcYnbeJE
Bz3asSwl aK4T3- dwW\huBOhROQXBosJzSlasnuH VM 2pKI | f ux5BC6hul
vmy7kzV7Wral Ur pYm 3H4zYvyMeq5pGoFmA2k8zpOB78TRI Zx7pZf PYD
SXZy SOCf KKkMozT_qgi OwWZTSz4duYnt 8hS4Z9s@& hXn9uDgdéwycMagnQ
f OTs_| yc TWhY- aqW/DKhj YNRf 03Ni wRt b5BE- t OdFWCASQ 3uuAgPGr O
2AVBe 38U 0l vXnl1SpyvYZ3WFc7WOJ YaTa7A8DRN6MC6T- x Dmvux COG
7S2r scwhl QQUOBM/ ZTI FOt OWvf uKBa03cxA _nl Bl hLM Y2k OTxQvirpDP
Tr 6Cbo8aKaOnx6ASE5Jx9paBpnNMOOKH35)] _Q r GhDWUNG6A2CGg8i FayJ
69x DEdHAVCGRz N3woEl 20zDRs"
"iv": "-nBoKLHOYkLZPSI 9",
“ci phertext": "o04k2cnG\8r SSwW3l DolYuySkqeS t 2nilGXkl SgqBdpAC6
UJuJowCHC5Yt j gYgRL- | - soPl wgMUf 4UgRWAeaOGNW6v G xy MD 11 TYxX
r Xf VzI 1 aRdhYt EMRBvBWEWP7ualDRf vaQ gZv6l f a3br cAM64d8p5I h
hNci zPer suhwbf - pGYzseva- TUaL8i Whct c- sSwy 7SQTRkT hDj whz0f z
6kFovEgj 64X11 5s7E6GLp5f nbYGLalQUi ML7Cc2Gxgvi 7zqW0YI Ec7a
Cf | LGL- 8BboVWFdZKLK9vNoycr YHumavz KI uLMEbSVnaPpQOs| Y2n525Dx
Df VAVFUF KQK MF56vn4BIQVhWAbny pNi nbMBzVOW' ,
tag": "UCG qJxhBI 3l FvdPal HHvA"

Figure 94: Flattened JWE JSON Serialization
5.3. Key Wap Using PBES2- AES- KeyWap w t h AES- CBC- HVAC- SHA2

The example illustrates encrypting content using the

" PBES2- HS512+A256KW ( PBES2 Passwor d- based Encrypti on usi ng HVAC
SHA- 512 and AES- 256- KeyW ap) key encryption algorithmw th the
"Al28CBC- HS256" ( AES- 128- CBC- HVAC- SHA- 256) content encryption

al gorithm

A common use of password-based encryption is the inport/export of

keys. Therefore, this exanple uses a JWK Set for the Plaintext
content instead of the Plaintext fromFigure 72.
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Note that if password-based encryption is used for multiple
recipients, it is expected that each recipient use different val ues
for the PBES2 paraneters "p2s" and "p2c"

Note that whitespace is added for readability as described in
Section 1.1.

5.3.1. Input Factors
The foll owi ng are supplied before begi nning the encryption process:

o Plaintext content; this exanple uses the Plaintext fromFigure 95
(NOTE: All whitespace was added for readability).

o Password; this exanple uses the password fromFigure 96 -- with
the sequence "\ xe2\x80\x93" replaced with (U+2013 EN DASH) .

o "alg" paranmeter of "PBES2-HS512+A256KW .

o] enc" paraneter of "Al28CBC- HS256".
"keys": [

{
"kty": "oct",
"kid": "77c7e2b8-6el13-45cf-8672-617b5b45243a",
"use": "enc",
"al g": "Al128GCM',
"k": "Xct ChJAKA- pDOLh7ZgW 2A"

b,

{
"kty": "oct",
"kid": "81b20965-8332-43d9- a468-82160ad91ac8",
"use": "enc",
"al g": "A128KW,
"k": "QZy6sl Zz6w 9NIJCOKB- j nnVQ"'

b,

{
"kty": "oct",
"kid": "18ec08el- bfa9-4d95-b205-2b4dd1d4321d",
"use": "enc",
"al g": "A256GCMVKW ,
"k": "qC57l _uxcn?NnBK- ct 4G x8t MLUBCZONLBvdQst i S8"

}

]
}

Fi gure 95: Pl ai ntext Content
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ent rap_o\ xe2\ x80\ x93pet er _| ong\ xe2\ x80\ x93credit _tun
Fi gure 96: Password
5.3.2. Generated Factors
The foll owi ng are generated before encrypting:

0 AES symmetric key as the Content Encryption Key (CEK); this
exanpl e uses the key from Figure 97.

o Initialization Vector; this exanple uses the Initialization Vector
fromFigure 98

uwsj JXaBK407Qaf 0_zpcpnr 1Cs0CC50h! UEy GNEL 3nD
Figure 97: Content Encryption Key, base64url-encoded
VBi CzVHNoLi R3F4V82uoTQ
Figure 98: Initialization Vector, base64url-encoded
5.3.3. Encrypting the Key
The foll owi ng are generated before encrypting the CEK
o Salt input; this exanple uses the salt input fromFigure 99.
o Iteration count; this exanple uses the iteration count 8192.
8Q1Szi nasR3xchYz6ZZcHA
Figure 99: Salt Input, base64url-encoded

Perform ng the key encryption operation over the CEK (Figure 97) with
the follow ng:

o Password (Figure 96);

o Salt input (Figure 99), encoded as an octet string; and
o Iteration count (8192)

produces the foll owi ng Encrypted Key:

d3gNhUW gheyPp4H8sj O DYaj oej 4c5Je6r | Ut FPWigt URt neDV1g

Fi gure 100: Encrypted Key, base64url -encoded
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5.3.4. Encrypting the Content
The following is generated before encrypting the content:

o JVE Protected Header; this exanple uses the header from
Fi gure 101, encoded using base64url [RFC4648] to produce

Fi gure 102.
{
"al g": "PBES2- HS512+A256KW ,
"p2s": "8QLSzi nasR3xchYz6ZZcHA",
"p2c": 8192,
"cty": "jwk-set+json",
"enc": "A128CBC- HS256"
}

Figure 101: JWE Protected Header JSON
eyJhbCci G JQQKVTM 11 UzUxM t BM U2S1ci LCIWiVhM G | 4UTFTem uYXNSM3
hj aFl 6Nl paYOhBI i wi cDJj | j 04MIkyLCJj dHki O Jgd2st c2VOK2pzh24i LCII
bmM G JBMTI 4QQJDLUNTM W21 nO
Figure 102: JVE Protected Header, base64url -encoded

Perform ng the content encryption operation over the Plaintext
(Figure 95) with the foll ow ng:

o CEK (Figure 97);

o Initialization Vector (Figure 98); and

o JWE Protected Header (Figure 102) as authenticated data
produces the foll ow ng:

o Ciphertext fromFigure 103.

0 Authentication Tag from Fi gure 104.
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23i - Th1AVANOVKVSSgc Qr dg6GRgsUKX| r uHXYsTHAJLZ2nsnd X86vMXqgl i 61 R
sf ywCRFzLxEcZBRnTvG3nhz PkOGDD7FMy XhUHpDj EYCNA_XOmz g8y ZR9oy| 06l
TF6si 4q9FZ2EhzgFQCLO _6h5EVg3vR75_hkBsnuoqoMBdwej XBt | odN84Peqghb
6asmas_dpSsz7H10f Co5ni 9x1 z424gi vB1YLI dF6exVmL93R3f CoQlbnk2GBQZL
_SEd | v2csBgepr ARsaQ7Bq99t T80coH8I t Bj gVO8At zXFFsx9qKvC982KLKd
POMVITI VIKkqgt VARUSLEVPBZXBnZrt Vi SOgyg6Ai uwaS- r Cr cD_ePOGSuxvgt r ok
AKYPgmXUeRdj FIwaf k YEKi uDCVOVWGAI 1DH2x Taf hwermywl yzi 4BgRpndn_ N-
zI| 5t uJYyuvKhj Kv6i hbsV_k1hJGPGAXJ6WUpmvCAPTQRi zEmDTuSES8oMKd Tw8Y
3kobXZ77ul MMDs4p
Figure 103: Ciphertext, base64url -encoded
OH wodAhCCl LG5SQ2LQAdg
Fi gure 104: Authentication Tag, base64url-encoded
5.3.5. Qutput Results
The foll owi ng conpose the resulting JWE object:
o JWE Protected Header (Figure 102)
o Encrypted Key (Figure 100)
o Initialization Vector (Figure 98)
o Ciphertext (Figure 103)

o Authentication Tag (Figure 104)
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The resulting JVWE object using the JWE Conpact Serialization:

eyJhbCGci O JQKVTM 11 UzUxM t BM U2S1ci LCIwWvinM G | 4UTFTemrm uYXNSM3
hj aFl 6Nl paYOhBI i wi cDJj | j 04MIkyLCJj dHki G Jqd2st c2VOK2pzb24i LCII
brM O JBMTI 4Q0JDLUNTM W21 nO

dSthUW gheyPp4H8sj O DYaj oej 4c5Jeb6r | Ut FPWigt URt neDV1g
VBi CzVHNoLi R3F4V82u0TQ

23i - Th1AVAnOVKVSSgc Qr dg6GRas UKxj r uHXYsTHAJLZ2nsnG X86vMXgl i 61 R
sf ywCRFzLxEcZBRnTvG3nhz PkOGDD7FMy XhUHpDj EYCNA_XOrmz g8y ZR9oy| 06l

TF6si 4q9FZ2EhzgFQCLO 6h5EVg3vR75_hkBsnuoqgoM3dwej XBt | odN84Peqhb
6asmas_dpSsz7HL0f Coni 9x1 z424gi vB1YLI dF6exVmL93R3f CoQlbnk2GBQZL
_SEG | v2c (@ Bgepr ARsaQr7Bq99t T80coH8I t Bj gVO8AtL zXFFsx9qKvC982KLKd
PQVITI VIKkqgt VARUSLEVpBZXBnZrt Vi SOgyg6Ai uwaS- r Cr cD_ePOGSuxvgt r ok
AKYPgnmXUeRdj FIwaf k YEKi uDCVOVWGAI 1DH2x Taf hdwenywl yzi 4BgRpndn_N-

z|l 5t uJYyuvKhj Kv6i hbsV_k1hJGPGAXJ6WUpmvCAPTQRi zEnmDTuSE8oMKd Tw8V
3kobXZ77ul MMDs4p

OH wodAhOCI LGBSQRLQodg

Fi gure 105: JWE Conpact Serialization
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The resulting JWE object using the general JWE JSON Serialization:
{

"recipients": |
{
“encrypt ed_key": "d3gNhUW gheyPp4H3sj ON¢DYaj oej 4c5Jebr| U
t FPWigt URt neDV1g"

| }

"protected": "eyJhbCci G JQXVTM 11 UzUxM t BM U2S1ci LCIwWivhM O
| AUTFTerm uYXNSM3hj aFl 6Nl paYOhBI i wi cDJj | j 04MTkyLCJj dHki O
Jgd2st c2VOK2pzb24i LCII bnM G IBMTI 4Q0JIDLUNTM W21 n0",

"iv": "VBi CZVHNoLi R3F4V82uoTQ',

“ci phertext": "23i-TbhlAVAnOVKVSSgcQ dg6GRqsUKxj r uHXYs THAJLZ2
nsn@ X86vMXqgl i 61 Rsf ywCRFzLxEcZBRnTvG3nhzPk0GDD7 FMy XhUHpD
j EYCNA_XOnzg8yZR9oyj 06l TF6si 409FZ2EhzgFQCLO 6h5EVg3vR75_
hkBsnuoqoM3dwej XBt | odN84PeqgMi6asmas_dpSsz7H10f C5ni 9xI z42
49gi vB1YLI dF6exVL93R3f CoQlbnmk2GBQZL_SEJ | v2cQsBgepr ARsaQ
7Bq99t T80coH8I t Bj gVO8At zXFFsx9qKvC982KLKdPQMTI VIKkgt VARu
5LEVpBZXBnZrt Vi SOgyg6Ai uwaS- r Cr cD_ePOGSuxvgt r ok AKYPgmXUe
Rdj FIwaf k YEki uDCVOVWGAI 1DH2x Taf hawernmywl yzi 4BqRpndn_N-z1 5
t uJYyuvKhj Kv6i hbsV_k1hJGPGAXJ6WUpmvCAPTQRi zEnDTUSES8oMKAT
wBV3kobXZ77ul MMDs4p",

“tag": "OH wodAhOC LGGSQ2LQAdg"

Fi gure 106: General JWE JSON Serialization

M1 er I nf or mati onal [ Page 58]



RFC 7520 JOSE Cookbook May 2015

The resulting JWE object using the flattened JWE JSON Seri alization:

{
"protected": "eyJhbCci G JQXVTM 11 UzUxM t BM U2S1ci LCIwWivhM O

| 4UTFTerm uYXNSM3hj aFl 6Nl paYOhBI i wi cDJj | j 04MrkyLCJj dHki O
Jqd2st c2VOK2pzb24i LCIl bM G JBMTT 4QQJDLUNTM W21 nO",
"encrypted_key": "d3gNnUW gheyPp4H3sj ONsDYaj oej 4c5Jebr | Ut FPW
dgt URt neDVig",
"iv": "VBi CzZVHNoLi R3F4V82uoTQ',
"ciphertext": "23i-TblAVAnOVKVSSgcQ dg6GRqsUKxj r uHXYsSTHAJLZ2
nsnd X86vMXql i 61 Rsf ywCRFzLxEcZBRnTvG3nhzPk0GDD7 FMy XhUHpD
j EYCNA_XOnzg8yZR9oyj 06l TF6si 409FZ2EhzgFQCLO_6h5EVQ3VR75_
hkBsnuoqoM3dwej XBt | odN84PegMi6asmas_dpSsz7H10f C5ni 9xI1 z42
4gi vB1YLI dF6exVmL93R3f CoQlbnk2GBQZL_SEG | v2cQsBgepr ARsaQ
7Bg99t T80coH8I t Bj gVO8At zXFFsx9qKvC982KLKdAPQMT VIKkqgt VARu
5LEVpBZXBnZr t Vi SOgyg6Ai uwaS-r Cr cD_ePOGSuxvgt r ok AKYPqmXUe
Rdj FIwaf k YEKki uDCVOVWGAI 1DH2x Taf hdwenywl yzi 4BgRpndn_N-zI 5
t uJYyuvKhj Kv6i hbsV_k1hJ GPGAXJ6WUpmMvCAPTRi zEmDTUSES8oMKAT
wWBV3kobXZ77ul MMDs4p",
tag": "OH wodAhCOCl LGGS@L@@dg"

Figure 107: Flattened JWE JSON Seri alization

5.4. Key Agreenent with Key Wappi ng Usi ng ECDH ES and AES- KeyWap with
AES- GCM

This exanple illustrates encrypting content using the "ECDH
ES+A128KW (Elliptic Curve Diffie-Hell man Epheneral -Static with AES-
128- KeyW ap) key encryption algorithmand the "Al128GCM' ( AES- GCCM
content encryption algorithm

Note that only the EC public key is necessary to performthe key
agreement. However, the exanple includes the EC private key to all ow
readers to validate the output.

Not e that whitespace is added for readability as described in
Section 1.1.

5.4.1. Input Factors
The foll owing are supplied before begi nning the encryption process:
o Plaintext content; this exanple uses the content from Figure 72.

o EC public key; this exanmple uses the public key from Fi gure 108.
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o "alg" paranmeter of "ECDH ES+A128KW.

o "enc" paranmeter of "Al128CCM'.

{
"kty": "EC',
"kid": "peregrin.took@uckborough. exanpl e",
"use": "enc",
"crv": "P-384",
"x": " YUdr RUzdmvgnRt Wos 20pDE_T5f sNI odc GBGEFWPr TPMy xpz s SOGaQL
pe2FpxBmu2",
"y": "A8-yxCHxkf Bz3hKzf | 1j UYM UhsEveZ9THuwFj H2sCNdt ks RJU7D5-
SkgaFL1ETP",
"d": i Tx2pk7wwW GgJkHe EKFQh2EFy Yec O7 RugnmaVBnRr QVAOUI PormiTOl dn
YK2xDl zZh-j "
}

Figure 108: Elliptic Curve P-384 Key, in JVWK Format

(NOTE: While the key includes the private paraneters, only the public

parameters "crv", "x", and "y" are necessary for the encryption
operation.)

5.4.2. Generated Factors
The foll owi ng are generated before encrypting:

0 AES symmetric key as the Content Encryption Key (CEK); this
exanpl e uses the key from Figure 109.

o Initialization Vector; this exanple uses the Initialization Vector
fromFi gure 110.

Nou2ueKl P70ZXDbq9Ur Rng
Fi gure 109: Content Encryption Key, base64url-encoded
mH &QzVggzt Ut nW_
Figure 110: Initialization Vector, base64url-encoded
5.4.3. Encrypting the Key
To encrypt the Content Encryption Key, the followi ng is generated:

o Epheneral EC private key on the same curve as the EC public key;
this exanple uses the private key fromFigure 111
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{
"kty": "EC',
"crv": "P-384",
"x": "uBo4kHPw6kbj x5! Oxow d_oYzBrmaz- GKFZu4x AFFkbYi Wjut EK6i UE
Ds QG6WNdNg 3",
"y": "sp3p5SChzvC2f aXum - e9JU2Mb8KpoYr FDr 5y PNVt WAPgEWZOy QTA-
JdaY8t b7EQ",
"d": "DbHAY_5PSKZvhf VFbcCYJOQ cGZygRgf ZkpsBr 591 cmmhe9sWsnkZ8W
f whi nUf Wg"
}

Figure 111: Ephemeral Elliptic Curve P-384 Key, in JWK Format

Perform ng the key encryption operation over the CEK (Figure 109)
with the foll ow ng:

o The static Elliptic Curve public key (Figure 108); and
o The epheneral Elliptic Curve private key (Figure 111)
produces the foll owi ng JWE Encrypted Key:
0DJj BXri _kBcC461 kU5_Jk9BgaQeHdv2
Figure 112: Encrypted Key, base64url-encoded
5.4.4. Encrypting the Content
The following is generated before encrypting the content:

o JWE Protected Header; this exanple uses the header from
Fi gure 113, encoded to base64url [RFC4648] as Figure 114.

{
“al g": "ECDH ES+A128KW,
"kid": "peregrin.took@uckborough. exanpl e",
"epk": {
"kty": "EC',
"crv": "P-384",
"x": "uBo4kHPw6kbj x5| Oxow d_oYzBrmaz- GKFZu4x AFFkbYi Wjut EK6
uEDs Q6WNdNg3" ,
"y": "sp3p5SGhzVvC2f aXum - e9JU2Mb8KpoYr FDr 5y PNVt WAPgEWZOy QT
A-JdaY8t b7EQ"
1
"enc": "Al28GCM'
}

Figure 113: JVE Protected Header JSON
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eyJhbGci O JFQORI LUVTKOEXM hLVyl sl nt pZCl 61 nBl cnmivncm uLnRvb2t AdH
Vj a2JvenB1z2guzXhhbXBsZSI sl mvwayl 6eyJr dHki O JFQyl sl mN\ydi | 61 1 At
MzgOl i wi eCl 61 nVCbzRr SFB3Nnt i ang1bDB4b3dy ZFOvWKp CbWF6LUJLRI p1NH
hBRkZr YI | pV2d1dEVLNmM 1RURzUTZ3TnROZzM LCJI51 j oi ¢c3AzcDVTR2haVkMy
ZmFYdWLILWU5 S| Uy TWB4 S3BvWKIGRHI 1e VBOVNRXNFBnRXda T3l RVEEt SmRhWI
h0Yj dFMCI9LCII bniM G JBMTT 4RONNI nO

Figure 114: JWE Protected Header, base64url -encoded

Perform ng the content encryption operation on the Plaintext
(Figure 72) using the foll ow ng:

o CEK (Figure 109);
o Initialization Vector (Figure 110); and
o JVE Protected Header (Figure 114) as authenticated data
produces the foll ow ng:
o Ciphertext fromFigure 115.
o Authentication Tag from Figure 116.
t kZuOh950gHImkkr f LBi sku8r & 6nzVxhRM3sVChXgz5NJ 760l D71 pnAi _cP
W RC SpAaUZ5d0OR3Spy 7 QUEKmKx 8- 3RCVhSYMz s XaEwDd Xt a9 Mh5B7c CBoJKBO
| gEnj _gf olhli - uEKUpQOZ8aLTZGHf pl 05] MoKk Te2yK3nj F6SBAsgi cQDVCkc
Y9BLI uzx1RMC30RXaMd)JaHPB93YcdSDGgpgBWWr NULEr kj cMyMoT_wt Cex3w0
3XdLkj Xl uEr 2hWjeP- nkUZTPUIE0GSPj 6f AS- bSz87RCPr xZdj _i VyC6QM gAu
07WNhj zJEPc4j Vnt RI6K53NgPBp991 3Z24080Ugj 4i oYezbS6vTPI Q

Fi gure 115: Ci phertext, base64url-encoded
WiGzxntr eY] pHGIoal7EBg

Figure 116: Authentication Tag, base64url-encoded
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5.4.5. CQutput Results
The foll owi ng conpose the resulting JWE object:
o JVE Protected Header (Figure 114)
o Encrypted Key (Figure 112)
o Initialization Vector (Figure 110)
o Ciphertext (Figure 115)
o Authentication Tag (Figure 116)
The resulting JWE object using the JWE Conpact Serialization:
eyJhbCGci O JFQORI LUVTKOEXM hLVWyl sl nt pZCl 61 nBl cmnem uLnRvb2t AdH
Vj a2JvenBl1z2guzXhhbXBsZSl sl mvwayl 6eyJr dHki O JFQyl sl mNydi | 61 | At
MzgOl i wi eCl 61 NVChzRr SFB3Nmt i ang1bDB4b3dy ZFOvWKpCoWF6LUdLRI p1NH
hBRkZr YI | pV2d1dEVLNM 1RURzUTZ3TnROZzM LCJ5I j oi c3AzcDVTR2haVk My
ZnFYdWLILWUSSI Uy TWB4S3BvWKIGRHI 1eVBOVNRXNFBnRXda T3l RVEEt SmRhWI
hOYj dFMCI9LCII briM O JBMTI 4RONNI nO
6DJj BXri _kBcC46l1 kUs_Jk9BgaQeHdv?2
ﬁH &zVqgzt Ut nW_
'; kZuO@h950gHInmkkr f LBi sku8r & 6nzVxhRM3sVChXgz5NJ7601 D71 pnAi _cP
W RC SpAaUZ5dOR3Spy 7 QUEKnKx 8- 3RCVhSYMz s XaEwDd Xt a9Vn5B7¢c CBoJKBO
| gEnj _gf olhli-uEkUpQZ8aLTZGH pl 05] MoKk Te2yK3nj F6SBAsgi cQDVCkc
YO9BLI uzx1RmMC3ORXaM)JaHPB93YcdSDGgpgBWWrr NULEr kj cMMbT_wt Cex3w0
3XdLkj Xl uEr 2hWjeP- nk UZTPWEOGSPj 6f AS- bSz87RCPr xZdj _i VWWC6QMgAuU
07WNhj zJEPc4j Vnt RI6K53NgPQBp991 3Z24080Ugj 4i oYezbS6vTPI Q
WiGzxner eY] pHGJ0al7EBg

Figure 117: JWE Conpact Serialization
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The resulting JWE object using the general JWE JSON Serialization:

{

"recipients": |
{
| }

"protected": "eyJhbGeci G JFQORI LUVTKOEXM hLVWyI sl nt pZCl 61 nBl cm
Vncm uLnRvb2t AdHV) a2Jvenm®1Z22guzXhhbXBsZSI sl mvwayl 6eyJr dH
ki G JFQy!l sl m\ydi | 611 At MzgOl i wi eCl 61 nVCbhzRr SFB3Nmt i anglbD
B4b3dy ZFOvWKpCoWF6LUJLRI p1NHhBRKZr Y1 | pV2d1dEVLNmM 1RURzUT
Z3TnROZzM LCI51 j oi c3AzcDVTR2haVkMy ZnFYdWLILWUSSI Uy TWB4 S3
BvWKIGRHI 1eVBOVNRXNFBnRXdaT3l RVEEt STRhWIhOYj dFMCI9LCII bm
M G JBMII 4RONNI n0",

"iv': "nH &zVggzt U nW ",

"ciphertext": "tkzZuOOOh950gHImkkr f LBi sku8r & 6nzVxhRMBsVChXgz
5NJ760l D71 pnAi _cPWRC SpAaUZ5dOR3Spy 7 QUEkmKx 8- 3RCVhSYMz s
XaEwDdXt a9Mh5B7cCBoJKBOI gEnj _qf olhl i - uEKUpQZ8aLTZGHf pl 05
j MKk Te2yK3nj F6SBAsgi cQDVCKkc YIBLI uzx 1RnC3ORXaM)JaHPB93Y
cdSDGgpgBWWr NULEr kj cMyMoT_wt Cex3w03XdLkj XI uEr 2hWgeP- nkU
ZTPUWEOGSP] 6f AS- bSz87RCPr xZdj _i VyC6QMqAu07WNhj zJEPc4j Vn
t RI6K53NgPQBp991 324080Ugj 4i oYezbS6vTPI Q'

"tag": "WiGxncreYj pHGoal7EBg"

}

"encrypted_key": "0DJjBXri _kBcC46l kU5_Jk9BgaQeHdv2"

Fi gure 118: General JWE JSON Serialization
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The resulting JWE object using the flattened JWE JSON Seri alization:

{
"protected": "eyJhbCci G JFQORI LUVTKOEXM hLVyl sl nt pZCl 61 nBl cm

Vncm uLnRvb2t AdHV) a2Jvenm®1Z2guzXhhbXBsZSI s| mvwayl 6eyJr dH
ki O JFQy!l sl m\ydi | 611 At MzgOl i wi eCl 61 nVCbzRr SFB3Nmt i anglbD
B4b3dyZFOvWKpChWF6LUdLR p1NHhBRKZr Y1 | pV2d1dEVLNM 1RURz UT
Z3TnROZzM LCJI51 j oi c3AzcDVTR2haVkMy ZnFYdWLILWUSSI Uy TWB4 S3
BvWKIGRHI 1eVBOVNRXNFBnRXdaT3l RVEEt SmRhWIh0Yj dFMCI9LCII bm
M G JBMII 4RONNI n0",

"encrypted_key": "0DJj BXri _kBcC46l kU5_Jk9BgaQeHdv2",

"iv": "mH QzVqgzt Ut nW ",

“ci phertext": "tkzZuO®h950gHInkkr f LBi sku8r &f 6nzVxhRM3sVChXgz
5NJ760l D71 pnAi _cPWRC SpAaUZ5dOR3Spy 7QUEKnKx 8- 3RCVhSYMz s
XaEwDdXt a9Mh5B7¢cCBoJKBOI gEnj _qf olhli - uEKUpQOZ8aLTZGHf pl 05
j MoKk Te2yK3nj FESBAsgi ¢ QDVCkc YIBLI uzx1RnC3ORXaMdJaHPB93Y
cdSDGgpgBWWr NULEr kj cMyMoT_wt Cex3w03XdLkj XI uEr 2hWgeP- nkU
ZTPUIEOGSPj 6f AS- bSz87RCPr xZdj _i VWwyC6QMqgAuO7VWNhj zJEPCc4] Vn
t RIBK5S3NgPQBp991 324080Uqgj 4i oYezbS6vTPlI Q'

tag": "Wi&xncreYj pHGoal7EBg"

Figure 119: Flattened JWE JSON Seri alization
5.5. Key Agreenent Using ECDH ES w t h AES- CBC- HVAC- SHA2

This exanple illustrates encrypting content using the "ECDH ES"
(Elliptic Curve Diffie-Hell man Epheneral -Static) key agreenent

al gorithm and the "A128CBC- HS256" ( AES- 128- CBC- HVAC- SHA- 256) cont ent
encryption algorithm

Note that only the EC public key is necessary to performthe key
agreenent. However, the example includes the EC private key to allow
readers to validate the output.

Not e that whitespace is added for readability as described in
Section 1.1.
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5.5.1. Input Factors
The foll owi ng are supplied before begi nning the encryption process:
o Plaintext content; this exanple uses the content from Figure 72.
o EC public key; this exanple uses the public key from Fi gure 120.

o "alg" parameter of "ECDH ES".

o "enc" parameter of "Al128CBC- HS256".
{
"kty": "EC',
"kid": "meriadoc. brandybuck@uckl and. exanpl e",
"use": "enc",
"crv": "P-256",
"x": "Ze2l oSV3wr r oKUN_4zhwCGhCgo3Xhult d4Q eQdw VRO",
"y": "H Lt dXARY_f 55A3f nzQoPcnbhgr 34Mp8p- nuz QCEOZW' ,
"d": "r_kHyZ- a06r nxMByESK84r 1ot Sg- aQc VSt KRhA-i CvB™
}

Figure 120: Elliptic Curve P-256 Key

(NOTE: While the key includes the private paraneters, only the public
paranmeters "crv", "
operation.)

x", and "y" are necessary for the encryption

5.5.2. Cenerated Factors
The followi ng is generated before encrypting:

o Initialization Vector; this exanple uses the Initialization Vector
fromFigure 121.

yc9N8v5sYyv3i GQra26! Ug
Figure 121: Initialization Vector, base64url-encoded

NOTE: The Content Encryption Key (CEK) is not randomy generated;
instead, it is determ ned using ECDH ES key agreenent.
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5.5.3. Key Agreenent
The following is generated to agree on a CEK
o Epheneral private key; this exanmple uses the private key from

Fi gure 122.

n kt yIl : n ECI ,

"crv": "P-256",

"x": "mPUKT_bAWGH hgO0Tpj j qVsP1lr XWQu_ vwWOHHE Nkd YOA'"
"y": "8BQAsI mMEeAS46f yWWSWhYF GTTOI j BpFwW2SS34Dv4l rs",
"d": "At H35vIs@@SG Yf Osj Ux YXQKr PH3Fj ZHEt SKoSN8cM'

Figure 122: Epheneral Private Key, in JW Format
Perform ng the ECDH operation using the static EC public key
(Figure 120) over the epheneral private key (Figure 122) produces the
foll owi ng CEK:
hzHdl f Q@ AEehb8Hr d_nmFRhKsKLEz Pf shf Xs9l 6ar eCc

Figure 123: Agreed-to Content Encryption Key, base64url-encoded
5.5.4. Encrypting the Content

The followi ng is generated before encrypting the content:

o JWE Protected Header; this exanple uses the header from
Figure 124, encoded to base64ur|l [RFC4648] as Figure 125.

{
"al g": "ECDH ES",
"kid": "meriadoc. brandybuck@uckl and. exanpl e",
“epk": {
"kty": "EC',
"crv": "P-256",
"x": " PUKT_bAWGH hgO0Tpj j qVsP1r XWQu_vwWWOHHE Nkd YOA"
"y": "8BQAs| mEeAS46f yWWSMhYf GTTOI j BpFw2SS34Dv4l r s™
H
“enc": "Al28CBC- HS256"
}

Fi gure 124: JVE Protected Header JSON
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eyJhbCGeci O JFQORI LUVTI i wi a2l ki j oi bWyaWrkb2MiYnJhbrmR5YnVj a0Bi dW
Nr bGFUZC5l eGFt ¢Gxl i wi ZXBr | j p71 mt 0eSI 61 kVDl i wi Y3321 j oi UCOyNTYi
LCJ41j oi bVBVSLRf YkFXROhJaGcwwHBgqanFWe 1Axcl hXUXVF dndWIOhl dESr ZF
| v@SI sl nki O 14Q FBcOIl t RRVBUzQZnl XdzVNaFI mRLRUVEI gnBGdzJTUz M)
RHY0SXJzI nOs| mVuYyl 61 kExM hDQkM SFMyYNTYi f Q

Figure 125: JWE Protected Header, base64url -encoded

Perform ng the content encryption operation on the Plaintext
(Figure 72) using the foll ow ng:

o CEK (Figure 123);
o Initialization Vector (Figure 121); and
o JWE Protected Header (Figure 125) as authenticated data
produces the foll ow ng:
o Ciphertext fromFigure 126.
o Authentication Tag from Figure 127.
BoDl wPnTypYq-i vj nvAYJLb5Q6! - F3LI gQom z87yWIOPKbWE1z STEFj Df hU9
| PI OSA9BmM 4nvi DFWA- 1ZXvHt eLDt wAR1XRGVESDI gAYt skTTnenzNa- _q4F_e
vAPUMW O ZGA5Mhg4uhMLf m D9r Bt Wbl qZSF3x GNNKpOMKF1Cl 8i 8wj zRI i 7-
| Xgyi r1 KsbhhgRzkv8l cY6aH 24j 03C- AR2I elr 7URUhAr M79BY8s0ZUO0I zwl
- sD5PZ3I 4NDCCei 9Xkol Af sXJWry SPoeRb2N 5UZL4mYpvKDi wiry z Gd65Kg Vw7
MsFf | _K767@9C9Azp73gKZDODY Un1mOWAbLmy X_yJ- 3AROq8p1WZBf G- ZyJ61
95_JGX2nBCsg
Fi gure 126: Ci phertext, base64url-encoded
WCCkNa- x4BeB9hl DI f Fuhg
Figure 127: Authentication Tag, base64url-encoded
5.5.5. Qutput Results
The foll owi ng conpose the resulting JWE object:
o JWE Protected Header (Figure 114)
o Initialization Vector (Figure 110)

o Ciphertext (Figure 115)

o Authentication Tag (Figure 116)
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Only the general JWE JSON Serialization is presented because the
flattened JWE JSON Serialization is identical.

The resulting JWE object using the JWE Conpact Serialization:

eyJhbCci G JFQORI LUVTI i wi a2l ki j oi bWyaWkb2MuYnJhbnR5YnVj a0Bi dW
Nr bGFUZC51 eGFt ¢Gxl i wi ZXBr 1 j p71 nt 0eSI 61 kVDI i wi Y3J21 ] oi UCOyNTYi
LCJ4l | oi bVBVSLRf YKFXROhJaGcwwHBganFWe 1Axcl hXUXVF dndWIOhl dESr ZF
| v@SI sl nki O 14Q FBcOIl t RRVBUzQ@Znl XdzVNaFI mRLRUVEI gnBGdzJTUz M)
RHY0SXJzI nOs| mVuYyl 61 KExM hDQkM SFMyNTYi f Q

yCONBV5S Yyv3i GQT9261 Ug

BoDl wPnTypYQq-i vj mMvAYJLb5Q6I - F3LI gQom z87yWIOPKbWEL1z STEFj Df hU9
| Pl OSA9BM 4nv7i DFWA- 1ZXvHt eLDt wAR1XRGVESDI gAYt skTTnenzNa- _q4F_e
vAPUNW O Z&GA5Mng4uhMLf m D9r Bt WoI qZSF3x GNNKpOMQKF1Cl 8i 8w zRl i 7-
I Xgyi r1 K@sbhhgRzkv8l cY6aH 24j 03C- AR2I elr 7URUhAr M79BY8s0ZUO0I zw
- sD5PZ3| 4NDCCei 9Xkol Af sXJWhry SPoeRb2Ni 5UZL4mypvKDi wiry z Gd65Ka Vw7
MsFf | _K767@C9Azp73gKZDODY Un1mOWABLmy X_yJ- 3AROq8p1WZBf G- ZyJ61
95_JGX2nBCsg

WCCkNa- x4BeBohl D f Fuhg
Figure 128: JWE Conpact Serialization

The resulting JWE object using the general JWE JSON Serialization:

{
"protected": "eyJhbGeci G JFQORI LUVTIi wi a2l ki j oi bW/yaWFkb2MiYn
JhbnR5YnVj a0OBi dWAr bGFuZChl eGRt cGxl i wi ZXBr | j p71 mt 0eSl 61 k
VDI i wi Y3J2Ij oi UCOYNTYi LCJ4I j oi bVBVS1Rf YKFXROhJaGcwwHBgan
FWe1Axcl hXUXVE dndWIOhl dESr ZFI vQSI sl nki O | 4Q FBcOIl t R2VBUz
@Znl XdzVNaFI mRLRUMEl qOnBGdzJTUz MORHYOSXJzI nOs| nVuYyl 61 k
ExM hDQkM SFMYNTYi f Q',
"iv": "yc9NBv5sYyv3i GQro26l Ug",
“ci phertext": "BoD wPnTypYq-ivj mQvAYJLb5Q6I - F3LI gQom z87yWiO
PKbWEL1z STEFj Df hU9I PI OSA9BM 4nvi DFwA- 1ZXvHt el Dt wAR1XRGVES
Dl gAYt skTTnenzNa- _g4F_evAPUmW O ZGA5Mhg4uhMLf m DOr Bt Wbl g
ZSF3xGNNKpOMKF1d 8i 8wj zRI i 7- 1 Xgyi r| K@sbhhqRzkv8l cY6aH 2
4j 03C- AR2| elr 7URUhAr M79BY8s0ZW0I zwl - sD5PZ3I 4NDCCei 9Xkol A
f sXIWhy SPoeRb2Ni 5UZL4AnYpvKDi whyzGd65KgVWwW7MsFf | _ K767 COA
zp73gKZDODyUn1mOWAbLmy X yJ- 3BAROq8p1WZBf G- ZyJ6195 JG&R2nD
Csg”,
tag": "WCCkNa- x4BeB9h! DI f Fuhg"

}
Figure 129: General JWE JSON Serialization
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5.6. Direct Encryption Using AES- GCM

This exanple illustrates encrypting content using a previously
exchanged key directly and the "Al128GCM' (AES-GCM content encryption
al gorithm

Not e that whitespace is added for readability as described in
Section 1.1.

5.6.1. Input Factors
The foll owing are supplied before begi nning the encryption process:
o Plaintext content; this exanple uses the content from Figure 72.

0 AES symmetric key as the Content Encryption Key (CEK); this
exanpl e uses the key from Figure 130.

o "alg" paraneter of "dir".

o] enc" paraneter of "Al28GCM'.
{
"kty": "oct",
"kid": "77c7e2b8-6el3-45cf-8672-617b5b45243a",
"use": "enc",
"al g": "Al128CGCM',
"k": "Xct ChJAKA- pDALh7ZgW 2A"
}

Figure 130: AES 128-Bit Key, in JWK Fornat
5.6.2. Generated Factors
The followi ng is generated before encrypting:

o Initialization Vector; this exanple uses the Initialization Vector
fromFi gure 131.

ref a467QzzKx6QAB

Figure 131: Initialization Vector, base64url-encoded
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5.6.3. Encrypting the Content
The following is generated before encrypting the content:
o JVE Protected Header; this exanple uses the header from

Figure 132, encoded as base64ur| [RFC4648] to produce Figure 133.

Ilal gll: Ildirll,
"kid": "77c7e2b8-6el3-45cf-8672-617b5b45243a",
"enc": "A128CGCM

}
Fi gure 132: JWE Protected Header JSON

eyJhbCci O JkaXli LCIraWQ O | 3N2M3ZTJi OCO02ZTEzLTQLY2Yt ODY3M 02Mr
di NW ONTI OM2Ei LCII bnM G JBMTI 4RONNI nO

Figure 133: JWE Protected Header, base64url -encoded

Perform ng the encryption operation on the Plaintext (Figure 72)
using the foll ow ng:

o CEK (Figure 130);
o Initialization Vector (Figure 131); and
o JVWE Protected Header (Figure 133) as authenticated data
produces the foll ow ng:
o Ciphertext fromFigure 134.
o Authentication Tag from Fi gure 135.
JW.i _f52hww_ELQPGaYyeAB6HYGCR5591 9TYnSovc23XJoBcW9r HP8y ZOZGrY
hLpT1bj FuvZP] Q@S- DI Ft VeXkzZXdH | r _Fr dYt 9HRUYksht r Mm UAy Grlnd9z M
DB2n0c RDI HAz FVe JUDxk UWWAE7 _YGRPdcqMyi BoCO FBAE- Nceb4h3- Ft BP-c_
Bl wCPTj b900ShdcdREEMI My ZBH8y SWWi 1gPDOyxi - aQpGoSv_FINAI ZAxscj 5
g- NJsUPbj k29- s7LJAGh15wEBt XphVCgyy53Col KLHHeJHXex45Uz9aKZSRSI n
ZI -w sYOyu3cT4_a(Bi lo-ti E- F8l 0s61EKgyl 4CWA08PFM 8TTnp

Figure 134: Ciphertext, base64url -encoded
vbb32Xvl | ea2Qt mHAdccRQ

Fi gure 135: Authentication Tag, base64url-encoded
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5.6.4. CQutput Results
The foll owi ng conpose the resulting JWE object:
o JVWE Protected Header (Figure 133)
o Initialization Vector (Figure 131)
o GCiphertext (Figure 134)
o Authentication Tag (Figure 135)

Only the general JWE JSON Serialization is presented because the
flattened JWE JSON Serialization is identical.

The resulting JWE object using the JWE Conpact Serialization:
eyJhbCci G JkaXl i LCIraWQ G | 3N2M3ZTJi OCO02ZTEzLTQLY2Yt ODY3M 02Mr
di NW ONTI OM2Ei LCJI brM G JBMTIT 4RONNI nO

r ef a467QzzKx6QAB

:JVV_i _f52hww_ELQPGaYyeAB6HYCGCR5591 9TYnSovc23XJoBcW29r HP8y ZQzGrY
hLpT1bj FuvZP] Q@S- DI Ft VeXkzZXdH | r _Fr dYt 9HRUYksht r Mm UAy Grlnd9z M
DB2n0c RDI HAz FVe JUDxk UWWAE7 _YGRPdcqMyi BoCO FBAE- Nceb4h3- Ft BP-c_
Bl wCPTj b900ShdcdREEMI My ZBH8y SWWi 1gPDOyxi - aQpGoSv_FINAI ZAxscj 5
g- NJsUPbj k29- s7LJAGO15wWEBt XphVCgyy53Col KLHHe JHXex45Uz9aKZSRSI n
ZI -wj sYOyu3cT4_a@@i 1o-ti E- F8l 0s61EKgyl Q4CWA08PFM 8TTnp

i/bb32XvI | ea20 mHAdccRQ

Fi gure 136: JWE Conpact Serialization
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The resulting JWE object using the general JWE JSON Serialization:

{
"protected": "eyJhbCci G JkaXliLCIraWQd G | 3N2M3ZTJi OC02ZTEzLT

QLY2Yt ODY3M 02MTdi NW ONTI OMREiI LCII bnM G JBMTI 4RONNI n0",

"iv": "refad467QzzKx6QAB",

“ciphertext": "JW.i _ f52hww ELQPGaYyeAB6HYGCR559] 9TYnSovc23XJ
0BcW29r HP8y ZOZG7 YhLpT1bj FuvZPj QS- mOl Ft Ve XkZXdH_| r _FrdYt 9
HRUYksht r Mm UAy Gmund9z MDB2n0c RDI HAz FVe JUDxk UWAE7 _YGRPdc
gMyi BoCO- FBAE- Nceb4h3- Ft BP- ¢_BI wCPTj b900SbdcdREEM] My ZBH3
ySVWWi 1gPD9yxi - aQpGoSv_FIN4| ZAxscj 5g- NJsUPbj k29- s7LIJAGH1
5wEBt XphVCgyy53Col KLHHeJHXex45Uz9aKZSRSI nZl - w sYOyu3cT4_
a@Bi lo-ti E- F8l 0s61EKgyl 4CWa08PFM 8TTnp",

tag": "vbb32Xvllea2OQ nHAdccRQ'

Figure 137: Ceneral JWE JSON Serialization
5.7. Key Wap Using AES- GCM KeyW ap w t h AES- CBC- HVAC- SHA2
This exanple illustrates encrypting content using the "A256GCVKW
( AES- 256- GCM KeyW ap) key encryption algorithmw th the "Al128CBC
HS256" ( AES- 128- CBC- HVAC- SHA- 256) content encryption al gorithm

Not e that whitespace is added for readability as described in
Section 1.1.

5.7.1. Input Factors
The foll owing are supplied before begi nning the encryption process:
o Plaintext content; this exanple uses the content from Figure 72.
0 AES symetric key; this exanple uses the key from Figure 138.

o "alg" paraneter of "A256GCMVKW .

enc" paraneter of "Al28CBC- HS256".
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{
"kty": "oct",
"kid": "18ec08el-bfa9-4d95-b205-2b4dd1d4321d",
"use": "enc",
"al g": "A256GCVKW ,
"k": "qC57] _uxcn?NnBK-ct 4G x8t MLUBCZONLBvdQst i S8"
}

Fi gure 138: AES 256-Bit Key
5.7.2. Cenerated Factors
The foll owi ng are generated before encrypting:

0 AES symmetric key as the Content Encryption Key (CEK); this
exanpl e uses the key from Figure 139.

o Initialization Vector for content encryption; this exanple uses
the Initialization Vector from Figure 140.

UWkARpat 23nL9Rel j 4AWE3D1ee9l 4r - MP5QLUFXdy_r E
Figure 139: Content Encryption Key, base64url-encoded
gz6N yEFNm vnBG 6FwWoFQ
Fi gure 140: Initialization Vector, base64url-encoded
5.7.3. Encrypting the Key
The following is generated before encrypting the CEK

o Initialization Vector for key wapping; this exanple uses the
Initialization Vector from Figure 141.

KKYTOGX_2j H f gN_

Figure 141: Initialization Vector for Key Wapping, base64url-encoded
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Perform ng the key encryption operation over the CEK (Figure 139)
with the foll ow ng:

0 AES symetric key (Figure 138);
o Initialization Vector (Figure 141); and
o The enpty string as authenticated data
produces the foll ow ng:
o Encrypted Key from Figure 142.
0 Authentication Tag from Fi gure 143.

[ If 3HbQApx MEBKCMO0TNnABxs_ Cv TWUNZ(RE!l LvYNok

Figure 142: Encrypted Key, base64url -encoded

kf PAduVQ@T3H6vnewt - - ksw

Figure 143: Authentication Tag from Key Wappi ng, base64url - encoded

5.7.4. Encrypting the Content
The following is generated before encrypting the content:

o JVWE Protected Header; this exanple uses the header from
Fi gure 144, encoded to base64ur| [RFC4648] as Figure 145.

{
"al g": "A256GCVKW ,
"kid": "18ec08el- bfa9-4d95- b205-2b4dd1d4321d",
"tag": "kfPduVQ@BT3H6vnewt - - ksw',
"iv': "KKYTOGX_2j H fgN_",
“enc": "Al28CBC- HS256"
}

Fi gure 144: JVE Protected Header JSON
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eyJhbCci G JBM U2RONNS1ci LCIraWQ G | xOGVj Mbhl MS1i ZnESLTRKOT UL Yj
| wNSOy Yj RkZDFkNDMy MAQ LCIOYWei O Jr ZI BkdVZRMLQz SDZ2bmv/3dC0t a3N3
l'iw aXYi O JLall UVEAYXzJqSGxnt Usf i wi ZWbj | j oi QTEy CENCQy 11 Uzl 1Ni
J9

Fi gure 145: JVWE Protected Header, base64url -encoded

Perform ng the content encryption operation over the Plaintext
(Figure 72) with the foll ow ng:

o CEK (Figure 139);
o Initialization Vector (Figure 140); and
o JWE Protected Header (Figure 145) as authenticated data
produces the foll ow ng:
o Ciphertext fromFigure 146.
0 Authentication Tag from Fi gure 147.
Jf 5p9- ZhJl Jy_| Q byKFm ORo7w7GLQ aZpl 8Cai VgD8EqoDZHy FKFBupS8i aE
eVl gMyWrs uJKuoVgz R3Yf zoMI3GxEnmBVxNhzWW ZKX0gx Kdy6HgLvqoGN\NbZCz
Lj qcpDi F8g2_62EVAbr 2uSc2oax Fnful QHLcqAHXxy51449xkj Z7ewzZaGV3eFq
hpco804Di j XaG5_7kp3h2caj Rf Dgy mux UbWjLgaeNQaJt vInSMFUECSAzwWOHde
b6yhdTynCRnu- kgt G6Dec4l T20VZKpnxc_F1_4yDJFcqb5C DSmA- psB2k0Jt j
XA 4UPI 6100NK7zzFI u4gBf j JCndsZf dvGrh8wg VO8Ghr KEnR7xKZ3KCr 0_gR
1B- gxpNk3xWJ

Fi gure 146: Ci phertext, base64url -encoded
DKWZj r b4AVWARSNF bXVPI T5¢g

Figure 147: Authentication Tag, base64url -encoded
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5.7.5. CQutput Results
The foll owi ng conpose the resulting JWE object:
o JVE Protected Header (Figure 145)
o Encrypted Key (Figure 142)
o Initialization Vector (Figure 140)
o Ciphertext (Figure 146)
o Authentication Tag (Figure 147)
The resulting JWE object using the JWE Conpact Serialization:
eyJhbCGci O JBM U2RONNS1ci LCIraWwQ O | xOGV) Mbhl MS1i ZmESLTRKOTU Y]
I WNSOy Y] RKZDFkNDMy MAQI LCIOYWei O Jr ZI BkdVZRMLQz SDZ2bmy/3dC0t a3N3
l'iwi aXYi O JLall UMEdYXzJgSGxncUsf i wi ZWbj | j oi QTEy CENCQy 11 Uzl 1Ni
J9
| Jf 3HbQApx MEBKCMD0TnnABxs_Cv TWUNMZQ2EI Lv YNok
926N yEFNm vi8G 6FWoFQ
jf 5p9- ZhJl Jy | Q byKFm ORo7w7GLQ aZpl 8Cai VgD8EqoDZHy FKFBuUpS8i akE
eVl gMgWrsuJKuoVgz R3Yf zoMI3GXEnBVxNhzWW ZKX0gxKdy6HgLvqoG\bZCz
Lj qcpDi F8g2_62EVAbr 2uSc2oaxFnful QHLcqAHXxy51449xkj Z7ewzZaGV3eFq
hpco804Di j XaG5_7kp3h2caj Rf Dgymux UbWjLgaeNQaJt vInSMFUECSAzwWIOHde
b6yhdTynCRmu- kqt G6Dec4l T20VEZKpnxc_F1_4yDJFcqb5C DSmA- psB2k0Jt |
xAj 4UPI 6100NK7zzFI u4gBf j JCndsZf dvGrh8wg V98CGhr KENR7xKZ3KCr 0_gR
1B- gxpNk3xWJ
DKWj r b4VARSNE bXVPI T5g

Figure 148: JWE Conpact Serialization
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The resulting JWE object using the general JWE JSON Serialization:

{
"recipients": |
{
“encrypt ed_key": "1 Jf 3HoOApx MEBKCMO0TnnABxs_ Cv TWUNMZQRE! L
vYNok™"

}

1,

"protected": "eyJhbCci G JBM U2RONNS1ci LCIJraWQ G | xOGVj NDhi M5
1i ZnESLTRKOTU Y] | wNSOy Y] RkZDFk NDMy MAQ LCJOYWeT O Jr ZI BkdV
ZRMLQz SDZ2bmv3dCO0t a3N31 i wi aXYi G JLall UMEdYXzJqSGxnc US| i
wi ZWbj | j oi QTEyOENCQy 11 Uzl 1Ni J9",

"iv": "gz6N yEFNm vn8G 6FwoFQ',
"ciphertext": "Jf5p9-ZhJl Jy_| Q byKFm ORo7w7GLQ aZpl 8Cai VgD8E

goDZHy FKFBupS8i aEeVI gMyWrs uJKuoVgz R3Yf zoMI3GxEnBVXxNhz W W
t ZKX0gxKdy6HgLvqoG\bZCzLj gcpDi F8q2_62EVAbr 2uSc2oaxFnful Q
HLcgAHxy51449xkj Z7ewzZaGV3eFqghpco804Di j XaG_7kp3h2caj Rf D
gynuxUobWjLgaeNQaJt vInSMFUECSAzwWOHdeb6yhd Ty nCRru- kgt G6Dec
4] T20VZKpnxc_F1_4yDJIFcqb5C DSmA- psB2k0Jt j xAj 4UPI 6100NK7z
zFl u4gBfj JCndszf dvGrh8wg VI8Chr KEnR7xKZ3KCr 0_qR1B- gxpNk3
xWJ*',
"tag": " DKWjrb4WaRSNf bXVPl T5g"

}
Fi gure 149: General JWE JSON Serialization
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The resulting JWE object using the flattened JWE JSON Seri alization:

{

"protected": "eyJhbCci G JBM U2RONNS1ci LCIpdi I 61 kt r W/QARLhf Mm
pl bGZxTI 8i LCIr aWQ G | xOGV] Mdhl MS1i ZnESLTRKOTUL Yj | wNSOY Y]
RkZDFk NDMy MAQ LCIOYWeT O Jr ZI BkdVZRMLQz SDZ2bnv3dCOt a3N3I i
wi ZWbj | j oi QTEyOENCQy 11 Uzl 1Ni J9",

"encrypted_key": "l Jf 3HoOApx MEBKCMO0TnnABxs_CvTWUMZQ2E! LvYNo
k",

"iv": "gz6N yEFNm vnB8G 6FwoFQ',

“ciphertext": "Jf5p9-2zhJl Jy_I| Q byKFm ORo7w7GLQ azZpl 8Cai VgD3E
goDZHy FKFBupS8i aEeVI gMyWrs uJKuoVgz R3Yf zoMd3GxEnmBVxNhz W W
t ZKX0gxKdy6HgLvqoGN\NbZCzLj gcpDi F8g2_62EVAbr 2uSc2oaxFnful Q
HLcqAHxy51449xkj Z7ewzZaGV3eFghpco804Di j XaGb_7kp3h2caj Rf D
gymuxUbWjLgaeNQaJt vInSMFUEOCSAzWOHAeb6yhd Ty nCRu- kgt GbDec
41 T20vZKpnxc_F1 4yDJFcqgb5C DSmA- psB2k0Jt j xAj 4UPI 6100NK7z
zFl u4gBf j JCndsZf dvGrh8wg VI8Chr KEnR7xKZ3KCr 0_qR1B- gxpNk3
xWJ*,

"tag": "NvBveHr vonkvfl f nU nBQ'

Figure 150: Flattened JWE JSON Seri alization

5.8. Key Wap Using AES-KeyWap with AES- GCM

The following exanple illustrates content encryption using the
"AL128KW ( AES- 128- KeyW ap) key encryption al gorithm and the "A128GCM
(AES-128-GCM) content encryption al gorithm

Not e that whitespace is added for readability as described in
Section 1.1.

5.8.1. Input Factors
The foll owi ng are supplied before beginning the encryption process:

o Plaintext content; this exanple uses the content from Figure 72.

0 AES symetric key; this exanple uses the key from Figure 151.

o "alg" parameter of "Al128KW.

o "enc" paranmeter of "Al128CCM'.
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{
"kty": "oct",
"kid": "81b20965-8332-43d9- a468-82160ad91ac8",
"use": "enc",
"al g": "A128KW,
"k": "QZy6sl Zz6w 9NIJCOKB- j nnVQ"'
}

Fi gure 151: AES 128-Bit Key
5.8.2. Cenerated Factors
The foll owi ng are generated before encrypting:

0 AES symmetric key as the Content Encryption Key; this exanple uses
the key from Fi gure 152.

o Initialization Vector; this exanple uses the Initialization Vector
fromFigure 153.

aY5_Gink9KxWPBLu_gl x1w
Figure 152: Content Encryption Key, base64url-encoded
XxO0pnsDa8KnJc9Jo
Figure 153: Initialization Vector, base64url-encoded
5.8.3. Encrypting the Key
Perform ng the key encryption operation over the CEK (Figure 152)
with the AES symetric key (Figure 151) produces the follow ng
Encrypted Key:
CBI 60DW8MydI x11 Bnt f _| Qcw2MmIKI Qx
Fi gure 154: Encrypted Key, base64url-encoded
5.8.4. Encrypting the Content

The following is generated before encrypting the content:

o JWE Protected Header; this exanple uses the header from
Fi gure 155, encoded to base64url [RFC4648] as Figure 156.
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"al g": " AL28KW,
"kid": "81b20965- 8332- 43d9- a468- 82160ad91acs",
"enc": "Al28GCM'

}
Fi gure 155: JWE Protected Header JSON

eyJhbCci G JBMII 4S1ci LCIraWQ O | 4MA y MDK2NS04 Mz MyLTQz ZDkt YTQROC
04M E2MGFkOTFhYzgi LCIl b G JBMTT 4RONNI nO

Fi gure 156: JWE Protected Header, base64url -encoded

Perform ng the content encryption over the Plaintext (Figure 72) with
the follow ng:

o CEK (Figure 152);
o Initialization Vector (Figure 153); and
o JWE Protected Header (Figure 156) as authenticated data
produces the foll ow ng:
o GCiphertext fromFigure 157.
0 Authentication Tag from Fi gure 158.
Aw i P- KmigsZ37Bvz Cef Nen6VTbRK3QVA4TkvRkHOt P1bTdht FIgJxeVmikLD6
1A1hnWGet dg11c9ADsnWYL56Ny xwSY] ULZEHc Gkd3EKUOV]j Hi 99Tl b90qSYFf e
FOLWKCTt j bYKCsi NJQkcl plyeM)30Omui YSoYJVSpf 7ej 6zaYcM 3Wwix DFI 8RE
WONNI nk2XI d2JXg6BR53TSFky T7PwWWLuqg- 1Gm GH Qeg7gDT6xWJgHDPN_H-p
u@@snt hc9Zg0oj mif qqFVETUXLAF- Kj cBTS5dNy6egwk Yt Ot 8ElI HK- 0EsKYt ZRa
a8Z7MXZ7UGKAE MyEnxr GCPeJal4sl v2- gagKOkEThkaSqd YWOFk QZF

Figure 157: Ciphertext, base64url -encoded
ER7TMAZ1FBI _NKvn7ZbllLw

Fi gure 158: Authentication Tag, base64url -encoded
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5.8.5. CQutput Results
The foll owi ng conpose the resulting JWE object:
o JVWE Protected Header (Figure 156)
o Encrypted Key (Figure 154)
o Initialization Vector (Figure 153)
o Ciphertext (Figure 157)
o Authentication Tag (Figure 158)
The resulting JWE object using the JWE Conpact Serialization:

eyJhbCci O JBMII 4S1ci LCIraWQ O | 4MN y MDKk2NSO4Mz My LTQz ZDkt YTQROC
04M E2MGFkOTFhYzgi LCII bnM G IJBMTI 4RONNI nO

CBI 60DW8Mydl x11 Bnt f | Qew2MmIKI Qx

Q<OprsDa8KnJc9Jo

AW i P- KmAgsZ37Bvz Cef Nen6VThRK3QVA4TkvRkHOt P1bTdht FJgJxeVmkLD6
1A1hnWeet dg11c9ADsnNWIL56Ny xwSY] ULZEHC Gkd3EKUOV| Hi 9gTI b90qSYFf e
FOLWKCTt j bYKCsi NJQkcl plyeM)30Omui YSoYJVSpf 7ej 6zaYcM 3Wwdx DFI 8RE
WOhNI mk2XI d2JXq6BR53TSFky T7PwWLug- 1Gat GH Qeg7gDT6xWJgHDPn_H-p
u@snt hc9Zg0oj mIf qqFvETUXLAF- Kj cBTS5dNy6egwk Yt O 8ElI HK- 0EsKYt ZRa
a8Z7MXZ7UGxAE MrEnxr GCPeJal4sl v2- gagKOkEThkaSqd YWOFk QZF
ER7MAJZLFBI _NKvn7ZblLw

Fi gure 159: JWE Conpact Serialization
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The resulting JWE object using the general JWE JSON Serialization:
{

"recipients": |

{
}

rotected": "eyJhbCci G JBMIl 4Sl1ci LCIraWQ O | 4AMN yMDk2NS04 Mz
MyLTQzZDkt YTQROC04M E2MGFkOTFhYzgi LCII bmM G JBMTI 4RONNI n
0",

"iv": "Opnsba8KnJc9Jo",

“ciphertext": "Aw i P- KmMAgsZ37BvzCef Nen6VTbRK3IQVA4TkvRkHOt P1b
Tdht FIgJxeVmIkLD61A1hnWGet dg11c9ADsnWL56NyxwSYj U1ZEHc Gk
d3EkUOvj Hi 9gTl b90gSYFf eFOLwkc Tt j bYKCsi NJQkcl plyeMd3QOrui Y
SoYJVSpf 7ej 6zaYc M 3Wwdx DFl 8REWChNI mk2XI d2JXq6BR53TSFky T7
PwLug- 16Gm GH Qeg7gDT6xWJgHDPn_H puQ@mnt hc92g0oj mif qqFvE
TUXLAF- Kj cBTS5dNy6egwk Yt Ot 8El HK- 0EsKYt ZRaa8Z7MXZ7UGxA My
Enmxr GCPeJal4sl v2- gagKOkEThkaSqd YWOFk QZF"

tag": "ER7TMMZ1FBI _NKvn7ZblLw'

"encrypt ed_key": "CBl 60Dw8Mydl x11 Bnt f _| Qcw2MmIKI Qx"
]

Figure 160: Ceneral JWE JSON Serialization
The resulting JWE object using the flattened JWE JSON Seri alization:

{
"protected": "eyJhbCci G JBMIl 4Slci LCIraWQ O | 4AMN yMDk2NS04 Mz
M/LTQzZDkt YTQROC04M E2MGFkOTFhYzgi LCII bM G JBMTI 4RONNI n
0",

"encrypted_key": "CBI 6oDM8Mydl x11 Bntf | Qcw2MIKI Qx",

"iv": "Opnsba8KnJc9Jo",

"ciphertext": "Aw i P- Km\gszZ37BvzCef Nen6VTbRK3QVA4TkvRKHOt P1b
Tdht F1gIxeVmIkLD61A1hnWeet dg11c9ADsnWYL56Ny xwSYj ULZEHc Gk
d3EkUOvj Hi 9gTl b90gSYFf eFOLwWkc Tt j bYKCsi NJQkcl plyeM)3Orui Y
SoYJVSpf 7ej 6zaYc M 3Wwdx DFI 8REWChNI mk2XI d2J Xq6BR53TSFky T7
PWLug- 1Gm GH Qeg7gDT6xWJgHDPn_H puQsmt hc9Z2g0oj mif qqFVE
TUXLAF- Kj cBTS5dNy6egwk Yt Ot 8El HK- 0EsKYt ZRaa8Z7MXZ7UGxA My
Emxr GCPeJal4sl v2- gaqgKOkEThkaSqd YWOFK QZF" ,

tag": "ER7TMMZ1FBI _NKvn7ZblLw!'

Figure 161: Flattened JWE JSON Seri alization

M1 er I nf or mati onal [ Page 83]



RFC 7520 JOSE Cookbook May 2015

5.9. Conpressed Content

This exanple illustrates encrypting content that is first conpressed.

It reuses the AES symmetric key, key encryption algorithm and
content encryption algorithmfrom Section 5. 8.

Not e that whitespace is added for readability as described in
Section 1.1.

5.9.1. Input Factors

The foll owing are supplied before begi nning the encryption process:

o Plaintext content; this exanple uses the content from Figure 72.

0 Recipient encryption key; this exanple uses the key from
Fi gure 151.

o Key encryption algorithm this exanple uses "Al28KW.
o Content encryption algorithm this exanple uses "Al128CCM
o "zip" parameter of "DEF".
5.9.2. GCenerated Factors
The foll owi ng are generated before encrypting:
o Compressed Plaintext fromthe original Plaintext content;
conpressing Figure 72 using the DEFLATE [ RFC1951] al gorithm

produces the conpressed Plaintext fromFigure 162.

0 AES symmetric key as the Content Encryption Key (CEK); this
exanpl e uses the key from Figure 163.

o Initialization Vector; this exanple uses the Initialization Vector

fromFigure 164.

bY_BDc| wDEVX- QNUSQEQr | A4pql Dok YxchxWbEDGzI Jbi 008Jwe-f __ HPj Bu
8KVFpVt Apl VEL- wZ00Yj NZ03C7R5v 72pV5f 5X382VW YQqZKAYj zi ZOr 2B7kQ
PSy60ZI XUnDYbVKN4j NXi 2u0yB7t 1qSHTj mMODF 9Qqvr Dzf TI QXny QRuUyadz|

WG3v TCdi r Ov7BRHFYW 3k 1k1A gSDIqt cBF- GZxw8

Fi gure 162: Conpressed Pl aintext, base64url-encoded
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hC- MoLZSuwW 8sex Seydf w
Figure 163: Content Encryption Key, base64url -encoded
p9pUq6XHYO] f EZI |
Figure 164: Initialization Vector, base64url-encoded
5.9.3. Encrypting the Key
Perform ng the key encryption operation over the CEK (Figure 163)
with the AES symetric key (Figure 151) produces the follow ng
Encrypted Key:
5vUT2WO: QxKWeekM | zVQak Ggzl FDwP
Fi gure 165: Encrypted Key, base64url -encoded
5.9.4. Encrypting the Content

The followi ng is generated before encrypting the content:

o JVE Protected Header; this exanple uses the header from
Fi gure 166, encoded to base64ur|l [RFC4648] as Figure 167.

{
"al g": "AL28KW,
"kid": "81b20965- 8332-43d9- a468-82160ad91lac8",
"enc": "Al128CGCM',
“zip": "DEF"
}

Fi gure 166: JWE Protected Header JSON

eyJhbCci G JBMII 4S1ci LCIr aWQ O | 4MN y MDKk2NSO4Me My LTQz ZDkt YTQROC
04M E2MGFkOTFhYzgi LCII brM G IJBMTI 4RONNI i wi eml Wl j oi REVA n0

Fi gure 167: JWE Protected Header, base64url-encoded

M1 er I nf or mati onal [ Page 85]



RFC 7520 JOSE Cookbook May 2015

Perform ng the content encryption operation over the conpressed
Pl ai ntext (Figure 162, encoded as an octet string) with the
foll ow ng:
o CEK (Figure 163);
o Initialization Vector (Figure 164); and
o JWE Protected Header (Figure 167) as authenticated data
produces the foll ow ng:
o GCiphertext fromFigure 168.
0 Authentication Tag from Fi gure 169.
HbDt Osdai 10Yzi Sx25KEeTxmwnh8L8j KM-Nc1k3zmnM 6VB8hr y57t DZ61j Xyez
SPt Of dLVf e6Jf 5y5- JaCap_JQBcb50pbmr60uVGM 8bl yi MITON9J- - Xhhl Ygo
m BHaqgf DObi TOM PxFMJedx 7WCy 8nmxgDH 0aBM36152PsM wsE_02B3j Dbr YBK
hpYA7qi 3Ayi j nCI7BP9r r 3USkxExCpG3nK420Tj Ow
Figure 168: Ciphertext, base64url -encoded
VI Lubwul xaLVimh5X- T7kmA
Fi gure 169: Authentication Tag, base64url-encoded
5.9.5. Qutput Results
The foll owi ng conpose the resulting JWE object:
o JWE Protected Header (Figure 167)
o Encrypted Key (Figure 165)
o Initialization Vector (Figure 164)

o Ciphertext (Figure 168)

o Authentication Tag (Figure 169)

M1 er I nf or mati onal [ Page 86]



RFC 7520 JOSE Cookbook May 2015

The resulting JVWE object using the JWE Conpact Serialization:

eyJhbCci G JBMII 4S1ci LCIraWQ O | 4MA y MDK2NS04 Mz MyLTQz ZDkt YTQROC
04M E2MGFkOTFhYzgi LCIl brM G JBMTT 4RONNI i wi e wi j oi REVA n0

5vUT2WOt Q<KW ek M | 2VQuk Ggz| FDWP
pOpUGBXHYQ] f EZI |

HbDt Osdai 10Yzi Sx25KEeTxmwnh8L8j KM-Nc1k3zmM 6VB8hr y57t DZ61j Xyez
SPt Of dLVf e6Jf 5y5- JaCap_J@Bcb50pbnir60uWGmM 8bl yi MQOn9J- - Xhhl YgOo
m BHaqgf DO6i TOW Px FMJedx 7WCy 8nmkgDHj 0aBM36152PsM wW5E_02B3j Dbr YBK
hpYA7qi 3Ayi j nCI7BP9r r 3UBkxExCpG3nK420T] Ow

VI Lubwul xaLVih5X- T7kmA
Figure 170: JWE Conpact Serialization
The resulting JWE object using the general JWE JSON Serialization:

{

"recipients": |
{
| }

"protected": "eyJhbCci G JBMIl 4Sl1ci LCIraWQ O | 4AMN yMDk2NS04Mz
MyLTQzZDkt YTQROC04M E2MGFkOTFhYzgi LCII b O JBMTT 4RONNI i
wi eml wl j oi REVA n0",

"iv": "p9pUg6XHYOj f EZI | ",

"ci phertext": "HbDt Osdai 10Yzi Sx25KEeTxmwnh8L8j KM-Nc1k3znM 6V
B8hry57t DZ61j Xyez SPt Of dLVf e6Jf 5y5- JaCap_JBcb50pbnT60uWG
m 8bl yi MQOn9J- - Xhhl YgOm BHaqf DO6i TOWPx FMJedx 7\WCy 8mxgDH
j 0aBM36152PsM wW5E_02B3j Dbr YBKhpYA7qi 3Ayi j nCI7BP9r r 3UBkxE
xCpG3nK420Tj Ow',

"tag": "WVl LuUwml xaLVmh5X- T7kmA"

}

"encrypt ed_key": "5vUT2WOt QxKWeekM | zVQwk Ggz| FDwPi

Figure 171: General JWE JSON Serialization
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The resulting JWE object using the flattened JWE JSON Seri alization:

{
"protected": "eyJhbCci G JBMIl 4Slci LCIraWQ O | 4AMN yMDk2NS04 Mz

MyLTQzZDkt YTQROC04M E2MGFkOTFhYzgi LCII bmM O JBMIT 4RONNI
wi eml wl j oi REVA n0",

"encrypted_key": "5vUT2WDt QxKWeekM | zVQAMKkGgzl FDWPI ",

"iv": "p9pUg6XHYOj fEZI I ",

"ciphertext": "HboDt Csdai 1loYzi Sx25KEeTxmwnh8L8j KMFNc1k3znmM 6V
B8hr y57t DZ61j Xyez SPt Of dLVf e6Jf 5y5- JaCap_JBcb50pbnmT60uWG
m 8bl yi MQnOn9J- - Xhhl YgOm BHagf DO6i TOWPx FMJedx 7WCy 8mxgDH
j 0aBM36152PsM wW5E_02B3j Dbr YBKhpYA7qi 3Ayi j nCI7BP9r r 3USkxE
XxCpG3nK420Tj Ow',

tag": "VILuUml xaLVmh5X- T7kmA"

Figure 172: Flattened JWE JSON Seri alization
5.10. Including Additional Authenticated Data
This exanple illustrates encrypting content that includes additiona
aut henticated data. As this exanple includes an additional top-I|eve
property not present in the JWE Conpact Serialization, only the
flattened JWE JSON Serialization and general JWE JSON Serialization
are possi bl e.

Note that whitespace is added for readability as described in
Section 1.1.

5.10.1. Input Factors
The foll owi ng are supplied before begi nning the encryption process:
o Plaintext content; this exanple uses the content from Figure 72.

o Recipient encryption key; this exanple uses the key from
Fi gure 151.

o Key encryption algorithm this exanple uses "Al28KW.
o Content encryption algorithm this exanple uses "Al128GCM .

o Additional Authenticated Data; this exanple uses a vCard [ RFC7095]
fromFigure 173, serialized to UTF-8.
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"vcard",
[
[ "version", {}, "text", "4.0" ],
[ "fn", {}, "text", "Meriadoc Brandybuck" 1],
[ "n", {},
"text", [

"Brandybuck", "Meriadoc", "M.", ""
]

[ "bday", {}, "text", "TA 2982" ],
[ "gender", {}, "text", "M ]

Figure 173: Additional Authenticated Data, in JSON For nat
NOTE: Wit espace between JSON val ues was added for readability.
5.10.2. Generated Factors
The foll owi ng are generated before encrypting:

0 AES symetric key as the Content Encryption Key (CEK); this
exanpl e uses the key from Figure 174.

o Initialization Vector; this exanple uses the Initialization Vector
fromFigure 175.

0 Encoded Additional Authenticated Data (AAD); this exanple uses the
Addi tional Authenticated Data from Figure 173, encoded to
base64url [ RFC4648] as Figure 176.

75mLALsYv10pZTKPW sqdg

Figure 174: Content Encryption Key, base64url-encoded
veCx9ece2or S7c_N
Figure 175: Initialization Vector, base64url-encoded

WJI2Y2FyZCl sWLsi dnmVyc2l vbi | se30s| nRI eHQ LCl OLj Ai XSxbl nzul i x7f S

wi dGv4dC sl k1l cm hZz@j | EJy YWbkeW 1Y2si XSxbl mdi LHt 9LCI0ZXhO0l i xb

| kJyYWokeW 1Y2si LCINZXIpYWRV Yy sl k1yLi | sli JdXSxbl mIkYXKi LHt 9LC

JOZXhOl i wi VEEgM k4M JdLFsi Z2VuzZGwyl i x7f Swi dGv4dCl sl kOi Xv1d

Figure 176: Additional Authenticated Data, base64url-encoded
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5.10.3. Encrypting the Key
Perform ng the key encryption operation over the CEK (Figure 174)
with the AES symetric key (Figure 151) produces the foll ow ng
Encrypted Key:
4Yi i Q ZzHr6Tal kJmyf RFgOVOM pnx4X
Figure 177: Encrypted Key, base64url -encoded
5.10.4. Encrypting the Content
The following is generated before encrypting the content:
o JWE Protected Header; this exanple uses the header from

Figure 178, encoded to base64url [RFC4648] as Figure 179.

"al g": "AL28KW,
"kid": "81b20965-8332-43d9- a468-82160ad91ac8"
"enc": "Al128CGCM'

}
Figure 178: JWE Protected Header JSON

eyJhbGei O JBMTI 4S1ci LCIr aWQ O | 4MA y MDk2NS04Me MyLTQz ZDkt YTQROC
04M E2MGFKOTFhYzgi LCII brM G JBMTI 4RONNI nO

Figure 179: JWE Protected Header, base64url -encoded

Perform ng the content encryption operation over the Plaintext with
the follow ng:

o CEK (Figure 174);

o Initialization Vector (Figure 175); and

o Concatenation of the JWE Protected Header (Figure 179), ".", and
the base64url [RFC4648] encoding of Figure 173 as authenticated
data

produces the foll ow ng:
o Ciphertext from Fi gure 180.

o Authentication Tag from Figure 181
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Z_3cbr Ok3bVMBN30SNmHz 7Lyf 3i Ppp& 3Pj 17wNZqt eJOUI 8p74SchQP8xygML
OFRWCNzel a6s6BcEt p8gEFi qTUEYi NKOADNoF14T _4NFgF- p2Mk8zkbKx| 70PK
8KNar Fbyx| Dvl CNgBLba- v3uzXBdB89f zOl - Lv4Pj OFAQGHr gv1rj XAnKbgkf t
9cB4WeyZw8M dbBhc- V_KWZsI r sLNygon_JJWI_ek6LOn5NRehv Apqgf 9Zr xBda
g3FXBxOxCys35PhCdaggy2kf Uf | 2CkwKnWIbgXVDL1C6HxX LI | qHhCwXDGE9we Hr

RDQeHy MRoBI j 0V3X_bUTJDnKBFQod7nLz- cj 48JMk3SnCZTpbQAKFV

Fi gure 180: Ci phertext, base64url-encoded

vOaH _Raj npy_3hQt qvZHRA

Figure 181: Authentication Tag, base64url-encoded

5.10.5. CQutput Results

The foll owi ng conpose the resulting JWE object:

o

o

o

(0]

JVE Protected Header (Figure 179)
Encrypted Key (Figure 177)

Initialization Vector (Figure 175)

Addi tional Authenticated Data (Figure 176)
C phertext (Figure 180)

Aut henti cation Tag (Figure 181)

The JWE Conpact Serialization is not presented because it does not
support this use case.
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The resulting JWE object using the general JWE JSON Serialization:
{

"recipients": |
{

| }

"protected": "eyJhbCci G JBMIl 4Slci LCIraWQ O | 4AMN yMDk2NS04 Mz

MyLTQzZDkt YTQROC04M E2MGFkOTFhYzgi LCII bmM G JBMTI 4RONNI n
0",

"iv": "veCx9ece2or S7c_N',

"aad": "WJ2Y2FyZCl sWLsi dnVyc2l vbi | se30sl nRl eHQ LCl OLj Ai XSxb
I mzul i x7f Swi dGv4dCl sl k1l cml hZ®j | EJy YWskeWI 1Y2si XSxbl ni
LHt 9LCJ0ZXhOl i xbl kJy YWbkeWI 1Y2si LCINZXIpYWRvYyYI sl klyLils
i JdXSxbl mIkYXki LHt 9LCI0ZXhOl i wi VEEgM k4M JdLFsi Z2VuzZGVvy
i x7f Swi dGv4ddCl sl kOi Xvid",

“ciphertext": "Z 3cbr0k3bVMoN3oSNnHz 7Ly f 3i PppG&f 3P 17wiNZgt eJO
Ui 8p74SchQP8xygMLOFRWCNz el a6s6BcEt p8qEFi g TUEyi Nk OADNoF14
T_ANFqF- p2Mk8zkbKx| 70PK8KNar Fbyx| Dvl CNgBLba- v3uz XBdB89f z
O - Lv4Pj OFAQGHr gvir j XAnKbgkf t 9cB4AWeyZw8M dbBhc- V_KWZSI r s
LNygon_JJWl_ek6L5NRehvApgf 9Zr xB4ag3FXBxOxCys35PhCdaggy
2kf Uf | 2CkwKnWUbgXVD1C6HxLI | gHhOwXDG59we Hr RDQeHy MRoBI j oV3
X_bUTJIDnKBFOod7nLz- cj 48IJMk3SNnCZTpbQAKFV" ,

"tag": "vQOaH_Raj npy_3hQ qvZHRA"

"encrypted_key": "4Yii Q ZzH76Tal kImyf RFgOVOM pnx4X"

Figure 182: Ceneral JWE JSON Serialization
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The resulting JWE object using the flattened JWE JSON Seri alization:

{
"protected": "eyJhbCci G JBMIl 4Slci LCIraWQ O | 4AMN yMDk2NS04 Mz

MyLTQzZDkt YTQROC04M E2MGFk OTFhYzgi LCII bmM G JBMTI 4RONNI n
0",

"encrypted_key": "4Yii Q ZzH76Tal kJmyf RFgOVOM pnx4X"

"aad": "WJ2Y2FyZCl sWLsi dnVyc2l vbi | se30sl nRl eHQ LCl OLj Ai XSxb
| mZul i x7f Swi dGV4dCl sl k1l cml hZ&j | EJy YWbkeW) 1Y2si XSxbl mdi
LHt 9LCJI0ZXhOl i xbl kJyYWskeW 1Y2si LCINZXIpYWRv Yyl sl k1yLils
i JdXSxbl mIkYXki LHt 9LCI0ZXhOl i wi VEEgM k4M JdLFsi Z2VuzZGVvy
i x7f Swi dGv4ddCl sl kOi Xvid",

"iv": "veCx9ece2or S7c_N'

“ci phertext": "Z 3cbr0k3bVMoN3oSNnHz 7Ly f 3i PppG&f 3P 17wiNZqgt eJO
Ui 8p74SchQP8xygMLOFRWCNz el a6s6BcEt p8qEFi g TUEyi Nk OADNoF14
T_4NFgF- p2Mk8zkbKxl 70PK8KNar Fbyx| Dvl CNgBLba- v3uz XBdB89f z
O - Lv4Pj OFAQGHr gv1rj XAnKbgkf t 9cB4WeyZw8M dbBhc- V_KWZsI r s
LNygon_JJWI _ek6L5NRehvApgf 9Zr xB4ag3FXBxOxCys35PhCdaggy
2kf Uf | 2CkwKnWUbg XVD1C6HX LI | qHhOwXDGE59we Hr RDQeHy MRoBl j oV3
X _bUTIDNKBFOod7nLz- cj 48JMk3SNCZTpbQAKFV"

tag": "vOaH_Raj npy_3hQ qvZHRA"

Figure 183: Flattened JWE JSON Serialization
5.11. Protecting Specific Header Fields
This exanple illustrates encrypting content where only certain JOSE
Header Parameters are protected. As this exanple includes paraneters
in the JVWE Shared Unprotected Header, only the general JWE JSON
Serialization and flattened JWE JSON Serialization are possible.

Note that whitespace is added for readability as described in
Section 1.1.

5.11.1. Input Factors
The foll owi ng are supplied before begi nning the encryption process:
o Plaintext content; this exanple uses the content from Figure 72.

o Recipient encryption key; this exanple uses the key from
Fi gure 151.

o Key encryption algorithm this exanple uses "Al28KW.

o Content encryption algorithm this exanple uses "Al128GCM' .
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5.11.2. Cenerated Factors
The foll owi ng are generated before encrypting:

0 AES symmetric key as the Content Encryption Key (CEK); this
exanpl e uses the key from Figure 184.

o Initialization Vector; this exanple uses the Initialization Vector
from Fi gure 185.

WDgEpt BmQs 9ouv Ar z6x 69
Figure 184: Content Encryption Key, base64url -encoded
WYEJIsDS9bkoX@nR
Figure 185: Initialization Vector, base64url-encoded
5.11.3. Encrypting the Key
Perform ng the key encryption operation over the CEK (Figure 184)
with the AES symetric key (Figure 151) produces the foll ow ng
Encrypted Key:
j JI cMBJ- hbx3wnghf 5FI KEYosOsHsFOH
Fi gure 186: Encrypted Key, base64url -encoded
5.11.4. Encrypting the Content

The following is generated before encrypting the content:

o JWE Protected Header; this exanple uses the header from
Figure 187, encoded to base64url [RFC4648] as Figure 188.

{

}

enc": "Al28CCM

Figure 187: JWE Protected Header JSON
eyJl bmM G JBMTI 4RONNI nO

Fi gure 188: JWE Protected Header, base64url-encoded
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Perform ng the content encryption operation over the Plaintext with
the follow ng:

o CEK (Figure 184);
o Initialization Vector (Figure 185); and
o JWE Protected Header (Figure 188) as authenticated data
produces the foll ow ng:
o Ciphertext fromFigure 189.
0 Authentication Tag from Fi gure 190.
[ 1 bCyRMRIXNB2yLQOTqj CDKV3H300ssOM3uDODPsgLL2DM3swKkj OnQy Zt s FL
YM 5YeLht _St An21t HMQJuuNt 64T8D4t 6C7kCOOCCI 11 HAol Ww4MyQx 80OMOPL8
f ZYbNKgp! zYJgl L58g8N2v460gy G637d6uuKPwhANTGM zWage_sr Ovgi LkzyF
XPg1lhBAURbc3- 8BgeRb48i R1- _5g5Uj WD3I gi LCN_P7AWBM i FvUNXBPJK3nO
W4t eUPS8YHLbWL830! UW4UAGLA8X- 8dDkH23Jyki bVSQ u- f 7e- 1xr eHWKz WL
Hs 1NgBbr e OdEWK3HX_xMILj Uz 77Kr ppgegout pf 5gaKg3l - _xM Nnf
Figure 189: G phertext, base64url -encoded

f NYLgpUe84KD45I1 vDi aBAQ

Fi gure 190: Authentication Tag, base64url-encoded

5.11.5. CQutput Results
The foll owi ng conpose the resulting JWE object:

o JWE Shared Unprotected Header (Figure 191)

o JVWE Protected Header (Figure 188)
o Encrypted Key (Figure 186)

o Initialization Vector (Figure 185)
o Ciphertext (Figure 189)

o Authentication Tag (Figure 190)

The JWE Conpact Serialization is not presented because it does not
support this use case.
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The foll owi ng JWE Shared Unprotected Header is generated before
assenbling the output results:

{
"al g": "A128KW,
"kid": "81b20965-8332-43d9- a468-82160ad91lac8"

Fi gure 191: JWE Shared Unprotected Header JSON

The resulting JWE object using the general JWE JSON Serialization:

{

"recipients": |
{
"encrypted_key": "jJl cMBJ- hbx3wnghf 5F1 kEYosOsHsFOH'
}
1,
"unprotected": {
"al g": "AL128KW,
"kid": "81b20965- 8332- 43d9- a468-82160ad91lac8"
b
"protected": "eyJl bnM O JBMTI 4RONNI n0",
"iv": "WJEJsDS9bkoX@nR",
“ciphertext": "I1bCyRMRIXnB2yLQOTqj CDKV3H300ssONM3uDODPsqLL2D
MBswKkj OnQyZt WeFLYM 5YeLht St An21t HMQJuuNt 64T8D4t 6C7kC90
CCJ 11 HAol lw4MyQx 80MbPb8f ZYbNKqgpl zYJgl L58g8N2v460gyG637d6
UUKPWhANTGM zWhqc_sr Ovgi LkzyFXPqlhBAURbc3- 8BgeRb48i R1- _5
g5U) WD3I gi LCN_P7AWBM i FvUNXBPJK3nOWL4t e UPS8yHLbWeL830l U
4UAgL48x- 8dDkH23Jyki bVSQ u-f 7e- 1xr eHV\KzW.Hs 1NgBbr eOdEWK3
HX_xMILj Uz77Kr ppgegout pf 5qaKg3l - _xM Nnf ",
"tag": "fNYLgpUe84KD45| vDi aBAQ'
}

Figure 192: Ceneral JWE JSON Serialization
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The resulting JWE object using the flattened JWE JSON Seri alization:

{
"protected": "eyJdl bmM G JBMII 4RONNI n0",

"unprotected": {
“alg": "AL28KW,
"kid": "81b20965-8332-43d9- a468-82160ad91ac8"

}1

"encrypted_key": "jJl cMBJ- hbx3wnghf 5F1 KEYosOsHSFOH',

"iv": "WJEJsDS9bkoX@nR",

"ciphertext": "I1bCyRMRIXxnB2yLQOTqj CDKV3H300ssOM3uDODPsgLL2D

MBswKkj OnQyZt WeFLYM 5YeLht _St An21t HnMQJuuNt 64T8D4t 6C7kC90
CCJ1I HAol WwvdMyx 80MoPh8f ZYbNKgpl zYJgl L58g8N2v46Qgy G637d6
UUKPWhANTGmM zWhqc_sr Ovgi LkzyFXPqlhBAURbc3- 8BgeRb48i R1- _5
g5U W/D3I gi LCN_P7AV8m i Fv UNXBPJK3nOAL4t eUPS8yHLbWeL 830l U
4UAgL48x- 8dDkH23Jyki bVSQ u-f 7e- 1xr eHV\KzW.Hs 1NgBbr e0dEWK3
HX_xMLj Uz77Kr ppgegout pf 5qaKg3l - _xM Nnf ",
"tag": "fNYLgpUe84KD45| vDi aBAQ'
Fi gure 193: Flattened JWE JSON Serialization
5.12. Protecting Content Only
This exanple illustrates encrypting content where none of the JOSE
header paraneters are protected. As this exanple includes paraneters
only in the JWE Shared Unprotected Header, only the flattened JWE
JSON Serialization and general JWE JSON Serialization are possible.

Not e that whitespace is added for readability as described in
Section 1.1.

5.12.1. Input Factors
The foll owi ng are supplied before beginning the encryption process:
o Plaintext content; this exanple uses the content from Figure 72.

o Recipient encryption key; this exanple uses the key from
Fi gure 151.

o Key encryption algorithm this exanple uses "Al28KW.

o Content encryption algorithm this exanple uses "Al128GCM' .
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5.12.2. CGenerated Factors
The foll owi ng are generated before encrypting:

0 AES symetric key as the Content Encryption Key; this exanple the
key from Figure 194.

o Initialization Vector; this exanple uses the Initialization Vector
from Fi gure 195.

KBoOoAF| 30QPV3vkczZl XnzQ
Figure 194: Content Encryption Key, base64url -encoded
Yi hBoVOGsR1I 7j CD
Figure 195: Initialization Vector, base64url-encoded
5.12.3. Encrypting the Key
Perform ng the key encryption operation over the CEK (Figure 194)
with the AES symetric key (Figure 151) produces the foll ow ng
Encrypted Key:
244YH O W RVpQMB1Uj Qr Zcq5LSyqi Pv
Figure 196: Encrypted Key, base64url-encoded
5.12.4. Encrypting the Content

Perform ng the content encryption operation over the Plaintext
(Figure 72) using the follow ng:

o CEK (Figure 194);

o Initialization Vector (Figure 195); and
o Enpty string as authenticated data
produces the foll ow ng:

o Ciphertext fromFigure 197.

0 Authentication Tag from Fi gure 198.
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gt Pl MVaOBRgASL10dNGhGCa7CGgr k7Eal 1lvwht 7R4ATT1uqg- ar sVCPal eFw zr SS
60EUVHBt xEasEOvVC6r 7sphyVzi MCVIJEURJyoAHFSP3eq@Pb4l c1SDSqy Xj w_L3
svybhHYUGy QuTmUCQED] gj Jf BO f wHI sDsRPeBz 1Nonmei f VPgQ5GTCWFo5k _MNI
QURR2W 0AHC2k 7JZf u2i W UHLF8EXFZLZ4nI msvJu_nvi f MYi i kf Nf sZAudl SO
a6073yPZt LO4k_1FI 7\WDf r b2w7 OgKLWDXz| pcx ohPVOLQMA3NFNRKAY- bQz4Z
4KX9! f z1cne31N4- 8BKmj pw OdQ KdLOGKCA45Fb_K1t | DQXw2sBF
Fi gure 197: Ci phertext, base64url-encoded
e2ndVni7 Jvj K2VpCKXS- kyg
Fi gure 198: Authentication Tag, base64url-encoded
5.12.5. CQutput Results

The JWE Compact Serialization is not presented because it does not
support this use case.

The foll owi ng JWE Shared Unprotected Header is generated before
assenbling the output results:

"al g": "A128KW,
"kid": "81b20965-8332-43d9- a468-82160ad91ac8",
"enc": "Al128CCM'

}
Figure 199: JWE Shared Unprotected Header JSON

The foll owi ng conpose the resulting JWE object:
o JWE Shared Unprotected Header (Figure 199)
o Encrypted Key (Figure 196)

o Initialization Vector (Figure 195)

o Ciphertext (Figure 197)

o Authentication Tag (Figure 198)
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The resulting JWE object using the general JWE JSON Serialization:

{
"recipients": |

{
}

nprotected": ({

"al g": "AL28KW,

"kid": "81b20965-8332-43d9- a468-82160ad91ac8",
"enc": "Al28GCM'

"encrypted_key": "244YH O WWRMoQWB1Uj @ Zcq5LSyqi Pv"
]

}

"iv": "Yi hBoVOGsR1l 7j CD",

"ci phertext": "qtPl MVAROBRgJASL10dNChCa7C&gr k7Eal 1vwht 7RATT1ug-
ar sVCPal eFw(Y zr SS60EUMBBtL x EasEOv C6r 7sphyVzi MCVIJEuURJy o AHF
SP3eqQPb4l c1SDSqy Xj w_L3svybhHYUGy QuTmUQED) gj Jf BG f wHI sDs
RPeBz1Nongei f VPq5GTCWFo5k_ VNI QURR2W 0AHC2k 7JZf u2i W UHLF8
ExFZLZ4nl msvJu_nvi f MYi i kf Nf sZAudl SCa6073yPZt LO4k 1FI 7WDf
r b2w7 OQgKLWDXz | pcxohPVOLQMA3NTFNRKAY- bQz4Z4KX9l f z1cne31N4
- 8BKnmoj pw OdQ KAdLOGkCA445Fb_K1t | DQXw2sBF",

"tag": "e2nmdVnivJvj K2VpCKXS- kyg"

}

Fi gure 200: Ceneral JWE JSON Serialization
The resulting JWE object using the flattened JWE JSON Serialization:

{

"unprotected": {

"al g": "A128KW,

"kid": "81b20965-8332-43d9- a468-82160ad91ac8",

"enc": "Al28CCM

b
"encrypted_key": "244YH O WRMQMNB1Uj @ Zcq5LSyqi Pv",

"iv": "Yi hBoVOGsR1l 7j CD",

“ci phertext": "qtPl MVAOBRgASL10dNGhOCa7CGgr k7Eal 1vwht 7TRATT1uq-
ar sVCPal eFw(¥ zr SS60EUVWBt x EasEOvC6r 7sphyVzi MCVIEURJy 0AHF
SP3eqQPb4l c1SDSqy Xj w_L3svybhHYUGy QuTmUQED) gj Jf BG f wHI sDs
RPeBz 1Nongei f VPq5GTCWFo5k _MNI QURR2W 0AHC2k 7J Zf u2i W UHLF8
ExFZLZ4nl mevJu_nmvi f MYi i kf Nf sZAudl SCa6073yPZt LO4k _1FI 7WDf
r b2w7 OgKLWDXz | pcxohPVOLQApA3NTFNRKAY- bQz4Z4KX91 f z1cne31N4
- 8BKmoj pw OdQ KdLOGKCA45Fb_K1t | DQXw2sBF",

"tag": "e2mOVn¥Jvj K2VpCKXS- kyg"

}

Figure 201: Flattened JWE JSON Seri alization
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5.13. Encrypting to Miultiple Recipients
This exanple illustrates encryption content for nultiple recipients.
As this exanple has multiple recipients, only the general JWE JSON
Serialization is possible.
Not e t hat RSAES- PKCS1-v1l 5 uses random data to generate the
ci phertext; it mght not be possible to exactly replicate the results
in this section.

Note that whitespace is added for readability as described in
Section 1.1.

5.13.1. Input Factors
The foll owi ng are supplied before begi nning the encryption process:
o Plaintext content; this exanple uses the Plaintext fromFigure 72.
o Recipient keys; this exanple uses the follow ng:
* The RSA public key fromFigure 73 for the first recipient.
* The EC public key fromFigure 108 for the second recipient.
* The AES symmetric key from Figure 138 for the third recipient.
o Key encryption algorithms; this exanple uses the follow ng:
* "RSAL 5" for the first recipient.
*  "ECDH ES+A256KW for the second recipient.
*  "A256CCMKW for the third recipient.
o Content encryption algorithm this exanple uses "Al128CBC- HS256".
5.13.2. Generated Factors
The foll owi ng are generated before encrypting:

0 AES symetric key as the Content Encryption Key (CEK); this
exanpl e uses the key from Figure 202.

o Initialization Vector; this exanple uses the Initialization Vector
from Fi gure 203.
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zXayeJ4gvnBNJIr 31 Ul nyokTUO- LbQNKEhe zW YbdpQ
Fi gure 202: Content Encryption Key, base64url-encoded
VQEI HY20Enz Ut ZF| 2RpBlg
Figure 203: Initialization Vector, base64url-encoded
5.13.3. Encrypting the Key to the First Recipient

Perform ng the "RSAl_5" key encryption operation over the CEK
(Figure 202) with the first recipient’s RSA key (Figure 73) produces
the follow ng Encrypted Key:

dYOD28kab0Vvf 40Dgx VAJ XgHc SZI CSOp8Mb1zj wj 4w6Y5GAXIQsNNI Bi gy v UUA
QcpL7S7- cFe7Pi 07gV_QL6WICSa- vhwsne4bW Bf 7cHWEQIdXi hi dAYW/aj JI a
KMXMYFRW6I DI Rr 076DFt hg2_AVO_t Si V6XSEI Fqt 1xnYPprP91t ¢5W DOGh- w
gj WO- b- S11 aS11QvbuP78dQ7Fa0zAVzzj HX- xvy M2wxj _ot xr 9cl NLLnZMoeYS
r R cJK5xodvWjkpl dkiMHo4LvdhRRvzoKzl i ¢89j FWPI nBg_V4n5tr GuExtp_-d
bHcA i hqc_wGgho9f LIVK8J QAr YLc VDNQ

Fi gure 204: Recipient #1 Encrypted Key, base64url -encoded

The following is generated after encrypting the CEK for the first
reci pi ent:

o Recipient JWE Unprotected Header from Fi gure 205.

{

"al g": "RSA1_5",

"kid": "frodo. baggi ns@obbiton. exanpl e"
}

Fi gure 205: Recipient #1 JWE Per-Reci pi ent Unprotected Header JSON
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The following is the assenbled first recipient JSON

{
"encrypted_key": "dYOD28kabOWf 40DgxVAJXgHcSZI CSCp8Mb1zj wj 4w

6YS5GAXIENNI Bi qyvUUACCpL7S7- cFe7Pi 07gV_QO6WrCSa- vhWsne4b
W Bf 7cHWEQIdXi hi dAYW/aj JI aKMXM/FRW6I DI Rr 076DFt hg2_AVO _t
Si V6xXSEI Fqt 1xnYPpnP91t c5W DOGh- wgj wWO- b- S1I aS11QvbuP78dQ7
Fa0zAVzzj HX- xvyM2wxj ot xr 9cl N1LnZMoeYSr Ri cJK5xodvWjkpl dk
MHo4LvdhRRvzoKzl i ¢89j FWPI nBg_V4n5t r GuExt p_- dbHcd i hgec_wG
gho9f LMK8JQAr YLcMDNQ',
"header": {
"alg": "RSAl_5",
"kid": "frodo. baggi ns@obbiton. exanpl e"
}

}
Fi gure 206: Recipient #1 JSON
5.13.4. Encrypting the Key to the Second Reci pi ent

The following is generated before encrypting the CEK for the second
reci pi ent:

o Epheneral EC private key on the same curve as the EC public key;
this exanple uses the private key from Fi gure 207.

{
"kty": "EC',
"crv": "P-384",
"x": "Uzdvk3pi 5WKCRc1li zp5_r 0Qg eqT- | 68i 8g2b8mva8di RhsE2xAn2Dt
MRb25Ma2CX",
"y": "VDr RyFJh- Kwd1Ej Agnj 5Eo- CTHAZ53MC7Pj j pLi oy3yl Ej | 1pOvbwo
1f zZ84pbf m',
"d": "1DKHf Tv- PiifVW2VBHM Zi VewOVkkOyANS | QHIcr DxVY3j hVCvZPw
MkJKI E793C"
}

Fi gure 207: Epheneral Private Key for Recipient #2, in JW Fornat
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Perform ng the "ECDH ES+A256KW key encryption operation over the CEK
(Figure 202) with the follow ng:

o Static Elliptic Curve public key (Figure 108).
o Epheneral Elliptic Curve private key (Figure 207).
produces the foll owi ng Encrypted Key:
ExI nTOi 09BgBMYF6- mawst ZI goZXThD1zWKsHi xJuw_el Y4gSSI d_w
Fi gure 208: Recipient #2 Encrypted Key, base64url -encoded

The following is generated after encrypting the CEK for the second
reci pi ent:

o0 Recipient JWE Unprotected Header from Fi gure 209.

{
"al g": " ECDH ES+A256KW ,
"kid": "peregrin.took@ uckborough. exanpl e",
"epk": {
"kty": "EC',
"crv": "P-384",
"x": "Uzdvk3pi 5WKCRc1li zp5_r 0Q eqT-1 68i 8g2b8mva8di RhsE2xAn2
Dt MRb25Ma2CX",
"y": "VDr RyFJh- Kwd1Ej Agnj 5Eo- CTHAZ53MC7Pj j pLi oy3yl Ej | 1pOvb
wolf zZ84pbf nt'
}
}

Fi gure 209: Recipient #2 JWE Per-Reci pi ent Unprotected Header JSON
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The following is the assenbl ed second reci pi ent JSON

{
"encrypted_key": "ExInTOi 09BgBMYF6- mawst ZI goZXThD1zWKsHi xJuw

_el Y4gSSl d_w"
"header": {
"al g": "ECDH ES+A256KW ,
"kid": "peregrin.took@ uckborough. exanpl e",
"epk":
"kty": "EC',
"crv": "P-384",
"x": "Uzdvk3pi 5WKCRc1li zp5_r0Q eqT-1 68i 8g2b8mva8di RhsE2xA
n2Dt MRb25Ma2CX" ,
y": "VDr RyFJh- KWd1Ej Agnj 5Eo- CTHAZ53MC7Pj j pLi oy3yl Ej | 1pO
Mow91f zZ84pbf m'

Fi gure 210: Recipient #2 JSON
5.13.5. Encrypting the Key to the Third Reci pi ent

The following is generated before encrypting the CEK for the third
reci pi ent:

o Initialization Vector for key wrapping; this exanple uses the
Initialization Vector from Figure 211

AvpeoPZ9Ncn9nkBn

Fi gure 211: Recipient #2 Initialization Vector for Key Wapping,
base64ur| - encoded

Perform ng the "A256GCMKW key encryption operation over the CEK
(Figure 202) with the foll ow ng:

o AES symetric key (Figure 138); and
o Initialization Vector (Figure 211)
produces the foll ow ng:

o Encrypted Key from Figure 212.

o Authentication Tag from Figure 213.
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a7Ccl Aej o_7JSuPB8zeagxXRanBdwCf nmkt 9- W TpS1E
Figure 212: Recipient #3 Encrypted Key, base64url -encoded
59Ngh1LI Yt VI hf D3pgRGvw

Figure 213: Recipient #3 Authentication Tag from Key W appi ng,
base64ur| - encoded

The following is generated after encrypting the CEK for the third
recipient:

o Recipient JWE Unprotected Header; this exanpl e uses the header
fromFigure 214.

{
"al g": "A256GCMKW ,
"kid": "18ec08el- bfa9-4d95-b205-2b4dd1d4321d",
"tag": "59NghlLl Yt VI hf D3pgRGvwW',
"iv": "AvpeoPZ9Ncn9nkBn"
}

Figure 214: Recipient #3 JWE Per-Reci pi ent Unprotected Header JSON

The following is the assenbled third recipient JSON

{
"encrypted_key": "a7Ccl Aej o_7JSuPB8zeagxXRanmBdwCf nkt 9- WTpS1

E",
"header": {
"al g": "A256CGCVKW ,
"kid": "18ec08el- bfa9-4d95- b205-2b4dd1d4321d",
"tag": "59NghlLI Yt VI hf D3pgRGvwW',
"iv": "AvpeoPZ9Ncn9nmkBn"

Fi gure 215: Recipient #3 JSON
5.13.6. Encrypting the Content
The following is generated before encrypting the content:

o JWE Protected Header; this exanple uses the header from
Figure 216, encoded to base64url [RFC4648] as Figure 217.
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{

}

enc": "Al128CBC- HS256"

Figure 216: JWE Protected Header JSON
eyJl bmM G JBMTI 4Q0JDLUNTM U2I nO
Fi gure 217: JVE Protected Header, base64url -encoded

Perform ng the content encryption operation over the Plaintext
(Figure 72) with the follow ng:

o CEK (Figure 202),
o Initialization Vector (Figure 203), and
o JVWE Protected Header (Figure 217) as the authenticated data
produces the follow ng:
o Ciphertext fromFigure 218.
o Authentication Tag from Figure 219.
aj N2Q QpPXCr 7- MHXi cknbll sxLdXxK yLdsOKuhJzf WK04Sj dxQeSw2L9nmu3a
_k1C55kCQ _3xI ke VKC5yr | s48VOoKOk63_QRWBt BURMFgLBYJ8vOYQX00JWh
VUHILnGhF-t VOWB7Kz8nT 8zeE7t xFOMSaP6ga7- si YxSt R7_Q07Thd1j h- zGT0
wx Mbg- VRORt qOK6AXpLI wEqRp7pkt 2zRMDZAXqSpelO6FJ7FHLDyEFND- zDI Zu
kLpCbzhzMDLLW2- 81 14FQ gi - i EuzHgl JFI Jn2wh9Tj Ocg_kOZy 9BgMRZbmyXM
YOYQ or Z P_JYG3ARAI F3Q DNgpdYe- K 5Qbcr GISDNyi j _ygEi I t R5j ssQvH2
of DQJLCht azE

Figure 218: Ciphertext, base64url -encoded
BESYYFN7TO9KY7i 8zKs5_g

Fi gure 219: Authentication Tag, base64url-encoded

M1 er I nf or mati onal [ Page 107]



RFC 7520 JOSE Cookbook May 2015

The following is generated after encrypting the Plaintext:

o JWE Shared Unprotected Header paraneters; this exanple uses the
header from Fi gure 220.

{

}

cty": "text/plain"

Fi gure 220: JWE Shared Unprotected Header JSON
5.13.7. CQutput Results
The foll owi ng conpose the resulting JWE object:
0 Recipient #1 JSON (Fi gure 206)
0 Recipient #2 JSON (Figure 210)
0 Recipient #3 JSON (Figure 215)
o Initialization Vector (Figure 203)
o Ciphertext (Figure 218)
o Authentication Tag (Figure 219)
The JWE Compact Serialization is not presented because it does not

support this use case; the flattened JWE JSON Serialization is not
present ed because there is nore than one recipient.
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The resulting JWE object using the general JWE JSON Serialization:

{
"recipients": |
{
"encrypted_key": "dYOD28kabOWf 40Dgx VAIXgHcSZI CSOp8MVb1z]
W 4weY5HAXIBNNI Bi qyvUUACCpL7S7- cFe7Pi 07gV_QL6WCSa-
vhWwsnmedbW Bf 7cHWEQIdXi hi dAYWaj JI aKMXM/FRW6i DI Rr 076
DFt hg2_AVO0_t Si V6xSEI Fqt 1xnYPpnP91t c5W DOGh- wgj wO- b- S
11 aS11QvbuP78dQ7Fa0zAVzzj HX- xvyM2wxj _ot xr 9cl N1LnZMbe
YSr Ri cJK5xodvWikpl dkMHo4LvdhRRvzoKzl i ¢89j FWPI nBg_V4n
5tr GuExt p_-dbHcd i hgc_wGgho9f LIVK8JQAr YLcVDNQ',
"header": {
"al g": "RSAl_5",
"kid": "frodo. baggi ns@aobbiton. exanpl e"
}
%,
"encrypted_key": "ExInTOi 09BgqBMYF6- mawst ZI goZXThD1zVWKs Hi
xJuw_el Y4gSSIl d_w'
"header": {
"al g": " ECDH ES+A256KW ,
"kid": "peregrin.took@uckborough. exanpl e",
"epk": {
"kty": "EC',
"crv'": "P-384",
"x": "Uzdvk3pi 5WKCRc1li zp5_r 0g eqT- 1 68i 8g2b8nva8di Rhs
E2xAn2Dt MRb25Ma2CX" ,
"y": "VDr RyFJh- Kwd1Ej Agm 5Eo- CTHAZS53MC7Pj j pLi oy 3yl Ej
| 1pOvbwo1f zZ84pbf ni
}
}
%,
"encrypted_key": "a7Ccl Aej o_7JSuPB8zeagxXRanBdwCf nkt 9- W
TpS1E",
"header": {
"al g": "A256GCVKW ,
"kid": "18ec08el- bf a9-4d95-b205-2b4dd1d4321d",
"tag": "59NghlLI Yt VI hf D3pgRGvwW',
"iv": "AvpeoPZ9Ncn9nkBn"
}
}

]

,nprotected": {

"cty": "text/plain"
}

protected": "eyJdl bmM G JBMII 4Q0JDLURTM U21 nO",
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"iv": "VgEl HY20Enz U ZFl 2RpB1g",

"ciphertext": "aj m2Q OpPXCr 7- MHXi cknbll sxLdXxK_yLdsOKuhJzf WK
04S] dxQeSw2L9nmu3a_k1C55kCQ 3xI ke VKC5yr __ | s48VOoKOk63_QRM
9t BURMFgL By J8vOYQX00JWIVUHILMGhF- t VOAB7Kz8nr 8zeE7t X FOMSa
P6ga7-si YxSt R7_Q07Thd1j h- zGTOwx Mbg- VRORt qOK6AXpLI WEqRp7p
kt 2zRMDZAXqSpelO6FJ7FHLDYEFNnD- zDI ZukLpChzhzMDLLW2- 81 14FQ
rgi-i EuzHgl JFI Jn2wh9Tj Ocg_kQOZy9BgMRZbmYXMY9YQ or Z P_JYG3
ARAI F3Q DNgpdYe- K 5@bcr GISDNyi j _ygEi |t R5) ssQvH2of DQILCht
azg",

tag": "BESYyFN7TO9KY7i 8zKs5_g"

Figure 221: GCeneral JWE JSON Serialization

6. Nesting Signatures and Encryption
This exanple illustrates nesting a JSON Wb Signature (JW5) structure
within a JSON Web Encryption (JWE) structure. The signature uses the
"PS256" (RSASSA-PSS) al gorithm the encryption uses the "RSA- CAEP"
(RSAES- CAEP) key encryption algorithmand the "Al128GCM ( AES- GCCM
content encryption algorithm
Not e t hat RSASSA- PSS uses random data to generate the signature, and
RSAES- OAEP uses random data to generate the ciphertext; it mght not
be possible to exactly replicate the results in this section

Note that whitespace is added for readability as described in
Section 1.1.

6.1. Signing Input Factors
The foll owing are supplied before beginning the signing operation:
o Payload content; this exanple uses the JSON Web Token [ JWI]
content from Figure 222, encoded as base64url [RFC4648] to produce
Fi gure 223.
0 RSA private key; this exanple uses the key from Fi gure 224.

o "alg" paranmeter of "PS256"

{
"iss": "hobbiton. exanpl e",
"exp": 1300819380,
"http://exanple.comis_root": true
}

Fi gure 222: Payload Content, in JSON For mat
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eyJpc3M G Job2Ji aXRvbi 51 eG-t cGxI i wi ZXhwl | ox Mz AMODES Mz gwLCJodH
RWO 8vZXhhbXBsZS5j b20vaXNf cmBvdCl 6dHI 1ZX0

Fi gure 223: Payl oad Content, base64url -encoded

{

"kty": "RSA",

"kid": "hobbiton. exanpl e",

"use": "sig",

"n": "kNr Pl BDXMJ6f cyv5i - QHQAQ K8gsC3HIb7FYhYaw8hXbNJa- t 8q0I D
KwLZgQXYV- f f WkXJv5GCGr | ZE4ABU52] f MEegTDz YTr RQBt epgKFj M3g6l
y6f kl 1ZNsx2gEonsnl Shf zAAGIWRTnt KPbk1s- hwx 1l USAT- Al el NgBg
cF2vE5WR5 SGEBoaROVAUYXqETDggMLz5¢cKV4Zj DZ8- | h4oVB07bkac6
LQdHpJUUy SH_Er 20DXx30Kyi 97Pci XKTS- QKXnmBi vy RCrmux22ZoPUi
nd2BKC50 GAMnvALhal2Z2k8CsRdf y- 7dg7z41Rp6D0ZeEvt aUp4bX4aK
raL4r Tf w',

"e": "AQAB",

"d": "ZLe_TI xpE9- W n2VBa- HWuUYPt j vxwwWXCl JFOpJsdea8g9RW34gEO
Et noYc2un3CZ3Lt Ji - nj ubRAT8YSc76YJds3ZVwoUi CBnivBeG6- i Onvg
obobNx7K57- xj TIZU72Ej Or 9kB7z6ZKwDDqg7HFy CDhUEcYCHFVC7i L_6
Ti bVhAhOFONW gl JgEgwVYdOr ybNGKi f dnpEbwy HoOMW6HMLgQv nEFgP7
i Z0YzHUT535x6j j 4VKcdA7ZduFkhUauysy SEW/ mxZMef j 1vdj JI y9LD1
f1z30Xv4ckoghKF5GONUGt NmivihiNgAD6gl Vi yEI e1Pr | x| 1t BhCl 14bRW
-zr pHgAQ',

"p": "yKWYONI AgwiVRQ gl BOdT1NI cbDNUUs2Rh- pBaxD_m kweM 4My- O- B
2i SYvM s8hor honV7vxCQagcBAATGW hAaf UehW xWEH- 3KccRVBt oL4
e0q7M i dRDOBXSoe7Z2- CV2x_ZCY3RP8qp642R13WgXqGDI MAMoUKZS;
cY9-c",

"g": "uND401l5V30KDzf 8vFIws89plvl QVQBNEI | ri nRUPHkkxaAzDzccCGgr
WWAH GXGFFNNL3ws CqPLeU76- 51 VYQqOHWYVI OhVXQHr 7sgaCGu- 483Ad3
ENcL23Fr OnF45n7_200Ast JDe49MeLTTQKr SI Bl _SKvgpYvf SPTczPcZ
khoKk",

"dp": "j mInEog2qga8ouaynj hJSCnsveUXnMXC2gAne QIRQKFqQu- zV2PKP
KNbPvKVWyi F5b2- L3t MBOW2d2i NDy RUWKI T7V5] OKWPTABSTONTgAnYCh
G 8kXXdl hcrt SvXl dBakC6saxwl _TzGGY2MVXzc2ZnCvCXHV4qj SxOr f
P3pHFU",

"dq": "ROFWUB8OVzEKTKXI 3-5- WiseE4Dj HmdeZl | u3ri f Bdf Lpg_P-i WP
BbGaq9wzQlc- J7SzCdJqkEIDv5yd2C7r nZ6kpzwBh_nmlL8zscAklgsun
nt 9CIGAYz7- sGW1JGShFazf P52ThB4r | CJOYuEaQM | zpY77_oLAhpm
DAOhLk",

"gi": "S8t C7ZknWshPI Tkj cwt t QOPLVNMRf wi r Rl FAVI uDb8NWOCr V_7F2(q
UZCqrez HTYAUmVGFHI 1WRep7anl eWaJj xC 1b3f g_al 4qH3Pe- EKi Hg6
| MazuRt ZLURCc Thr ExDbF5dYbsci Dnf RUWLEr Z4N1BeObnx YuPgxwKd9
QZwivb0"

Figure 224: RSA 2048-Bit Private Key, in JVWK Format
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6.2. Signing Operation
The following is generated to conplete the signing operation:

o0 JW5 Protected Header; this exanple uses the header from
Fi gure 225, encoded using base64url [RFC4648] to produce

Fi gure 226.

{
"alg": "PS256",
"typ": "JWI

Fi gure 225: JWS Protected Header JSON
eyJhbCGci O JQUzI 1Ni | sl nR5¢Cl 61 kpXVCJ9
Fi gure 226: JWS Protected Header, base64url -encoded
Perform ng the signature operation over the conbi ned JW5 Protected
Header (Figure 226) and payl oad content (Figure 222) produces the
foll owi ng signature:
dPpMgWRZX FYi 1Uf cDAaf 8MR90o7kwUW i XZ- ByvVuJdi h4MhJ_aZqci pr zOOnMal A
kl vnlgskChi rj KvYOESZNUCP4Jj vf yPS- nqj JxYoAS5zt WOy Fk2cZNI PXj cJXSQ
WXPQOOt Ee- v4VSqgDOaKHgPxYog4N6Cz 1l Kph1U1sYDSI 67_bLL7el g_vkj f Mp5
_WbI 5LulYGveh6hxQ al UXf 9EWV2JImy TMuUZ- vBONOSni y1EFO72CRTvtr I 5
ARCO5MNI i Y3Kt UxeP- SOTD- LEYWSI kohYz MWAZDDOr Vbv 7KVRHpe YNaK75KE
QQdCEEKS rskZS-Qt _nl egTWhlnEYaA
Fi gure 227: JWS Signature, base64url-encoded
6.3. Signing CQutput
The foll owi ng conpose the resulting JW5 object:
o JWS Protected Header (Figure 226)
o Payload content (Figure 223)

o Signature (Figure 227)
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The resulting JW5 object using the JW5 Conpact Serialization (which
is the plaintext input to the followi ng encryption operation):
eyJhbCGci G JQUzI INi | sI nR5¢cCl 61 kpXVCJ9

éprcSM QG Job2Ji aXRvbi 51 eGFt cGxl 11 wi ZXhwi j ox Mz AWODESMzgwl.CJodH
RwWO 8vZXhhbXBsZS5j b20vaXNf cmBvdCl 6dHI 1ZX0

deI\/t]V\RZXFYi 1Uf cDAaf 8MB90o7kwWUW i XZ- ByvVuJi h4vhJ_aZqci pr zOOMal A
kl vnlgskChi rj KvYOESZNUCP4Jj vf yPS- ngj JxYoAS5zt WOy Fk2cZNI PXj cJXSQ
wWXPOOt Ee- v4VSqgDOaKHgPxYog4N6Cz 1l Kph1U1sYDSI 67_bLL7el g_vkj f Mp5
_WbI 5LulyGveh6hxQ al UXf 9EWV2JImy TMUZ- vBOWOSNi y1EFO72CRTvtr | f 5
ARCO5MNI i Y3Kt UxeP- SOnD- LEYWW® S| kohYz MVAZDDCOr Vbv 7KVRHpe YNaK75KE
QUdCEEKS rskzZS- Qt_nl egTWhlnEYaA
Figure 228: JWS Conpact Serialization

6.4. Encryption Input Factors
The foll owi ng are supplied before begi nning the encryption process:
o Plaintext content; this exanple uses the content from Figure 228.
0 RSA public key; this exanple uses the key from Figure 84.
o "alg" parameter of "RSA-QAEP".

o] enc" paraneter of "Al28GCM'.
6.5. Encryption Generated Factors
The foll owi ng are generated before encrypting:

0 AES symmetric key as the Content Encryption Key (CEK); this
exanpl e uses the key from Figure 229.

o Initialization Vector; this exanple uses the Initialization Vector
from Fi gure 230.

ORHSNYWN- 6- 2QBGs YTZLSQ
Fi gure 229: Content Encryption Key, base64url-encoded
GbX1i 9kXz0sx XPmA

Figure 230: Initialization Vector, base64url-encoded
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6.6. Encrypting the Key

Perform ng the key encryption operation over the CEK (Figure 229)
with the RSA key (Figure 84) produces the follow ng Encrypted Key:

a0JHRol Tf pX4gRewl nj | St n8nBCPxBV1ueYI Vhj ur Cyr Bg3l 7YhCRY] phDOCS4
E7r Xbr 2Fn6Ny Qq- A- gqTOFXgN VOG G- bi 13mwy7RoYhj TkKBEC6P7sMYMXXx4g
zMedpi JHQVeyl - zkZV7A9mat pgevAIW Xz QUys YGTt woSNG6gt UVt | Lai vj vb21
QOul 4YxSHV- ByKlkyeet Rp_f uYIXxHoKLQL9P424sKx2W5Yb4zsBl PF4ss| _e5l
R7nany- 25 _UmC2ur osNkoFz9c@B2MypZP8gqbQyPN- Fpp4Z- 506y V64x6yzDU
F_5JC dl - Qv6H5dMWI Y7qleKpXcV1l WO 2Fef EBqXxXvl j LeZi vj NkzogCq3- |
apSj VFnM Bxj pYLT8nuaawolyy1XXMii nl pNcOY3n4KKr XLr Cct eX85md| | HVEZ
a38s1Hpr 56f PPseMA- Jl t nt - a9i EDt Oz ht xz8AXy 9t sCAZV2XBWNGBc3kJusAa
mBKOYW k7JhLRDgOnJj | JLhn7TI 4Ux Dp9dCmUXENGZz0v23WL5¢J 1 EXNJt gnbl p
ynmooeWAHCT4e_Onbi mLgOAEp THUdA2i i LNsOWIX_H_TXuPC8yDDhi 1smkS_X_x
pkl Hki I HADOLx03BpqDTi vpKkBYwqP2UzZkcxgX2Fo_GnVr NW K7LgxweFSQv DO
0

Fi gure 231: Encrypted Key, base64url-encoded
6.7. Encrypting the Content
The following is generated before encrypting the Plaintext:

o JWE Protected Header; this exanple uses the header from
Fi gure 232, encoded using base64url [RFC4648] to produce

Fi gure 233.
{
"al g": "RSA- QAEP',
"cty": "JWI,
"enc": "Al128CCM'
}

Fi gure 232: JWE Protected Header JSON
eyJhbGci O JSUOEt TOFFUCI sl nNOeSI 61 kpXVCI sl mvuYyl 61 KExM hHQIO0i f Q

Fi gure 233: JVWE Protected Header, base64url -encoded
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Perform ng the content encryption operation over the Plaintext
(Figure 228) with the follow ng:

o CEK (Figure 229);
o Initialization Vector (Figure 230); and
o JWE Protected Header (Figure 233) as authenticated data
produces the foll ow ng:
o Ciphertext fromFigure 234.
0 Authentication Tag from Fi gure 235.
SZI 41 vKHmyaz! _pJ QXX3mHv LANNOUAW 9- ut WUc Kr BNgCe2 OFM 66¢SJ8k2Q
kxaQD3_R60MEE90f ommt ky3GFxMeGRj t pM 90AV VLS AXBO _UTCBGyBg3C2bW.X
gZl f JAA0JRUPRK- Bi myZY81zVBul hc7Hs QePCpu33SzMsFHj n4l P_idrJz_gl Z
TNgKDt 8zdnUPauKTKDNOH1DDAf uzvDYf DI Af qGPyL5sVRwbi XpXdGokEszM 9C
hMPgWLQNhzuX Zul 3bvr Jwr 7nuGZs4cUScY3n8yE3AHCLuUr gl s- A9ne 1X38xEa
ul V18l 4Fg9t Lej dkAuQZj PbqeH@BJIe4l wGD5Ee0dQ M z4Nnhk| Wk- YKBb_ X02
z1 3Q_1sYj KUui s7yWNM HTr _vqvFt Obj 7WIf 2vzB0TZ3dvsoGaTvPH2dy Wwnir
| x4gnPUz BdwTO6ubf YSDUEEz5py0d_ Ot WeUSYc CYBKD- aMrt Xg26qJo21gY] Lf
hn9zy- WL9sOCZGuzgFj PhawXHpvnj _t - 0_ES96kogj JLxS1I MJ9Y5XmwZMy Nc
9El wnogsCg- hVuvzyPOsl rukt m 94_SL1xgM 7003phcTMkt | M zR88NKU1VKB
si XM y1Noue7MD- ShDp5dnmvi
Fi gure 234: Ciphertext, base64url -encoded

Knl KEhN8U- 3C9s4gt Spj Sw

Fi gure 235: Authentication Tag, base64url-encoded

6.8. Encryption CQutput
The foll owi ng conpose the resulting JWE object:

o JWE Protected Header (Figure 233)
o Encrypted Key (Figure 231)
o Initialization Vector (Figure 230)

o Ciphertext (Figure 234)

o Authentication Tag (Figure 235)
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The resulting JVWE object using the JWE Conpact Serialization:
eyJhbCci O JSUOEt TOFFUCI sl mNOeSI 61 kpXVCl sl mvuYyl 61 KExM hHQD0i f Q

a0JHRol Tf pX4gRewl nj | St n8nBCPxBV1ueYI Vhj ur Cyr Bg3l 7YhCRY] phDOCS4
E7r Xbr 2Fn6Ny Q- A- gqTOFXgN VOGr G- bi 13mw 7RoYhj TkBEC6P7sMYMXXx4g
zMedpi JHQVeyl - zkZV7A9mat pgevAIW Xz QUys YGTt woSN6gt UVt | Lai vj vb21
QOul 4YxSHV- ByKlkyeet Rp_f uYIXHoKLQL9P424sKx2W5Yb4zsBl PF4ss| _e5l

R7nany- 25 _UmC2ur osNkoFz9c@B2MypZP8gqbQyPN- Fpp4Z- 506y V64x6yzDU
F 5JC dl - Qv6H5dMWI Y7qleKpXcV1l WO 2Fef EBgXxXvl j LeZi vj NkzogCq3- |

apSj VFnM Bxj pYLT8nuaawolyy1XXMii nl pNcOY3n4KKr XLr Cct eX85mal | HMZ
a38s1Hpr 56f PPseMA- JI t nt - a9i EDt Ozht xz8AXy 9t s CAZV2XBWNGBc3kJusAa
nBKOYW k7JhLRDgOnJj | JLhn7Tl 4UxDp9d CmMUXEN6z 0v23WL5qJ | EXNJt gnbl p
ynmooeWAHCT4e Oabi mLgOAEpTHUJA2i i LNsOWIX H TXuPC8yDDhi 1snkS_ X X
pkl Hki | HADOLx03BpgDTi vpKkBYwgP2UzZkcxgX2Fo_GnVr Nwl K7LgxweFSQvDO
0

GoX1i 9k Xz0sX XPmA

SZ1 41 vKHmwpaz! _pJ QXX3mHv LANnQUAWY 9- ut WrUc Kr BNgCe2 OFM 66¢SJ8k2Q
kxaQD3_R60MEE90f omm ky3GFXMeGRj t pM 90AVVLSAXBO_UTCBGyBg3C2bW. X
gZl f JAA0JRUPRK- Bi mYZY81zVBul hc7Hs QePCpu33SzMsFH n4l P_idrJz_gl Z
TNgKDt 8zdnUPauKTKDNCHLDD4f uzvDYf DI Af qGPyL5sVRwbi XpXdGokEszM 9C
hMPgWLQNhzuX_ Zul 3bvr Jwr 7nuGZs4cUScY3n8yE3AHCLuUr gl s- A9ne 1X38xEa
ul V18Il 4Fg9t Lej dkAuQZj PbgeH@BJIedl wGD5Ee0dQ M z4Nnhk| Wk- YKBb_X02
z1 3Q_1sYj KUui s7yW¥ HTr _vqvFt Obj 7Wf 2vzB0TZ3dvsoGaTvPH2dy Wwnir
| x4gnPUz BdwTO6ubf YSDUEEz5py0d_COt WeUSYc CYBKD- aMrt Xg26gJo21gY] Lf
hn9zy- W 9s0OCZGuzgFj PhawXHpvnj _t-0_ES96kogj JLxS1l MJY5XmwZMyNc
9El wnogsCg- hVuvzyPOs| r ukt m 94_SL1xgM 7003phcTMkt | M zR88NKU1VB
si XM y1Noue7MD- ShDp5dnivi

Knl KEhNSU- 3C9s4gt Spj Sw

Fi gure 236: JWE Conpact Serialization
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The resulting JWE object using the general JWE JSON Serialization:

{

"recipients": |

{

}

;Z)I’O

IIi V|I
"cip

"tag":

}

MIIer

"encrypted_key": "aO0JHRol Tf pX4qRewl nj | St n8nBCPxBV1ueYl Vh
j ur Cyr Bg3l 7YhCRYj phDOCS4E7r Xbr 2Fn6Ny Qq- A- ggqTOFXgN VO
G G bi 13mwy7RoYhj TkKBEC6P7s MYMXXx4gzMedpi JHQVeyl - zkzV
7A9mat pgevAIJW Xz QUys YGTt woSN6gt UVt | Lai vj vb2100ul 4YxS
HV- ByKlkyeet Rp_f uYIJxHoKLQ 9P424sKx2W5Yb4zsBI PF4ssl _e
51 R7nany- 25_UnmC2ur osNkoFz9c (B2MypZP8ggbQyPN- Fpp4Z- 5
06y V64x6yzDUF_5JCl dl - Qu6H5dWI Y7gleKpXcV1l WO 2Fef EBq
XxXvlj LeZi vi NkzogCqg3- | apSj VFnM Bxj pYLT8rmuaawolyy 1 XXM
ui nl pNcOY3n4KKr XLr Cct eX85mil | HVZa38s 1Hpr 56f PPseMA- JI
t mt - a9i EDt Ozht xz8AXy 9t s CAZV2XBWNGBc 3k Jus AanBKOYW k7J
hLRDgONJj | JLhn7TI 4Ux Dp9dCmUXEN6z0v23WL5qJ1 EXNJt gnbl p
ynmoeWAHCT4e_Oabi nLgOAEpTHUdA2i i LNsOWIX_H_TXuPC8yDDh
i 1smxS_X xpkl Hki I HADOLx03BpgDTi vpKkBYwgP2UZkcxqX2Fo
GnVr N K7LgxweFSQvDQO0"

tected": "eyJhbCci G JSUOEt TOFFUCI sl mNOeSI 61 kpXVCl sl muYy
| 61 KExM hHQOO0i f Q',

: " GX1i 9kXz0sx XPmA",

hertext": "SZlI 4l vkKHmpazl pJQXX3nmHv 1IANnQUAVY 9- ut WrUcKr BN
gCe20FM 66¢SI8k2(kxaQD3_ R60MGEE90f omat ky3GFXMeGRj t pM 9QAV
VLsAXBO_UTCBGyBg3C2bW.XgZI f JAA0JRUPRK- Bi myZY81zVBul hc7Hs
QePCpu33SzMsFH n4l P_i dr Jz_gl ZTNgKDt 8zdnUPauKTKDNOH1 DDA u
zvDYf DI Af qGPyL5sVRwbi XpXdGokEszM 9ChMPqWLQNhzuX_Zul 3bvr J
wr 7nuGZs4cUSc Y3n8yE3AHCLur gl s- A9nz 1X38xEaul V18l 4Fg9t Lej d
kAuQzZj PbgeHBJIe4l wGD5Ee0dQ M z4Nnhkl Wk- YKBb_X02zl 3Q _1sYj

KUui s7yWM HTr _vqvFt Obj 7WIf 2vzB0TZ3dvsoGaTvPH2dy Wwimlr | x4
gnPUz BdwT C6ubf YSDUEEz5py0d_ Ot WeUSYcCYBKD- aMrt Xg26gJo21gY
j Lf hn9zy- W 9s0OCZ@uzgFj PhawXHpvnj _t-0_ES96kogj JLxS1l MJOY5
XmmwZMy Nc 9EI wnogs Cg- hVuvzyPOs| r ukt m 94_SL1xgM 7003phcTMk
t1 M zR88NKU1VKBsi XMJj y1Noue7NVD- ShDp5dnmV',

"Knl KEhNBU- 3C9s4gt Spj Sw"

Figure 237: Ceneral JWE JSON Serialization
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The resulting JWE object using the flattened JWE JSON Seri alization:

{
"encrypted_key": "a0JHRol Tf pX4qRew nj | St n8mB8CPxBV1ueYIl Vhj ur C

yr Bg3l 7YhCRY] phDOOS4E7r Xbr 2Fn6Ny Qq- A- ggTOFXgN VO& G- bi 13
mwy 7RoYhj TkBEC6P7s MYMXXx4gz Medpi JHQVey! - zkZV7A9mat pgevAJ
W Xz QUys YGTt woSN6gt UVt | Lai vj vb2100ul 4YxSHV- ByKlkyeet Rp_f
UYJIXHoKLQ.9P424sKx2WGYb4zsBl PF4ssl _e51 R7nany- 25 _UnT2ur os
NkoFz9c@B2MypZP8gqbQyPN- Fpp4Z- 506yV64x6yzDUF 5JCl dl - Qv6
H5dMWI Y7qleKpXcV1l WO 2Fef EBgXxXvl j LeZi vj NkzogCqg3- | apSj VF
nM Bxj pYLT8muaawolyy1XXMii nl pNcOY3n4KKr XLr Cct eX85mil | HvZ
a38s1Hpr 56f PPseMA- JI t mt - a9i EDt Ozht xz28AXy 9t s CAZV2XBWNG3C3
kJusAamBKOYW k7JhLRDgOnJj | ILhn7TI 4UxDp9d CmUXEN6z 0v23WL5¢
JI EXNJt gnbl pynmboeWAHCT4e_Onbi mLgOAEpTHUJAZi i LNsOWIX_H_TX
uPC8yDDhi 1snxS_X_xpkl Hki I HADOLx03BpqDTi vpKk BYwgP2UzZkcxgX
2Fo_GnVr NW K7LgxweFSQvDQ0" ,

“protected": "eyJhbGci O JSUOEt TOFFUCI sl nNOeSI 61 kpXVCl sI mVuYy
| 61 KExM hHQOO0i f Q',

"iv": " GX1li 9kXz0sxXPmA",

"ciphertext": "SZlI 41 vkHmwpaz!l _pJQXX3mHv LANnOU4AW 9- ut WUc Kr BN
gCe20OFM 66¢SJI8k2(kxaQD3_R60MGEE90f omamt ky3GFXMeGRj t pM 9CQAV
VLsAXBO_UTCBGyBg3C2bW.XgZl f JAA0JRUPRK- Bi myZY81zVBul hc7Hs
QePCpu33SzMsFH n4l P_i dr Jz_gl ZTNgKDt 8z dnUPauKTKDNOH1DDAf u
zvDYf DI Af qGPyL5sVRwbi XpXdGokEszM 9ChMPqWLQNhzuX_Zul 3bvr J
wr 7nuGZs4cUSc Y3n8yE3AHCLur gl s- AAnz 1X38xEaul V18l 4Fg9t Lej d
kAuQzj PbgeHBJIe4|l wGD5Ee0dQ M z4Nnhk| Wk- YKBb_X02z1 3Q_1sY]
KUui s7yWM HTr _vqvFt Obj 7WIf 2vzB0TZ3dvsoGaTvPH2dy Wwimlr | x4
gnPUz BAwTO6ubf YSDUEEZz5py0d_Ct WeUSYc CYBKD- aM/t Xg26gJo21gY
j Lf hn9zy- W 9s0OCZCGuzgFj PhawXHpvnj _t - 0_ES96kogj JLxS1l MJ9Y5
XmmwZMy Nc 9EI wnogs Cg- hVuvzyPOs| r ukt m 94_SL1xgM 7003phcTM
t1 M zR88NKULVKBsi XMJj y1Noue7NMD- ShDp5dnmV',

"tag": "Knl KEhN8U- 3C9s4gt Spj Sw'

}
Figure 238: Flattened JWE JSON Seri alization
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7.

8.

8.

Security Considerations

Thi s docunent is designed to provide exanples for devel opers to use
in checking their inplenentations. As such, it does not follow some
of the security considerations and recomendations in the core
docunents (i.e., [JW5], [JWE], [JWK], and [JWA]). For instance:

o it does not always generate a new CEK value for every encrypted
exanpl e;

o it does not always generate a new Initialization Vector (1V) val ue
for every encrypted exanple; and

o it does not always generate a new epheneral key for every
epheneral key exanpl e.

For each exanple, data that is expected to be generated for each
signing or encryption operation is isolated to sections titled
"CGener ated Factors".
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