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1. Introduction

The | ETF Transparent |nterconnection of Lots of Links (TRILL)

prot ocol [RFC6325] [RFC7177] provides transparent forwarding in
nmul ti-hop networks with arbitrary topology and Iink technol ogi es
using a header with a hop count and |ink-state routing. TRILL
provi des optinal pair-w se forwarding without configuration, safe
forwardi ng even during periods of tenporary |oops, and support for
mul ti pat hi ng of both unicast and multicast traffic. Internediate
Systens (I1Ss) inplementing TRILL are called Routing Bridges
(RBridges) or TRILL Switches.

Thi s docunent, in conjunction with [ RFC6165], specifies the data
formats and code points for the 1S 1S [ISO 10589] [ RFC1195]
extensions to support TRILL. These data formats and code points may
al so be used by technol ogi es other than TRILL

Thi s docunent obsol etes [ RFC6326], which generally corresponded to
the base TRILL protocol [RFC6325]. There has been substantia

devel opnent of TRILL since the publication of those docunents. The
mai n changes from [ RFC6326] are sunmarized below, and a full list is
given in Section 7.

1. Added nulticast group announcenents by |Pv4 and | Pv6 address.

2. Added facilities for announcing capabilities supported.

3. Added a tree affinity sub-TLV whereby |Ss can request
distribution tree association
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4. Added nul ti-topol ogy support.

5. Added control -plane support for TRILL Data frame fine-grained
| abel s. This support is independent of the data-pl ane
representation.

6. Fixed the verified erratum[Err2869] in [ RFC6326].

Changes herein to TLVs and sub-TLVs specified in [ RFC6326] are
backward compati bl e.

1.1. Conventions Used in This Document

The term nol ogy and acronyns defined in [ RFC6325] are used herein
with the sanme meani ng.

Addi ti onal acronynms and phrases used in this docunment are:
BVL - Bit Vector Length
BVO - Bit Vector Ofset
[ITH- 1S 1S Hello

IS - Internediate System For this docunent, all relevant
i nternedi ate systens are RBridges [ RFC6325].

MAC - Media Access Contro

MI - Ml ti-Topol ogy

NLPI D - Network Layer Protocol Identifier

SNPA - Subnetwork Point of Attachnent (MAC Address)
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

2. TLV and Sub-TLV Extensions to IS-1S for TRILL

This section, in conjunction with [ RFC6165], specifies the data
formats and code points for the TLVs and sub-TLVs for IS-ISto
support the IETF TRILL protocol. Information as to the nunber of

occurrences allowed, such as for a TLV in a PDU or set of PDUs or for
a sub-TLV in a TLV, is sunmarized in Section 5.
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2.1. Goup Address TLV

The Group Address (GADDR) TLV, IS-1S TLV type 142, is carried in an
LSP PDU and carries sub-TLVs that in turn advertise nulticast group
listeners. The sub-TLVs that advertise |listeners are specified

bel ow. The sub-TLVs under GADDR constitute a new series of sub-TLV
types (see Section 5.2).

GADDR has the follow ng format:

S K o I N
| Type=GADDR- TLV
4o - oo o o o -
| Lengt h

R o e E ok ok ST
L.

+
| (1 byte)
+

| (1 byte)

sub- TLVs. ..
T sl ST S S S S S R

o0 Type: TLV type, set to GADDR-TLV 142.
o Length: variable depending on the sub-TLVs carried.

0 sSub-TLVs: The G oup Address TLV val ue consists of sub-TLVs
formatted as described in [ RFC5305].

2.1.1. Goup MAC Address Sub-TLV
The G oup MAC Address (GWAC- ADDR) sub-TLV is sub-TLV type nunber 1
within the GADDR TLV. In TRILL, it is used to advertise multicast

listeners by MAC address as specified in Section 4.5.5 of [RFC6325].
It has the followi ng fornat:
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Ho et e e e -t
| Type=GVAC- ADDR | (1 byte)
i T e e b
Lengt h | (1 byte)
i o T i I S
RESV | Topol ogy-1D | (2 bytes)
e T S b i T S N N S
RESV | VLAN | D | (2 bytes)
e T e e e R o i N e
Num Group Recs | (1 byte)
i o i T S i I S S s ol ST SN S
GROUP RECORDS (1) |
i T S e s i i T i i N S
GROUP RECORDS (2) |
i S T e e e s s e e e SR SRR S
-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-!|-
GROUP RECORDS (N) |

|
+
|
+
|
+
|
+
|
+
|
+
|
+
|
N S S

where each group record is of the following formw th k=6:

i

Num of Sour ces| (1 byte)

i I I T S S o
Group Address (k bytes)

T S s i I T i, i S S S
Source 1 Address (k bytes)

B i T S T T i I i i S I e
Source 2 Address (k bytes)

e

e T e o i S R e e R rE o o h o
Source M Address (k bytes)
B i T S T T i I i i S I e

|
+-
|
+-
|
+-
|
+-
|
+-
|
+-
o Type: GADDR sub-TLV type, set to 1 (GVAC ADDR).
o Length: 5+ m+ k*n =5 + m+ 6*n, where mis the nunber of group

records and n is the sumof the nunber of group and source

addr esses.

0 RESV: Reserved. 4-bit fields that MJUST be sent as zero and
i gnored on receipt.

o Topology-ID: This field carries a topology ID [RFC5120] or zero if
topol ogi es are not in use.
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0 VLAN ID: This carries the 12-bit VLAN identifier for al
subsequent MAC addresses in this sub-TLV, or the value zero if no
VLAN is specified.

0 Num Group Recs: A 1-byte unsigned integer that is the nunber of
group records in this sub-TLV.

0 CGROUP RECORDS:. Each group record carries the nunber of sources.
If this field is zero, it indicates a listener for (*, G, that is,

a listener not restricted by source. It then has a 6-byte
(48-bit) nmulticast MAC address foll owed by 6-byte source MAC
addresses. |If the sources do not fit in a single sub-TLV, the

sanme group address nmay be repeated with different source addresses
i n another sub-TLV of another instance of the Group Address TLV.

The GVAC- ADDR sub-TLV is carried only within a GADDR TLV.
2.1.2. Goup |Pv4 Address Sub-TLV
The Group | Pv4 Address (A P-ADDR) sub-TLV is IS 1S sub-TLV type 2
within the GADDR TLV. It has the sanme fornmat as the G oup MAC
Addr ess sub-TLV described in Section 2.1.1 except that k=4. The
fields are as foll ows:
o Type: sub-TLV type, set to 2 (G P-ADDR).
o Length: 5+ m+ k*n =5 + m+ 4*n, where mis the nunber of group

records and n is the sum of the nunber of group and source
addr esses.

o Topology-ID: This field carries a topology ID [RFC5120] or zero if
t opol ogi es are not in use.

o RESV: Miust be sent as zero on transm ssion and is ignored on
receipt.

0 VLAN ID: This carries a 12-bit VLAN identifier that is valid for
al | subsequent addresses in this sub-TLV, or the value zero if no
VLAN is specified.

0 Num Group Recs: A 1-byte unsigned integer that is the nunber of
group records in this sub-TLV.
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o

GROUP RECORDS: Each group record carries the nunber of sources.
If this field is zero, it indicates a listener for (*, G, that is,

a listener not restricted by source. It then has a 4-byte
(32-bit) IPv4 Goup Address foll owed by 4-byte source |Pv4
addresses. If the nunmber of sources do not fit in a single sub-

TLV, it is permtted to have the sane group address repeated with
di fferent source addresses in another sub-TLV of another instance
of the Group Address TLV.

The G P- ADDR sub-TLV is carried only within a GADDR TLV.

2. 1.

Group | Pv6 Address Sub-TLV

The Group | Pv6 Address (d PV6-ADDR) sub-TLV is |IS-1S sub-TLV type 3
within the GADDR TLV. It has the sanme fornmat as the G oup MAC

Addr ess sub-TLV described in Section 2.1.1 except that k=16. The
fields are as foll ows:

o

o

Type: sub-TLV type, set to 3 (G PV6- ADDR).

Length: 5 + m+ k*n =5 + m+ 16*n, where mis the nunber of group
records and n is the sumof the nunber of group and source
addr esses.

Topol ogy-1d: This field carries a topology ID [RFC5120] or zero if
t opol ogi es are not in use.

RESV: Must be sent as zero on transmi ssion and is ignored on
receipt.

VLAN ID: This carries a 12-bit VLAN identifier that is valid for
al | subsequent addresses in this sub-TLV, or the value zero if no
VLAN is specified.

Num Group Recs: A 1l-byte unsigned integer that is the nunmber of
group records in this sub-TLV.

GROUP RECORDS: Each group record carries the nunber of sources.
If this field is zero, it indicates a listener for (*, @, that is,

a listener not restricted by source. It then has a 16-byte
(128-bit) 1Pv6 G oup Address foll owed by 16-byte source |Pv6
addresses. |If the nunber of sources do not fit in a single sub-

TLV, it is permitted to have the sane group address repeated with
di fferent source addresses in another sub-TLV of another instance
of the Group Address TLV.

The G PV6- ADDR sub-TLV is carried only within a GADDR TLV.
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2.1.4.

Group Label ed MAC Address Sub-TLV

The GVAC- ADDR sub- TLV of the Group Address (GADDR) TLV specified in
Section 2.1.1 provides for a VLAN ID. The G oup Label ed MAC Address
sub-TLV, below, extends this to a fine-grained |abel.

+
|
+
|
+-
|
+
|
+
|
+-
|
+
|
+
|
+-
|
+

+
Typ
+

+
Num G oup Recs
+

=GLMAC- ADDR| (1 byte)
+
n

+

th | (1 byte)
s T S e e i it T R

| | ogy-1D | (2 bytes)
+

+

opo

T
ai

+

\

T
+- 4= +-
Fi ne-G&
e Rk

i ned Label | (3 bytes)
B e i i i i S T S
(1 byte)
B T T i T i i e il Ak S
GROUP RECORDS (1) |
e T S e R i i I e S e o ok o I T I R S R T S R
GROUP RECORDS (2) |
e i et I R i e R N i i I S e T ok I T S R T S e

I T i S T o S S S i S

GROUP RECORDS ( N) |
T i i it S S S it ui R S S e

R S

where each group record is of the following formw th k=6:

+-

|
+
|
+
|
+
|
+
|
+
|
+

o

o

I ik T S
Num of Sour ces| (1 byte)

T T S T T i T S S i S S S i Sk i S SRS

Group Address (k bytes) |

T T S i T i T e e S S Tt i TS

Source 1 Address (k bytes) |

T T S e i i i S S S T I i S S S S

Source 2 Address (k bytes) |

T T S T T i T S o T i e Sup S S

T T S i T i T S o S i T U S SR

Source M Address (k bytes) |

T T S e i i i S S S T I i S S S S

Type: GADDR sub-TLV type, set to 4 (G.MAC- ADDR).

Length: 6 + m+ k*n = 6 + m+ 6*n, where mis the nunber of group
records and n is the sumof the nunber of group and source
addr esses.
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o

RESV: Reserved. 4-bit field that MJST be sent as zero and ignored
on receipt.

Topol ogy-1D: This field carries a topology ID [RFC5120] or zero if
t opol ogi es are not in use.

Label : This carries the fine-grained | abel [RFC7172] identifier
for all subsequent MAC addresses in this sub-TLV, or the value
zero if no label is specified.

Num Group Recs: A 1-byte unsigned integer that is the nunmber of
group records in this sub-TLV.

GROUP RECORDS: Each group record carries the nunber of sources.
If this field is zero, it indicates a listener for (*, @, that is,

a listener not restricted by source. It then has a 6-byte
(48-bit) multicast address foll owed by 6-byte source MAC
addresses. |If the sources do not fit in a single sub-TLV, the

sanme group address nmay be repeated with different source addresses
i n another sub-TLV of another instance of the Group Address TLV.

The G_LMAC- ADDR sub-TLV is carried only within a GADDR TLV.

2. 1.

Group Label ed | Pv4 Address Sub-TLV

The Group Label ed | Pv4 Address (Gl P-ADDR) sub-TLV is |IS-1S sub-TLV
type 5 within the GADDR TLV. It has the same format as the G oup
Label ed MAC Address sub-TLV described in Section 2.1.4 except that
k=4. The fields are as follows:

o

o

Type: sub-TLV type, set to 5 (G| P- ADDR).

Length: 6 + m+ k*n = 6 + m+ 4*n, where mis the nunber of group
records and n is the sum of the nunber of group and source
addr esses.

Topol ogy-1D: This field carries a topology |ID [RFC5120] or zero if
t opol ogi es are not in use.

RESV: Must be sent as zero on transmi ssion and is ignored on
receipt.

Label : This carries the fine-grained | abel [RFC7172] identifier
for all subsequent |IPv4 addresses in this sub-TLV, or the val ue
zero if no label is specified.

Num Group Recs: A 1l-byte unsigned integer that is the nunmber of
group records in this sub-TLV.
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o

GROUP RECORDS: Each group record carries the nunber of sources.
If this field is zero, it indicates a listener for (*, G, that is,

a listener not restricted by source. It then has a 4-byte
(32-bit) IPv4 Goup Address foll owed by 4-byte source |Pv4
addresses. If the nunmber of sources do not fit in a single sub-

TLV, it is permtted to have the sane group address repeated with
di fferent source addresses in another sub-TLV of another instance
of the Group Address TLV.

The G.I P- ADDR sub-TLV is carried only within a GADDR TLV.

2. 1.

Group Label ed | Pv6 Address Sub-TLV

The Group Label ed | Pv6 Address (Gl PV6- ADDR) sub-TLV is IS 1S sub-TLV
type 6 within the GADDR TLV. It has the same format as the G oup
Label ed MAC Address sub-TLV described in Section 2.1.4 except that
k=16. The fields are as foll ows:

o

o

Type: sub-TLV type, set to 6 (G.I PV6- ADDR).

Length: 6 + m+ k*n = 6 + m+ 16*n, where mis the nunber of group
records and n is the sumof the nunber of group and source
addr esses.

Topol ogy-1d: This field carries a topology ID [RFC5120] or zero if
t opol ogi es are not in use.

RESV: Must be sent as zero on transmi ssion and is ignored on
receipt.

Label : This carries the fine-grained | abel [RFC7172] identifier
for all subsequent |Pv6 addresses in this sub-TLV, or the val ue
zero if no label is specified.

Num Group Recs: A 1l-byte unsigned integer that is the nunmber of
group records in this sub-TLV.

GROUP RECORDS: Each group record carries the nunber of sources.
If this field is zero, it indicates a listener for (*, @, that is,

a listener not restricted by source. It then has a 16-byte
(128-bit) 1Pv6 G oup Address foll owed by 16-byte source |Pv6
addresses. |If the nunber of sources do not fit in a single sub-

TLV, it is permitted to have the sane group address repeated with
di fferent source addresses in another sub-TLV of another instance
of the Group Address TLV.

The GLI PV6- ADDR sub-TLV is carried only within a GADDR TLV.
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.2. Milti-Topol ogy-Aware Port Capability Sub-TLVs

May 2014

TRI LL nakes use of the Milti-Topol ogy- Aware Port Capability TLV (M-
Port - Cap-TLV) as specified in [RFC6165]. The foll ow ng subsections
specify the sub-TLVs transported by the MI-Port-Cap-TLV for TRILL

2.2.1. Special VLANs and Fl ags Sub-TLV

In TRILL, a Special VLANs and Fl ags (VLAN FLAGS) sub-TLV is carried

inevery I[IHPDU It has the follow ng format:

e T g

| Type | (1 byte)
R e T R S

| Length | (1 byte)
I R i T i T T R R s T S

| Port ID | (2 bytes)
I s i I R e S R I it I e e e s

| Sender Ni cknane | (2 bytes)
R T I T S e i I e e S S e o

| AF] AC| VM BY]| Qut er. VLAN | (2 bytes)
I R i T i T T R R s T S

| TRR |R | R | Desi gnat ed- VLAN | (2 bytes)

T T i S S e

o

(0]

Type: sub-TLV type, set to MI-Port-Cap-TLV VLAN- FLAGS sub-TLV 1.
Lengt h: 8.

Port ID. An ID for the port on which the enclosing TRILL I1H PDU
is being sent as specified in [ RFC6325], Section 4.4.2.

Sender Nickname: If the sending IS is holding any ni cknanmes as

di scussed in [RFC6325], Section 3.7, one MJST be included here.

O herwise, the field is set to zero. This field is to support
intelligent end stations that deternmne the egress IS (RBridge)
for unicast data through a directory service or the |like and that
need a nicknane for their first hop to insert as the ingress

ni ckname to correctly format a TRILL Data frame (see [ RFC6325],
Section 4.6.2, point 8). It is also referenced in connection wth
the VLANs Appointed Sub-TLV (see Section 2.2.5) and can be used as
the egress on one-hop RBridge Channel nessages [ RRFC7178], for
exanpl e, those use for BFD over TRILL [ RFC7175].

Quter.VLAN:. A copy of the 12-bit outer VLAN ID of the TRILL IIH
frame containing this sub-TLV, as specified in [ RFC6325], Section
4.4.5.
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o Designated-VLAN. The 12-bit 1D of the Designated VLAN for the
l'ink, as specified in [ RFC6325], Section 4.2.4.2.

o AF, AC, VM BY, and TR These flag bits have the foll ow ng
meani ngs when set to one, as specified in the listed section of
[ RFC6325] :

RFC 6325
Bit Section Meaning if bit is one

AF  4.4.2 Oiginating IS believes it is Appointed
Forwarder for the VLAN and port on which the
containing |l H PDU was sent.

AC 4.9.1 Originating port configured as an access port
(TRILL traffic disabled).

VM 4.4.5 VLAN mappi ng detected on this |ink.

BY 4.4.2 Bypass pseudonode.

TR 4.9.1 Oiginating port configured as a trunk port

(end-station service disabled).
0 R Reserved bit. MJST be sent as zero and ignored on receipt.
2.2.2. Enabl ed- VLANs Sub- TLV
The optional Enabl ed-VLANs sub-TLV specifies the VLANs enabl ed at the

port of the originating IS on which the containing Hello was sent, as
specified in [RFC6325], Section 4.4.2. It has the followi ng fornat:

T S N RN S U S S
| Type | (1 byte)
B e sl i S S

| Lengt h | (1 byte)
R T o T i e ks ik oI ST e TS

| RESV | Start VLANID | (2 bytes)
B S S i i T S

| VLAN bit-map....

O I S e e e ok o HIE R R R

o Type: sub-TLV type, set to MI-Port-Cap-TLV Enabl ed- VLANs sub- TLV
2.

o Length: Variable, mninum 3.
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0o RESV: 4 reserved bits that MJIST be sent as zero and i gnored on

receipt.

o Start VLAN ID: The 12-bit VLAN ID that

order bit of the first byte of the VLAN bit-map

is represented by the high-

0 VLAN bit-map: The highest-order bit indicates the VLAN equal to
i ndi cates the VLAN equa
to start VLANID + 1, continuing to the end of the VLAN bit-mp

the start VLAN I D, the next highest bit

field.

If this sub-TLV occurs nore than once in a Hello,

t he set of enabl ed

VLANs is the union of the sets of VLANs indicated by each of the

Enabl ed- VLAN sub-TLVs in the Hell o.

2.2.3. Appointed Forwarders Sub-TLV

The Designated RBridge (DRB) on a link uses the Appointed Forwarders
sub-TLV to informother ISs on the link that they are the designated
VLAN-x forwarder for one or nore ranges of VLAN IDs as specified in

[RFC6439]. It has the followi ng format:

T ok Ik S R
| Type |
ik i N e
| Lengt h |
T e ok S o T S e R T e
| poi nt ment I nformation (1) |
i s s T o e I S S S
| poi ntnent Information (2) |
R T T S et R e e
L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L
| poi nt ment | nformation (N) |
i s s T o e I S S S

where each appointrment is of the form

1

+
1

+

B e s o e T S SR S

Appoi nt ee Ni cknane |
I I T sl T it S S
RESV | Start. VLAN |
T S R ok i o S I R S
RESV | End. VLAN |
e T o i o e e S e
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o Type: sub-TLV type, set to MI-Port-Cap-TLV Appoi ntedFwrdrs sub- TLV
3.

o Length: 6*n bytes, where there are n appoi ntnents.

0 Appoi ntee N ckname: The nicknane of the IS being appointed a
f or war der .

o RESV: 4 bits that MJST be sent as zero and ignored on receipt.

o Start.VLAN, End.VLAN. This VLAN ID range is inclusive. Setting
both Start.VLAN and VLAN.end to the sanme val ue indicates a range
of one VLANID. If Start.VLAN is not equal to VLAN end and
Start.VLAN i s 0x000, the sub-TLV is interpreted as if Start.VLAN
was 0x001. |If Start.VLAN is not equal to VLAN.end and VLAN.end is
OXFFF, the sub-TLV is interpreted as if VLAN end was OxFFE. |If
VLAN. end is less than Start.VLAN, the sub-TLV is ignored. |If both
Start.VLAN and VLAN. end are 0x000 or both are OxFFF, the sub-TLV
is ignored. The values 0x000 or OxFFF are not valid VLAN IDs, and
a port cannot be enabled for them

An 1S s nickname may occur as Appoi nted Forwarder for multiple VLAN
ranges by occurrences of this sub-TLV within the sanme or different Ml
Port Capability TLVs within an I1H PDU. See [RFC6439].

2.2.4. Port TRILL Version Sub-TLV

The Port TRILL Version (PORT-TRILL-VER) sub-TLV indicates the maxi num
version of the TRILL standard supported and the support of optiona
hop- by-hop capabilities. By inplication, |ower versions are al so
supported. If this sub-TLV is missing froman IIH it is assuned
that the originating IS only supports the base version (version zero)
of the protocol [RFC6325] and supports no optional capabilities

i ndi cated by this sub-TLV.

e S S

| Type | (1 byte)
S S S e
| Length | (1 byte)
T S N RN S U S S
| Max-version | (1 byte)
+-+-+- - -+ - - - - -+
| Capabilities and Header Flags Supported | (4 bytes)
R o S e R kol i R R S e
0 1 3

0123456789012345¢617 01
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o Type: MI-Port-Cap-TLV sub-TLV type, set to 7 (PORT-TRILL-VER)
0 Length: 5.

o Max-version: A one-byte unsigned integer set to the maxi num
versi on support ed.

0 Capabilities and Header Flags Supported: A bit vector of 32 bits
nunbered O through 31 in network order. Bits 3 through 13
i ndicate that the corresponding TRILL Header hop-by-hop extended
flags [ RFC7179] are supported. Bits O through 2 and 14 to 31 are
reserved to indicate support of optional capabilities. A one bit
i ndicates that the flag or capability is supported by the sending
IS. Bits inthis field MIUST be set to zero except as permtted
for a capability being advertised or if a hop-by-hop extended
header flag is supported.

This sub-TLV, if present, MJST occur in an MI-Port-Cap-TLV in a TRILL
I[IH If there is nmore than one occurrence, the m ninum of the
supported versions is assunmed to be correct and a capability or
header flag is assunmed to be supported only if indicated by al
occurrences. The flags and capabilities for which support can be
indicated in this sub-TLV are disjoint fromthose in the TRILL-VER
sub-TLV (Section 2.3.1) so they cannot conflict. The flags and
capabilities indicated in this sub-TLV relate to hop-by-hop
processing that can differ between the ports of an IS (RBridge) and
thus nust be advertised in IIHs. For exanple, a capability requiring
crypt ographi ¢ hardware assi st m ght be supported on sone ports and
not others. However, the TRILL version is the sane as that in the
PORT- TRI LL- VER sub-TLV. An IS, if it is adjacent to the sending IS
of TRILL version sub-TLV(s), uses the TRILL version it received in
PORT- TRI LL- VER sub-TLV(s) in preference to that received in TR LL-VER
sub- TLV(s) .
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2.2.5. VLANs Appointed Sub-TLV

The optional VLANs Appointed sub-TLV specifies, for the port of the
originating IS on which the containing Hello was sent, the VLANs for
which it is Appointed Forwarder. This sub-TLV has the follow ng
format:

S S S e
| Type | (1 byte)
T S N RN S U S S

|  Length | (1 byte)
O I S e e e ok o HIE R R R

| RESV | Start VLAN ID | (2 bytes)
R T o T i e ks ik oI ST e TS

| VLAN bit-map...

B S S i i T S

o Type: sub-TLV type, set to MI-Port-Cap-TLV VLANS- Appoi nted sub-TLV
8.

o Length: Variable, mninm 3.

o0 RESV: 4 reserved bits that MJIST be sent as zero and ignored on
receipt.

o Start VLAN ID:. The 12-bit VLAN ID that is represented by the high-
order bit of the first byte of the VLAN bit-map

0 VLAN bit-map: The highest-order bit indicates the VLAN equal to
the start VLAN ID, the next highest bit indicates the VLAN equa
to start VLANID + 1, continuing to the end of the VLAN bit-map
field.

If this sub-TLV occurs nore than once in a Hello, the originating IS
is declaring that it believes itself to be Appointed Forwarder on the
port on which the enclosing IIH was sent for the union of the sets of
VLANs i ndi cated by each of the VLANs-Appointed sub-TLVs in the Hello.

2.3. Sub-TLVs of the Router Capability and Mr-Capability TLVs

The Router Capability TLV is specified in [RFC4971] and the M-
Capability TLV in [RFC6329]. Al of the followi ng sub-sections
specify sub-TLVs that can be carried in the Router Capability TLV
(#242) and the MrI-Capability TLV (#144) with the same sub- TLV numnber
for both TLVs. These TLVs are in turn carried only by LSPs.
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2.3.1. TRILL Version Sub-TLV

The TRILL Version (TRILL-VER) sub-TLV indicates the maxi mum version
of the TRILL standard supported and the support of optiona
capabilities by the originating IS. By inplication, |ower versions
are al so supported. If this sub-TLV is missing, it is assuned that
the originating IS only supports the base version (version zero) of
the protocol [RFC6325], and no optional capabilities indicated by
this sub-TLV are supported

i

| Type | (1 byte)
S i S
| Length | (1 byte)
il i S S
| Max-version | (1 byte)
B T T o S e s £ T I
| Capabilities and Header Flags Supported | (4 bytes)
s s T T e T S e e e o S
0 1 3

012345678901234567 01
o Type: Router Capability sub-TLV type, set to 13 (TRl LL-VER).
o Length: 5.

o Max-version: A one-byte unsigned integer set to the maxi num
versi on support ed.

o Capabilities and Header Flags Supported: A bit vector of 32 hits
nunbered 0 through 31 in network order. Bits 14 through 31
i ndicate that the corresponding TRILL Header extended fl ags
[ RFC7179] are supported. Bits O through 13 are reserved to
i ndi cate support of optional capabilities. A one bit indicates
that the originating IS supports the flag or capability. For
exanpl e, support of nulti-level TRILL IS IS [MiltilLevel]. Bits in
this field MUST be set to zero except as permitted for a
capability being advertised or an extended header flag supported.

This sub-TLV, if present in a Router Capability TLV, MJST occur in
the LSP number zero for the originating IS. |If found in a Router
Capability TLV in other fragnents, it is ignored. |If there is nore
than one occurrence in LSP nunber zero, the mninum of the supported
versions is assuned to be correct, and an extended header flag or
capability is assunmed to be supported only if indicated by al
occurrences. The flags and capabilities for which support can be
indicated in this sub-TLV are disjoint fromthose in the PORT-TRILL-
VER sub-TLV (Section 2.2.4) so they cannot conflict. However, the
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TRILL version is the same as that in the PORT-TRILL-VER sub-TLV, and
an |Sthat is adjacent to the originating IS of TRILL-VER sub-TLV(Ss)
uses the TRILL version it received in PORT-TRI LL-VER sub-TLV(S) in
preference to that received in TRILL-VER sub-TLV(S).

For multi-topol ogy-aware TRILL Switches, the TRILL version and
capabi lities announced for the base topology are assuned to apply to
all topol ogies for which a separate TRILL versi on announcenent does
not occur in an MI-Capability TLV. Such announcements for non-zero
t opol ogi es need not occur in fragment zero.

2.3.2. N cknane Sub-TLV

The Ni ckname (NI CKNAME) Router Capability sub-TLV carries information
about the nicknames of the originating IS, along with information
about its priority to hold those nicknames and the priority for each
ni ckname to be a tree root as specified in [ RFC6325], Section 3.7.3.
Mul tiple instances of this sub-TLV may occur.

_|
+< +
-

+

NI CKNAME] (1 byte)
+
|

(1 byte)
I I T i e i i S S i S
NI CKNAVE RECORDS (1) |
B N e i i T R et o s S
NI CKNAVE RECORDS (2) |
B e i s o ST S o S i S S S i aTuits SIS S R S S
-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-!|-
NI CKNAVE RECORDS ( N) |
B N e i i T R et o s S

1

+

1 1
++ 0+
+35 40+

e s i Tl S

where each ni cknane record is of the form

N e ok
Ni ckname. Pri | (1 byte)
B S i S S i i IS S S

Tree Root Priority | (2 byte)
B S T S S S S S e il o

Ni ckname | (2 bytes)
N i I R e Rl o sl ol it (RIS S 5

+— +— +— +

o Type: Router Capability and MI-Capability sub-TLV type, set to 6
( NI CKNAME)

o Length: 5*n, where n is the nunber of nickname records present.
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o Nicknane.Pri: An 8-bit unsigned integer
ni ckname as specified in Section 3.7.3 of [RFC6325].

May 2014

priority to hold a

o Tree Root Priority: This is an unsigned 16-bit integer
be a tree root as specified in Section 4.5 of [RFC6325].

o N cknane: This is an unsigned 16-bit

Section 3.7 of [RFC6325].

2.3.3. Trees Sub-TLV

priority to

i nteger as specified in

Each IS providing TRILL service uses the TREES sub-TLV to announce
three nunbers related to the conputation of distribution trees as

specified in Section 4.5 of [RFC6325]. |Its format is as follows:

R s ik Tt S

| Type = TREES | (1 byte)

T it NI N S R

| Length | (1 byte)

R i T R R e e oI R S R R

| Number of trees to compute | (2 byte)

e i ik ik ik i I I NI TR R TR T

| Maxi mumtrees able to conpute | (2 byte)

R i i R S e S e el i it RIS S R

| Nunmber of trees to use | (2 byte)

R i T R R e e oI R S R R

o Type: Router Capability and MI-Capability sub-TLV type, set to 7
( TREES)

o Length: 6.

o Nunmber of trees to compute: An unsigned 16-bit integer as
specified in Section 4.5 of [RFC6325].

o Maxinumtrees able to compute: An unsigned 16-bit integer as

specified in Section 4.5 of [RFC6325].

0 Nunber of trees to use: An unsigned 16-bit

Section 4.5 of [RFC6325].

2.3.4. Tree ldentifiers Sub-TLV

i nteger as specified in

The Tree ldentifiers (TREE-RT-1Ds) sub-TLV is an ordered list of

ni cknames. \When originated by the IS that has the highest priority
to be a tree root, it lists the distribution trees that the other |Ss
are required to compute as specified in Section 4.5 of [RFC6325]. |If
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2.

3.

this information is spread across nultiple sub-TLVs, the starting
tree nunber is used to allow the ordered lists to be correctly
concatenated. The sub-TLV format is as foll ows:

B sl T S S

| Type=TREE- RT- | Ds| (1 byte)

S A S

| Lengt h | (1 byte)

I S S T S S S

| Starting Tree Number | (2 bytes)

B i o S S s st N S S

| Ni ckname (K-th root) | (2 bytes)

T i SN S S

| Ni ckname (K+1 - th root) | (2 bytes)

T S S S S

| Ni ckname (...)

B i o S S s st N S S

o Type: Router Capability and MI-Capability sub-TLV type, set to 8
( TREE- RT- | Ds) .

o Length: 2 + 2*n, where n is the nunber of nicknanes |isted.

o Starting Tree Nunmber: This identifies the starting tree nunber of
the nicknames that are trees for the domain. This is set to 1 for
the sub-TLV containing the first list. OQher Tree-ldentifiers
sub-TLVs will have the nunber of the starting list they contain
In the event the sane tree identifier can be conputed fromtwo
such sub-TLVs and they are different, then it is assuned that this
is atransient condition that will get cleared. During this
transient tinme, such a tree SHOULD NOT be conputed unl ess such
conputation is indicated by all rel evant sub-TLVs present.

o N cknane: The nickname at which a distribution tree is rooted.
5. Trees Used ldentifiers Sub-TLV

This Router Capability sub-TLV has the same structure as the Tree
Identifiers sub-TLV specified in Section 2.3.4. The only difference
is that its sub-TLV type is set to 9 (TREE-USE-1Ds), and the trees
listed are those that the originating IS wi shes to use as specified
in [ RFC6325], Section 4.5.
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2.3.6. Interested VLANs and Spanni ng Tree Roots Sub-TLV

The value of this sub-TLV consists of a VLAN range and information in
conmon to all of the VLANs in the range for the originating IS. This
i nformati on consists of flags, a variable length |ist of spanning
tree root bridge IDs, and an Appoi nted Forwarder status |ost counter,
all as specified in the sections of [RFC6325] listed with the
respective information itens bel ow

In the set of LSPs originated by an IS, the union of the VLAN ranges
in all occurrences of this sub-TLV MIJST be the set of VLANs for which
the originating IS is Appointed Forwarder on at |east one port, and
the VLAN ranges in nultiple VLANs sub-TLVs for an IS MUST NOT overl ap
unl ess the information provided about a VLAN is the sane in every

i nstance. However, as a transient state, these conditions may be
violated. If a VLANis not listed in any INT-VLAN sub-TLV for an IS,
that IS is assunmed to be uninterested in receiving traffic for that
VLAN. |If a VLAN appears in nore than one | NT-VLAN sub-TLV for an IS
with different information in the different instances, the follow ng

appl y:

- |If those sub-TLVs provide different nicknames, it is unspecified
whi ch ni ckname takes precedence.

- The largest Appointed Forwarder status |ost counter, using seria
nunber arithmetic [ RFC1982], is used.

- The originating IS is assuned to be attached to a multicast |Pv4
router for that VLAN if any of the |INT-VLAN sub-TLVs assert that
it is so connected and simlarly for IPv6 nulticast router
attachrent .

- The root bridge lists fromall of the instances of the VLAN for
the originating IS are nerged.

To m nimze such occurrences, wherever possible, an inplementation
SHOULD advertise the update to an interested VLAN and Spanni ng Tree
Roots sub-TLV in the sane LSP fragnent as the advertisenent that it
repl aces. Were this is not possible, the two affected LSP fragnents
shoul d be flooded as an atonmic action. An IS that receives an update
to an existing interested VLAN and Spanni ng Tree Roots sub-TLV can

m nimze the potential disruption associated with the update by

enpl oying a hol d-down timer prior to processing the update so as to
allow for the receipt of nultiple LSP fragnments associated with the
sanme update prior to beginning processing.
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The sub-TLV layout is as foll ows:

T AT T T T+

o

_|
+< +

-+
-+
-+
-+

-+

B 3
pe = | NT-VLAN| (1 byte)
NI o I S S S S
Length | (1 byte)
e S T S S S A
Ni ckname | (2 bytes)
B i S i s NP N S S
I nterested VLANS | (4 bytes)
e i S I il i A S S S S
Appoi nted Forwarder Status Lost Counter | (4 bytes)
B T i I S i i S S T i SR S

Root Bri dges | (6*n bytes)
B i S T i T S S e S S S S

Type: Router Capability and MI-Capability sub-TLV type, set to 10
(I NT- VLAN) .

Length: 10 + 6*n, where n is the nunber of root bridge IDs.

Ni ckname: As specified in [ RFC6325], Section 4.2.4.4, this field
may be used to associate a nicknanme held by the originating IS
with the VLAN range indicated. Wen not used in this way, it is
set to zero.

Interested VLANS: The Interested VLANs field is formatted as shown
bel ow.

0 1 2 3 4 - 15 16 - 19 20 - 31
S o e o +
| M| M| R| R| VLAN.start | RESV | VLAN.end |
o e e e oo oo oo oo oo o me e oo +

- M, Mb: These bits indicate, respectively, that there is an
| Pv4d or IPv6 nulticast router on a link for which the
originating IS is Appointed Forwarder for every VLAN in the
i ndi cated range as specified in [ RFC6325], Section 4.2.4.4,
itemb5. 1.

- R RESV: These reserved bits MJST be sent as zero and are
i gnored on receipt.

- VLAN. start and VLAN.end: This VLAN ID range is inclusive.
Setting both VLAN. start and VLAN.end to the sane val ue
i ndi cates a range of one VLANID. If VLAN start is not equal
to VLAN. end and VLAN.start is 0x000, the sub-TLV is interpreted
as if VLAN start was 0x001. |If VLAN. start is not equal to
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VLAN. end and VLAN.end is OxFFF, the sub-TLV is interpreted as
if VLAN.end was OxFFE. If VLAN.end is less than VLAN. start,
the sub-TLV is ignored. |If both VLAN start and VLAN.end are
0x000 or both are OxFFF, the sub-TLV is ignored. The val ues
0x000 or OxFFF are not valid VLAN IDs, and a port cannot be
enabl ed for them

0 Appointed Forwarder Status Lost Counter: This is a count of how
many times a port that was Appointed Forwarder for the VLANs in
the range given has |ost the status of being an Appointed
Forwar der for some port as discussed in Section 4.8.3 of
[RFC6325]. It is initialized to zero at an IS when the zeroth LSP
sequence nunber is initialized. No special action need be taken
at rollover; the counter just waps around.

o Root Bridges: The list of zero or nore spanning tree root bridge
IDs is the set of root bridge IDs seen for all ports for which the
IS is Appointed Forwarder for the VLANs in the specified range as
di scussed in [RFC6325], Section 4.9.3.2. Wiile, of course, at
nost one spanning tree root could be seen on any particul ar port,
there may be nultiple ports in the sane VLANs connected to
di fferent bridged LANs with different spanning tree roots.

An | NT-VLAN sub-TLV asserts that the infornation provided (multicast
router attachnent, Appointed Forwarder status |ost counter, and root
bridges) is the same for all VLANs in the range specified. |If this
is not the case, the range MJST be split into subranges neeting this
criteria. It is always safe to use sub-TLVs with a "range" of one
VLAN I D, but this may be too verbose.

.3.7. VLAN Group Sub-TLV

The VLAN G oup sub-TLV consists of two or nore VLAN I Ds as specified

in [ RFC6325], Section 4.8.4. This sub-TLV indicates that shared VLAN
learning is occurring at the originating I'S between the |isted VLANs.
It is structured as foll ows:

S S S e

| Type=VLAN- GROUP| (1 byte)
+- - - - - - - -+

| Length | (1 byte)
T el I o e S S e el st (I S SR R

| RESV | Primary VLAN ID | (2 bytes)
R T o T i e ks ik oI ST e TS

| RESV | Secondary VLAN ID | (2 bytes)
B ik T R e R S e i o ik s e

| nore Secondary VLAN IDs ... (2 bytes each)
T el I o e S S e el st (I S SR R
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o Type: Router Capability and MI-Capability sub-TLV type, set to 14
( VLAN- GROUP) .

o Length: 4 + 2*n, where n is the nunber of secondary VLAN ID fields
beyond the first. n MAY be zero

o RESV: a 4-bit field that MJUST be sent as zero and ignored on
receipt.

o Primary VLAN ID: This identifies the primry VLAN I|ID.

0 Secondary VLAN ID: This identifies a secondary VLAN in the VLAN
G oup.

o nore Secondary VLAN IDs: zero or nmore byte pairs, each with the
top 4 bits as a RESV field and the low 12 bits as a VLAN ID.

2.3.8. Interested Labels and Spanning Tree Roots Sub-TLV

An IS that can handle fine-grained | abeling [ RFC7172] announces its
fine-grained [ abel connectivity and related information in the
Interested Label s and Spanning Tree Roots sub-TLV (I NT-LABEL). It is
a variation of the Interested VLANs and Spanning Tree Roots sub-TLV
(I'NT-VLAN) and is structured as foll ows.

S S S e

| Type=I NT- LABEL | (1 byte)

T S N RN S U S S

|  Length | (1 byte)

O I S e e e ok o HIE R R R

| Ni cknane | (2 bytes)

R e e e I e e e S e i T S R e e S i ok i i S

| I nterested Labels | (7 bytes)
i S I I T sl s T S I S Y S SO S S S Y

| Appoi nt ed Forwarder Status Lost Counter | (4 bytes)
R e o T S e e e ik it R e e S S e e s o I NN S S

| Root Bri dges | (6*n bytes)
R e e o e e e S e i I S B TR S R S e I S e 2

o

Type: Router Capability and MI-Capability sub-TLV type, set to 15
(I NT- LABEL) .

o Length: 11 + 6*n, where n is the nunber of root bridge IDs.
o Nicknane: This field may be used to associate a nickname held by

the originating IS with the Interested Labels indicated. Wen not
used in this way, it is set to zero
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o

Interested Labels: The Interested Labels field is seven bytes |ong
and fornmatted as shown bel ow.

0 1 2 3 4 5 6 7
B T i e S
|MafM5|BM R R R R R . .
T S S b i T S S ks
| Label .start - 24 bits |
e i S S e e e e ol T S NN
| Label .end or bit-map - 24 bits |
B T T i T S S i T S S lh i e

0 1 2

0 1 2 3 45 6 78901234567890123

- M4, Ms: These bits indicate, respectively, that there is an
| Pv4 or IPv6 nulticast router on a link to which the
originating IS is Appointed Forwarder for the VLAN
corresponding to every label in the indicated range.

- BM If the BM (bit-map) bit is zero, the last three bytes of
the Interested Labels is a Label.end | abel nunber. |[If the BM
bit is one, those bytes are a bit-map as descri bed bel ow.

- R These reserved bits MJST be sent as zero and are ignored on
receipt.

- Label.start and Label.end: If the BMbit is zero, this fine-
grai ned | abel [RFC7172] ID range is inclusive. These fields
are treated as unsigned integers. Setting themboth to the
sane | abel ID value indicates a range of one label ID. If
Label .end is less than Label.start, the sub-TLV is ignored.

- Label.start and bit-map: If the BMbit is one, the fine-grained
| abels that the 1Sis interested in are indicated by a 24-bit
bit-map. The interested |abels are the Label.start nunber plus
the bit number of each one bit in the bit-map. So, if bit zero
of the bit-map is a one, the ISis interested in the label with
val ue Label .start, and if bit 23 of the bit-map is a one, the
ISis interested in the |abel with value Label.start+23.

Appoi nt ed Forwarder Status Lost Counter: This is a count of how
many tines a port that was Appointed Forwarder for a VLAN nmapping
to the fine-grained label in the range or bit-map given has | ost
the status of being an Appointed Forwarder as discussed in Section
4.8.3 of [RFC6325]. It is initialized to zero at an IS when the
zeroth LSP sequence nunber is initialized. No special action need
be taken at rollover; the counter just w aps around.
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o Root Bridges: The list of zero or nore spanning tree root bridge
IDs is the set of root bridge IDs seen for all ports for which the
IS is Appointed Forwarder for a VLAN napping to the fine-grained
| abel in the specified range or bit-map. (See [RFC6325], Section
4.9.3.2.) \Wile, of course, at npbst one spanning tree root could
be seen on any particular port, there may be multiple rel evant
ports connected to different bridged LANs with different spanning
tree roots.

An | NT- LABEL sub-TLV asserts that the information provided (nulticast
router attachnent, Appointed Forwarder status |ost counter, and root

bridges) is the sane for all |abels specified. |If this is not the
case, the sub-TLV MJST be split into subranges and/or separate bit
maps neeting this criteria. It is always safe to use sub-TLVs with a

"range" of one VLAN ID, but this nay be too verbose.
2.3.9. RBridge Channel Protocols Sub-TLV

An IS announces the RBridge Channel protocols [RFC7178] it supports
through use of this sub-TLV.

i T S S

| Type=RBCHANNELS]| (1 byte)

B e sl i S S

| Length | (1 byte)

s S S i i T T i S e T

| Zero or nore bit vectors (vari abl e)
S O O

o Type: Router Capability and MI-Capability RBridge Channe
Protocol s sub-TLV, set to 16 ( RBCHANNELS)

o Length: variable.

o Bit Vectors: Zero or nore byte-aligned bit vectors where a one bit
i ndi cates support of a particular RBridge Channel protocol. Each
byte-aligned bit vector is formatted as foll ows:

| 0 1 2 3 4 5 6 7] 8 910 11 12 13 14 15
T ST S S i S S

| Bit Vector Length | Bit Vector Ofset |
I s i I R e S R I it I e e e s
| bits

L S

The Bit Vector Length (BVL) is a seven-bit unsigned integer field
gi ving the number of bytes of bit vector. The Bit Vector Ofset
(BVO) is a nine-bit unsigned integer field.
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The bits in each bit vector are nunbered in network order, the

hi gh-order bit of the first byte of bits being bit 0 + 8BVO, the
| ow-order bit of that byte being 7 + 8*BVQO, the high order bit of
the second byte being 8 + 8BVO, and so on for BVL bytes. A bit
vector of RBridge Channel protocols supported MJST NOT extend
beyond the end of the value in the sub-TLV in which it occurs. |If
it does, it is ignored. |If nultiple byte-aligned bit vectors are
present in one such sub-TLV, their representations are contiguous,
the BVL field for the next starting inmedi ately after the | ast
byte of bits for the previous bit vector. The one or nore bit
vectors present MJST exactly fill the sub-TLV value. |If there are
one or two bytes of value left over, they are ignored; if nore
than two, an attenpt is nade to parse themas one or nore bit

vect ors.

If different bit vectors overlap in the protocol number space they
refer to and they have inconsistent bit values for a channe
protocol, support for the protocol is assunmed if any of these bit
vectors has a 1 for that protocol

The absence of any occurrences of this sub-TLV in the LSP for an
ISimplies that the IS does not support the RBridge Channe
facility. To avoid wasted space, trailing bit vector zero bytes
SHOULD be elimnated by reducing BVL, any null bit vectors (ones
with BVL equal to zero) elimnated, and generally the nost conpact
encodi ng used. For exanple, support for channel protocols 1 and
32 coul d be encoded as

BVL = 5

BVO = 0

0b01000000
0b00000000
0b00000000
0b00000000
0b10000000

or as

BVL = 1
BVO = 0
0b01000000
BLV = 1
BVO = 4
0b1000000

The first takes 7 bytes while the second takes only 6; thus, the
second woul d be preferred.
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In nulti-topol ogy-aware RBridges, RBridge Channel protocols for which
support is announced in the base topology are assuned to be supported
in all topologies for which there is no separate announcenent for

RBri dge Channel protocol support.

2.3.10. Affinity Sub-TLV

Association of an IS to a multi-destination distribution tree through
a specific path is acconplished by using the Affinity sub-TLV. The
announcement of an Affinity sub-TLV by RB1 with the nickname of RB2
as the first part of an Affinity Record in the sub-TLV value is a
request by RB1 that all 1Ss in the canpus connect RB2 as a child of
RB1 when cal cul ating any of the trees listed in that Affinity Record.
Exanpl es of use include [Affinity] and [Resilient].

The structure of the Affinity sub-TLV is shown bel ow

N e ok

Type=AFFI NI TY | (1
O S R

Lengt h | (1

T T T T T+

byt e)
byt e)

I T S T i T i e S S A S S S
AFFI NI TY RECORD 1 |
T T i S S i S S T S S S
AFFI NI TY RECORD 2 |
B T S i S S e ik N S S

T T S e T A i S S S S S S i o S S
AFFI NI TY RECORD N
T S S e e i i S S S i i o S

where each AFFINITY RECORD is structured as foll ows:

T T S e S S

| Ni cknane | (2
B i I S S A e i e

| Affinity Flags | (1
S S S e

| Number of trees| (1

+- - - - - - - - - - - - - - -+
| Tree-num of 1st root | (2
e ik I R e S b sl I B S
| Tree-num of 2nd root | (2
B e o i e T e e e e 2
|+- R i ol sl DT T R R S S R +-|+
| Tree-num of Nt h root | (2
e ik I R e S b sl I B S
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o Type: Router Capability and Mr-Capability sub-TLV type, set to 17
(AFFI NI TY).

o Length: size of all Affinity Records included, where an Affinity
Record listing n tree roots is 4+2*n bytes |ong.

o N cknanme: 16-bit nicknane of the IS whose associations to the
mul ti-destination trees listed in the Affinity Record are through
the originating IS

o Affinity Flags: 8 bits reserved for future needs to provide
additional information about the affinity being announced. MJST
be sent as zero and ignored on receipt.

o Number of trees: A one-byte unsigned integer giving the nunber of
trees for which affinity is being announced by this Affinity
Recor d.

0o Tree-numof roots: The tree nunbers of the distribution trees this
Affinity Record is announci ng.

There is no need for a field giving the number of Affinity Records as
this can be determ ned by processing those records.

2.3.11 Label Group Sub-TLV
The Label G oup sub-TLV consists of two or nmore fine-grained | abe
[ RFC7172] IDs. This sub-TLV indicates that shared | abel MAC address
| earning is occurring at the announcing IS between the listed | abels.
It is structured as foll ows:

L g S

| Typ=LABEL- GROUP| (1 byte)

+- - - - - - - -+

| Length | (1 byte)

T e alunls i i R e e S e i et it (I SERE R

| Primary Label 1D | (3 bytes)
e o e R e o Tk T i R e e S e e S e o o

| Secondary Label ID | (3 bytes)

B R T e e S e S S N T it sl o ST TR S TR S I SR

| nore Secondary Label 1Ds ... (3 bytes each)
T e alunls i i R e e S e i et it (I SERE R

o Type: Router Capability and Mr-Capability sub-TLV type, set to 18
( LABEL- GROUP)

o Length: 6 + 3*n, where n is the nunber of secondary VLAN ID fields
beyond the first. n MAY be zero
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o Primary Label ID: This identifies the prinmary Label |D.

0 Secondary Label ID: This identifies a secondary Label IDin the
Label G oup.

o nore Secondary Label |Ds: zero or nore byte triples, each with a
Label ID.

2.4. MU Sub-TLV for Extended Reachability and MI-1SN TLVs
The MIU sub-TLV is used to optionally announce the MIU of a link as
specified in [ RFC6325], Section 4.2.4.4. It occurs within the
Ext ended Reachability (#22) and MI-1SN (I nternedi ate System
Nei ghbors) (#222) TLVs.

i T S S

| Type = MIu | (1 byte)
+- - - - - - -+

| Length | (1 byte)
S S S e

| F| RESV | (1 byte)
B ik T R e R S e i o ik s e

| MIuU | (2 bytes)
T el I o e S S e el st (I S SR R

o Type: Extended Reachability and MI-1SN sub-TLV type, set to MIU
sub- TLV 28.

o Length: 3.

o F. Failed. This bit is a one if MUtesting failed on this link
at the required canmpus-w de Mru

o RESV: 7 bits that MJST be sent as zero and ignored on receipt.

o MU This fieldis set to the |argest successfully tested MIU size
for this link or zero if it has not been tested, as specified in
Section 4.3.2 of [RFC6325].

2.5. TRILL Nei ghbor TLV
The TRILL Nei ghbor TLV is used in TRILL broadcast link IIH PDUs (see
Section 4.1 below) in place of the IS Neighbor TLV, as specified in

Section 4.4.2.1 of [RFC6325] and in [RFC7177]. The structure of the
TRI LL Nei ghbor TLV is as foll ows:
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+
|
+
|
+
|
+
|
+
|
+
|
+
|
+

T T N R
Type | (1 byte)
T o e
Length | (1 byte)
Sl It N R R
S|ILIR SIZE | (1 byte)
R s o T S i el o i S S S e ol o I S S S S e e e

Nei ghbor RECORDS (1) |
T T R o o i e R e o h ok ok
Nei ghbor RECORDS (2) |
B i T S T T i I i i S I e
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L
Nei ghbor RECORDS ('N) |
T T R o o i e R e o h ok ok

The informati on present for each neighbor is as foll ows:

S i S

| FlQ RESV | (1 bytes)

e i i T T R R S S S

| Mru | (2 bytes)

+-+-+- - -+ - -+ - - - - - - - - - -, - - - -+

| SNPA (MAC Addr ess) | (SIZE bytes)

+-+- - - - - - - - - - - - - - - -, - - - - -

o Type: TLV type, set to TRILL Nei ghbor TLV 145.

o Length: 1 + (SIZE+3)*n, where n is the nunber of neighbor records,
whi ch may be zero.

o S Snallest flag. |If this bit is a one, then the list of
nei ghbors includes the nei ghbor with the smallest MAC address
consi dered as an unsi gned i nteger

o L: Largest flag. |If this bit is a one, then the Iist of neighbors
i ncl udes the neighbor with the | argest MAC address considered as
an unsigned integer.

o R RESV: These bits are reserved and MJST be sent as zero and
i gnored on receipt.

o SIZE: The SNPA size as an unsigned integer in bytes except that 6
is encoded as zero. An actual size of zero is neaningless and
cannot be encoded. The neaning of the value 6 in this field is
reserved, and TRILL Nei ghbor TLVs received with a SlIZE of 6 are
ignored. The SIZE is inherent to the technology of a link and is
fixed for all TRILL Neighbor TLVs on that |ink but may vary
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between different links in the canpus if those links are different
technol ogi es, for exanple, 6 for EU -48 SNPAs or 8 for EU -64
SNPAs [ RFC7042]. (The SNPA size on the various links in a TRILL
canpus is independent of the SystemID size.)

o F:. Failed. This bit is a one if MU testing to this nei ghbor
failed at the required canpus-w de MIU (see [ RFC6325], Section
4.3.1).

o O OOM. This bit is aone if the IS sending the enclosing TRILL
Nei ghbor TLV is willing to offer the Overload Originated Milti -
destination Frane (OOVMF) service [ RFC7180] to the IS whose port
has the SNPA in the encl osi ng Nei ghbor RECORD.

o MU This field is set to the |argest successfully tested MIU size
for this neighbor or to zero if it has not been tested.

0 SNPA (MAC Address): Subnetwork Point of Attachnent of the
nei ghbor .

As specified in [ RFC7177] and Section 4.4.2.1 of [RFC6325], all MAC
addresses may fit into one TLV, in which case both the S and L fl ags
woul d be set to one in that TLV. [If the MAC addresses don't fit into
one TLV, the highest MAC address in a TRILL Neighbor TLV with the L
flag zero MUST al so appear as a MAC address in sonme other TRILL

Nei ghbor TLV (possibly in a different TRILL I1H PDU). Also, the

| owest MAC address in a TRILL Neighbor TLV with the S flag zero MJST
al so appear in sone other TRILL Nei ghbor TLV (possibly in a different
TRILL IITHPDU). If an IS believes it has no neighbors, it MJST send
a TRILL Neighbor TLV with an enpty list of nei ghbor RECORDS, which
will have both the S and L bits on.

3. MU PDUs

The 1S-1S MIU-probe and MIU-ack PDUs are used to optionally determne
the MU on a link between |Ss as specified in Section 4.3.2 of
[ RFC6325] and in [RFC7177].

The MIU PDUs have the 1S-1S PDU common header (up through the Maxi num
Area Addresses byte) with PDU Type nunbers as indicated in Section 5.
They al so have a conmon fixed MU PDU header as shown below that is 8
+ 2*(1 D Length) bytes long, 20 bytes in the case of the usual 6-bytes
System | Ds.
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T S

| PDU Lengt h | (2 bytes)

B T T e S i T i e T e S e ks i S S e S e R s TP +- +- +
| Probe 1D (6 bytes) |
B i s s T S T ai e S S I S S S S S S A +- +- +
| Probe Source ID (I D Length bytes) |
B e s e e e S e  lh i I S e e S T T +-+-+
| Ack Source ID (I D Length bytes) |
B ik i i i S R ok +- +- +

As with other 1S-1S PDUs, the PDU Length gives the length of the
entire 1S 1S packet starting with and including the I1S-1S comon
header .

The Probe ID field is an opaque 48-bit quantity set by the IS issuing
an MIU-probe and copied by the responding IS into the corresponding
MIU- ack. For exanple, an IS creating an MIU- probe coul d conpose this
quantity froma port identifier and probe sequence nunber relative to
that port.

The Probe Source IDis set by an IS issuing an MITU-probe to its
System I D and copied by the responding IS into the correspondi ng MU
ack. The Ack Source IDis set to zero in MIU probe PDUs and ignored
on receipt. An IS issuing an MIU-ack sets the Ack Source ID field to
its SystemID. The SystemID length is usually 6 bytes but could be
a different value as indicated by the ID Length field in the IS-1S
PDU Header .

The TLV area follows the MU PDU header area. This area MAY contain
an Authentication TLV and MJST be padded with the Padding TLV to the
exact size being tested. Since the mnimmsize of the Padding TLV
is 2 bytes, it would be inmpossible to pad to exact size if the total
length of the required information-bearing fixed fields and TLVs
added up to 1 byte less than the desired | ength. However, the length
of the fixed fields and substantive TLVs for MIU PDUs is expected to
be quite small conmpared with their mninumlength (mni mum 1470-byte
MIU on an | EEE 802.3 link, for exanple), so this should not be a
probl em
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4. Use of Existing PDUs and TLVs

The sub-sections bel ow provide details of TRILL use of existing PDUs
and TLVs.

4.1. TRILL Il H PDUs

The TRILL II1H PDU is the variation of the I1H PDU used by the TRILL
protocol. Section 4.4 of the TRILL standard [RFC6325] and [ RFC7177]
specify the contents of the TRILL IIH and howits use in TRILL
differs fromLayer 3 LAN IIH PDU use. The adjacency state nachinery
for TRILL neighbors is specified in detail in [RFC7177].

Ina TRILL IIH PDU, the I S-1S commbn header and the fixed PDU Header
are the sane as a Level 1 IIH PDU

The 1S-1S Nei ghbor TLV (6) is not used in a TRILL IIH and is ignored
if it appears there. Instead, TRILL LAN IIH PDUs use the TRILL
Nei ghbor TLV (see Section 2.5).

4.2. Area Address
TRILL uses a fixed zero Area Address as specified in [ RFC6325],

Section 4.2.3. This is encoded in a 4-byte Area Address TLV (TLV #1)
as follows:

bk ok ok o R S R
| 0x01, Area Address Type | (1 byte)
B i S S S it s ol T S S
| 0x02, Length of Value | (1 byte)
T S o s ok T e N e
| 0x01, Length of Address | (1 byte)
b T R e e R S e R
| 0x00, zero Area Address | (1 byte)
B i S S S it s ol T S S

4.3. Protocols Supported
NLPI D (Network Layer Protocol |ID) 0xCO has been assigned to TRILL
[ RFC6328]. A Protocols Supported TLV (#129, [RFCL1195]) i ncl uding
that value appears in TRILL IIH PDUs and LSP nunber zero PDUs.
4.4. Link State PDUs (LSPs)
An LSP nunber zero MJST NOT be originated |arger than 1470 bytes, but

a larger LSP nunber zero successfully received MJST be processed and
forwarded nornmal ly.
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4.5. Oiginating LSP Buffer Size

The origi nati ngLSPBufferSize TLV (#14) MJST be in LSP nunber zero;
however, if found in other LSP fragnments, it is processed normally.
Shoul d there be nore than one originati ngLSPBufferSize TLV for an IS,
the mnimum size, but not |ess than 1470, is used.

5. | ANA Consi derations

This section gives | ANA considerations for the TLVs, sub-TLVs, and
PDUs specified herein. A nunber of new code points are assigned, and
those that were assigned by [ RFC6326] are included here for

conveni ence. | ANA has replaced all [RFC6326] references in the | ANA
registries with references to this docunent.

5.1. TLVs

Thi s docunent specifies two IS-1S TLV types -- nanely, the G oup
Address TLV (GADDR- TLV; type 142) and the TRILL Nei ghbor TLV (type
145). The PDUs in which these TLVs are pernmitted for TRILL are shown
in the table below along with the section of this document where they
are discussed. The final "NUMBER' columm indicates the permtted
nunber of occurrences of the TLV in their PDU, or set of PDUs in the
case of LSPs, which in these two cases is "*" indicating that the TLV
MAY occur 0, 1, or nore tinmes.

| ANA has registered these two code points in the ANAIS-IS TLV
registry (ignoring the "Section" and "NUMBER' col umms, which are
irrelevant to that registry).

Section TLV IIH LSP SNP Purge NUMBER

GADDR- TLV 2.
TRI LL Nei ghbor TLV 2

5.2. Sub-TLVs

Thi s docunent specifies a nunber of sub-TLVs. The TLVs in which

t hese sub-TLVs occur are shown in the second table below along with
the section of this docunent where they are discussed. The TLVs

wi thin which these sub-TLVs can occur are determ ned by the presence
of an "X" in the relevant colum; the colum headers are described in
the first table below. In sone cases, the colum header corresponds
to two different TLVs in which the sub-TLV can occur
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Col um Head TLV RFC TLV Nane
G p. Adr. 142 7176 G oup Address
MTI Por t 143 6165 MT- Por t - Cap- TLV
MI Cap. 242 4971 Rout er CAPABI LI TY
144 6329 Mr- Capabi lity
Ext. Reach 22 5305 Extended IS Reachability
222 5120 MT- 1 SN

The final "NUMBER' col umm bel ow i ndicates the permitted nunber of
occurrences of the sub-TLV cunul atively within all occurrences of
their TLV(s) in those TLVs' carrying a PDU (or set of PDUs in the
case of LSPs), as follows:

MAY occur zero or one tines.

MUST occur exactly once. |If absent, the PDUis ignored. If it
occurs nore than once, results are unspecified.

MAY occur 0, 1, or nore tines.

0-1
1

*

The values in the "Section" and "NUMBER' colums are irrelevant to
the | ANA sub-registries.

sub- Gp. M Mr Ext .
Nare Secti on TLV#  Adr. Port Cap. Reach NUMBER

G P- ADDR

G PV6- ADDR
GLMAC- ADDR

GLI P- ADDR

GLI PV6- ADDR
VLAN- FLAGS
Enabl ed- VLANs
Appoi nt edFwr dr s
PORT- TRI LL- VER
VLANs- Appoi nt ed
NI CKNAVE

TREES

TREE- RT- | Ds
TREE- USE- | Ds

| NT- VLAN

TRI LL- VER

VLAN- GROUP

| NT- LABEL
RBCHANNEL S

XX X X X
o

o T
'—\

NNNNNNNNNNNNNNNRDNDND NN

WWWWWWWWWNNNOINNERERRPEE
CONROUDWNUORWNROUAWNR

=

o
XXXXXXXXX'!

*
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AFFI NI TY 2.3.10 17 - - X - *
LABEL- GROUP 2.3.11 18 - - X -

MIuU 2.4 28 - - - X 0-1
Nane Secti on sub- Gp. M MT Ext . NUVBER

TLV# Adr. Port Cap. Reach

| ANA has entered the newy assigned sub-TLV nunbers in the above
table in the relevant existing sub-TLV registries, as deternined by
whi ch colum has an X for that sub-TLV. For the sub-TLVs from

NI CKNAME t hr ough and i ncl udi ng VLAN- GROUP, whi ch previously existed
only in the registry of sub-TLVs under TLV 242, | ANA has added each
sub-TLV with the sane sub-TLV nunber to the existing registry for
sub- TLVs under TLV 144.

5.3. PDUs

The 1S-1S PDUs registry remains as established in [ RFC6326] except
that the references to [ RFC6326] are updated to reference this
document .

5.4. Reserved and Capability Bits

Any reserved bits (R), bits in reserved fields (RESV), or
capabilities bits in the PORT-TRILL-VER and TRI LL- VER sub- TLVs, which
are specified herein as "MJST be sent as zero and ignored on receipt"
or the like, are allocated based on | ETF Revi ew [ RFC5226] .

Two sub-registries have been created within the TRILL Paraneters
Regi stry as foll ows:

Sub- Regi stry Nane: TRILL-VER Sub-TLV Capability Flags
Regi stration Procedures: |ETF Revi ew
Ref erence: (This docunent)

Bit Descri ption Ref erence
0 Affinity sub-TLV support. [Affinity]
1 FGL- saf e [ RFC7172]
2-13 Unassigned

14-31 Extended header flag support. [ RFC7179]
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Sub- Regi stry Nane: PORT-TRILL-VER Sub-TLV Capability Fl ags
Regi stration Procedures: |ETF Review
Ref erence: (This docunent)

Bi t Descri ption Ref er ence

0 Hel | o reduction support. [ RFC7180]
1-2 Unassi gned
3-13 Hop-by-hop extended flag support. [RFC7179]
14-31 Unassi gned

5.5. TRILL Nei ghbor Record Fl ags

A sub-registry has been created within the TRILL Paraneters Registry
as follows:

Sub- Regi stry Nane: TRILL Nei ghbor TLV NEI GHBOR RECORD Fl ags
Regi stration Procedures: Standards Action
Ref erence: (This docunent)

Bit Short Nane Descri ption Ref erence

0 Fai | Fai |l ed MU test [ RFC6325] [ RFC7176] [ RFC7177]
1 OOV O fering OOW service [RFC7180]
2-7 - Unassi gned

6. Security Considerations

For general TRILL protocol security considerations, see the TRILL
base protocol standard [ RFC6325].

Thi s docunent raises no new security issues for IS 1S. I1S1S
security nmay be used to secure the IS 1S nmessages discussed here.

See [ RFC5304] and [RFC5310]. Even when IS-1S authentication is used,
repl ays of Hell o packets can create denial-of-service conditions; see
[ RFC6039] for details. These issues are simlar in scope to those

di scussed in Section 6.2 of [RFC6325], and the sanme nitigations nay
apply.

7. Changes from RFC 6326

Non- edi torial changes from [ RFC6326] are sunmmarized in the |ist
bel ow.

1. Added five sub-TLVs under the G oup Address (GADDR) TLV covering
VLAN-| abel ed | Pv4 and | Pv6 addresses and fine-grai ned-1| abel ed
MAC, |Pv4, and | Pv6 addresses (Sections 2.1.2, 2.1.3, 2.1.4,
2.1.5, and 2.1.6).
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2.

Added t he PORT-TRI LL- VER sub-TLV (Section 2.2.4).
Added the VLANs- Appoi nted sub-TLV (Section 2.2.5).
Changed the TRILL-VER sub-TLV as |isted bel ow

a. Added 4 bytes of TRILL Header extended flags and capabilities
supported information.

b. Required that the TRILL-VER sub-TLV appear in LSP nunber
zero.

The above changes to TRILL-VER are backward conpati bl e because
the [ RFC6326] -conformant inplenmentations of TRILL thus far have
only supported version zero and not supported any optiona
capabilities or extended flags, the | evel of support indicated by
the absence of the TRILL-VER sub-TLV. Thus, if an

[ RFC6326] - conformant i npl enentation of TRILL rejects this sub-TLV
due to the changes specified in this docunent, it will, at worst,
deci de that support of version zero and no extended flags or
capabilities is indicated, which is the best an

[ RFC6326] - conf ormant i npl enentati on of TRILL can do anyway.
Simlarly, a TRILL inplenmentation that supports TRILL-VER as
specified herein and rejects TRILL-VER sub-TLVs in an

[ RFC6326] - conformant TRILL i npl enentati on because they are not in
LSP nunber zero will decide that the inplenmentation supports only
version zero with no extended flag or capabilities support, which
will be correct (Section 2.3.1).

Clarified the use of invalid VLAN I Ds (0x000 and OxFFF) in the
Appoi nted Forwarders sub-TLV and the Interested VLANs and
Spanni ng Tree Roots sub-TLV (Sections 2.2.3 and 2.3.6).

Added the Interested Label s and Spanning Tree Roots sub-TLV to
i ndicate attachnent of an 1S to a fine-grained | abel [RFC7172]
anal ogous to the existing Interested VLANs and Spanni ng Tree
Roots sub-TLV for VLANs (Section 2.3.8).

Added the RBridge Channel Protocols sub-TLV so | Ss can announce
the RBridge Channel protocols they support (Section 2.3.9).

Permtted specification of the length of the Iink SNPA field in
TRI LL Nei ghbor TLVs. This change is backward conpati bl e because
the size of 6 bytes is specially encoded as zero, the previous
val ue of the bits in the new SIZE field (Section 2.5).
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10.

11.

12.

13.

14.

15.

16.

17.

Made the size of the MIU PDU Header Probe Source |ID and Ack
Source ID fields be the ID Length fromthe IS-1S PDU Header
rather than the fixed value 6 (Section 3).

For robustness, required that LSP nunber zero PDUs be origi nated
as no larger than 1470 bytes but processed regardl ess of size
(Section 4.4).

Required that the originatingLSPBufferSize TLV, if present,
appear in LSP nunmber zero (Section 4.5).

Created sub-registries for and specified the | ANA Consi derations
policy for reserved and capability bits in the TRILL version sub-
TLVs (Section 5.4).

Added the distribution tree Affinity sub-TLV so | Ss can request
distribution tree attachnments (Section 2.3.10).

Added t he LABEL- GROUP sub- TLV anal ogous to the VLAN- GROUP sub- TLV
(Section 2.3.11).

Added nulti-topology to pernmit sub-TLVs previously only in the
Router Capability TLV to al so appear in the MI-Capability TLV and
to permt the MIU sub-TLV previously limted to the Extended
Reachability TLV to al so appear in the MI-1SN TLV.

Added a sub-registry for Neighbor TLV Nei ghbor RECORD flag bits
(Section 5.5).

Explicitly stated that if the nunber of sources in a GADDR-TLV
sub-TLV is zero, it indicates a listener for (*,G, that is, a
listener not restricted by source (Section 2.1).
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