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1.

1.

1.

| ntroducti on

In virtualized server environnents, it is typically required to use a
vswitch (virtual switch) to forward traffic between different virtua
machi nes (VMs) on the same physical host and between VMs and the
physi cal network. Qpen vSwitch [OVS] is an open-source software
switch designed to be used as a vswitch in such environnents. Open
vSwitch (OVS) is open to programmatic extension and control using
OpenFl ow [ OF- SPEC] and the OVSDB ((Open vSwi tch Dat abase) managenent
protocol. This docunent defines the OVSDB managenent protocol. The
Open vSwi tch project includes open-source OYSDB client and server

i npl enent ati ons.

The OVSDB nmanagenent protocol uses JSON [ RFC4627] for its wire fornat
and i s based on JSON-RPC version 1.0 [JSON RPC .

The schema of the Open vSwitch dat abase is docunmented in [ DB- SCHEMA] .
Thi s docunent specifies the protocol for interacting with that

dat abase for the purposes of managi ng and configuring Open vSwitch

i nstances. The protocol specified in this docunent al so provides
nmeans for discovering the schema in use, as described in

Section 4.1.2.

The OVSDB nmanagenent protocol is intended to allow programmtic
access to the Open vSwitch database as docunented in [ DB- SCHEMA] .
Thi s dat abase hol ds the configuration for one Open vSwi tch daenon.

As currently defined, this information describes the swi tching
behavi or of a virtual swi tch and does not describe the behavior or
configuration of a routing system In the event that the schema is
extended in a future release to cover elenents of the routing system
i mpl enenters and operators need to be aware of the work of the IETF s
| 2RS wor ki ng group that specifies protocols and data nodels for real -
time or event driven interaction with the routing system

1. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

2. Term nol ogy

Uul D: Universally Unique ldentifier. A 128-bit identifier that
is unique in space and tinme [DCE].

ovs: Open vSwi tch. An open-source virtual swtch.
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OvSDB: The database that is used for the purpose of configuring
OVS i nst ances.

JSON: Javascript Object Notation [ RFC4627].
JSON- RPC: JSON Renpte Procedure Call [JSON RPC].

Dur abl e: Reliably witten to non-volatile storage (e.g., disk).
OVSDB supports the option to specify whether or not
transactions are durable.

Note that the JSON specification [ RFC4627] provi des precise
definitions of a number of inportant terms such as JSON val ues,

obj ects, arrays, numbers, and strings. |In all cases, this docunent
uses the definitions from[RFC4627].

System Overvi ew

Figure 1 illustrates the main conponents of Open vSwitch and the
interfaces to a control and managenent cluster. An OVS instance
conpri ses a database server (ovsdb-server), a vswi tch daenon
(ovs-vswi tchd), and, optionally, a nmodule that perfornms fast-path
forwardi ng. The "managenent and control cluster"™ consists of some
nunber of nmanagers and controllers. Managers use the OVSDB
nmanagenent protocol to nanage OVS instances. An OVS instance is
managed by at | east one manager. Controllers use OpenFlow to instal
flow state in OpenFl ow switches. An OVS instance can support

mul tiple |ogical datapaths, referred to as "bridges". There is at
| east one controller for each OpenFl ow bri dge.

The OVSDB nmanagenent interface is used to perform managenent and
configuration operations on the OVS instance. Conpared to OpenFl ow,
OvSDB managenent operations occur on a relatively long tinescale.
Exanmpl es of operations that are supported by OVSDB incl ude

o Creation, nodification, and del etion of OpenFl ow dat apat hs
(bridges), of which there may be nany in a single OVS instance

o Configuration of the set of controllers to which an OpenFl ow
dat apat h shoul d connect;

o Configuration of the set of managers to which the OVSDB server
shoul d connect;

o Creation, nodification, and deletion of ports on OpenFl ow
dat apat hs;
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o Creation, nodification, and deletion of tunnel interfaces on
OpenFl ow dat apat hs;
o Creation, nodification, and del etion of queues;

o Configuration of QS (quality of service) policies and attachnent
of those policies to queues; and

o Collection of statistics.

OvSDB does not perform per-flow operations, |eaving those instead to
OpenFl ow.

o +
| Control & |
| Managenent |
| Cl uster |
o e e e e e oo +
| \
| OvSDB \ OpenFl ow
| Mgmt \
| \
[ oo oo e e s e o}
R + R + |
| | | |
| | ovsdb-server |------- | ovs-vswitchd | |
| | | | | |
| B + B + |
| | |
| S +
| | Forwarding Path| |
| - +
+::::::::::::::::::::::::::::::::::::::::::::+

Figure 1: Open vSwitch Interfaces

Further infornation about the usage of the OVSDB managenent protocol
is provided in [ DB- SCHEMA] .

3. OVSDB Structure

This section outlines the overall structure of databases in OvSDB.

As described here, the database is reasonably generic. For the

conpl ete and current description of the database schema as used in
OvS, refer to [DB-SCHEMA]. See also Section 4.1.2 for information on
how t he OVSDB managemnent protocol nay be used to discover the schema
currently in use.
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3.1. JSON Usage

OvSDB uses JSON [ RFC4627] for both its schema fornmat and its wire
protocol format. The JSON i nplementation in Open vSwitch has the
following limtations:

o Null bytes (\u0000) SHOULD NOT be used in strings.
o0 Only UTF-8 encoding is supported.

The descriptions bel ow use the foll ow ng shorthand notations for JSON
val ues. Term nology foll ows [ RFC4627].

<string>
A JSON string. Any Unicode string is allowed. |nplenentations
SHOULD di sal | ow nul | byt es.

<i d>
A JSON string matching [a-zA-Z ][a-zA-Z0-9 ]*. <id>s that begin
with are reserved to the inplenentati on and MJST NOT be used by
the user.

<versi on>
A JSON string that contains a version nunber that nmatches [0-9] +
\.[0-9]+\.[0-9]+

<bool ean>
A JSON true or fal se val ue.

<nunber >
A JSON nunber.

<i nt eger >
A JSON number with an integer value, within the range -(2**63)...+
(2**63) - 1.

<j son-val ue>
Any JSON val ue.

<nonnul | -j son-val ue>
Any JSON val ue except null

<error>
A JSON object with the foll owi ng nenbers:

"error": <string> required
"details": <string> opt i onal
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3.

2.

The value of the "error" nmenber is a short string, specified in
this docunment, that broadly indicates the class of the error

Most "error" strings are specific to contexts described el sewhere
in this docurment, but the following "error" strings may appear in
any context where an <error> is permtted:

"error": "resources exhausted"
The operation requires nore resources (nmenory, disk, CPU, etc.)
than are currently available to the database server.

"error": "I/Oerror"
Probl ens accessing the disk, network, or other required
resources prevented the operation from conpleting.

Dat abase i npl ement ati ons MAY use "error" strings not specified in
this document to indicate errors that do not fit into any of the
specified categories. Optionally, an <error> MAY include a
"details" menber, whose value is a string that describes the error
in nmore detail for the benefit of a human user or adm nistrator.
Thi s docunent does not specify the format or content of the
"details" string. An <error> MAY al so have ot her nenbers that
describe the error in nore detail. This docurment does not specify
the names or val ues of these nenbers.

Schema For mat

An Open vSwi tch configuration database consists of a set of tables,
each of which has a nunber of columms and zero or nore rows. A
schema for the database is represented by <database-schema>, as
descri bed bel ow.

<dat abase- schema>

A JSON object with the foll owi ng nenbers:

"nanme": <id> required
"version": <version> required
"cksunmt': <string> opti ona
"tabl es": {<id> <table-schema>, ...} required

The "name" identifies the database as a whole. It nust be

provided to nmost JSON-RPC requests to identify the database being
oper ated on.

The "version" reports the version of the database schema. It is
REQUI RED to be present. Open vSwitch semantics for "version" are
described in [DB-SCHEMA]. O her schemas nmay use it differently.
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The "cksuni optionally reports an inplenentation-defined checksum
for the database schenma. |Its use is primarily as a tool for
scherma devel opers, and clients SHOULD ignore it.

The value of "tables"” is a JSON object whose nanmes are tabl e nanes
and whose val ues are <tabl e-schenma>s.

<t abl e- schena>
A JSON object with the foll owi ng nenbers:

"colums": {<id> <columm-schema>, ...} required
"maxRows": <integer> opti ona
"i sRoot": <bool ean> opti ona
"i ndexes": [<col um-set>*] opti ona

The val ue of "colums" is a JSON object whose nanes are col um
names and whose val ues are <col umm-schenma>s.

Every table has the follow ng col unms whose definitions are not
i ncluded in the schenma

"_uuid": This columm, which contains exactly one UU D value, is
initialized to a random val ue by the database engi ne when it
creates arow. It is read-only, and its val ue never changes
during the lifetine of a row

" _version": Like " _uuid", this colum contains exactly one UU D
value, initialized to a random val ue by the database engi ne
when it creates a row, and it is read-only. However, its value
changes to a new random val ue whenever any other field in the
row changes. Furthernore, its value is epheneral: when the

dat abase i s cl osed and reopened, or when the database process
is stopped and then started again, each "_version" al so changes
to a new random val ue.

If "maxRows" is specified, as a positive integer, it limts the
maxi mum nunber of rows that may be present in the table. This is
a "deferred" constraint, enforced only at transaction comit tine
(see the "transact" request in Section 4.1.3). |If "maxRows" is
not specified, the size of the table is limted only by the
resources available to the database server. "maxRows" constraints
are enforced after unreferenced rows are deleted fromtables with
a false "isRoot".

The "isRoot" boolean is used to determi ne whether rows in the
table require strong references fromother rows to avoi d garbage
collection. (See the discussion of "strong" and "weak" references
bel ow i n the description of <base-type>.) |If "isRoot" is

Pfaff & Davie I nf or mati onal [ Page 8]



RFC 7047 OvSDB Managenent Prot ocol December 2013

specified as true, then rows in the table exist independent of any
references (they can be thought of as part of the "root set" in a
garbage collector). |If "isRoot" is omtted or specified as fal se
then any given rowin the table may exist only when there is at

| east one reference to it, with refType "strong", froma different
row (in the sane table or a different table). This is a
"deferred" action: unreferenced rows in the table are del eted just
bef ore transaction commt.

For compatibility with schemas created before "isRoot" was
introduced, if "isRoot" is omtted or false in every

<t abl e-schema> in a given <dat abase-schema>, then every table is
part of the root set.

If "indexes" is specified, it must be an array of zero or nore
<colum-set>s. A <columm-set> is an array of one or nore strings,
each of which names a colum. Each <columm-set> is a set of

col ums whose val ues, taken together within any given row, nust be
unique within the table. This is a "deferred" constraint,
enforced only at transaction conmit tine, after unreferenced rows
are del eted and dangling weak references are renoved. Epheneral
col ums may not be part of indexes.

<col um- schema>
A JSON object with the foll owi ng nenbers:

"type": <type> required
"ephemeral ": <bool ean> opti ona
"mut abl e": <bool ean> opti ona

The "type" specifies the type of data stored in this colum.

If "epheneral" is specified as true, then this colum’s values are
not guaranteed to be durable; they may be | ost when the database
restarts. A colum whose type (either key or value) is a strong
reference to a table that is not part of the root set is always
durabl e, regardless of this value. (Qherw se, restarting the

dat abase could | ose entire rows.)

If "mutable" is specified as false, then this colum’s val ues may
not be nodified after they are initially set with the "insert"
operation.

<type>
The type of a database colum. Either an <atonic-type> or a JSON
obj ect that describes the type of a database colum, with the
fol | owi ng nmenbers:
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"key": <base-type> required
"val ue": <base-type> opti ona
"mn": <integer> optiona
"max": <integer> or "unlimted" optiona
I[f "mn" or "max" is not specified, each defaults to 1. [If "max"

is specified as "unlinmted", then there is no specified maxi mum
nunber of el enents, although the inplenentation will enforce sone
limt. After considering defaults, "mn" nmust be exactly 0 or
exactly 1, "max" nust be at least 1, and "max" must be greater
than or equal to "mn".

If "min" and "max" are both 1 and "value" is not specified, the
type is the scalar type specified by "key".

If "mn" is not 1 or "max" is not 1, or both, and "val ue" is not
specified, the type is a set of scalar type "key".

If "value" is specified, the type is a map fromtype "key" to type
"val ue".

<base-type>
The type of a key or value in a database colum. Either an
<atom c-type> or a JSON object with the foll ow ng nenbers:

"type": <atom c-type> required

"enun': <val ue> optiona

"m nlnteger": <integer> optional, integers only

"max| nteger": <integer> optional, integers only
"mnReal ": <real > optional, reals only
"maxReal ": <real > optional, reals only

“m nLength": <integer> optional, strings only
"maxLengt h": <integer> optional, strings only

"ref Tabl e": <id> optional, UU Ds only

"ref Type": "strong" or "weak" optional, only with "refTabl e"

An <atomic-type> by itself is equivalent to a JSON object with a
singl e menber "type" whose value is the <atonic-type>.

"enunt nmay be specified as a <val ue> whose type is a set of one or
nore val ues specified for the nmenber "type". [If "enum is
specified, then the valid values of the <base-type> are limted to
those in the <val ue>.
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"enuni is mutually exclusive with the followi ng constraints:

If "type" is "integer", then "minlnteger" or "maxlnteger" or
both nmay al so be specified, restricting the valid integer
range. |If both are specified, then "maxl nteger" nust be
greater than or equal to "m nlnteger".

If "type" is "real", then "m nReal" or "naxReal" or both may
al so be specified, restricting the valid real range. If both
are specified, then "maxReal " nust be greater than or equal to
"m nReal ".

If "type" is "string", then "m nLength" and "nmaxLength" or both
may be specified, restricting the valid |l ength of val ue
strings. |If both are specified, then "maxLength" nust be
greater than or equal to "m nLength". String length is
nmeasured in characters.

If "type" is "uuid", then "refTable", if present, nust be the
nane of a table within this database. If "refTable" is
specified, then "ref Type" may al so be specified. |If "refTable"

is set, the effect depends on "ref Type"

+ |If "refType" is "strong" or if "refType" is omtted, the
allowed UUIDs are limted to UU Ds for rows in the named
tabl e.

+ If "refType" is "weak", then any UUI Ds are all owed, but
UUI Ds that do not correspond to rows in the named table wll
be automatically deleted. Wen this situation arises in a
map, both the key and the value will be deleted fromthe
map.

"ref Tabl e" constraints are "deferred" constraints: they are
enforced only at transaction conmit tine (see the "transact”
request in Section 4.1.3). The other constraints on <base-type>
are "imediate", enforced i medi ately by each operation

<atom c-type>

One of the strings "integer", "real", "boolean", "string", or
"uuid", representing the specified scalar type.

Pfaff & Davie I nf or mati onal [ Page 11]



RFC 7047 OvSDB Managenent Prot ocol December 2013

4. Wre Protoco

The dat abase wire protocol is inmplemented in JSON-RPC 1.0 [ JSON RPC] .
VWil e the JSON-RPC specification allows a range of transports,

i mpl enentati ons of this specification SHOULD operate directly over
TCP. See Section 6 for discussion of the TCP port.

4.1. RPC Met hods
The foll owi ng subsections describe the RPC nethods that are
supported. As described in the JSONRPC 1.0 specification, each
request conprises a string containing the nane of the nethod, a
(possibly null) array of paraneters to pass to the nethod, and a
request 1D, which can be used to match the response to the request.
Each response conprises a result object (non-null in the event of a
successful invocation), an error object (non-null in the event of an
error), and the I D of the matching request. More details on each
nethod, its parameters, and its results are described bel ow.
An OvVSDB server MJST inplement all of the follow ng methods. An
OvVSDB client MJST inplenent the "Echo" nethod and is otherw se free
to i nmpl enent whi chever methods suit the inplenentation s needs.

The operations that may be performed on the OVS dat abase using these
net hods (e.g., the "transact" nethod) are described in Section 5.

4.1.1. List Databases
This operation retrieves an array whose el enents are the names of the
databasgs that can be accessed over this managenent protoco
connecti on.
The request object contains the foll owi ng nenbers:
o "method": "list_dbs”
o "params": []
o "id": <nonnull-json-val ue>
The response object contains the foll ow ng nenbers:
o "result": [<db-nane>,...]
o "error": nul

o "id": same "id" as request
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4.

4.

1

1

2. Get Schemn

2013

This operation retrieves a <database-schema> that describes hosted

dat abase <db- nane>.

The request object contains the followi ng nenbers:
o "nethod": "get_ schemn"

o "params": [<db-nane>]

o "id": <nonnull-json-val ue>

The response object contains the foll owi ng nenbers:
o "result": <database-schema>

o "error": nul

o "id": same "id" as request

In the event that the database nanmed in the request does not exist,

the server sends a JSON-RPC error response of the follow ng form
o "result": null

o "error": "unknown dat abase"

o "id": same "id" as request

3. Transact

This RPC net hod causes the dat abase server to execute a series of
operations in the specified order on a given dat abase.

The request object contains the followi ng nenbers:

o "method": "transact"

o "params": [<db-nane>, <operation>*]

o "id": <nonnull-json-val ue>

The val ue of "id" MJST be unique anong all in-flight transactions

within the current JSON-RPC session. Oherw se, the server nay
return a JSON- RPC error.
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The "parans" array for this nmethod consists of a <db-nanme> that
identifies the database to which the transaction applies, foll owed by
zero or nmore JSON objects, each of which represents a single database
operation. Section 5 describes the valid operations. The database
server executes each of the specified operations in the specified
order, except if an operation fails, then the remaining operations
are not executed. The set of operations is executed as a single
atom c, consistent, isolated transaction. The transaction is
conmitted if and only if every operation succeeds. Durability of the
conmit is not guaranteed unless the "commit" operation, with
"durable" set to true, is included in the operation set. See

Section 5 for nore discussion of the database operations.

The response object contains the foll owi ng nenbers:
o "result": [<object>*]

o "error": nul

o "id": same "id" as request

Regardl ess of whether errors occur in the database operations, the

response is always a JSON-RPC response with null "error"™ and a
"result" nenber that is an array with the same nunber of elenments as
"parans". Each elenment of the "result" array corresponds to the sane

el emrent of the "parans" array. The "result" array el enents may be
interpreted as follows:

o0 A JSON object that does not contain an "error” menber indicates
that the operation conpleted successfully. The specific nmenbers
of the object are specified belowin the descriptions of
i ndi vi dual operations. Sone operations do not produce any
results, in which case the object will have no nenbers.

0 An <error> indicates that the matching operation conpleted with an
error.

0o A JSON null value indicates that the operation was not attenpted
because a prior operation fail ed.

In general, "result" contains some nunber of successful results,
possi bly followed by an error, in turn foll owed by enough JSON nul
val ues to match the nunber of elenents in "parans”". There is one
exception: if all of the operations succeed, but the results cannot
be conmitted, then "result" will have one nore el enment than "parans",
with the additional elenment being an <error>. In this case, the
possi ble "error"” strings include the follow ng:
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"error": "referential integrity violation"
When the conmit was attenpted, a columm’s val ue referenced the
UUID for a row that did not exist in the table naned by the
colum’s <base-type> key or value "refTable" that has a "ref Type"
of "strong". (This can be caused by inserting a row that
ref erences a nonexistent row, by deleting a rowthat is stil
ref erenced by another row, by specifying the UU D for a rowin the
wrong table, and other ways.)

"error": "constraint violation"
A number of situations can arise in which the attenpted commt
would lead to a constraint on the database being violated. (See
Section 3.2 for nore discussion of constraints.) These situations
i ncl ude:

*  The nunber of rows in a table exceeds the maxi num nunber
permtted by the table s "nmaxRows" val ue.

* Two or nore rows in a table had the sane values in the col ums
that conprise an index.

* A colum with a <base-type> key or val ue "ref Tabl e" whose
"ref Type" is "weak" becane enpty due to deletion(s), and this
colum is not allowed to be enpty because its <type> has a
"mn" of 1. Such deletions nay be the result of rows that it
ref erenced being del eted (or never having existed, if the
colum’s row was inserted within the transaction).

"error": "resources exhausted"
The operation requires nore resources (nmenory, disk, CPU, etc.)
than are currently available to the database server.

"error": "I/Oerror"
Probl ems accessing the di sk, network, or other required resources
prevented the operation from conpl eting.

| f "parans" contains one or nore "wait" operations, then the
transaction nmay take an arbitrary amount of tinme to conplete. The
dat abase i npl ementati on MJUST be capabl e of accepting, executing, and
replying to other transactions and other JSON-RPC requests while a
transaction or transactions containing "wait" operations are

out st andi ng on the sane or different JSON- RPC sessions.
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4.1.4. Cance
The "cancel " method is a JSON-RPC notification, i.e., no matching
response is provided. It instructs the database server to
i medi ately conpl ete or cancel the "transact" request whose "id" is
the sanme as the notification's "parans" value. The notification
obj ect has the follow ng nenbers:
o "method": "cancel"
o "params": [the "id" for an outstanding request]
o "id": nul
If the "transact" request can be conpleted i medi ately, then the
server sends a response in the formdescribed for "transact"
(Section 4.1.3). Oherw se, the server sends a JSON-RPC error
response of the following form
o "result": null
o "error": "cancel ed"
o "id": the "id" menber of the cancel ed request.
The "cancel " notification itself has no reply.

4.1.5. DMonitor
The "nmonitor" request enables a client to replicate tables or subsets
of tables within an OvSDB dat abase by requesting notifications of
changes to those tables and by receiving the conplete initial state
of a table or a subset of a table. The request object has the
fol |l owi ng menbers:
o "method": "nmonitor"
o "parans": [<db-nane>, <json-value>, <nonitor-requests>]
o "id": <nonnull-json-val ue>
The <json-val ue> paraneter is used to natch subsequent update
notifications (see below) to this request. The <nonitor-requests>

obj ect naps the nanme of the table to be nonitored to an array of
<nmoni t or - request > obj ect s.
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Each <nmonitor-request> is an object with the foll owi ng nenbers:

"“colums": [<col um>*] opti ona
"select": <nonitor-select> opt i onal

The colums, if present, define the colums within the table to be
noni tored. <nmonitor-select> is an object with the foll owi ng nenbers:

"initial": <bool ean> optiona
"insert": <bool ean> opti ona
"del ete": <bool ean> opti ona
"modi fy": <bool ean> opti ona

The contents of this object specify how the colums or table are to
be monitored, as explained in nore detail bel ow

The response object has the foll owi ng nenbers:
o "result": <table-updates>

o "error": nul

o "id": sanme "id" as request

The <t abl e-updates> object is described in detail in Section 4.1.6.
It contains the contents of the tables for which "initial" rows are
selected. If no tables’ initial contents are requested, then

"result" is an enpty object.

Subsequently, when changes to the specified tables are committed, the
changes are automatically sent to the client using the "update"
nonitor notification (see Section 4.1.6). This nonitoring persists
until the JSON-RPC session terminates or until the client sends a
"moni tor _cancel " JSON- RPC request .

Each <nonitor-request> specifies one or nore colums and the manner
in which the colums (or the entire table) are to be nonitored. The
"col ums" nenber specifies the colums whose val ues are nonitored.

It MUST NOT contain duplicates. |If "colums”" is onmitted, all columms
in the table, except for "_uuid", are nonitored. The circumstances
in which an "update"” notification is sent for a rowwithin the table
are determ ned by <nonitor-sel ect>:

o If "initial" is omtted or true, every rowin the table is sent as
part of the response to the "monitor" request.

o If "insert" is omtted or true, "update" notifications are sent
for rows newly inserted into the table.
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o If "delete" is omitted or true, "update" notifications are sent
for rows deleted fromthe table.

o If "nodify" is omitted or true, "update" notifications are sent
whenever a row in the table is nodified.

If there is nore than one <nopnitor-request> in an array, then each
<monitor-request> in the array should specify both "colums" and
"select", and the "columms" MJST be non-overl appi ng sets.

4.1.6. Update Notification

The "update" notification is sent by the server to the client to
report changes in tables that are being nmonitored followi ng a
"monitor" request as described above. The notification has the
fol | owi ng menbers:

o "nethod": "update"
o "paranms": [<json-value> <table-updates>]
o "id": nul

The <json-value> in "parans" is the sane as the val ue passed as the
<j son-value> in "parans" for the corresponding "nmonitor" request.

<t abl e-updates> is an object that maps froma table nane to a

<t abl e-update>. A <table-update> is an object that maps fromthe
row s UUDto a <row update> object. A <rowupdate> is an object
with the foll owi ng nenbers:

"ol d": <row> present for "delete" and "nodify" updates
"new': <row> present for "initial", "insert", and "nodi fy" updates

The format of <row> is described in Section 5.1.

Each table in which one or nore rows has changed (or whose initia
view is being presented) is represented in <tabl e-updates>. Each row
that has changed (or whose initial viewis being presented) is
represented in its <table-update> as a nenber with its nane taken
fromthe row s " _uuid" menber. The corresponding value is a

<r ow updat e>

o The "ol d" nmenber is present for "delete" and "nodify" updates.
For "del ete" updates, each nonitored colum is included. For
"modi fy" updates, the prior value of each nonitored col um whose
val ue has changed is included (nonitored columms that have not
changed are represented in "new').
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o The "new' nenber is present for "initial", "insert", and "nodify"
updates. For "initial" and "insert" updates, each nonitored
colum is included. For "nodify" updates, the new val ue of each
nmoni tored colum is included.

Note that initial views of rows are not presented in update

notifications, but in the response object to the nonitor request.

The formatting of the <tabl e-updates> object, however, is the sane in

ei t her case.

4.1.7. DMonitor Cancellation

The "nonitor_cancel" request cancels a previously issued nonitor
request. The request object nmenbers are:

o "method": "nonitor_cancel"
o "parans": [<json-val ue>]
o "id": <nonnull-json-val ue>
The <json-value> in "parans" matches the <json-value> in "parans" for
the ongoing "nonitor" request that is to be canceled. No nore
"updat e" nessages will be sent for this table nonitor. The response
to this request has the followi ng nenbers:
o "result": {}
o "error": nul
o "id": the request "id" nenber
In the event that a nonitor cancellation request refers to an unknown
noni tor request, an error response with the foll ow ng nenbers is
returned:
o "result": null
o "error": "unknown nonitor"
o "id": the request "id" menber

4.1.8. Lock Operations
Three RPC net hods, "lock", "steal", and "unlock", provide support to
clients to perform]locking operations on the database. The database

server supports an arbitrary nunmber of |ocks, each of which is
identified by a client-defined ID. At any given tinme, each | ock may
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have at nobst one owner. The precise usage of a lock is deterni ned by
the client. For exanple, a set of clients may agree that a certain
table can only be witten by the owner of a certain |ock. OVSDB
itself does not enforce any restrictions on how | ocks are used -- it
simply ensures that a | ock has at npbst one owner.

The RPC request objects have the foll owi ng nenbers:

o "method": "lock", "steal", or "unl ock"

o "params": [<id>]

o "id": <nonnull-json-val ue>

The response depends on the request and has the followi ng nenbers:

o "result": {"locked": bool ean} for "l ock"

o "result": {"locked": true} for "steal"

o "result": {} for "unl ock"

o "error": nul

o "id": same "id" as request

The three methods operate as foll ows:

o "lock": The database will assign this client ownership of the | ock
as soon as it becomes available. Wen multiple clients request
the sanme | ock, they will receive it in first-cone, first-served
or der.

o "steal": The database i medi ately assigns this client ownership of
the lock. If there is an existing owner, it |oses ownership

o "unlock": If the client owns the lock, this operation releases it.

If the client has requested ownership of the [ock, this cancels
the request.

(d osing or otherw se disconnecting a database client connection
unl ocks all of its |ocks.)

For any given lock, the client MUST alternate "l ock" or "steal"
operations with "unl ock" operations. That is, if the previous
operation on a lock was "lock" or "steal", it MJST be foll owed by an
"unl ock" operation, and vice versa.
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For a "lock" operation, the "l ocked" nmenber in the response object is
true if the lock has already been acquired and false if another
client holds the lock and the client’s request for it was queued. In
the latter case, the client will be notified later with a "l ocked"
message (Section 4.1.9) when acquisition succeeds.

These requests conplete and send a response qui ckly, w thout waiting.
The "l ocked" and "stolen" notifications (see below) report
asynchronous changes to ownership

Note that the scope of a lock is a database server, not a database
hosted by that server. A client may choose to inplenent a nam ng
convention, such as "<db-nanme>__ <l ock-nane>", which can effectively
l[imt the scope of a lock to a particul ar database.

4.1.9. Locked Notification
The "l ocked" notification is provided to notify a client that it has

been granted a lock that it had previously requested with the "Il ock"
met hod descri bed above. The notification has the foll owi ng nenbers:

o "nethod": "Il ocked"
o "parans": [<id>]
o "id": nul

"Paranms" contains the name of the | ock that was given in the "l ock"
request. The notified client now owns the | ock named in "parans”.

The dat abase server sends this notification after the reply to the
correspondi ng "l ock" request (but only if the "l ocked" nenber of the
response was fal se) and before the reply to the client’s subsequent
"unl ock" request.

4.1.10. Stolen Notification
The "stolen" notification is provided to notify a client, which had
previously obtained a | ock, that another client has stol en ownership
of that lock. The notification has the follow ng menbers:
o "method": "stolen"
o "paranms": [<id>]

o "id": nul
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The notified client no | onger owns the |lock naned in "parans". The
client MUST still issue an "unlock" request before performng any
subsequent "l ock" or "steal" operation on the | ock
If the client originally obtained the | ock through a "l ock" request,
then it will automatically regain the lock |later after the client
that stole it releases it. (The database server will send the client
a "locked" notification at that point to let it know)
If the client originally obtained the | ock through a "steal" request,
the dat abase server won't automatically reassign it ownership of the
| ock when it | ater becones available. To regain ownership, the
client nust "unlock" and then "l ock" or "steal" the | ock again
4.1.11. Echo
The "echo" nethod can be used by both clients and servers to verify
the liveness of a database connection. It MJST be inplenmented by
both clients and servers. The nenbers of the request are:
o "method": "echo"
o "params": JSON array with any contents
o "id": <json-val ue>
The response object has the foll owi ng nenbers:
o "result": sanme as "parans"
o "error": nul
o "id": the request "id" menber
5. Dat abase Operations

Thi s section describes the operations that nay be specified in the
"transact" method described in Section 4.1.3.

5.1. Notation

We introduce the follow ng notation for the discussion of operations.

<db- nanme>
An <id> that nanes a database. The valid <db-name>s can be
obtai ned using a "list_dbs" request. The <db-name> is taken from

the "name" nenber of <database-schenma>.
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<t abl e>
An <id> that names a table.

<col um>
An <id> that names a table col um.

<r ow>
A JSON obj ect that describes a table row or a subset of a table
row. Each menber is the name of a table colum paired with the
<val ue> of that col um.

<val ue>
A JSON val ue that represents the value of a colum in a table row,
one of <atonp, <set>, or <map>.

<at onp
A JSON val ue that represents a scal ar value for a colum, one of
<string> <nunber>, <hool ean>, <uuid> or <named-uuid>.

<set >
Ei ther an <atomp, representing a set with exactly one el enent, or
a 2-elenent JSON array that represents a database set value. The
first element of the array must be the string "set", and the
second el enent nust be an array of zero or nobre <atonps giving the
values in the set. Al of the <atonps nust have the sane type.

<map>
A 2-element JSON array that represents a database map value. The
first element of the array must be the string "map", and the
second el enent nust be an array of zero or nobre <pair>s giving the
values in the map. All of the <pair>s nust have the sane key and
val ue types.

(JSON obj ects are not used to represent <map> because JSON only
allows string nanmes in an object.)

<pair>
A 2-element JSON array that represents a pair within a database
map. The first element is an <atonk that represents the key, and
the second elenment is an <atonk that represents the val ue.
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<uui d>
A 2-element JSON array that represents a UUD. The first el enent
of the array nust be the string "uuid", and the second el enent
must be a 36-character string giving the UUD in the format
descri bed by RFC 4122 [ RFC4122]. For exanple, the follow ng
<uui d> represents the UU D 550e8400- e29b- 41d4- a716- 446655440000:

["uuid", "550e8400-e29b-41d4-a716-446655440000"]

<named- uui d>
A 2-element JSON array that represents the UUID of a row inserted
in an "insert" operation within the sane transaction. The first
el ement of the array nust be the string "naned-uuid", and the
second el enment should be the <id> specified as the "uui d-name" for
an "insert" operation within the sane transaction. For exanple,
if an "insert" operation within this transaction specifies a
"uui d- name" of "myrow', the foll ow ng <naned-uui d> represents the
UUI D created by that operation

[ "naned- uui d", "nyrow']

A <naned-uui d> may be used anywhere a <uuid> is valid. This
enabl es a single transaction to both insert a new row and then
refer to that row using the "uuid-nane" that was associated with
that row when it was inserted. Note that the "uuid-name" is only
meani ngful within the scope of a single transaction

<condi ti on>
A 3-elenment JSON array of the form[<colum>, <function>, <value>]
that represents a test on a colunn value. Except as otherw se
speci fied bel ow, <val ue> MJUST have the sanme type as <columm>. The
nmeani ng depends on the type of <col um>:

i nteger or rea
<f unct I On> rn_jst be n <II , n <:II , n ::II , n ! :II , n >:II , n >II ,
"includes", or "excludes".

The test is true if the colum’s value satisfies the relation
<function> <value>, e.g., if the colum has value 1 and <val ue>
is 2, the test is true if <function>is "<", "<=", or "!=", but
not ot herw se.

"includes" is equivalent to "=="; "excludes" is equivalent to
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bool ean or string or uuid

<function> nmust be "!=", "==", "includes", or "excludes"
If <function> is "==" or "includes", the test is true if the
colum’s val ue equals <value>. If <function>is "!=" or

"excludes", the test is inverted.

set or map

<function> rmust be "!=", "==", "includes", or "excludes"

If <function>is "==", the test is true if the colum’s val ue
contains exactly the same values (for sets) or pairs (for
maps). |If <function>is "!=", the test is inverted.

If <function> is "includes", the test is true if the colum’s
val ue contains all of the values (for sets) or pairs (for maps)
in <value>. The columm’s value may al so contain other val ues
or pairs.

I f <function> is "excludes", the test is true if the colum’s
val ue does not contain any of the values (for sets) or pairs

(for maps) in <value>.  The colum’s val ue may contain ot her

val ues or pairs not in <val ue>.

If <function> is "includes" or "excludes", then the required
type of <value> is slightly relaxed, in that it may have fewer
than the m ni mum nunber of elements specified by the colum’s
type. |If <function> is "excludes", then the required type is
additionally relaxed in that <value> may have nore than the
maxi mum nunber of el enents specified by the colum’s type.

<function>
O.1e Of n <Il , n <:Il , n ::Il , n ! :Il , n >:Il , n >Il , n i ncl udes" , Or
"excl udes"

<mut ati on>
A 3-element JSON array of the form[<colum>, <nutator>, <val ue>]
that represents a change to a columm value. Except as otherw se
speci fied bel ow, <value> nust have the sane type as <colum>. The
meani ng depends on the type of <col um>:

i nteger or rea

<mut ator> nmust be "+=", "-="  "*="_ "/="_ or (integer only)
"9%". The val ue of <co|unn> is changed to the sum difference,
product, quotient, or remminder, respectively, of <columm> and
<val ue>.

Constraints on <columm> are ignored when parsing <val ue>.
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bool ean, string, or uuid
No valid <nutator>s are currently defined for these types.

set
Any <mutator> valid for the set’s elenent type may be applied
to the set, in which case the nutation is applied to each
nmenber of the set individually. <value> nust be a scal ar val ue
of the sane type as the set’s elenent type, except that
constraints are ignored when parsing <val ue>.

If <mutator>is "insert", then each of the values in the set in
<value> is added to <colum> if it is not already present. The
required type of <value> is slightly relaxed, in that it nmay
have fewer than the m ni mum nunber of el enents specified by the
colum’s type

If <mutator> is "delete", then each of the values in the set in
<value> is renmoved from<colum> if it is present there. The
required type is slightly relaxed in that <val ue> may have nore
or less than the maxi mum nunber of el enents specified by the
colum’s type

map
<mut ator> nust be "insert" or "delete".

If <mutator>is "insert", then each of the key-value pairs in
the map in <value> is added to <colum> only if its key is not
already present. The required type of <value> is slightly

rel axed, in that it may have fewer than the m ni mum nunber of
el enents specified by the colum’s type

If <mutator> is "delete", then <value> may have the sane type
as <columm> (a map type), or it may be a set whose el enent type
is the same as <colum>"s key type:

+ |If <value>is a map, the nutation del etes each key-val ue
pair in <columm> whose key and val ue equal one of the key-
val ue pairs in <val ue>

+ |If <value> is a set, the nutation del etes each key-val ue
pair in <columm> whose key equal s one of the values in
<val ue>.

For "delete", <value> may have any nunber of el enents,

regardl ess of restrictions on the nunber of elenents in
<col um>.

Pfaff & Davie I nf or mati onal [ Page 26]



RFC 7047 OvSDB Managenent Prot ocol December 2013

<nut at or >
me Of n +:u, |l_:||, |l*:||, u/:u, n 0/§|I, ui nsert", or udel et e".

5.2. (Operations

The operations that may be performed as part of a "transact" RPC
request (see Section 4.1.3) are described in the follow ng
subsections. Each of these operations is a JSON object that nmay be
i ncluded as one of the elenents of the "parans" array that is one of
the elements of the "transact" request. The details of each object,
its semantics, results, and possible errors are described bel ow

5.2.1. | nsert

The "insert" object contains the foll owi ng nenbers:

"op": "insert" required
"tabl e": <table> required
"row': <row> required
"uui d- nanme": <id> opti ona

The corresponding result object contains the foll ow ng nenber:
“uuid": <uuid>

The operation inserts "row' into "table". |If "row' does not specify
values for all the colums in "table", those columms receive default
val ues. The default value for a columm depends on its type. The
default for a colum whose <type> specifies a "mn" of 0 is an enpty
set or enpty map. O herwise, the default is a single value or a
singl e key-val ue pair, whose val ue(s) depend on its <atom c-type>:

o "integer" or "real": O

o "boolean": false

o "string": "" (the enpty string)

o "uuid": 00000000-0000-0000-0000- 000000000000

The new row recei ves a new, randomy generated UUD. If "uuid-name"
is supplied, then it is an error if <id> is not unique anong the
"uui d-nane"s supplied on all the "insert" operations within this

transaction. The UU D for the newrowis returned as the "uuid"
nmenber of the result.
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5.

2.

The errors that may be returned are as foll ows:

“error": "duplicate uuid-nanme"
The sane "uui d-nane" appears on another "insert" operation within
this transaction.

“error": "constraint violation"
One of the values in "row' does not satisfy the inmedi ate
constraints for its colum’s <base-type>. This error will occur

for colums that are not explicitly set by "row' if the default
val ue does not satisfy the colum’s constraints.

2. Select

The "sel ect" object contains the foll owi ng nenbers:

"op": "select" required
"tabl e": <table> required
"where": [<condition>*] required
"“colums": [<col um>*] opti ona

The corresponding result object contains the foll ow ng nenber:

rows": [ <row>*]

The operation searches "table" for rows that match all the conditions
specified in "where". |If "where" is an enpty array, every rowin
"table" is selected.

The "rows" nenber of the result is an array of objects. Each object
corresponds to a matching row, with each colum specified in
"colums" as a nenber, the colum’s nane as the menber nanme, and its
val ue as the nenber value. |If "colums" is not specified, all the
table’s colums are included (including the internally generated
"_uuid" and "_version" colums). If two rows of the result have the
sanme values for all included colums, only one copy of that rowis
included in "rows". Specifying " uuid" within "colums" will avoid
droppi ng duplicates, since every row has a uni que UU D

The ordering of rows within "rows" is unspecified.
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5.2.3. Update

The "update" object contains the foll owi ng nenbers:

"op": "update" required
"tabl e": <table> required
"where": [<condition>*] required
"row': <row> required

The corresponding result object contains the foll ow ng nenber:
"count": <integer>

The operation updates rows in a table. It searches "table" for rows
that match all the conditions specified in "where". For each

mat ching row, it changes the value of each colum specified in "row'
to the value for that colum specified in "row'. The " _uuid" and

" version" columms of a table may not be directly updated with this
operation. Colums designated read-only in the schema al so may not
be updat ed.

The "count" nenber of the result specifies the nunber of rows that
mat ched.

The error that may be returned is:
“error": "constraint violation"
One of the values in "row' does not satisfy the inmediate

constraints for its colum’s <base-type>

5.2.4. Mitate

The "rmut ate" object contains the foll owi ng nenbers:

"op": “"nmutate" required
"tabl e": <table> required
"where": [<condition>*] required
"nmutations": [<nutation>*] required

The corresponding result object contains the foll ow ng nenber:

"count": <integer>

The operation nutates rows in a table. It searches "table" for rows
that match all the conditions specified in "where". For each
matching row, it rmutates its colums as specified by each <nmutation>
in "mutations", in the order specified.
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The " _uuid" and " _version" colums of a table nmay not be directly
nodi fied with this operation. Colums designated read-only in the
schema al so may not be updated

The "count” nmenber of the result specifies the nunber of rows that
mat ched.

The errors that may be returned are:

"error": "dommin error"
The result of the nmutation is not mathematically defined, e.g.
di vi si on by zero.

"error": "range error"
The result of the nmutation is not representable within the
dat abase’s format, e.g., an integer result outside the range
INT64_M N...INT64_MAX or a real result outside the range
- DBL_MAX. . . DBL_MAX.

"error": "constraint violation"
The nmutation caused the colum’s value to violate a constraint,
e.g., it caused a colum to have nore or fewer values than are

al lowed, an arithnetic operation caused a set or map to have
duplicate elenments, or it violated a constraint specified by a
colum’s <base-type>.

5.2.5. Delete

The "del ete” object contains the foll owi ng nenbers:

"op": "delete" required
"tabl e": <table> required
"where": [<condition>*] required

The corresponding result object contains the foll ow ng nenber:
"count": <integer>
The operation deletes all the rows from"table" that match all the

conditions specified in "where". The "count" nenber of the result
speci fies the nunber of deleted rows.
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5.2.6. Wit

The "wait" object contains the follow ng nmenbers:

"op": "wait" required
“tinmeout": <integer> opti ona
"tabl e": <table> required
"where": [<condition>*] required
"“colums": [<col um>*] required
“until": "==" or "!=" required
"rows": [<row>*] required

There is no corresponding result object.

The operation waits until a condition becones true.

[f "until™ is "==", it checks whether the query on "table" specified
by "where" and "colums", which is evaluated in the sane way as
specified for "select", returns the result set specified by "rows".
If it does, then the operation conpletes successfully. Oherw se,

the entire transaction rolls back. It is automatically restarted
|ater, after a change in the database makes it possible for the
operation to succeed. The client will not receive a response unti

the operation pernmanently succeeds or fails.

[f "until" is "!=", the sense of the test is negated. That is, as
long as the query on "table" specified by "where" and "col ums"
returns "rows", the transaction will be rolled back and restarted
| ater.

If "timeout" is specified, then the transaction aborts after the
speci fied nunber of mlliseconds. The transaction is guaranteed to
be attenpted at | east once before it aborts. A "timeout" of 0 wll
abort the transaction on the first msnatch.

The error that may be returned is:

"error": "tinmed out"
The "tinmeout" was reached before the transaction was able to
conpl et e.
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5.2.7. Commt
The "commit" object contains the foll owi ng nenbers:

"op": "commit" required
"durabl e": <bool ean> required

There is no corresponding result object.

If "durable" is specified as true, then the transaction, if it

conmmits, will be stored durably (to disk) before the reply is sent to

the client. This operation with "durable" set to false is

ef fectively a no-op.

The error that may be returned is:

"error": "not supported"
When "durable" is true, this database inplenmentati on does not
support durable commts.

5.2.8. Abort

The "abort" object contains the follow ng nenber:

op": "abort" required

There is no corresponding result object (the operation never
succeeds) .

The operation aborts the entire transaction with an error. This my
be useful for testing.

The error that will be returned is:

"error": "aborted"
This operation always fails with this error.

5.2.9. Coment
The "comrent" object contains the foll ow ng menbers:

"op": "coment" required
"comment": <string> required

There is no corresponding result object.
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The operation provides infornmation to a database admi nistrator on the
purpose of a transaction. The ovsdb-server inplenentation, for
exanpl e, adds comments in transactions that nodify the database to
the database journal. This can be hel pful in debugging, e.g., when
there are multiple clients witing to a database. An exanple of this
can be seen in the ovs-vsctl tool, a conmand line tool that interacts
wi th ovsdb-server. Wen perform ng operations on the database, it

i ncl udes the command that was invoked (e.g., "ovs-vsctl add-br br0")
as a conment in the transaction, which can then be seen in the
journal alongside the changes that were made to the tables in the

dat abase.

5.2.10. Assert
The assert object contains the follow ng nmenbers:

"op": "assert" required
"l ock": <id> required

Result object has no nenbers.

The assert operation causes the transaction to be aborted if the
client does not own the | ock naned <id>.

The error that may be returned is:

"error": "not owner"
The client does not own the named | ock

6. | ANA Consi derations

| ANA has assigned TCP port 6640 for this protocol. Earlier
i mpl enent ati ons of OVSDB used anot her port number, but conpliant
i mpl enent ati ons shoul d use the | ANA-assi gned nunber.

| ANA has updated the reference for port 6640 to point to this
document .

7. Security Considerations

The main security issue that needs to be addressed for the OvVSDB
protocol is the authentication, integrity, and privacy of
conmuni cati ons between a client and server inplenenting this
protocol. To provide such protection, an OVSDB connecti on SHOULD be
secured using Transport Layer Security (TLS) [RFC5246]. The precise
details of how clients and servers authenticate each other is highly
dependent on the operating environment. It is often the case that
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9.

9.

9.

OvSDB clients and servers operate in a tightly controlled
environnent, e.g., on machines in a single data center where they
comuni cate on an isol ated nanagenment network.
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