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Abst ract

Wth the ubiquitous success of service discovery techni ques, curious
clients are faced with an increasing overload of service instances
and options |isted when they browse for services. A typical domain
may contain web servers, renpote desktop servers, printers, file
servers, video content servers, autonmatons, Points of Presence using
artificial intelligence, etc., all advertising their presence.
Unsurprisingly, it is expected that some protocols and services wll
choose the confort of anonymity and avoid di scovery.

This meno descri bes a new experinental protocol for this purpose
utilizing the Domai n Pseudonym System (DPS), and di scusses strategies
for its successful inplenentation and depl oynent.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This is a contribution to the RFC Series, independently
of any other RFC stream The RFC Editor has chosen to publish this
document at its discretion and nakes no statenment about its value for
i mpl enentati on or deploynment. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6593.
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Copyri ght Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent.
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1

1

2.

2.

| ntroducti on

In today’'s donains, there are services that, by choice, prefer to not
be advertised and to cloak thensel ves with a shroud of anonymty.
However, protocols do not address the needs of these services. To
solve this, we propose a new paradi gm of service hide-and-go-seek for
services that do not want to be discovered. A client nmay be | ooking
for a service, but an apathetic, playful, overwhel ned, or shy service
m ght prefer a hide or hint engagenent, instead of directly show ng
itself.

1. Scope
Thi s docunent is unscoped, as the scoping service cannot be found.
Procedures Using the Domai n Pseudonym System

Certain services conceal thenselves with the intent of not being
found, perhaps, by clients. The client trying to find the sneaky
service is referred to as "seeker" or nore precisely as "it". The
conceal ed service is referred to as "hider". The process of Service
Undi scovery usi ng hi de-and-go-seek is achi eved using the Domain
Pseudonym System (DPS), in which a service instance can hide behind a
fictitious, fallacious, or facetious nane. For exanple, a nusic
stream ng service nmay advertise itself as a tax collection agency’'s
web site.

1. Count to Live (CTL) for IPv4 and Count Limt (CL) for |IPv6

The service hide-and-go-seek process begins with a services "ready or
not" sequence whereby the "it" counts up to a default Count to Live
(CTL) or Count Limt (CL) of 50. Services that are in hiding can
change their hiding names while "it" is not |ooking, but when doing
so their CIL (or CL) is decremented by one. It is inmperative that
"it" counts by one (count++) until reaching the CTL or CL. If "it"
attenpts to skip-count, and if this is discovered, its count is reset

to zero.

If aclient ("it") attenpts to peek into a list of services before
reaching the CIL, "it" will be placed into a "timeout" state in which
"it" is denied access to all services until the hider feels "it" has
learned its lesson. Qher services may choose to nock "it" while
"it" is in "tinmeout".
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2.

2.

2.

2.

3.

4.

Implicit and Explicit Hiding

Various strategies can be used by service hiders, so that "it" (the
go-seeker) does not find them Inplicit strategies are nbpst comon
yet very effective, and enploy Silence-as-a-Service (SiaaS). On the
ot her hand, explicit strategies are best exenplified by an "I am not
here" argunent. Service nanes such as "enpty", "no%0Oone", "gone-
fishing", "/dev/ilinside", "/dev/ious", "out-to-lunch", "/opt/out",
“fopt/ional", "/vol/atile", and "you’re-not-much-of-a-bl oodhound- ar e-

you- Sher | ock"” are anong the nost comronly used for explicit hiding.
Tinmeout State and Finite State Machine for M sbehaving Cients

As discussed in Section 2.1, if "it" attenpts to access a hiding
service before the CTL (or CL) has expired, "it" will be placed into
a "timeout" state and denied access to all services. Wen "it"
attenpts to contact any |Pv4-based service during this period, the
service will reply with an | CVMPv4 Destination Unreachabl e nessage
type (1) and a code of "Commruni cation Adm nistratively Prohibited"
(13). An IPv6 service will also reply with an | CMPv6 Destination

Unr eachabl e message type (3) and a code of "comunication with
destination adm nistratively prohibited" (1). Services will continue
to reply with such nmessages until such time that they feel "it" has
learned its lesson. During the "timeout" period, services may al so
choose to randomy send ICMP insults to "it". |CWPv4 type 253
(reserved for experimentation [RFCA727]) is used to specify an
"Insult" class of messages, while | CVMPv6 type 200 (reserved for
experimentation [ RFC4443]) is used for the same purpose. Wthin each
type, there are three experinmental codes.

LCSER (code 0): The service wishes to convey that "it" is
i ncapabl e of w nni ng

DORK (code 1): The service wants to inply that "it" is
stupid or silly

TODAY IS SPECI AL (code 2): The service intends to respond to the
guestion "are you always this stupid or
is today a special occasion?"

Echo

Echo, derived from[RFC0862], can also be an effective hiding
technique. The hider sinply repeats the service nane that another
service instance advertises, ensuring it is in UTF-27 | owercase to
convey that it was fading out. The hider may al so choose to echo the
go- seeker’s request back to the go-seeker as-is.
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2.5. Service-as-a-Service (SaaS) Method

Thi s method can be used recursively (i.e., this nethod can be used
recursively (i.e., this method can be used recursively (i.e., this
met hod can be used recursively))). (See Section 2.5).

2.6. Foobar, Mnonynous, and other Disguises

A common practice is for services to enploy the use of nobnonyns. In
fact, there are docunmented use cases of using nononyns such as great
Brazilian athletes or fampbus nusicians, such as Prince (or "the-
service-formal | y-known-as-Prince") as a service. These are

techni ques all owed by the protocol definition to hide a service.
Simlarly, metasyntactic service nanes (e.g., foo, bar, foobar, baz,
and other aliases) are among the nost evol ved hidi ng techniques.
Conversely, hypocorisnms do not hide the service and typically lead to
confusion. Hiders requiring government-|evel security may sinply
respond with "service-name-redacted", essentially presenting the go-
seeker with a black bar where the service name woul d be.

2.7. Hinting

If a go-seeker requests a service list froma hider, the hider can
optionally respond with a GUESS reply instead of the service list.
The go-seeker will then request specific services fromthe hider
usi ng HI NT- REQUEST PDUs, and the hider will respond with tenperature-
based HI NT-REPLY PDUs to indicate whether or not the go-seeker is
close to identifying an avail abl e service. For exanple, the go-
seeker may request a web service, and the hider can respond with WARM
or COLD HINT types to indicate if a related service nmght be
avai |l abl e. A go-seeker may only guess up to 20 tinmes. After which
the go-seeker must reset the CTL/CL before guessing again. This is
depicted in Figure 1
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et Hi der

[---------- HI NT- REQUEST---------- >|
[web service] |

|
R — HI NT- REPLY- <= - -« == =< - - |
I [ COLD]

|
[---------- HI NT- REQUEST---------- >|
[ print service] |

I

|

R — HI NT- REPLY- <= - -« == =< - - |
| [ FREEZI NG |
|

Figure 1: Hinting

Thi s docunent defines the following H NT types. HI NTs are nutually
excl usi ve.

ABSCLUTE- ZERO : The seeker is not even close to identifying an
avail abl e service

FREEZI NG . The seeker is remptely close to identifying an
avail abl e service

CaLD : The seeker is somewhat close to identifying an
avail abl e service

WARM . The seeker is fairly close to identifying an
avail abl e service

HOT : The seeker is very close to identifying an avail able
service

BURNI NG UP . The seeker is extrenely close and is on the verge of

identifying an avail abl e service

To allow for the variability in geographic weather, extensibility
t hrough vendor-specified H NT types is possible. These night

i ncl udes H NTs such as "COLDER THAN A FREEZER | N ANTARCTI CA". New
H NT types do not need registration
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2.8. Truth or Dare as Disambi guation

Hinting, unlike truth or dare, does not require "it" to conplete any
chal | enges ot her than nmaking guesses to obtain a service list. "It"
is also forbidden from asking the hider any personal questions.

3. Protocol Definition

DPS, needing a reliable transport, uses TCP. However, DPS packets
(both uni cast and omicast) need to signal their nmpbod as Sneaky ;)
[ RFC5841] .

4. Security Considerations

I nherently, services not discovered are nore secure than those

di scovered, due to their obscurity. However, the discoverability or
undi scoverability of a given service is largely independent of its
security characteristics. |Instead, an inplenentor is guided to

[ RFC3514] to denote evilness (and associated security) status. Since
[ RFC3514] only defines evil and non-evil intent of packets, this
docunent suggests assigning an "l amnot sure" additional value for
the evil bit. The intentional anbiguity of this additional state
makes it a perfect third value for a binary bit.

5. 1 ANA Consi derati ons

I ANA is strongly encouraged to | ook the other way and pretend they
know not hing of this. This document uses val ues reserved by | ANA for
experimentation. It uses |ICWv4 type 253 and | CMPv6 type 200 for
"Insult" with three experinental codes in each, "LCSER' (0), "DORK"
(1), and "TODAY | S SPECI AL" (2). After the experinental phase, well-
known hi di ng nanes, including "gone-fishing", "foobar", "service-
nane-redacted", and all others |isted throughout this docunment coul d
be reserved. Fampbus stage names and Three-Letter Acronyns (TLAS)

[ RFC5513] could al so be reserved. Lastly, 1ANA is begged to reserve
the "I amnot sure" value for the evil bit.
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