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Abst ract

Thi s docunent introduces the transport of call control User-to-User
Information (UU) using the Session Initiation Protocol (SIP) and
devel ops several requirenments for a new SIP nechanism Sonme SIP
sessions are established by or related to a non-SIP application
This application nay have information that needs to be transported

between the SIP User Agents during session establishnent. In
addition to interworking with the Integrated Services Digital Network
(I'SDN) UUl Service, this extension will also be used for native SIP

endpoi nts requiring application UU
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1. Overview

Thi s docunent describes the transport of User-to-User |Information
(UU') during SIP [ RFC3261] session setup. This section introduces
UUl and explains howit relates to SIP.

We define SIP UUI data as application-specific information that is
related to a session being established using SIP. It is assunmed that
the application is running in both endpoints in a two-party session
That is, the application interacts with both the User Agents in a SIP
session. In order to function properly, the application needs a
smal | piece of information, the UUI, to be transported at the time of
session establishnent. This information is essentially opaque data
to SIP -- it is unrelated to SIP routing, authentication, or any
other SIP function. This application can be considered to be
operating at a higher |layer on the protocol stack. As a result, SIP
shoul d not interpret, understand, or perform any operations on the
UUI. Should this not be the case, then the information being
transported is not considered UUI, and another SIP-specific nmechanism
wi Il be needed to transport the information (such as a new header
field). In particular, this nechanismcreates no requirenents on

i nternedi ari es such as proxies, Back-to-Back User Agents, and Session
Border Controllers.

UUl is defined this way for two reasons. First, this definition
supports a strict layering of protocols and data. Providing

i nformati on and understanding of the UUl to the transport |ayer (SIP
in this case) would not provide any benefits and instead could create
cross-layer coupling. Second, it is neither feasible nor desirable
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for a SIP User Agent (UA) to understand the information; instead, the
goal is for the UAto sinply pass the information as efficiently as
possi ble to the application that does understand the information.

An inmportant application is the interworking with User-to-User
Information (UU) in ISDN, specifically the transport of the call-
control-related | TU-T Q 931 User-to-User Infornmation Elenent (UU E)
[@31] and ITUT Q 763 User-to-User Information Paraneter [Qr763] data
in SIP. ISDN UU is widely used in the Public Sw tched Tel ephone
Network (PSTN) today in contact centers and call centers. These
applications are currently transitioning away fromusing | SDN for
session establishnment to using SIP. Native SIP endpoints will need
to inplenent a simlar service and be able to interwork with this

| SDN servi ce.

Note that the distinction between call control UU and non-call -
control UU is very inmportant. SIP already has a mechani smfor
sending arbitrary UU data between UAs during a session or dialog --
the SIP INFO [ RFC6086] method. Call control UU, in contrast, nust
be exchanged at the tinme of setup and needs to be carried in the

INVI TE and a few ot her methods and responses. Applications that
exchange UU but do not have a requirenent that it be transported and
processed during call setup can sinply use SIP I NFO and do not need a
new S| P ext ensi on.

In this docunent, four different use case call flows are discussed.
Next, the requirements for call control UU transport are discussed.

2. Use Cases

Thi s section discusses four use cases for the transport of call
control User-to-User Information. These use cases will help notivate
the requirenents for SIP call control UU.

2.1. User Agent to User Agent

In this scenario, the originating UA includes UU in the |INVITE sent
through a proxy to the termnating UA. The terminating UA can use
the UU in any way. |If it is an | SDN gateway, it could map the UU
into the appropriate DSS1 [ @33] information element, QSIG[QSIG
informati on el enent, or |1SDN User Part (1SUP) paraneter.

Al ternatively, the using application mght render the information to
the user or use it during alerting or as a | ookup for a screen pop.
In this case, the proxy does not need to understand the UU
mechani sm but normal proxy rules should result in the UU being
forwarded without nodification. This call flowis shown in Figure 1.
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Originating UA Pr oxy Term nating UA
| | |
| INVITE (UU) F1 | |
| -mmm - > INVITE (UU) F2 |
| 100 Trying F3 |------------------- >
| <-mmmm - 200 OK F4 |
| 200 K F5 | <----mmmmmmmmaeaa o
| <o | |
| ACK F6 | |
[ -mmm - >| ACK F7 |

|

Figure 1. Call Flowwith UU Exchanged between Oiginating and
Term nating UAs

2.2. Proxy Retargeting

In this scenario, the originating UA includes UU in the INVITE
request sent through a proxy to the terminating UA. The proxy
retargets the I NVITE request, changing its Request-URl to a URl that
addresses the termnating UA. The UU data is then received and
processed by the terminating UA. This call flowis identical to
Figure 1 except that the proxy retargets the request, i.e., changes
the Request-URlI as directed by sone unspecified process. The UU in
the I NVI TE request needs to be passed unchanged through this proxy
retargeting operation. Note that the contents of the UU is not used
by the proxy for routing, as the UU has only end-to-end significance
bet ween UAs.

2.3. Redirection

In this scenario, UU is inserted by an application that utilizes a
SIP Redirect Server. The UU is then included in the I NVITE request
sent by the originating UAto the terminating UA. In this case, the
originating UA does not necessarily need to support the UU mechani sm
but does need to support the SIP redirection mechani smused to
include the UU data. Two exanples of UUl with redirection (transfer
and diversion) are defined in [ANSI] and [ETSI].

Note that this case may not precisely map to an equi val ent | SDN
service use case. This is because there is no one-to-one mapping
between el ements in a SIP network and el enents in an | SDN networKk.

Al so, there is not an exact one-to-one nappi ng between SIP cal
control and I SDN call control. However, this should not prevent the
usage of SIP call control UU in these cases. Instead, these slight
di fferences between the SIP UUl mechani smand the | SDN service need
to be carefully noted and discussed in an interworking specification
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Figure 2 shows this scenario, with the Redirect Server inserting UU
that is then included in the I NVITE request F4 sent to the
term nati ng UA

Originating UA Redi rect Server Term nating UA
| | |
| I NVITE F1 |

------------------- >|
| 302 Moved (UU) F2 |
| <o |
| ACK F3 |
------------------- >| |
| INVITE (UU) F4 |
---------------------------------------- >
| 200 K F5 |
| S |
| ACK F6 |
o >

Figure 2: Call Flow with UUl Exchanged between Redirect Server and
Termi nating UA

A common exanpl e application of this call flowis an Automatic Cal
Distributer (ACD) in a PSTN contact center. The originator would be
a PSTN gateway. The ACD would act as a Redirect Server, inserting
UU based on call ed nunber, calling nunber, time of day, and other
information. The resulting UU would be passed to the agent’s
handset which acts as the term nating UA. The UU could be used to
| ookup information for rendering to the agent at the time of cal
answeri ng.

This redirection scenario and the referral scenario in the next
section are the nost inportant scenarios for contact center
applications. Incoming calls to a contact center al nost al ways are
redirected or referred to a final destination, sonetimes nmultiple
times, based on collected information and business logic. The
ability to pass along UU in these call redirection scenarios is
critical

2.4. Referra

In this scenario, the application uses a UAto initiate a referral
whi ch causes an | NVI TE request to be generated between the
originating UA and terminating UAwith UU data inserted by the
referrer UA. Note that this REFER nmethod [ RFC3515] coul d be part of
a transfer operation, or it nmight be unrelated to an existing call
such as out-of-di al og REFER request. 1In sone cases, this call flow
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is used in place of the redirection call flow the referrer
i mredi ately answers the call and then sends the REFER request. This
scenario is shown in Figure 3.

Originating UA Ref errer Term nating UA
|

|
|
|
------------------- >| |
| INVITE (UU) F3 | |
[ oo >|
| NOTIFY (100 Trying) F4 |
|- >| |
| 200 K F5 | |
| <o | |
| 200 OK F6 |
| |
| ACK F7
R e e >

Figure 3: Call Flowwith Referral and UU
3. Requirenents

This section states the requirenents for the transport of call
control User-to-User Information (UU).

REQ 1: The nechanismw |l allow UAs to insert and receive UU data in
SIP call setup requests and responses.

SI P nessages covered by this include |INVITE requests and end-to-
end responses to the INVITE, i.e., 18x and 200 responses. UU
data may al so be inserted in 3xx responses to an INVITE. However,
if a 3xx response is recursed on by an internediary proxy, the
resulting INVITE will not contain the UU data fromthe 3xx
response. In a scenario where a proxy forks an INVITE to multiple
UAS who include UU data in 3xx responses, if a 3xx response is
the best response sent upstreamby the proxy, it will contain the
UU data fromonly one 3xx response.
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REQ 2: The nmechanismw |l allow UAs to insert and receive UU data in
SIP dialog termnating requests and responses.

Q 931 UU supports inclusion in rel ease and rel ease conpl etion
messages. SIP nessages covered by this include BYE and 200 OK
responses to a BYE.

REQ 3: The nechanismw |l allow UUl to be inserted and retrieved in
SIP redirects and referrals.

SI P nessages covered by this include REFER requests and 3xx
responses to I NVITE requests.

REQ 4: The mechanismw |l allow UUl to be able to survive proxy
retargeting or redirection of the request.

Retargeting is a common method of call routing in SIP and must not
result in the |loss of User-to-User Information.

REQ 5: The mechani sm shoul d not require processing entities to
dereference a URL in order to retrieve the UU data.

Passing a pointer or link to the UJ data will not neet the real -
time processing considerations and woul d conplicate interworking
with the PSTN

REQ 6: The nmechanismw ||l support interworking with call-control -
related DSS1 i nformation elenents or QSIG information el enents and
| SUP paraneters.

REQ 7: The nechanismw |l allow a UAC to |learn that a UAS under st ands
the UUl nechani sm

REQ 8: The mechanismw |l allow a UAC to require that a UAS
understands the call control UU nmechani smand have a request routed
based on this information. |[If the request cannot be routed to a UAS
that understands the UU nechanism the request will fail.

This could be useful in ensuring that a request destined for the
PSTN is routed to a gateway that supports the UU nechani smrather
than an ot herw se equi val ent PSTN gateway that does not support
the 1 SDN nmechanism Note that support of the UU nechani sm does
not, by itself, inmply that a particular application is supported
(see REQ 10).
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REQ 9: The nmechanismw || allow proxies to renpove a particul ar
application usage of UU data froma request or response.

This is a comon security function provided by border elements to
header fields such as Alert-Info or Call-Info URIs. There is no
requirement for UAs to be able to determine if a particular usage
of UU data has been renpved froma request or response.

REQ 10: The mechanismw |l provide the ability for a UA to discover
whi ch application usages of UU another UA understands or supports.

The creation of a registry of application usages for the UU
nmechanismis inplied by this requirenent. The | SDN service
utilizes a field known as the protocol discrimnator, which is the
first octet of the ISDN UUl data, for this purpose.

REQ 11: The UU is a sequence of octets. The solution will provide a
nmechani sm of transporting at |east 128 octets of user data and a one-
octet protocol discrimnator, i.e., 129 octets in total.

There is the potential for non-1SDN services to allow UU to be

| arger than 128 octets. However, users of the nechanismw |l need
be cogni zant of the size of SIP messages and the ability of
parsers to handl e extrenely | arge val ues.

REQ 12: The recipient of UU wll be able to deternmne the entity
that inserted the UU. It is acceptable that this is perforned
implicitly where it is known that there is only one other end UA
involved in the dialog. Where that does not exist, sone other
mechanismwi || need to be provided. The UU mechani sm does not

i ntroduce stronger authorization requirenents for SIP;, instead, the
nmechani sm needs to be able to utilize existing SIP approaches for
request and response identity.

This requirement cones into play during redirection, retargeting,
and referral scenarios.

4. Security Considerations

The security requirements for the UU nechani smare described in this
section. It is inportant to note that UU security is jointly
provided at the application layer and at the SIP layer. As such, is
i nportant for application users of the UU nechanismto know the

| evel of security used and deployed in their particular SIP
environnents and not to assune that a standardi zed (but perhaps
rarely depl oyed) security nechanismis in place.
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There are three main security nodels that need to be addressed by the
UUl mechanism One nodel treats the SIP layer as untrusted and
requires end-to-end integrity protection and/or encryption. This
nodel can be achi eved by providing these security services at a |ayer
above SIP. In this case, the application integrity protects and/or
encrypts the UUl data before passing it to the SIP layer. This

net hod has two advantages: it does not assume or rely on end-to-end
security mechanisnms in SIP, which have virtually no depl oynent, and
it allows an application that understands the contents of the UU to
apply a proper |level of security.

The second approach is for the application to pass the UU wi thout
any protection to the SIP |ayer and require the SIP | ayer to provide
this security. This approach is possible in theory, although its
practical use would be extrenely linited.

The third nodel utilizes a trust domain and relies on perineter
security at the SIP layer. This is the security nodel of the PSTN
and | SDN where UUl is comonly used today. This approach uses hop-
by-hop security mechani sns and relies on border elenents for
filtering and application of policy. This approach is used today in
UUl depl oynents. Wthin this approach, there is a requiremnment that
internediary el ements can detect and renpve a UU el ement based on
policy, but there is no requirenent that an internediary el enent be
able to read or interpret the UU (as the UU contents only have end-
to-end significance).

The next three requirenents capture the UU security requiremnments.
REQ 13: The mechanismw |l allow integrity protection of the UU

This allows the UAS to be able to know that the UU has not been
nodi fied or tanpered with by intermediaries. Note that there are
tradeoffs between this requirement and requirement REQ 9 for
proxi es and border elenments to remove UU . One possible way to
satisfy both of these requirenents is to utilize hop-by-hop
protection. This property is not guaranteed by the protocol in
the | SDN application.

REQ 14: The mechanismw |l allow end-to-end privacy of the UU .
Sone UUI may contain private or sensitive infornmation and may
require different security handling fromthe rest of the SIP

nessage. Note that this property is not available in the | SDN
application.
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REQ 15: The mechanismw |l allow both end-to-end and hop- by-hop
security nodels.

The hop-by-hop nmodel is required by the | SDN UU service.
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