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1. Introduction

The docunent defines a Sinple Mail Transfer Protocol [RFC5321]
extension so servers can advertise the ability to accept and process
internationalized emnil addresses (see Section 1.1) and
internationalized emnil headers [RFC6532].

An extended overview of the extension nmodel for internationalized
emai | addresses and the enail header appears in RFC 6530 [ RFC6530],
referred to as "the framework docunent” in this specification. A

t hor ough understanding of the information in that document and in the
base Internet email specifications [RFC5321] [RFC5322] is necessary
to understand and i nplenment this specification

1.1. Termi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The terms "UTF-8 string" or "UTF-8 character"” are used to refer to
Uni code characters, which nay or may not be nenbers of the ASCI
subset, in UTF-8 [ RFC3629], a standard Uni code Encoding Form Al

ot her specialized terns used in this specification are defined in the

framewor k docunment or in the base Internet email specifications. In
particular, the terns "ASCI| address", "internationalized enai
address", "non-ASClI| address", "SMIPUTF8", "internationalized

nmessage”, and "nessage" are used in this document according to the
definitions in the framework docunent [RFC6530].

Strings referred to in this docurment, including ASCI| strings, MJST
be expressed in UTF-8.

Thi s specification uses Augnented BNF (ABNF) rules [ RFC5234]. Some
basic rules in this document are identified in Section 3.3 as being
defined (under the sane nanmes) in RFC 5234 [ RFC5234], RFC 5321

[ RFC5321], RFC 5890 [ RFC5890], or RFC 6532 [ RFC6532].

1.2. Changes Made to Other Specifications

Thi s specification extends sonme syntax rules defined in RFC 5321 and
permts internationalized enmail addresses in the envel ope and in
trace fields, but it does not nodify RFC 5321. It permits data
formats defined in RFC 6532 [ RFC6532], but it does not nodify RFC
5322. It does require that the 8Bl TM ME extensi on [ RFC6152] be
announced by the SMIPUTF8-aware SMIP server and used with
"BODY=8BI TM ME" by the SMIPUTF8-aware SMIP client, but it does not
nodi fy the 8BI TM ME specification in any way.
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Thi s specification replaces an earlier, experinmental, approach to the
same problem [ RFC5336]. Section 6 of RFC 6530 [ RFC6530] descri bes
the changes in approach between RFC 5336 [RFC5336] and this
specification. Anyone trying to convert an inplementation fromthe
experimental specification to the specification in this document wll
need to revi ew those changes carefully.

2. Overview of Qperation

Thi s docunent specifies an el enent of the email internationalization
wor k, specifically the definition of an SMIP extension for
internationalized email. The extension is identified with the token
" SMIPUTF8" .

The internationalized email headers specification [ RFC6532] provides
the details of email header features enabled by this extension.

3. Ml Transport-Level Protocol
3.1. Franmework for the Internationalization Extension

The foll owi ng service extension is defined:

1. The nane of the SMIP service extension is "Internationalized
Email ".

2. The EHLO keyword val ue associated with this extension is
" SMIPUTF8" .

3. No paraneter values are defined for this EHLO keyword value. In

order to permt future (although unanticipated) extensions, the
EHLO response MJST NOT contain any paraneters for this keyword.
The SMIPUTF8-aware SMIP client MJST ignore any paraneters if
they appear for this keyword; that is, the SMIPUTF8-aware SMIP
client MJUST behave as if the paraneters do not appear. |If an
SMIP server includes SMIPUTF8 in its EHLO response, it MJST be
fully conpliant with this version of this specification

4. One OPTI ONAL paraneter, SMIPUTF8, is added to the MAIL command.

The paraneter does not accept a value. |If this paranmeter is set
inthe MAIL command, it indicates that the SMIP client is
SMIPUTF8-aware. |Its presence also asserts that the envel ope

i ncl udes the non-ASCI| address, the nessage being sent is an
i nternationalized nessage, or the nessage being sent needs the
SMIPUTF8 support.
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5. The maxi mum |l ength of a MAIL command line is increased by 10
characters to accommpdat e the possible addition of the SMIPUTF8
par aneter.

6. One OPTI ONAL paraneter, SMIPUTF8, is added to the VERI FY (VRFY)
and EXPAND ( EXPN) conmands. The SMIPUTF8 par aneter does not
accept a value. The paraneter indicates that the SMIP client
can accept Uni code characters in UTF-8 encoding in replies from
the VRFY and EXPN commands.

7. No additional SMIP verbs are defined by this extension

8. Servers offering this extension MJST provide support for, and
announce, the 8BI TM ME ext ensi on [ RFC6152] .

9. The reverse-path and forward-path of the SMIP MAIL and RCPT
commands are extended to allow Uni code characters encoded in
UTF-8 in mail box nanes (addresses).

10. The mail nessage body is extended as specified in RFC 6532
[ RFC6532] .

11. The SMIPUTF8 extension is valid on the subm ssion port
[RFC6409]. It may al so be used with the Local Miil Transfer
Protocol (LMIP) [RFC2033]. When these protocols are used, their
use should be reflected in the trace field WTH keywords as
appropriate [ RFC3848].

3.2. The SMIPUTF8 Extension

An SMIP server that announces the SMIPUTF8 extensi on MJST be prepared
to accept a UTF-8 string [RFC3629] in any position in which RFC 5321
specifies that a <mail box> can appear. Al though the characters in
the <local -part> are pernitted to contain non-ASCI| characters, the
actual parsing of the <local-part> and the delimters used are
unchanged fromthe base email specification [ RFC5321]. Any donain
nane to be | ooked up in the DNS MJST conformto and be processed as
specified for Internationalizing Domain Nanes in Applications (| DNA)
[ RFC5890]. When doi ng | ookups, the SMIPUTF8-aware SMIP client or
server MJST either use a Unicode-aware DNS |ibrary, or transformthe
i nternationalized domain name to A-label form(i.e., a fully-
qual i fied domain name that contains one or nore A-labels but no

U- | abel s) as specified in RFC 5890 [ RFC5890] .

An SMIP client that receives the SMIPUTF8 extension keyword in
response to the EHLO conmand MAY transmit mail box nanes within SMIP
conmands as internationalized strings in UTF-8 form It MAY send a
UTF- 8 header [RFC6532] (which may al so include nail box nanes in
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UTF-8). It MAY transmt the donain parts of nmil box names within
SMIP conmands or the nessage header as A-labels or U1 abels

[ RFC5890]. The presence of the SMIPUTF8 extensi on does not change
the server-rel ayi ng behavi ors described in RFC 5321

If the SMIPUTF8 SMIP extension is not offered by the SMIP server, the
SMIPUTF8- aware SMIP client MJUST NOT transmit an internationalized
emai | address and MJUST NOT transmit a nail nessage containing
internationalized nail headers as described in RFC 6532 [ RFC6532] at
any level withinits MM structure [RFC2045]. (For this paragraph
the internationalized domain name in A-label formas specified in

| DNA definitions [RFC5890] is not considered to be
"internationalized".) Instead, if an SMIPUTF8-aware SMIP cli ent
(sender) attenpts to transfer an internationalized nessage and
encounters an SMIP server that does not support the extension, the
best action for it to take depends on other conditions. In
particul ar:

o If it is a Message Subm ssion Agent (MSA) [ RFC6409] [ RFC5598], it
MAY choose its own way to deal with this scenario using the wi de
di scretion for changi ng addresses or otherw se fixing up and
transform ng nessages all owed by RFC 6409. As long as the
resulting nessage confornms to the requirenments of RFC 5321 (i.e.
wi t hout the SMIPUTF8 extension), the details of that
transformation are outside the scope of this docunent.

o If it is not an MSA or is an MSA and does not choose to transform
the message to one that does not require the SMIPUTF8 extension,
it SHOULD reject the nessage. As usual, this can be done either
by generating an appropriate reply during the SMIP transaction or
by accepting the nmessage and then generating and transmtting a
non-delivery notification. |If the latter choice is nade, the
notification process MIST conformto the requirements of RFC 5321
RFC 3464 [ RFC3464], and RFC 6533 [ RFC6533].

0o As specified in Section 2.2.3 of RFC 5321, an SMIP client with
addi tional information and/ or know edge of special circunstances
MAY choose to requeue the nessage and try later and/or try an
alternate MX host as specified in that section

Thi s docunent applies when an SMIPUTF8-aware SMIP client or server
supports the SMIPUTF8 extension. For all other cases, and for
addresses and nessages that do not require an SMIPUTF8 extension
SMITPUTF8- aware SMIP clients and servers do not change the behavi or
specified in RFC 5321 [ RFC5321].
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I f an SMIPUTF8-aware SMIP server advertises the Delivery Status

Notification (DSN) [ RFC3461] extension, it MJST inpl ement RFC 6533

[ RFC6533] .

3.3. Extended Muil box Address Syntax

RFC 5321, Section 4.1.2, defines the syntax of a <Mil box> entirely

in terms of ASCI| characters. This docunent extends <Mil box> to add

support of non-ASCI| characters.

The key changes made by this specification include:

0 The <Mail box> ABNF rule is inported from RFC 5321 and updated in
order to support the internationalized email address. O her
related rules are inmported from RFC 5321, RFC 5234, RFC 5890, and
RFC 6532, or are extended in this documnent.

o The definition of <sub-donain> is extended to permt both the RFC
5321 definition and a UTF-8 string in a DNS | abel that confornms
with | DNA definitions [ RFC5890].

o The definition of <atext> is extended to permt both the RFC 5321
definition and a UTF-8 string. That string MJUST NOT contain any
of the ASCI| graphics or control characters.

The foll owing ABNF rules inported from RFC 5321, Section 4.1.2, are
updated directly or indirectly by this docunent:

o <Mail box>

0o <Local -part>

o <Dot-string>

0 <Quoted-string>
0 <Qont ent SMIP>
o <Donai n>

o <Atonp

The following ABNF rule will be inported from RFC 6532, Section 3.1,
directly:

0 <UTF8-non-ascii>
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The following ABNF rule will be inported from RFC 5234, Appendi x B. 1,
directly:

o <DQUOTE>

The following ABNF rule will be inported from RFC 5890, Section
2.3.2.1, directly:

o <U-I abel >
The following rules are extended in ABNF [ RFC5234] as foll ows.

sub- domai n =/ U1l abe
; extend the definition of sub-donmain in RFC 5321, Section 4.1.2
at ext =/ UTF8-non- asci
; extend the inplicit definition of atext in
; RFC 5321, Section 4.1.2, which ultinately points to
; the actual definition in RFC 5322, Section 3.2.3

gt ext SMTP =/ UTF8- non- asci
; extend the definition of qtextSMIP in RFC 5321, Section 4.1.2

esnt p-val ue =/ UTF8-non-asci

extend the definition of esmp-value in RFC 5321, Section 4.1.2

3.4. MAIL Command Paraneter Usage

If the envel ope or nessage being sent requires the capabilities of
the SMIPUTF8 extension, the SMIPUTF8-aware SMIP client MJST supply
the SMIPUTF8 paraneter with the MAIL command. |If this paraneter is
provided, it MJST not accept a value. |If the SMIPUTF8-aware SMIP
client is aware that neither the envel ope nor the nessage bei ng sent
requi res any of the SMIPUTF8 extension capabilities, it SHOULD NOT
supply the SMIPUTF8 paraneter with the MAIL comrand.

Because there is no guarantee that a next-hop SMIP server wl|l
support the SMIPUTF8 extension, use of the SMIPUTF8 extension al ways
carries a risk of transm ssion failure. |In fact, during the early
stages of deploynment for the SMIPUTF8 extension, the risk will be
quite high. Hence, there is a distinct near-term advantage for
ASClI | -only nessages to be sent without using this extension. The

| ong-term advant age of casting ASCIlI [ASCII] characters (0x7f and
bel ow) as UTF-8 formis that it permts pure-Unicode environnents.
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3.5. Non-ASClI| Addresses and Repl y- Codes

An SMTPUTF8- aware SMIP client MJUST NOT send an internationalized
nmessage to an SMIP server that does not support SMIPUTF8. |f the
SMIP server does not support this option, then the SMIPUTF8-aware
SMIP client has three choices according to Section 3.2 of this
speci fication.

The three-digit reply-codes used in this section are based on their
nmeani ngs as defined in RFC 5321.

When nessages are rejected because the RCPT command requires an ASCl
address, the reply-code 553 is returned with the neaning "nail box
nane not allowed". When nessages are rejected because the MAIL
conmand requires an ASCI| address, the reply-code 550 is returned
with the meaning "mail box unavail abl e". Wen the SMIPUTF8-aware SMIP
server supports enhanced mail system status codes [ RFC3463], reply-
code "X. 6.7" [RFC5248] (see Section 4) is used, meani ng "Non-ASCl
addresses not permtted for that sender/recipient”.

When nessages are rejected for other reasons, the server follows the
nodel of the base emmil specification in RFC 5321; this extension
does not change those circunstances or reply nmessages.

If a nessage is rejected after the final "." of the DATA command
because one or nore recipients are unable to accept and process a
nmessage with internationalized email headers, the reply-code "554" is
used with the nmeaning "Transaction failed". |f the SMIPUTF8-aware
SMIP server supports enhanced mail system status codes [RFC3463],
reply code "X 6.9" [RFC5248] (see Section 4) is used to indicate this
condition, meaning "UTF-8 header nessage cannot be transmitted to one
or nore recipients, so the nmessage nust be rejected"

The SMIPUTF8-aware SMIP servers are encouraged to detect that

reci pients cannot accept internationalized nmessages and generate an
error after the RCPT conmand rather than waiting until after the DATA
command to issue an error.

3.6. Body Parts and SMIP Extensi ons

The MAIL command paraneter SMIPUTF8 asserts that a nessage is an

i nternationalized nessage or the nessage being sent needs the
SMIPUTF8 support. There is still a chance that a nessage bei ng sent
via the MAIL command with the SMIPUTF8 paraneter is not an

i nternationalized nessage. An SMIPUTF8-aware SMIP client or server
that requires accurate know edge of whether a nessage is
internationalized needs to parse all message header fields and M ME
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header fields [RFC2045] in the nessage body. However, this
specification does not require that the SMIPUTF8-aware SMIP client or
server inspects the nmessage.

Al t hough this specification requires that SMIPUTF8-aware SMIP servers
support the 8BI TM ME extension [ RFC6152] to ensure that servers have
adequat e handling capability for 8-bit data, it does not require non-
ASCI | body parts in the MM nessage as specified in RFC 2045. The
SMIPUTF8 ext ensi on MAY be used as follows (assuming it is appropriate
gi ven the body content):

- wth the BODY=8BI TM ME par aneter [RFC6152], or

- with the BODY=BI NARYM ME paraneter, if the SMIP server advertises
Bl NARYM ME [ RFC3030] .

3.7. Additional ESMIP Changes and C arifications

The infornation carried in the nmail transport process involves
addresses ("nuail boxes") and donmain nanmes in various contexts in
addition to the MAIL and RCPT comands and extended alternatives to
them |In general, the rule is that, when RFC 5321 specifies a
mai | box, this SMIP extension requires UTF-8 formto be used for the
entire string. Wen RFC 5321 specifies a domain nane, the
internationalized domain name SHOULD be in U-label formif the
SMIPUTF8 extension is supported; otherwise, it SHOULD be in A-I|abe
form

The foll owi ng subsections |list and discuss all of the rel evant cases.
3.7.1. The Initial SMIP Exchange

When an SMIP connection is opened, the SMIP server sends a "greeting"
response consi sting of the 220 reply-code and sone information. The
SMIP client then sends the EHLO command. Since the SMIP cli ent
cannot know whet her the SMIP server supports SMIPUTF8 until after it
recei ves the response to the EHLO the SMIPUTF8-aware SMIP cli ent
MUST send only ASCI| (LDH | abel or A-1abel [RFC5890]) donmmins in the
EHLO command. |If the SMIPUTF8-aware SMIP server provides domain
nanes in the EHLO response, they MJST be in the formof LDH | abels or
A-| abel s.

3.7.2. Ml eXchangers
If nultiple DNS MX records are used to specify nmultiple servers for a

domain (as described in Section 5 of RFC 5321 [ RFC5321]), it is
strongly advised that all or none of them SHOULD support the SMIPUTF8
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extension. Oherw se, unexpected rejections can happen during
temporary or pernmanent failures, which users night perceive as
serious reliability issues.

3.7.3. Trace Information

The trace informati on <Return-path-line>, <Tine-stanp-line> and
their related rules are defined in Section 4.4 of RFC 5321 [ RFC5321].
Thi s docunent updates <Mail box> and <Domai n> to support non- ASCl
characters. Wen the SMIPUTF8 extension is used, the ' Reverse-path’
cl ause of the Return-path-line may include an internationalized
domai n nane that uses the U-label form Also, the 'Stanp’ clause of
the Tinme-stanp-line may include an internationalized donai n nane that
uses the U | abel form

If the nmessages that include trace fields are sent by an SMIPUTF8-
aware SMIP client or relay server w thout the SMIPUTF8 paraneter
included in the MAIL comands, trace field values nust conformto RFC
5321 regardl ess of the SMIP server’s capability.

When an SMIPUTF8-aware SMIP server adds a trace field to a nessage
that was or will be transmitted with the SMIPUTF8 paraneter included
in the MAIL commands, that server SHOULD use the Ul abel formfor
internationalized domain nanes in the new trace field.

The protocol value of the 'WTH clause when this extension is used
is one of the SMIPUTF8 val ues specified in the "I ANA Consi derati ons”
section of this document.

3.7.4. UTF-8 Strings in Replies
3.7.4.1. ML Conmmand

If an SMIP client follows this specification and sends any MAIL
conmands contai ning the SMIPUTF8 paraneter, the SMIPUTF8-aware SMIP
server is permtted to use UTF-8 characters in the enmil address
associated with 251 and 551 reply-codes, and the SMIP client MJST be
able to accept and process them |f a given MAIL command does not

i ncl ude the SMIPUTF8 paraneter, the SMIPUTF8-aware SMIP server MJST
NOT return a 251 or 551 response containing a non-ASClI | rmail box.
Instead, it MJST transform such responses into 250 or 550 responses
that do not contain non-ASCI| addresses.

3.7.4.2. VRFY and EXPN Conmands and t he SMIPUTF8 Par anet er
If the SMIPUTF8 paraneter is transmtted with the VRFY and EXPN

conmands, it indicates that the SMIP client can accept UTF-8 strings
inreplies to those commands. The paraneter with the VRFY and EXPN
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conmands SHOULD only be used after the SMIP client sees the EHLO
response with the SMIPUTF8 keyword. This allows an SMIPUTF8- awar e
SMIP server to use UTF-8 strings in nmail box nanes and full names that
occur in replies, without concern that the SMIP client m ght be
confused by them An SMIP client that confornms to this specification
MUST accept and correctly process replies to the VRFY and EXPN
conmands that contain UTF-8 strings. However, an SMIPUTF8- aware SMIP
server MJST NOT use UTF-8 strings in replies if the SMIP client does
not specifically allow such replies by transmtting this paramneter
with the VRFY and EXPN commands.

Most replies do not require that a mail box nane be included in the
returned text, and therefore a UTF-8 string is not needed in them
Sone replies, notably those resulting fromsuccessful execution of
the VRFY and EXPN comands, do include the mail box.

VERI FY (VRFY) and EXPAND (EXPN) command synt axes are changed to

vrfy = "VRFY" SP String
[ SP "SMIPUTF8" ] CRLF
; String may include Non-ASClI| characters

expn = "EXPN' SP String
[ SP "SMIPUTF8" ] CRLF
; String may include Non-ASClI| characters

The SMIPUTF8 paraneter does not accept a value. |If the reply to a
VRFY or EXPN command requires a UTF-8 string, but the SMIP client did
not use the SMIPUTF8 paraneter, then the SMIPUTF8-aware SMIP server
MUST use either the reply-code 252 or 550. Reply-code 252, defined
in RFC 5321 [ RFC5321], neans "Cannot VRFY user, but will accept the
nessage and attenpt the delivery". Reply-code 550, also defined in
RFC 5321 [ RFC5321], neans "Requested action not taken: nail box
unavail abl e". When the SMIPUTF8-aware SMIP server supports enhanced
mai | system status codes [ RFC3463], the enhanced reply-code as
specified belowis used. Using the SMIPUTF8 paranmeter with a VRFY or
EXPN command enabl es UTF-8 replies for that comand only.

If a normal success response (i.e., 250) is returned, the response
MAY include the full name of the user and MJST include the nail box of
the user. 1t MJIST be in either of the follow ng forms:

User Nane <Mi | box>
: Mailbox is defined in Section 3.3 of this docunent.
: User Name can contain non-ASClI| characters.

Mai | box
; Mailbox is defined in Section 3.3 of this docunent.
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4.

4.

4.

If the SMIP reply requires UTF-8 strings, but a UTF-8 string is not
allowed in the reply, and the SMIPUTF8-aware SMIP server supports
enhanced mail system status codes [RFC3463], the enhanced reply-code
is "X 6.8" [RFC5248] (see Section 4), meaning "A reply containing a
UTF-8 string is required to show the mail box nane, but that form of
response is not pernmitted by the SMIP client".

If the SMIP client does not support the SMIPUTF8 extension, but
receives a UTF-8 string in a reply, it nmay not be able to properly
report the reply to the user, and sone clients night mishandl e that
reply. Internationalized nessages in replies are only allowed in the
commands under the situations described above.

Al t hough UTF-8 strings are needed to represent emmil addresses in
responses under the rules specified in this section, this extension
does not permt the use of UTF-8 strings for any other purposes.
SMIPUTF8- awar e SMIP servers MJST NOT include non-ASCI| characters in
replies except inthe limted cases specifically permitted in this
section.

| ANA Consi der ati ons
1. SMIP Service Extensions Registry
| ANA has added a new val ue "SMIPUTF8" to the "SMIP Servi ce Extension"

registry of the "Mail Paraneters" registry, according to the
foll owi ng data

TSR o e m e e e e e e e e e e e TSR +
| Keywords | Description | Reference

R o m m e e e e e e eee oo n Fom oo +
| SMIPUTF8 | Internationalized email address | [RFC6531] |
S o m e e e e e e e e e ee oo R +

2. SMIP Enhanced Status Code Registry

The code definitions in this docunent replace those specified in RFC
5336, follow ng the guidance in Sections 3.5 and 3.7.4.2 of this
docunent, and based on RFC 5248 [ RFC5248]. | ANA has updated the
"Sinple Mail Transfer Protocol (SMIP) Enhanced Status Code Registry"”
with the foll ow ng data:
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Code: X. 6.7

Sanpl e Text: Non-ASCI| addresses not permitted for that
sender/reci pi ent

Associ at ed basic status code: 550, 553

Description: This indicates the reception of a MAIL or RCPT conmand
that non-ASCI| addresses are not permitted.

Def i ned: RFC 6531 (Standards Track)

Subm tter: Ji ankang YAO

Change controller: inn@etf.org

Code: X. 6.8

Sanple Text: UTF-8 string reply is required, but not permtted by
the SMIP cli ent

Associ ated basic status code: 252, 550, 553

Description: This indicates that a reply containing a UTF-8 string
is required to show the mail box nane, but that form of
response is not pernmitted by the SMIP client.

Def i ned: RFC 6531 (Standards Track)

Subm tter: Ji ankang YAO

Change controller: inn@etf.org

Code: X. 6.9

Sanpl e Text: UTF-8 header nessage cannot be transferred to one or
nore recipients, so the nmessage nmust be rejected

Associ ated basic status code: 550

Description: This indicates that transaction failed after the
final "." of the DATA conmand.

Def i ned: RFC 6531 (Standards Track)

Submitter: Ji ankang YAO

Change controller: inn@etf.org

Code: X. 6.10
Description: This is a duplicate of X. 6.8 and is thus deprecated.
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4.3. WTH Protocol Types Sub-Registry of the Mail Transni ssion Types
Regi stry

| ANA has nmodified or added the following entries in the "WTH
protocol types" sub-registry under the "Ml Transm ssion Types"
registry.

. e - +

| WTH | Description | Reference |

| protocol | | |

| types | | |

R o e m e e e e e e e e T +
UTF8SMTP ESMIP wi t h SMIPUTF8 [ RFC6531]

UTF8SMTPA ESMIP wi th SMIPUTF8 and AUTH | [ RFC4954] [ RFC6531]

UTF8SMIPS ESMIP wi th SMIPUTF8 and [ RFC3207] [ RFC6531]
STARTTLS

UTF8SMTPSA ESMIP wi th SMIPUTFS and both | [RFC3207] [ RFC4954]

| | | |
| | | |
| | | |
| | | |
| | STARTTLS and AUTH | [ RFCB531] |
| UTFSLMIP | LMIP with SMIPUTF8 | [ RFCB531] |
| | | |
| | | |
| | | |
| | | |
| | | |

UTFSLMTPA LMIP with SMIPUTF8 and AUTH | [ RFC4954] [ RFC6531]
UTFSLMIPS LMIP wi th SMIPUTF8 and [ RFC3207] [ RFC6531]
STARTTLS
UTFSLMTPSA LMIP wi th SMIPUTF8 and bot h [ RFC3207] [ RFC4954]
STARTTLS and AUTH [ RFC6531]
oo U oo +

5. Security Considerations

The extended security considerations discussion in the franmework
docunent [ RFC6530] applies here.

More security considerations are discussed bel ow

Beyond the use inside the email global system (in SMIP envel opes and
message headers), internationalized email addresses will also show up
i nside other cases, in particular

o the logging systems of SMIP transactions and other |ogs to nonitor
the email|l systerns;

o the trouble ticket systenms used by security teans to nanage
security incidents, when an email address is involved;

In order to avoid problens that could cause |oss of data, this wll
likely require extending these systens to support full UTF-8, or

requi re providing an adequate mechani smfor nmappi nhg non-ASCI | strings
to ASCl | .
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Anot her security aspect to be considered is related to the ability by
security team nenbers to quickly understand, read, and identify emnmi
addresses fromthe | ogs, when they are tracking an incident.
Mechani snms to automatically and quickly provide the origin or
ownership of an internationalized emai|l address SHALL be i npl enent ed
for use by log readers that cannot easily read non-ASCI| infornmation.

The SMIP commands VRFY and EXPN are sonetines used in SMIP
transactions where there is no nessage to transfer (by tools used to
take automated actions in case potential spam nessages are
identified). Sections 3.5 and 7.3 of RFC 5321 give detail ed

descriptions of use and possible behaviors. [|nplenentation of
i nternationalized addresses can al so affect |ogs and actions by these
tool s.
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