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Abst r act

Domai nKeys Identified Mail (DKIM allows an ADmi nistrative Management
Domain (ADMD) to assune sone responsibility for a nmessage. Based on
depl oyment experience with DKIM this document provides gui dance for
the use of DKIMw th scenarios that include Miling List Managers
(MMs) .

Status of This Menp
This nenmo docunents an Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6377

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1

| ntroducti on

Domai nKeys Identified Mail [DKIM allows an ADministrative Management
Domain (ADVD) to take some responsibility for a [MAIL] nessage. Such
responsibility can be taken by an Author’s organization, an
operational relay (Mail Transfer Agent, or MIA), or one of their
agents. Assertion of responsibility is made through a cryptographic
signature. Message transit from Author to recipient is through
relays that typically nmake no substantive change to the nessage
content and thus preserve the validity of the DKIM signature.

In contrast to relays, there are internediaries, such as Miiling List
Managers (M.Ms), that actively take delivery of nessages, reformat
them and repost them often invalidating DKIMsignatures. The goa
for this docunent is to explore the use of DKIM for scenarios that

i nclude internediaries and reconmend best current practices based on
acqui red experience. Questions that will be discussed include:

o Under what circunstances is it advisable for an Author, or its
organi zation, to apply DKIMto nmail sent to mailing lists?

o Wiat are the trade-offs regarding having an MM verify and use
DKIM identifiers?

o Wiat are the trade-offs regarding having an MM renove exi sting
DKI M si gnatures prior to reposting the nessage?

o Wiat are the trade-offs regarding having an MM add its own DKI M
si gnat ur e?

These are open questions for which there may be no definitive
answers. However, based on experience since the publication of the
original version of [DKIM and its gradual deploynment, there are sone
views that are useful to consider and sone reconmended procedures.

In general, there are two categories of MLMs in relation to DKIM
participating and non-participating. As each type has its own issues
regardi ng DKI M si gned nessages that are either handl ed or produced by
them (or both), the types are discussed in separate sections.

The best general recomendation for dealing with MLMs is that the MM
or an MTAin the MM s donmain apply its own DKIM signature to each
nessage it forwards and that assessors on the receiving end consider
the MLM's donmain signature in making their assessnments. (See

Section 5, especially Section 5.2.)
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Wth the understanding that this is not always possible or practica
and the consideration that it mght not always be sufficient, this
docunent provi des additional guidance.

1.1. Background

DKI M si gnatures pernmit an agent of the enmmil architecture (see
[EMAIL- ARCH]) to make a claimof responsibility for a nessage by
affixing a validated domain-level identifier to the nmessage as it
passes through a relay. Although not the only possibility, this is
nost commonly done as a message passes through a boundary Mai
Transport Agent (MIA) as it departs an ADm nistrative Managenent
Domai n (ADMD) across the open Internet.

A DKIM signature will fail to verify if a portion of the nessage
covered by one of its hashes is altered. An MM conmonly alters
messages to provide information specific to the mailing list for
which it is providing service. Common nodifications are enunerated
and described in Section 3.3. However, note that M_Ms vary widely in
behavi or and often all ow subscribers to select individual behaviors.
Further, the MIA mi ght nmake changes that are independent of those
applied by the MM

The DKI M Si gnatures specification [DKIM deliberately rejects the
notion of tying the signing domain (the "d=" tag in a DKI M signature)
to any other identifier within a nessage; any ADVD that handl es a
nmessage could sign it, regardless of its origin or Author domain. In
particul ar, DKIM does not define any neaning to the occurrence of a
mat ch between the content of a "d=" tag and the value of, for

exanpl e, a dommin nane in the RFC5322. Fromfield, nor is there any
obvi ous degraded value to a signature where they do not match. Since
any DKIM signature is nerely an assertion of "sonme" responsibility by
an ADMD, a DKI M signature added by an MM has no nore or |ess neaning
than a signature with any other "d=" val ue.

1.2. MM in Infrastructure

An MLMis an autononous agent that takes delivery of a nessage and
can repost it as a new nessage or construct a digest of it along with
ot her messages to the nenbers of the list (see [EMAIL-ARCH], Section
5.3). However, the fact that the RFC5322. From field of such a
nessage (in the non-digest case) is typically the sane as that of the
original nessage, and that recipients perceive the nessage as "front
the original Author rather than the MM creates confusion about
responsi bility and autonony for the reposted nmessage. This has

i mportant inplications for the use of DKIM
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Section 3.3 describes sonme of the things MLMs comonly do that
produce broken signatures, thus reducing the perceived value of DKIM

Further, while there are published standards that are specific to MM
behavior (e.g., [MAIL], [LIST-1D, and [LIST-URLS]), their adoption
has been spotty at best. Hence, efforts to specify the use of DKIM
in the context of MLMs need to be increnental and val ue-based.

Sone MLM behavi ors are well-established and their effects on DKIM
signature validity can be argued as frustrating wi der DKIM adoption
Still, those behaviors are not standards violations. Hence, this
meno specifies practices for all parties involved, defining the

m ni mum changes possible to M.Ms t hensel ves.

A DKI M signature on a nmessage i s an expressi on of sone responsibility
for the nessage taken by the signing donmain. An open issue that is
addressed by this docunent is the ways a signature m ght be used by a
reci pient’s evaluation nodule, after the nessage has gone through a
mailing Iist and mght or nmight not have been rendered invalid. The
document al so considers how invalidation m ght have happened.

Note that where in this docunent there is discussion of an MM
conducting validation of DKIM signatures or Author Domai n Signing
Practices ([ADSP]) policies, the actual inplenentation could be one
where the validation is done by the MIA or an agent attached to it,
and the results of that work are relayed by a trusted channel not
specified here. See [AUTH RESULTS] for a discussion of this. This
docunent does not favor any particul ar arrangenent of these agents
over another; it nerely tal ks about the MMitself doing the work as
a matter of sinplicity.

1.3. Feedback Loops and Other Bilateral Agreenents
A Feedback Loop (FBL) is a bilateral agreenent between two parties to
exchange reports of abuse. Typically, a sender registers with a
receiving site to receive abuse reports fromthat site for nmai
conm ng fromthe sender.
An FBL reporting address (i.e., an address to which FBL reports are
sent) is part of this bilateral registration. Some FBLs require DKIM
use by the registrant.
See Section 6 for additional discussion

FBLs tend to use the [ARF] or the [|I ODEF] formats.
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1.4. Docunent Scope and CGoal s

Thi s docunment provides di scussion on the above issues to inprove the
handl i ng of possible interactions between DKIM and M_Ms. | n general
the preference is to impose changes to behavior at the Signer and
Verifier rather than at the MM

Wher ever possible, the docunment’s discussion of M.Ms is conceptually
decoupl ed from MIAs despite the very tight integration that is
someti nes observed in inmplenentation. This is done to enphasize the
functional independence of M.M services and responsibilities from
those of an MIA

Parts of this docunent explore possible changes to common practice by
Signers, Verifiers, and M_Ms. The suggested enhancenents are largely
predictive in nature, taking into account the current emi
infrastructure, the facilities DKIMcan provide as it gains w der

depl oynment, and wor ki ng group consensus. There is no substantia

i mpl enentati on history upon which these suggestions are based, and
their efficacy, performance, and security characteristics have not
yet been fully expl ored.

2. Definitions

2.1. Key Wrds
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
[ KEYWORDS] .

2.2. Messaging Terms
See [ EMAI L- ARCH] for a general description of the current messaging
architecture and for definitions of various terns used in this
docunent .

2.3. DKIM Specific References
Readers are encouraged to becone famliar with [DKIM and [ ADSP],

whi ch are core specification docunents, as well as [DKI M OVERVI EW
and [ DKI M DEPLOYMENT], which are DKIMs primary tutorial docunents.
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2.4. "DKIMFriendly’

The term "DKIMfriendl y" is used to describe an email intermnediary
that, when handling a nmessage, makes no changes to the nessage that
cause valid [DKIM signatures present on the nmessage on input to fai
to verify on output.

Various features of MIAs and M_LMs seen as hel pful to users often have
side effects that do render DKIM signatures unverifiable. These
woul d not qualify for this I|abel

2.5. Message Streans

A "nessage streani identifies a group of nmessages originating from
within an ADMD that are distinct in intent, origin, and/or use and
partitions them sonehow (e.g., via changing the value in the "d=" tag
value in the context of DKIM so as to keep them associated to users
yet distinct in terns of their evaluation and handling by Verifiers
or Receivers.

A good exanple mght be user nail generated by a company’s enpl oyees,
versus operational or transactional mail that conmes from aut omated
sources or marketing or sales canpaigns. Each of these could have

di fferent sending policies inposed against them or there mght be a
desire to insulate one fromthe other (e.g., a marketing canpaign
that gets reported by many spamfilters coul d cause the marketing
stream s reputation to degrade w thout automatically punishing the
transactional or user streans).

3. Miling Lists and DKIM

It is inmportant to nake sone distinctions anong different styles of
internediaries, their typical inplenmentations, and the effects they
have in a DKI M aware environnment.

3.1. Roles and Realities

Across DKIM activities, there are several key roles in the transit of
a nessage. Mst of these are defined in [EMAIL-ARCH but are
revi ewed here for quick reference.

Aut hor: The agent that provided the content of the nessage being
sent through the system The Author delivers that content to the
Originator in order to begin a nessage’s journey to its intended
final recipients. The Author can be a human using an MJA ( Mai
User Agent) or an automated process that may send mail (for
exanpl e, the "cron" Unix systemutility).
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Oiginator: The agent that accepts a nessage fromthe Author
ensures it confornms to the rel evant standards such as [MAIL], and
then sends it toward its destination(s). This is often referred
to as the Mail Subm ssion Agent (MSA)

Signer: Any agent that affixes one or nore DKIM signature(s) to a
nessage on its way toward its ultinate destination. There is
typically a Signer running at the MIA that sits between the
Aut hor’ s ADMD and the general Internet. The Oiginator and/or
Aut hor mi ght al so be a Signer

Verifier: Any agent that conducts DKIM signature validation. One is
typically running at the MIA that sits between the public Internet
and the Receiver’'s ADMD. Note that any agent that handles a
si gned nmessage can conduct verification; this document only
considers that action and its outconmes either at an MM or at the
Receiver. Filtering decisions could be made by this agent based
on verification results.

Receiver: The agent that is the final transit relay for the nessage
and performs final delivery to the recipient(s) of the nessage.
Filtering decisions based on results made by the Verifier could be
applied by the Receiver. The Verifier and the Receiver could be
the same agent. This is sonmetines the same as or coupled with the
Mai | Delivery Agent (NDA).

In the case of sinple user-to-user mail, these roles are fairly
straightforward. However, when one is sending mail to a list and the
mail then gets relayed to all of that list’s subscribers, the roles
are often less clear to the general user as particular agents nay
hold nultiple inportant but separable roles. The above definitions
are intended to enable nore precise discussion of the nechani sns

i nvol ved.

3.2. Types of Miiling Lists
There are four conmon M.M i npl enentati on nodes:

aliasing: An aliasing MM (see Section 5.1 of [EMAIL-ARCH]) is one
that makes no changes to the nessage itself as it redistributes;
any nodifications are constrained to changes to the [ SMIP]
envel ope recipient list (RCPT commands) only. There are no
changes to the nessage header or body at all, except for the
addition of [MAIL] trace header fields. The output of such an MM
is considered to be a continuation of the Author’s origina
nmessage transit. An exanple of such an M_LMis an address that
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expands directly in the MIA such as a list of |ocal system
admi ni strators used for relaying operational or other internal-
only nessages. See also Section 3.9.2 of [SMIP].

resending: A resending MM (see Sections 5.2 and 5.3 of
[EMAIL-ARCH]) is one that nay make changes to a nessage. The
out put of such an MLMis considered to be a new nessage; delivery
of the original has been conpleted prior to distribution of the
repost ed message. Such messages are often reformatted, such as
with list-specific header fields or other properties, to
facilitate discussion anong |ist subscribers.

authoring: An authoring MLMis one that creates the content being
sent as well as initiating its transport, rather than basing it on
one or nore nessages received earlier. This is not a "mediator"
interms of [EMAIL-ARCH since it originates the nessage, but
after creation, its nessage processing and posting behavi or
ot herwi se do match the MM paradigm Typically, replies are not
generated, or if they are, they go to a specific recipient and not
back to the list’'s full set of recipients. Exanples include
newsl etters and bul k marketing nail

di gesting: A special case of the resending MLMis one that sends a
singl e message conprising an aggregation of recent M.M
subm ssi ons, which m ght be a nessage of [M Mg type "multipart/
digest" (see [MME-TYPES]). This is obviously a new nessage, but
it may contain a sequence of original nmessages that nay thensel ves
have been DKI M si gnhed.

In the remmi nder of this docunent, we distinguish two rel evant steps
corresponding to the followi ng SMIP transacti ons:

MLM I nput: Originating user is Author; originating ADMD is
Oiginator and Signer; MMMs ADMD is Verifier; MM s input
function is Receiver.

MM Qutput: MM (sending its reconstructed copy of the originating
user’s nessage) is Author; ML(Ms ADMD is Originator and Signer
the ADMD of each subscriber of the list is a Verifier; each
subscri ber is a Receiver.

Much of this docurment focuses on the resending class of MM as it has
the nost direct conflict operationally with DKI M

The di ssection of the overall MM operation into these two distinct
phases allows the DKI M specific issues with respect to MLMs to be
i sol ated and handled in a logical way. The main issue is that the
repackagi ng and reposting of a nessage by an MLMis actually the
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construction of a conpletely new nessage, and as such, the MLMis

i ntroduci ng new content into the enail ecosystem consuning the

Aut hor’ s copy of the nessage, and creating its own. \Wen considered
in this way, the dual role of the MMM and its ADMD becones cl ear

Sone i ssues about these activities are discussed in Section 3.6.4 of
[MAIL] and in Section 3.4.1 of [EMAIL-ARCH .

3.3. Current MM Effects on Signatures

As described above, an aliasing MM does not affect any existing
signature, and an authoring M_LMis always creating new content; thus,
there is never an existing signature. However, the changes a
resending MLM typically makes affect the RFC5322. Subj ect header
field, the addition of some list-specific header fields, and/or the
nodi fication of the nessage body. The effects of each of these on
DKI M verification are discussed bel ow

Subj ect tags: A popular feature of MLMs is the "tagging" of an
RFC5322. Subj ect field by prefixing the field s contents with the
nane of the list, such as "[exanple]" for a list called "exanple".
Al tering the RFC5322. Subject field on new subnissions by adding a
list-specific prefix or suffix will invalidate the Signer’s
signature if that header field was included in the hash when
creating that signature. Section 5.5 of [DKIM lists
RFC5322. Subj ect as one that should be covered as it contains
i mportant user-visible text, so this is expected to be an issue
for any list that makes such changes.

Li st-specific header fields: Sone lists will add header fields
specific to list adm nistrative functions such as those defined in
[LIST-1D and [LIST-URLS] or the "Resent-" fields defined in
[MAIL]. It is unlikely that a typical MJA would include such
fields in an original message, and DKIMis resilient to the
additi on of header fields in general (see notes about the "h=" tag
in Section 3.5 of [DKIM). Therefore, this is not seen as a
concern.

O her header fields: Some lists will add or replace header fields
such as "Reply-To" or "Sender" in order to establish that the
nmessage is being sent in the context of the mailing list, so that
the list is identified ("Sender") and any user replies go to the
list ("Reply-To"). |If these fields were included in the origina
nessage, it is possible that one or nore of them may have been
included in the signature hash, and those signatures will thus be
br oken.
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M nor body changes: Sone |ists prepend or append a few lines to each
nessage to renm nd subscribers of an administrative URL for
subscription issues, of list policy, etc. Changes to the body
will alter the body hash computed at the DKIM Verifier, so these
wi Il render any existing signatures that cover those portions of
the nessage body unverifiable. [DKIM includes the capability to
l[imt the length of the body covered by its body hash so that
appended text will not interfere with signature validation, but
this has security inplications.

Maj or body changes: There are some MLMs that make nore substantial
changes to nessage bodi es when preparing themfor redistribution,
such as adding, deleting, reordering, or reformatting [M Mg
parts, "flattening" HTM. nessages into plain text, or inserting
headers or footers within HTM. nessages. Mdst or all of these
changes will invalidate a DKIM signature.

M ME part renoval: Sonme MLMs that are M ME-aware will renove | arge
M ME parts from subm ssions and replace themwith URLs to reduce
the size of the distributed formof the nmessage and to prevent
i nadvertent automated nmalware delivery. Except in some cases
where a body length limt is applied in generation of the DKIM
signature, the signature will be broken.

There reportedly still exist some mailing lists in operation that are
actually run manually by a human |i st nanager, whose workings in
preparing a message for distribution could include the above or even
some ot her changes.

In general, absent a general novenent by MM devel opers and operators
toward nmore DKIMfriendly practices, an MM subscri ber cannot expect
signatures applied before the nessage was processed by the MLMto be
valid on delivery to a Receiver. Such an evolution is not expected
in the short termdue to general devel opment and depl oynent inertia.
Mor eover, even if an MLM currently passes nmessages unnodified such
that Author signatures validate, it is possible that a configuration
change or software upgrade to that MLMw || cause that no |l onger to
be true.

4. Non-Participating MM
This section contains a discussion of issues regarding sendi ng DKI M
signed mail to or through an MM that is not DKIM aware.

Specifically, the header fields introduced by [DKIM and
[ AUTH- RESULTS] carry no special meaning to such an MM
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4. 1.

4. 2.

Kuc

Aut hor - Rel at ed Si gni ng

In an idealized world, if an Author knows that the M_LMto which a
nmessage is being sent is a non-participating resending MM the

Aut hor needs to be cautious when deciding whether or not to send a
signed nmessage to the list. The MM coul d nake a change that would
invalidate the Author’s signature but not renbve it prior to

redi stribution. Hence, list recipients would receive a nessage
purportedly fromthe Author but bearing a DKIM signature that would
not verify. Sone mail filtering software incorrectly penalizes a
nmessage containing a DKIM signature that fails verification. This
may have detrinental effects outside of the Author’s control
(Additional discussion of this is below ) This problemcan be
conpounded if there are Receivers that apply signing policies (e.g.
[ADSP]) and the Author publishes any kind of strict policy, i.e., a
policy that requests that Receivers reject or otherw se deal severely
wi th non-conpliant nessages.

For donmmins that do publish strict ADSP policies, the originating
site SHOULD use a separate nessage stream (see Section 2.5), such as
a signing and Author subdomain, for the "personal" mail -- a
subdormain that is different fromdomain(s) used for other nmai
streans. This allows each to devel op an i ndependent reputation, and
nore stringent policies (including ADSP) can be applied to the mai
stream(s) that do not go through mailing |lists or perhaps do not get
signed at all.

However, all of this presupposes a |level of infrastructure
understanding that is not expected to be common. Thus, it will be

i ncurbent upon site administrators to consider how support of users

wi shing to participate in mailing |ists mght be acconplished as DKIM
achi eves w der adopti on.

In general, the stricter practices and policies are likely to be
successful only for the mail streams subject to the nost end-to-end
control by the originating organization. That typically excludes
mai | going through M_Ms. Therefore, site adm nistrators wi shing to
enpl oy ADSP with a "di scardabl e" setting SHOULD separate the
controlled mail streamwarranting this handling from other nai
streans that are less controlled, such as personal mail that transits
M_.Ms. (See also Section 5.7 bel ow.)

Verification Qutcomes at Receivers
There is no reliable way to deternmine that a piece of mail arrived
via a non-participating MMM Sites whose users subscribe to non-

partici pating M_Ms SHOULD ensure that such user mail streams are not
subject to strict DKIMrel ated handling policies.
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4.3. Handling Choices at Receivers

In order to exenpt sone nail fromthe expectation of signature
verification, as discussed in Section 4.1, receiving ADVMDs woul d need
to register non-participating lists and confirmthat mail transited
them However, such an approach requires excessive effort and even
then is likely to be unreliable. Hence, it is not a scal able

sol uti on.

Any treatment of a verification failure as having special neaning is
a violation of the basic DKIM Signatures specification [DKIM. The
only valid, standardized basis for going beyond that specification is
with specific ADSP direction.

Use of restrictive domain policies such as [ ADSP] "di scardabl e"
presents an additional challenge. |In that case, when a nessage is
unsi gned or the signature can no | onger be verified, discarding of
the nessage is requested. There is no exception in the policy for a
nessage that nay have been altered by an MLM nor is there a reliable
way to identify such mail. Therefore, participants SHOULD honor the
policy and disallow the nessage.

4.4. Wapping a Non-Participating MM

5.

1.

One approach for adding DKIM support to an ot herw se non-
participating MMis to "wap" the M_(Mor, in essence, place it

bet ween ot her DKI M aware conmponents (such as MIAs) that provide some
DKI M services. For exanple, the ADVD operating a non-participating
M.M coul d have its DKIM Verifier act on nmessages fromli st
subscribers, enforcing sone of the features and recommendati ons of
Section 5 on behalf of the MLM and the MIA or MSA receiving the MM
Qut put could al so add a DKIM signature for the MLM s domai n.

Participating M.Ms

This section contains a discussion of issues regarding DKIMsigned
mail that transits an M_Mthat is DKI M aware.

Cener al

Changes that merely add new header fields, such as those specified by
[LIST-1D], [LIST-URLS], and [MAIL], are generally the nost friendly
to a DKIMparticipating email infrastructure. Their addition by an
MM wi Il not affect any existing DKIM signatures unless those fields
were al ready present and covered by a signature’'s hash, or a
signature was created specifically to disallow their addition (see
the note about "h=" in Section 3.5 of [DKIM).
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However, the practice of applying headers and footers to nessage

bodi es is commpbn and not expected to fade regardl ess of what
docunents any standards body mi ght produce. This sort of change will
i nval i date the signhature on a nmessage where the body hash covers the
entire nessage. Thus, the follow ng sections al so discuss and
suggest ot her processing alternatives.

A possible nitigation to this inconpatibility is use of the "I =" tag
to bound the portion of the body covered by the DKIM body hash, but
this is not workable for [M Mg nessages; noreover, it has security
consi derations (see Section 3.5 of [DKIM). Therefore, its use is
di scour aged.

Expressions of list-specific policy (e.g., rules for participation,
smal | advertisements, etc.) are often added to outgoi ng nessages by
M_M operators. There is currently no header field proposed for

rel ayi ng such general operational MM details apart from what
[LIST-URLS] al ready supports. This sort of information is comonly

i ncl uded footer text appended to the body of the nessage or header
text prepended above the original body. It is RECOMVENDED t hat
periodic, automatic mailings to the list are sent to remnind
subscribers of list policy. It is al so RECOWENDED t hat standard
header fields, rather than body changes, be used to express |ist
operation paraneters. These periodic mailings will be repetitive, of
course, but by being generally the sane each tinme, they can be easily
filtered if desired.

5.2. DKIM Aut hor Domain Signing Practices

ADSP presents a particular challenge. An Author dommin posting a
policy of "discardable" inposes a very tight restriction on the use
of mailing lists, essentially constraining that domain’s users to
lists operated by aliasing M_Ms only; any MM that alters a nessage
fromsuch a domain or renpves its signature subjects the message to
severe action by Verifiers or Receivers. A resending M.M SHOULD
reject outright any mail from an Author whose donmi n posts such a
policy, as those nmessages are likely to be discarded or rejected by
any ADSP-aware recipients. See also the discussion in Section 5.3.

VWhere such rejection of "discardable" mail is not enforced, and such
mail arrives to a Verifier that applies ADSP checks that fail, the
nmessage SHOULD be either discarded (i.e., accept the nessage at the

[ SMIP] |evel but discard it without delivery) or rejected by
returning a 5xx error code. 1In the latter case, sone advice for how
to conduct the rejection in a potentially neani ngful way can be found
in Section 5.11.
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The reason for these reconmendations is best illustrated by exanpl e.
Suppose the foll ow ng:

o users Ul and U2 are subscribers of list L;

o Ul is within an ADMD that advertises a "discardabl e" policy using
ADSP;

o L alters subnissions prior to resending in a way that invalidates
the DKI M signature added by Ul's ADMD,

o W2’'s ADMD enforces ADSP at the border by issuing an SMIP error

code; and
o L is configured to renmove subscribers whose mail is bouncing.
It follows then that a submission to L fromUL will be received at
U2, but since the DKIMsignature fails to verify, U2's ADVD wi ||
reject it based on the ADSP protocol. That rejection is received at

L, which proceeds to renpve U2 fromthe Iist.
See al so Appendix B.5 of [ADSP] for further discussion.
5.3. Subscriptions

At subscription time, an ADSP-aware M.M SHOULD check for a published
ADSP record for the new subscriber’s domain. |f the policy specifies
"di scardabl e", the M.M SHOULD di sal |l ow t he subscription or present a
war ni ng that the subscriber’s subm ssions to the mailing list mght
not be deliverable to some recipients because of the published policy
of the subscriber’s ADMD

O course, such a policy record could be created after subscription
so this is not a universal solution. An M.Minplenmentation MAY do
peri odi c checks of its subscribers and issue warnings where such a
policy is detected or sinply check upon each subni ssion

5.4. Exceptions to ADSP Reconmmendati ons

VWhere an ADMD has established sone out-of-band trust agreenent with
anot her ADMD such that an Authentication-Results field applied by one
is trusted by the other, the above reconmmendati ons for M.M operation
with respect to ADSP do not apply because it is then possible to
establ i sh whether or not a valid Author signature can be inferred
even if one is not present on receipt.
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For exanpl e, suppose donai ns exanpl e.com and exanpl e. net have an
explicit agreenment to trust one another’s authentication assertions.
Now, consider a nessage with an RFC5322. From donai n of "exanple. org"
that is also bearing a valid DKIM signature by the same domain, which
arrives at a mailing list run by exanple.com Upon eval uation
exanpl e.com val i dates the signature and adds an [ AUTH RESULTS] field
indicating this. However, the MM al so nakes changes to the nessage
body that invalidate the signature. The MM then re-signs the
nodi fi ed message using DKIM and sends it on to the list’s

subscri bers, one of whomis at exanple.nnet.

On arrival at exanple.net, the DKIMsignature for exanple.org is no
| onger valid, so ADSP woul d generally fail. However, exanple. net
trusts the assertion of exanple.conm s Authentication-Results field
that indicated that there was a valid signature from exanple.org, so
the ADSP failure can be ignored.

5.5. Author-Related Signing

An inportant consideration is that Authors rarely have any direct

i nfl uence over the managerment of an MLM  Specifically, the behavior
of an intermediary (e.g., an M_Mthat is not careful about filtering
out junk mail or being diligent about unsubscription requests) can
trigger recipient conplaints that reflect back on those agents that
appear to be responsible for the nessage, in this case an Author via
the address found in the RFC5322. Fromfield. 1In the future, as DKI M
signature outputs (i.e., the signing domain) are used as inputs to
reputati on nmodul es, there nay be a desire to insulate one’'s
reputation frominfluence by the unknown results of sending mai
through an MLM I n that case, Authors SHOULD create a mail stream
specifically used for generating DKIM signatures when sending traffic
to MMs.

Thi s suggestion can be made nore general. Miil that is of a
transactional or generally end-to-end nature, and not likely to be
forwarded around by either M_Ms or users, SHOULD be signed with a
mail streamidentifier different fromthat used for a streamthat
serves nmore varied uses.

5.6. Verification Qutconmes at MM

M.Ms typically attenpt to authenticate nessages posted through them
They usually do this through the trivial (and insecure) neans of
verifying the RFC5322. From fiel d enmail address (or, less frequently,
the RFC5321. Mai | From paraneter) against a |ist subscription registry.
DKI M enabl es a stronger form of authentication: the MM can require
that nmessages using a given RFC5322. From address al so have a DKIM
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signature with a corresponding "d=" domain. This feature would be
somewhat simlar to using ADSP, except that the requirenment for it
woul d be inmposed by the MLM and not the Author’s organization

(Note, however, that this goes beyond DKIM s docunented semanti cs.
It is presented as a possi bl e workabl e enhancenent.)

As described, the MM mi ght conduct DKIM verification of a signed
nmessage to attenpt to confirmthe identity of the Author. Although
it is a common and intuitive conclusion, few signed nessages w |

i ncl ude an Aut hor signature (see [ADSP]). MM npl enenters addi ng
such support woul d have to accommpdate this. For exanple, an MM
m ght be designed to accompdate a |ist of possible signing domains
(the "d=" portion of a DKIMsignature) for a given Author and
deternmine at verification time if any of those are present. This
enables a nore reliable nmethod of authentication at the expense of
having to store a mapping of authorized signing domains for
subscribers and trusting that it will be kept current.

A nmessage that cannot be thus authenticated MAY be held for
noderation or rejected outright.

This logic could apply to any |ist operation, not just |ist
submission. In particular, this inproved authentication MAY apply to
subscription, unsubscription, and/or changes to subscriber options
that are sent via enmail rather than through an authenticated,

i nteractive channel such as the web.

In the case of verification of signatures on subm ssions, M.Ms SHOULD
add an [ AUTH RESULTS] header field to indicate the signature(s)
observed on the subnission as it arrived at the MM and what the

out come of the evaluation was. Downstream agents m ght or m ght not
trust the content of that header field depending on their own a

priori know edge of the operation of the ADVMD generating (and,
preferably, signing) that header field. See [AUTH RESULTS] for
further discussion.

5.7. Signature Renpval |ssues

A message that arrives signed with DKIM neans some domain prior to
M.M I nput has nmade a claimof some responsibility for the message.
An obvi ous benefit to |l eaving the input-side signatures intact, then
is to preserve that original assertion of responsibility for the
nmessage so that the Receivers of the final nessage have an
opportunity to evaluate the nessage with that information avail able
to them

Kucher awy Best Current Practice [ Page 17]



RFC 6377 DKI M and Mailing Lists Sept ember 2011

However, if the MLMis configured to make changes to the nessage
prior to reposting that would invalidate the original signature(s),
further action is RECOMENDED to prevent invalidated signatures from
arriving at final recipients, possibly triggering unwarranted filter
actions. (Note, however, that such filtering actions are plainly
wong; [DKIM stipulates that an invalid signature is to be treated
as no signature at all.)

A possible solution would be to:

1. Attenpt verification of all DKIMsignatures present on the input
nessage;

2. Apply local policy to authenticate the identity of the Author
3. Rernove all existing [AUTH RESULTS] fields (optional);

4. Add an [ AUTH RESULTS] header field to the nessage to indicate the
results of the above;

5. Renove all previously eval uated DKI M si gnat ures;

6. Affix a new signature that includes in its hashes the entire
nessage on the output side, including the Authentication-Results
header field just added (see Section 5.8).

Renovi ng the original signature(s) seens particularly appropriate
when the MM knows it is likely to invalidate any or all of them due
to the nature of the reformatting it will do. This avoids false
negatives for list subscribers in their roles as Receivers of the
nessage; although [DKIM stipulates that an invalid signature is the
same as no signature, it is anticipated that there will be sone

i mpl ementations that ignore this advice.

The MLM coul d re-eval uate existing signatures after making its
nmessage changes to determ ne whether or not any of them have been
i nval idated. The cost of this is reduced by the fact that,
presunably, the necessary public keys have al ready been downl oaded
and one or both of the nmessage hashes coul d be reused.

Per the discussion in [AUTH RESULTS], a Receiver’s choice to put any
faith in the veracity of the header field requires an a priori
assessment of the agent that created it. Absent that assessnment, a
Recei ver cannot interpret the field as valid. Thus, the fina

reci pients of the nessage have no way to verify on their own the
authenticity of the Author’s identity on that nessage. However, if
that field is the only one on the nessage when the Verifier gets it,
and the Verifier explicitly trusts the Signer that included the
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Aut hentication-Results field in its header hash (in this case, the
MM, the Verifier is in a position to believe that a valid Author
signature was present on the nessage.

This can be generalized as foll ows: a Receiver SHOULD consi der only
[ AUTH- RESULTS] fields bearing an authserv-id that appears in a |ist
of sites the Receiver trusts and that is also included in the header
hash of a [DKIM signature added by a domain in the sanme trusted
list.

Since an aliasing MM makes no substantive changes to a nessage, it
need not consider the issue of signature renoval as the origina
signatures should at least arrive to the next MIA unnodified. It is
possi bl e that future donai n-based reputations would prefer a richer
data set on receipt of a nessage, and, in that case, signature
renoval woul d be undesirable.

An authoring MLMis closed to outside submitters; thus, nmuch of this
di scussi on does not apply in that case.

5.8. MM Si gnat ures

DKI M awar e resendi ng M_Ms and aut horing M.Ms SHOULD affix their own
si gnatures when distributing nmessages. The MM is responsible for
the alterations it nmakes to the original nmessages it is resending and
shoul d express this via a signature. This is also hel pful for
getting feedback fromany FBLs that night be set up so that undesired
list mail can generate appropriate action.

M.M signatures will likely be used by recipient systens to recognize
list mail, and they give the MLMs ADMD an opportunity to develop a
good reputation for the list itself.

A signing MM as any other MM is free to onmit redistribution of a
nmessage if that message was not signed in accordance with its own

| ocal configuration or policy. It could also redistribute but not
sign such nmail. However, selective signing is NOI RECOMVENDED,
essentially that would create two nessage streans fromthe MM one
si gned and one not, which can confuse DKI M aware Verifiers and

Recei vers.

A signing MM coul d add a List-Post: header field (see [LIST-URLS])
using the DNS domain natching the one used in the "d=" tag of the
DKI M si gnature that is added by the MLM This can be used by
Verifiers or Receivers to identify the DKIM signature that was added
by the MMM This is not required, however; it is believed the
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reputation of the Signer will be a nore critical data point than this
suggested binding. Furthernore, this is not a binding recognized by
any current specification docunent.

A DKI M aware resendi ng MLM SHOULD sign the entire nessage after the
nessage is prepared for distribution (i.e., the MM Qutput from
Section 3.2). Any other configuration mght generate signatures that
wi Il not validate.

DKI M awar e aut horing M_Ms sign the mail they send according to the
regul ar signing guidelines given in [DKIM.

One concern is that having an MM apply its signature to unsigned
mai |l m ght cause sone Verifiers or Receivers to interpret the
signature as conferring nore authority or authenticity to the nmessage
content than is defined by [DKIM. This is an issue beyond M.Ms and
primarily entails receive-side processing outside of the scope of
[DKIM. It is, nevertheless, worth noting here.

5.9. Verification Qutconmes at Final Receiving Sites

In general, Verifiers and Receivers SHOULD treat a signed nessage
froman MM Ilike any other signed nessage; indeed, it would be
difficult to discern any difference since specifications such as
[LIST-URLS] and [LIST-1D] are not universally deployed and can be
trivially spoofed.

However, because the Author domain will commonly be different from
the MLM s signing domain, there may be a conflict with [ ADSP] as

di scussed in Sections 4.3 and 5.7, especially where an ADVD has

m sused ADSP.

5.10. Use with FBLs

An FBL operator might wish to act on a conplaint froma user about a
nessage sent to a list. Sonme FBLs could choose to generate feedback
reports based on DKIMverifications in the subject nessage. Such
operators SHOULD send a report to each domain with a valid signature
that has an FBL agreenent established, as DKIM signatures are clains
of some responsibility for that message. Because Authors generally
have |limted control over the operation of a list, this point makes
M.M signing all the nore inportant.

M_M operators SHOULD regi ster with FBLs from nmaj or service providers.
In the context of DKIM there SHOULD be an exchange of infornation
with the FBL provider including what signing domain the MLMwill use,
i f any.
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Where the FBL wi shes to be nore specific, it MAY act solely on a DKIM
signature where the signing donain natches the DNS donmain found in a
Li st-Post: header field (or simlar).

Use of FBLs in this way SHOULD be nmade explicit to list subscribers.
For exanple, if it is the policy of the MLMs ADMD to handl e an FBL
item by unsubscribing the user that was the apparent sender of the

of f endi ng message, advising subscribers of this in advance would help
to avoid surprises later.

A DKI M si gned nessage sent to an MM and then distributed to all of
alist’s recipients, could result in a conplaint fromone of the
final recipients for sone reason. This could be an actual conpl aint
from sonme subscriber that finds the nessage abusive or otherw se
undesirable, or it could be an automated conpl ai nt such as Recei ver
detection of an invalidated DKIM signature or sone other condition
It could also be a conplaint that results from antagonistic behavi or
such as is combpn when a subscriber to a list is having trouble
unsubscri bing and t hen begi ns issuing conpl aints about al

submi ssions to the list. This would result in a conplaint being
generated in the context of an FBL report back to the nessage Author
However, the original Author has no involverment in operation of the
MM itself, meaning the FBL report is not actionable and is thus
undesi r abl e.

5.11. Handling Choices at Receivers

A recipient that explicitly trusts signatures froma particular MM
MAY wi sh to extend that trust to an [ AUTH RESULTS] header field
signed by that MLM The reci pient MAY then do additional processing
of the nessage, using the results recorded in the Authentication-
Results header field instead of the original Author’s DKIM signature.
Thi s includes possibly processing the nessage as per ADSP

requi renents.

Recei vers SHOULD i gnore or renpbve all unsigned externally applied
Aut henti cation-Results header fields and those not signed by an ADMD
that can be trusted by the Receiver. See Sections 5 and 7 of

[ AUTH- RESULTS] for further discussion

Upon DKI M and ADSP eval uation during an SMIP session (a common

i npl enentation), an agent MAY decide to reject a nessage during an
SMIP session. |If this is done, [SMIP] stipulates that 550 is the
correct response code. However, if the SMIP server supports

[ ENHANCED] status codes, a status code not normally used for "user
unknown" (5.1.1) is preferred; therefore, a 5.7.0 code SHOULD be
used. If the rejecting SMIP server supports this, it thus makes a
di stinction between nessages rejected deliberately due to policy
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deci sions rather than those rejected because of other delivery
issues. |In particular, a policy rejection SHOULD be rel ayed using
the above enhanced status code and sone appropriate wording in the
text part of the reply. Those M_Ms that automatically attenpt to
renove users with prolonged delivery problens (such as account

del eti on) SHOULD thus detect the difference between policy rejection
and other delivery failures and act accordingly. It would also be
beneficial for SMIP servers doing so to use appropriate wording in
the text portion of the reply, perhaps explicitly using the string
"ADSP" to facilitate searching for relevant data in | ogs.

The precedi ng paragraph does not apply to an [ ADSP] policy of

“di scardabl e". In such cases where the subm ssion fails that test,
the Receiver or Verifier SHOULD di scard the nessage but return an
SMIP success code, i.e., accept the nessage but drop it without
delivery. An SMIP rejection of such mail instead of the requested
di scard action causes nore harmthan good.

6. DKIM Reporting

As nechani sns becone avail able for reporting forensic details about
DKIM verification failures, M.Ms will benefit fromtheir use.

M_.Ms SHOULD apply DKIM failure-reporting nechanisns as a nethod for
provi di ng feedback to Signers about issues with DKIMinfrastructure.
This is especially inmportant for M.Ms that inplenent DKIM
verification as a nmechanismfor authentication of |ist configuration
comands and subm ssions from subscri bers.

7. Security Considerations

Thi s docunent provides suggested or best current practices for use
with DKI M and, as such, does not introduce any new technol ogi es for
consi deration. However, the follow ng security issues should be
consi dered when inplementing the practices described in this
docunent .

7.1. Security Considerations from DKIM and ADSP
Readers should be familiar with the material in the "Security

Consi derati ons” sections in [DKIM, [ADSP], and [ AUTH RESULTS] as
appropri ate.
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7.2. Authentication Results Wen Rel ayi ng

Section 5 advocates addition of an [ AUTH RESULTS] header field to
i ndi cate authentication status of a nessage received as MM I nput.
Per Section 7.2 of [AUTH RESULTS], Receivers generally should not
trust such data without a good reason to do so, such as an a priori
agreenment with the MM s ADWD.

Such agreenents are strongly advised to include a requirenment that
those header fields be covered by a [DKIM signature added by the
M.M s ADMD.
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Appendi x B. Exanpl e Scenari os
This section describes a few MM related DKIM scenarios that were
part of the inpetus for this work and the recomended resol utions for
each.

B.1. MM and ADSP
Pr obl em
o Author ADMD advertises an ADSP policy of "dkinedi scardabl e"

0 Author sends DKIMsigned mail to a non-participating MM which
i nval i dates the signature

0 Receiver MIA checks DKIM and ADSP at SMIP tine and is configured
to reject ADSP failures, so rejects this nessage

0 process repeats a fewtinmes, after which the MM unsubscri bes the
Recei ver

Sol ution: M.Ms should refuse nmail from donai ns advertisi ng ADSP
policies of "discardable" unless the MLMs are certain they nake no
changes that invalidate DKIM signatures.

B.2. MM and FBLs

Pr obl em

0 subscriber sends signed mail to a non-participating MM that does
not invalidate the signature

O a recipient reports the message as spam

o FBL at recipient ADMVD sends report to contributor rather than I|ist
manager
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Sol ution: M.Ms should sign mail they send and nmight also strip

exi sting signatures. FBLs should report to |list operators instead of
subscri bers where such can be distingui shed; otherw se, FBLs should
report to all parties with valid signatures.
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