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Abst ract

Thi s docunent specifies Protocol for carrying Authentication for

Net wor k Access (PANA) Rel ay El enent functionality, which enabl es PANA
nmessagi ng between a PANA Cient (PaC) and a PANA Aut hentication Agent
(PAA) where the two nodes cannot reach each other by nmeans of regul ar
| P routing.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6345.
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Copyright (c) 2011 | ETF Trust and the persons identified as the
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

Lo IntroduCti On ... 2
1.1. Specification of Requirenents ............ ... ... 3
2. PANA Relay El ement . ... ... 3
3. Security of Messages Sent between PRE and PAA ................... 5
4. PANA Messages for Relay Operation .......... ... ..., 7
4.1, PANA-Rel @y . ..o 7
5. PANA AVPs for Relay Qperation ............. ... 7
5.1. PaC Information AVP ... ... 7
5.2. Relayed-Message AVP . ... .. 7
6. Security Considerati ONS . .... ... .. 8
7. TANA Considerati ONS .. ... ... e e e e e 10
8. Acknow edgment S . .. ... ... 10
9. Ref erenCes . ... 10
9.1. Normative References .......... ..., 10
9.2. Informative References .......... .. . . . . .. 11
1. Introduction

Protocol for carrying Authentication for Network Access (PANA)

[ RFC5191] is a UDP-based protocol to perform Extensible

Aut hentication Protocol (EAP) authentication between a PANA dient
(PaC) and a PANA Aut hentication Agent (PAA)

Thi s docunent specifies PANA Relay El enment (PRE) functionality, which
enabl es PANA nessagi ng between a PaC and a PAA where the two nodes
cannot reach each other by nmeans of regular IP routing. For exanple,
in ZigBee | P [ZI GBEEIP] that uses 6LOWPAN [ RFC4944], a joi ni ng node
(PaC) can only use a link-1ocal |Pv6 address to comunicate with a
parent node prior to PANA authentication. The PAA typically resides
in a 6LowPAN Border Router (6LBR) [6LoWPAN-ND], which is often
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nmultiple | P hops away fromthe PaC. The PRE inplenmented on the
parent node is used for relaying PANA nessages between the PaC and
the PAA in this scenario.

1.1. Specification of Requirements

In this docunent, several words are used to signify the requirenents
of the specification. These words are capitalized. The key words
"MUST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT", "SHOULD',
"SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [ RFC2119].

2. PANA Rel ay El enent

A PANA Relay Elenent (PRE) is a node that is |ocated between a PaC
and a PAA. It is responsible for relaying the PANA nmessages between
the PaC and the PAA. The PRE does not need to naintain per-PaC
state. Fromthe PaC s perspective, the PRE appears as the PAA
Normal IP routing is perfornmed between the PRE and the PAA. A PAA
can comunicate with nmultiple PRES. A PRE can conmunicate with
multiple PAAs, and it will choose one PAA to communicate with for a
gi ven PaC. By default, the PaC discovers the PRE using the norma
mechani sm for PAA di scovery as defined in [RFC5192]. PREs are
assuned to be configured with the I P address(es) of the PAA(s).
Dynam ¢ PAA discovery schenes for PREs are outside the scope of this
document .

The PRE and the PAA support the relay operation as foll ows.

When the PRE receives a PANA nessage fromthe PaC, it creates a PANA-
Rel ay (PRY) nessage (see Section 4.1) containing a Rel ayed- Message
AVP (see Section 5.2) and a PaC- Infornation AVP (see Section 5.1).
The Rel ayed- Message AVP encapsul ates the entire PANA Message received
fromthe PaC. The PaC-Information AVP contains the PaC s | P address
and UDP port nunber used for sending the PANA nessages. The PRY
nessage is sent to the PAA

When the PAA receives the PRY nessage, it retrieves the PaC

ori gi nat ed PANA nessage fromthe Rel ayed- Message AVP and the PaC s I P
address and UDP port nunmber fromthe PaC- Information AVP. The PaC
ori gi nated PANA nessage is processed in the sane way as specified in
[ RFC5191], with the foll owi ng exceptions:

(a) The I P address and the port nunber contained in the PaC
I nformati on AVP and the source | P address and UDP port nunber of
the PRE are used to identify the PaC anong multiple PANA-dient-
Initiation nessages sent fromdifferent PaCs through the same PRE
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or sent fromnore than one PaC with the sanme the | P address and
the port nunber through different PREs.

(b) The I P address and the port nunmber contained in the PaC
Informati on AVP are maintained by the PAA in the PANA session
attribute "I P address and UDP port nunber of the PaC' [ RFC5191].

(c) The I P address and UDP port nunber of the PRE are naintai ned by
the PAA in a new PANA session attribute "IP address and UDP port
nunber of the PRE'. A PANA session is referred to as a rel ayed
PANA session if this attribute has a non-null val ue.

When the PAA origi nates a PANA nessage for a relayed PANA session, it
sends a PRY nmessage to the PRE's | P address and sets the destination
UDP port number to the UDP port nunber of the PRE mmintained in the
PANA session attribute "IP address and UDP port nunber of the PRE"
The PRY message includes a Rel ayed- Message AVP contai ni ng the PAA-
ori gi nat ed PANA nessage and al so includes a PaC-Information AVP
containing the PaC s | P address and UDP port nunber.

When the PRE receives the PRY nmessage, it retrieves the PAA-

ori gi nat ed PANA nessage fromthe Rel ayed- Message AVP and the PaC s I P
address and UDP port nunber from and PaC-Information AVPs. The PAA-
originated PANA nessage is sent to the PaC s |IP address with the
source UDP port nunber set to the PANA port nunber (716) and the
destinati on UDP port nunber set to the UDP port nunber contained in

t he Rel ayed- Message AVP.

The Session ldentifier and Sequence Nunmber of any PRY message are set
to zero. PRY nessages are never retransnmtted by the PRE or the PAA
Not e that the PANA nessage carried in a Rel ayed- Message AVP may be
retransmtted by the PaC or PAA Ileading to transm ssion of a new PRY
nmessage carrying the sane Rel ayed- Message AVP.

A PAA that supports this specification MIUST be able to process PRY
nmessages for PaC-initiated PANA sessions.

This specification assunmes there is at nmost one PRE between the PaC
and the PAA. Perfornming relay operation on a PANA nessage that is
already relayed (i.e., carried inside a PRY nmessage) is out of scope
of this specification

Figure 1 is an exanple nessage flow with a PRE
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PaC PRE PAA  srcl P: port->dstlP:port
1. ---PO-->  iPLpl -> 1P2ai716
2. ---PRY[ P{IP1: p1}, R{PCI }] - - > | P2b: p2 -> | P3: 716
3. <--PRY[ P{I P1: p1}, R{PAR}] - - - | P3: 716 -> | P2b: p2
4. <--PAR--- | P2a: 716 -> | P1: pl1
5. ---PAN--> IPl:p1 -> |P2a:716
6. ---PRY[ P{I P1: p1}, R{PAN}] - - > | P2b: p2 -> 1 P3:716
7. <--PRY[ P{I P1: p1}, R{PAR}] - - - | P3: 716 -> | P2b: p2
8. <--PAR--- | P2a: 716 -> | Pl:pl
9. --- PAN--> P1:pl -> |P2a:716
10. ---PRY[ P{1 P1: p1}, R{PAN}] - - > | P2b: p2 -> | P3: 716

IP1 is the | P address of PaC.

| P2a and |1 P2b are the | P addresses of PRE
| P2a is used for conmunicating with PaC.

| P2b is used for conmunicating with PAA
The two | P address nay be the sane.

IP3 is the | P address of PAA.

pl is PaC-assigned UDP port number
p2 i s PRE-assignhed UDP port numnber.

P: PaC-Information AVP
R Rel ayed- Message AVP

Figure 1: Exanple Call Message for PANA Rel ay
3. Security of Messages Sent between PRE and PAA

PRE/ PAA security is OPTIONAL since PANA nessages are designed to be
used in untrusted networks, but if a cryptographic nmechanismis
supported, it SHOULD be | Psec. When the device characteristics
precl ude support for |IPsec, an alternative mechani smsuch as DTLS

[ RFC4347], or link-1ayer cryptographic security, etc., may be used
instead. This section describes how | Psec [ RFC4301] can be used for
securing the PANA rel ay nessages.
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When | Psec is used, each PRE nust have an established pairw se trust
relationship with a PAA. That is, if messages froma PaC will be
relayed by a PRE to a PAA, the PRE and PAA nust be configured to use
| Psec for the messages they exchange.

PREs and PAAs that support secure PRE to PAA conmunication use |Psec
under the follow ng conditions:

Sel ectors

Mode

Key managenent

Security policy

Aut henti cati on

Avail ability

Duf fy, et al.

PREs are manual ly configured with the addresses of
the PAAs to whi ch PANA nmessages are to be forwarded.
PAAs that will be using IPsec for securing PANA
nmessages nust al so be configured with a list of the
PREs to which nessages will be returned. The
selectors for the PREs and PAAs will be the pairs of
addresses defining PREs and PAAs that exchange PANA
nmessages on the PANA UDP port 716 in their source or
destinati on port.

PREs and PAAs use transport node and ESP. The

i nformati on in PANA nessages is not generally
consi dered confidential, so encryption need not be
used (i.e., NULL encryption can be used).

Because the PREs and PAA nmust be manual |y
configured, manually configured key nanagenent mnay
suffice, but does not provide defense agai nst

repl ayed messages. Accordingly, IKE with preshared
secrets SHOULD be supported. |IKE with public keys
MAY be support ed.

PANA nessages between PREs and PAAs shoul d only be
accepted from PANA peers as identified in the | oca
configurati on.

Shared keys, indexed to the source |P address of the
recei ved PANA nessage, are adequate in this
application.

Appropriate | Psec inplenentations are likely to be
avail abl e for PAAs and for PREs in nore featurefu
devices used in enterprise and core | SP networks.
IPsec is less likely to be available for PREs in

| ow-end devices prinmarily used in the hone or snall
of fice markets.
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4. PANA Messages for Relay Qperation
4.1. PANA- Rel ay

The PANA-Rel ay (PRY) nmessage is sent by the PRE to the PAA or by the
PAA to the PRE. It contains one PaC Information AVP and one Rel ayed-
Message AVP. The PRY nessage SHOULD NOT carry other AVPs.

In a PRE-originated PRY nessage, the PaC-Information AVP contains an
| P address and the UDP port number of the PANA nessage that was
originated by the PaC and is contained in the Rel ayed- Message AVP.

In a PAA-originated PRY nessage, the information in the PaC

I nformati on AVP MUST be copied fromthe "I P address and UDP port
nunber of the PaC' attribute of the associ ated PANA session

[ RFC5191] .

The Session ldentifier and Sequence Nunber field of any PRY nessage
MUST be set to zero. A PRY nessage MUST NOT be retransmtted by the
PRE or the PAA

PANA- Rel ay ::= < PANA-Header: 5 >
{ PaC-Information }
{ Rel ayed- Message }
*[ AVP ]
5. PANA AVPs for Relay Operation
5.1. PaC- Information AVP
The PaC-Information AVP (AVP Code 10) is of type CctetString and
contains an | P address (16-octet for an | Pv6 address or 4-octet for
an | Pv4 address) followed by a 2-octet UDP port number of the PaC
bot h encoded in network-byte order.
5.2. Rel ayed- Message AVP

The Rel ayed- Message (AVP Code 11) is of type CctetString and contains
a rel ayed PANA nessage excluding the UDP and | P headers.
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6.

Security Considerations

A PRE's nain objective is to assist transport of PANA nessages

bet ween the PaC and the PAA. Relay operation perforned between the
PRE and the PAA forms an additional |ogical link for relaying the
end-t o-end PANA nessages between the PaC and the PAA. | n that sense,
a PRE resenbles a bridge or a router that sits between the PaC and

t he PAA when non-rel ayed PANA [ RFC5191] is used.

A PRE can pose certain threats to the relayed PANA nmessages. A PRE
can del ay or drop PANA nessages sent by the PaC or the PAA. It can
al so spoof or nodify PANA nessages sent towards the PaC or the PAA
These threats are simlar to what an on-path bridge/router (i.e., a
man-in-the-nmddle, MtM can pose to non-relayed PANA. EAP and PANA
protocol s are designed to operate over unsecure |inks where

af orementi oned threats can already exist. Even though these threats
cannot be | everaged to gain unauthorized network access, or
conprom se of cryptographic keys (e.g., MK MK, EMSK, etc.), other
danages such as preventing authentication to conplete, or denial-of
service are still possible.

Even t hough the PRE-to-PAA relay path appears to be a separate
additional logical link for transporting the PANA nmessages, the PRE
may pose a few additional risks versus traditional on-path bridges
and routers. The follow ng explains the risks and mtigations of PRE
as a relay device

The PRE inserts PaC-Informati on AVP as the PaC-generated PANA packet
is encapsul ated in a PRY packet to the PAA. This AVP carries the IP
address and the UDP port nunber val ues of the PANA packet as sent by
the PAC. These values are already carried inside the |P and UDP
headers with non-rel ayed PANA and they are not necessarily secured.
EAP and PANA are designed to work in the absence of their protection
Therefore, no additional PANA-Iayer security is needed when these

val ues are carried as PANA AVPs between the PRE and the PAA. If a
future docunent defines additional payl oad AVPs for the PRY nessages,
there may be a need to define additional security for those nessages.

A rogue PRE can spoof PANA nessages on behalf of a victim PaC and
recei ve the PAA response irrespective of the location of the PRE with
respect to the network topol ogy. Achieving the same threat w th non-
rel ayed PANA requires the rogue node be an MtM otherwi se the
spoof ed packets may be dropped by the ingress filtering network

el ements, or the responses would be directly sent to the victimPaC

| P address and may not be received by the rogue node. Neverthel ess,
such a rogue PRE cannot performfull initial authentication on behalf
of the victimPaC unless it also holds the PaC s credentials
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(including the naster key). Furthernore, any spoofed PANA nessages
after the initial authentication will fail the integrity checks at
the PAA when a key-generating EAP nethod is used.

The only state that can change on the PAA upon a rogue PRE sending a
spoofed PRY is the | P address and UDP port nunber of the PRE stored
as PANA session attributes, which inpacts where the PAA sends the
next PANA packet (i.e., to the rogue PRE instead of the legitimte
PRE). The PAA al so needs to handl e the PaC-Information AVP in
addition to the PaC originated PANA nessage carried in the Rel ayed-
Message AVP, so use of the PRE nmay inpose additional storage
requirenments on the PAA. A rogue PRE generating a valid PANA packet
requires it be a MtMin order to synch up with the PANA session
state and attributes on the PaC. Such a MtMcan already disturb the
EAP and PANA even without playing the role of a PRE

An unaut hori zed node pretending as PAA can spoof the relayed PANA
nessages to the PRE in order to get themdelivered to the PaC. Wile
the harm caused by such spoofed packets are linmted (due to the EAP
and PANA design with unsecured network operation in mind), the
processi ng of bogus packets can cause processing |load on the PaC.

Sone of the risks stemming fromthe aforenentioned threats are

al ready handl ed by the EAP and PANA as described. The residual risks
shal |l be nitigated using additional physical or cryptographic
security in the network hosting the PREs and the PAAs. Access
control lists inplenented on the PRE, PAA, or internediary firewalls
supported by cryptographic or physical authentication/authorization
are needed for protecting |legitimte PRE and PAAs agai nst rogue ones.
Details of the cryptographic mechani sns using | Psec are specified in
Section 3. Use of manually configured preshared keys for |Psec

bet ween PREs and PAAs does not defend agai nst replayed PANA nessages.

PREs do not need to maintain per-PaC state; therefore, they are
robust agai nst resource consunpti on DoS (Deni al -of - Servi ce) attacks.

In the relay operation, the | P address of the PAA that is seen by the
PaC (i.e., an | P address of the PRE) is different fromthe |IP address
of the PAA that is seen by the authentication server. |f an EAP
channel binding solution uses the I P address of the PAA as part of
channel binding paraneters, such a solution nmust take this into
account. Note that the same issue arises even when non-rel ayed PANA
is used and the PAA has one | P address configured on its interface
facing the PaC and another |P address on the other interface facing
the aut hentication server.
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7. 1 ANA Consi derations

As described in Sections 4 and 5, and follow ng the new | ANA
al l ocation policy on PANA nmessages [ RFC5872], one Message Type and
two PANA AVP Codes have been assi gned.

0 A Message Type of 5 for PANA-Rel ay (PRY) nessage with the 'R
(Request) bit cleared.

o A standard AVP Code of 10 for PaC- I nformati on AVP.
o A standard AVP Code of 11 for Rel ayed- Message AVP.
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