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1. Introduction

The purpose of the document is to define XM. schema and processing
rules for Evidence Record Syntax in XM. (Extensible Markup Language)
format. The document is related to initial ASN.1 (Abstract Syntax
Not ati on One) syntax for Evidence Record Syntax as defined in

[ RFC4998] .

1.1. Motivation

The evol ution of electronic commerce and el ectroni c data exchange in
general requires introduction of non-repudi able proof of data

exi stence as well as data integrity and authenticity. Such data and
non-repudi abl e proof of existence nmust endure for |ong periods of
time, even when the initial information to prove its existence and
integrity weakens or ceases to exist. Mechanisns such as digita
signatures defined in [ RFC5652], for exanple, do not provide absolute
reliability on a long-termbasis. Algorithms and cryptographic
material used to create a signature can becone weak in the course of
time, and information needed to validate digital signatures nmay
becorme conproni sed or sinply cease to exist, for exanple, due to the
di sbanding of a certificate service provider. Providing a stable
environnent for electronic data on a long-termbasis requires the

i ntroduction of additional neans to continually provide an
appropriate level of trust in evidence on data existence, integrity,
and authenticity.

Al integrity and authenticity protecting techniques used today
suffer fromthe probl emof degrading reliability over tinme, including
techni ques for Tine-Stanping, which are generally recogni zed as data
exi stence and integrity proof nechanisns. Over |ong periods of tine
cryptographic algorithns used nay becone weak or encryption keys
conprom sed. Sone of the problems m ght not even be of technica
nature like a Tinme-Stanping Authority goi ng out of business and
ceasing its service. To create a stable environnent where proof of
exi stence and integrity can endure well into the future a new
techni cal approach nust be used.

Long-term non-repudi ati on of data existence and denonstration of data
integrity techni ques have been already introduced, for example, by

| ong-term si gnature syntaxes |like those defined in [RFC5126]. Long-
term signature syntaxes and processing rules address only the |ong-
term endurance of the digital signatures thenselves, while Evidence
Record Syntax broadens this approach for data of any type or fornmat

i ncl udi ng digital signatures.
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XMLERS (Extensi bl e Markup Language Evi dence Record Syntax) is based
on Evidence Record Syntax as defined in [RFC4998] and is addressing
the same problem of |ong-term non-repudi abl e proof of data existence
and denonstration of data integrity on a long-termbasis. XMERS
does not suppl enent the [RFC4998] specification. Follow ng

ext ensi bl e markup | anguage standards and [ RFC3470] guidelines it

i ntroduces the sanme approach but in a different format and with
adapt ed processing rul es.

The use of Extensible Markup Language (XM.) format is already

recogni zed by a wi de range of applications and services and is being
sel ected as the de facto standard for many applications based on data
exchange. The introduction of Evidence Record Syntax in XM fornat
broadens the horizon of XML use and presents a harnoni zed syntax with
a growi ng conmunity of XM.-based standards including those related to
security services such as [ XM.DSi g] or [ XAdES].

Due to the differences in XM. processing rules and ot her
characteristics of XM., XMLERS does not present a direct
transformation of ERS in ASN. 1 syntax. XMERS is based on different
processing rules as defined in [ RFC4998] and it does not support, for
exanpl e, the inport of ASN. 1 values in XM. tags. Creating Evidence
Records in XML syntax nust follow the steps as defined in this
docunent. XM.ERS is a standal one docunent and is based on [ RFC4998]
conceptually only. The content of this docunent provides enough

i nformation for inplenentation of Evidence Record Syntax (represented
in XML format). References to [RFC4998] are for informative purposes
only.

Evi dence Record Syntax in XML format is based on | ong-term archive
service requirenments as defined in [ RFC4810]. XM.ERS delivers the
sanme (level of) non-repudiabl e proof of data existence as ASN. 1 ERS
[ RFC4998]. The XM syntax supports archive data grouping (and de-
groupi ng) together with sinmple or conplex Tinme-Stanp renewa
processes. Evidence Records can be enbedded in the data itself or
stored separately as a standal one XM. file.

1.2. Ceneral Overview and Requirenents

XMLERS specifies the XML syntax and processing rules for creating

evi dence for the |ong-term non-repudiation of existence and integrity
of data in a unit called the "Evidence Record". XMERS is defined to
neet the requirements for data structures as set out in [ RFC4810].
Thi s docunent also refers to the ASN. 1 ERS specification as defined
in [ RFC4998] .
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An Evi dence Record may be generated and maintained for a single data
object or a group of data objects that forman archive object. A
data object (binary chunk or a file) may represent any kind of
docunent or part of it. Dependencies anmpong data objects, their
validation, or any other relationship than "a data object is a part
of particular archived object" are outside the scope of this
document .

Evi dence Record is closely related to Tinme-Stanpi ng techniques.
However, Time-Stanps as defined in [RFC3161] can cover only a single
unit of data and do not provide processing rules for maintaining a
long-termstability of Time-Stanps applied over a data object.

Evi dence for an archive object is created by acquiring a Tine-Stanp
froma trustworthy authority for a specific value that is

unanbi guously related to a single or nore data objects. Relationship
bet ween several data objects and a single Tine-Stanmped value is
addressed using a hash tree, a technique first described by Merkle

[ MER1980] and later in [ RFC4998], with data structures and procedures
as specified in this docunent. The Evidence Record Syntax enabl es
processi ng of several archive objects within a single processing pass
using a hash tree technique and acquiring only one Time-Stanmp to
protect all archive objects. The |eaves of the hash tree are hash
val ues of the data objects in a group. A Time-Stanp is requested
only for the root hash of the hash tree. The deletion of a data
object in the tree does not influence the provability of others. For
any particular data object, the hash tree can be reduced to a few
sets of hash val ues, which are sufficient to prove the existence of a
single data object. Simlarly, the hash tree can be reduced to prove
exi stence of a data group, provided all nmenmbers of the data group
have the sanme parent node in the hash tree. Archive Tinme-Stanps are
conpri sed of an optional reduced hash tree and a Ti ne- Stanp.

Besides a Time-Stanp other artifacts are also preserved in Evidence
Record: data necessary to verify the relationship between a tine-
stanped value and a specific data object, packed into a structure
called a "hash tree", and |long-termproofs for the fornal
verification of the included Tine-Stanp(s).

Because di gest al gorithns or cryptographic methods used may becone
weak or certificates used within a Tine-Stanp (and signed data) may
be revoked or expire, the collected evidence data must be nonitored
and renewed before such events occur. This docunment introduces XM.-
based syntax and processing rules for the creation and conti nuous
renewal of evidence data.
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1.3. Term nol ogy

Archive Data Object: An archive data object is a data unit that is
archived and has to be preserved for a long tine by the long-term
archive service.

Archive Data Object Group: An archive data object group is a set of
archive data objects that, for sonme reason, (logically) belong
together; e.g., a group of docurment files or a docunment file and a
signature file could represent an archive data object group.

Archive Object (AO: An AOis an archive data object or an archive
dat a obj ect group.

Archive Time-Stanp (ATS): An ATS contains a Tinme-Stanp Token, useful
data for validation, and optionally a set of ordered lists of hash
val ues (a hash tree). An Archive Tinme-Stanp relates to a data object
if the hash value of this data object is part of the first hash val ue
list of the Archive Tinme-Stanp or its hash value matches the Tine-

St anped value. An Archive Tinme-Stanp relates to a data object group
if it relates to every data object of the group and no other data
object (i.e., the hash values of all but no other data objects of the
group are part of the first hash value list of the Archive Time-

St anp) (see Section 3).

Archive Time-Stanp Chain (ATSC): An ATSC hol ds a sequence of Archive
Ti me- St anps generated during the preservation peri od.

Archive Time-Stanp Sequence (ATSSeq): AN ATSSeq is a sequence of
Archive Tinme-Stanp Chains.

Canoni cal i zati on: Canonicalization refers to processing rules for
transform ng an XM. docunent into its canonical form Two XM
docunents may have different physical representations, but they nay
have the same canonical form For exanple, a sort order of
attributes does not change the meani ng of the docunent as defined in
[ XMLC14N .

Cryptographic Information: Cryptographic infornmation is data or part
of data related to the validation process of signed data, e.g.,
digital certificates, digital certificate chains, and Certificate
Revocation Lists.

Di gest Method: Digest nethod is a digest algorithm which is a strong

one-way function, for which it is conputationally infeasible to find
an input that corresponds to a given output or to find two different
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i nput val ues that correspond to the same output. A digest algorithm
transforns input data into a short value of fixed I ength. The output
is called digest value, hash value, or data fingerprint.

Evi dence: Evidence is information that may be used to resolve a
di spute about various aspects of authenticity, validity, and
exi stence of archived data objects.

Evi dence Record: An Evidence Record is a collection of evidence
conpiled for a given archive object over tine. An Evidence Record

i ncl udes ordered collection of ATSs, which are grouped into ATSCs and
ATSSeqs.

Long- Term Archive (LTA): An LTA is a service responsible for
generation, collection, and maintenance (renewal) of evidence data.
An LTA may al so preserve data for |long periods of time, e.g. storage
of archive data and associ ated evi dences.

Hash Tree: A hash tree is a collection of hash values of protected
obj ects (input data objects and generated evidence within archiva
peri od) that are unanbiguously related to the Time-Stanped val ue
wi thin an Archive Time- Stanp.

Ti me- Stanp Token (TS): A TS is a cryptographically secure
confirmati on generated by a Tine-Stanping Authority (TSA), e.g.

[ RFC3161], which specifies a structure for Time-Stanps and a protoco
for communicating with a Tinme-Stanp Authority. Besides this, other
data structures and protocols may al so be appropriate, such as
defined in [1SO 18014-1.2002], [I|SO 18014-2.2002],

[1SO 18014-3.2004], and [ ANSI. X9-95. 2005] .

1.4. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Evidence Record

An Evidence Record is a unit of data that is to be used to prove the
exi stence of an archive object (a single archive data object or a
archive data object group) at a certain tinme. Through the lifetine
of an archive object, an Evidence Record al so denpnstrates the data
objects’ integrity and non-repudiability. To achieve this,
cryptographic means are used, i.e., the LTA obtains Tine-Stanp Tokens
fromthe Tine-Stanmping Authority (TSA). It is possible to store the
Evi dence Record separately fromthe archive object or to integrate it
into the data itself.
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As cryptographi c neans are used to support Evidence Records, such
records may |ose their value over tine. Time-Stanps obtained from
Ti me- St anpi ng Authorities may becone invalid for a number of reasons,
usual ly due to time constraints of Time-Stanp validity or when
cryptographic algorithns |ose their security properties. Before the
used Ti nme-Stanp Tokens becone unreliable, the Evidence Record has to
be renewed. This nmay result in a series of Tinme-Stanp Tokens, which
are |inked between thensel ves according to the cryptographi c nmethods
and al gorithns used.

Evi dence Records can be supported with additional information, which
can be used to ease the processes of Evidence Record validation and
renewal . Information such as digital certificates and Certificate
Revocation Lists as defined in [ RFC5280] or other cryptographic
materi al can be collected, enclosed, and processed together with
archive object data (i.e., Time-Stanped).

2.1. Structure

The Evi dence Record contains one or several Archive Tine-Stanps
(ATSs). An ATS contains a Tinme-Stanp Token and optionally other
useful data for Tine-Stamp validation, e.g., certificates, CRLs
(Certificate Revocation Lists), or OCSP (Online Certificate Status
Protocol) responses and al so specific attributes such as service
pol i ci es.

Initially, an ATS is acquired and |l ater, before it expires or becones
invalid, a new ATS is acquired, which prolongs the validity of the
archived object (its data objects together with all previously
generated Archive Tine-Stanps). This process MJST continue during
the desired archiving period of the archive data object(s). A series
of successive Archive Time-Stanps is collected in Archive Tinme-Stanp
Chains and a series of chains in Archive Tine-Stanp Sequence.

In XML syntax the Evidence Record is represented by the

<Evi denceRecor d> root el enent, which has the follow ng structure
described in Pseudo-XM. with the full XM. schema defined in Section 8
(where "?" denotes zero or one occurrences, "+" denotes one or nore
occurrences, and "*" denotes zero or nore occurrences):
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<Evi denceRecord Versi on>

<Encrypti onl nf or mati on>
<Encrypti onl nformati onType>
<Encrypti onl nf or mat i onVal ue>
</ Encryptionlnformtion> ?
<Supporti ngl nformati onLi st >
<Supportinglnformation Type /> +
</ Supportingl nformationList> ?
<Ar chi veTi meSt anpSequence>
<Ar chi veTi meSt anpChai n O der >
<Di gest Met hod Al gorithm/>
<Canoni cal i zati onMet hod Al gorithm/>
<Ar chi veTi meSt anp O der >
<HashTree /> ?
<Ti meSt anmp>
<Ti meSt anpToken Type />
<Crypt ogr aphi cl nf or mati onLi st >
<Crypt ographiclnformati on Order Type /> +
</ Crypt ogr aphi cl nf or mati onLi st> ?
</ Ti meSt anp>
<Attributes>
<Attribute Order Type /> +
</Attributes> ?
</ Archi veTi neSt anp> +
</ Archi veTi neSt anpChai n> +
</ Ar chi veTi meSt anpSequence>
</ Bvi denceRecor d>

The syntax of an Evidence Record is defined as an XM. schema

[ XMLSchema], see Section 8. The schema uses the followi ng XM
namespace [ XMLNane] urn:ietf:params:xm:ns:ers as default nanespace
with a detailed xm schema header listed in Section 8.

The XML el enents and attributes have the foll owi ng neani ngs:

The "Version" attribute MJST be included and indicates the syntax
version, for conmpatibility with future revisions of this
specification and to distinguish it fromearlier non-conformant or
proprietary versions of XMLERS. Current version of XM.ERS is 1.0.
The used versioning schene is described in detail in Section 6.
<Encryptionlnformation> el ement is OPTIONAL and hol ds information
on cryptographic algorithns and cryptographic naterial used to
encrypt archive data (in case archive data is encrypted, e.g., for
privacy purposes). This optional information is needed to

unanbi guously re-encrypt data objects when processi ng Evi dence
Records. When omtted, data objects are not encrypted or
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non-repudi ati on proof is not needed for the unencrypted data.
Details on how to process encrypted archive data and generate
Evi dence Record(s) are described in Section 5.

<Supportingl nformationLi st> el ement is OPTI ONAL and can hol d

i nformati on to support processing of Evidence Records. An exanple
of this supporting information may be a processing policy, like a
cryptographic policy (e.g., [RFC5698]) or archiving policies,

whi ch can provide input about preservation and evi dence
validation. Each data object is put into a separate child el ement
<Supportinglnformation> wth an OPTIONAL Type attribute to
indicate its type for processing directions. As outlined, Types
to be used nust be defined in the specification of the informtion
structure to be stored or in this standard. As outlined in
Section 9.4, cryptographic information may al so be stored in the
Supportingl nformati on el enent, in which case its Section 3.1.3
defined type MIST be used. O as defined in Section 7
cryptographic policies [ RFC5698] MAY be stored, in which case the
used type is defined in the relevant RFC. Note that if supporting
information and policies are relevant for and al ready avail abl e at
or before the time of individual renewal steps (e.g., to indicate
the DSSC crypto policy [RFC5698]) that was used at the time of the
i ndi vi dual renewal) they SHOULD be stored in the <Attributes>

el ement of the individual Archive Time-Stanp (see below) as this
is integrity protected by the Archive Tinme-Stanmps. Supporting
information that is relevant for the whol e Evidence Record (like
the LTA s current Cryptographic Algorithnms Security Suitability
policy (DSSC, [RFC5698]) or that was not available at the tinme of
renewal (and therefore could not |later be stored in the protected
<Attributes> elenent) can be stored in this

<Supportingl nformation> el emrent.

<Ar chi veTi neSt anpSequence> i s REQUI RED and contai ns a sequence of
one or nore <ArchiveTi neSt anpChai n>.

<Ar chi veTi meSt anpChai n> is a REQU RED el enent that holds a
sequence of Archive Tine-Stanps generated during the preservation
period. Details on Archive Tinme-Stanp Chains and Archive Tine-
Stanp Sequences are described in Section 4. The sequences of
Archive Time-Stanp Chains and Archive Tine-Stanps MJST be ordered
and the order MIUST be indicated with "Order"” attribute of the

<Ar chi veTi meSt anpChai n> and <Archi veTi neSt anp> el enent s.

<Di gest Met hod> is a REQUI RED el ement and contains an attribute
"Algorithm' that identifies the digest algorithmused w thin one
Archive Time-Stanp Chain to cal cul ate digest values fromthe
archive data object(s), previous Archive Tinme-Stanp Sequence

Ti me- Stanps, and within a Tine-Stanp Token
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<Canoni cal i zati onMet hod> is a REQU RED el enent that specifies

whi ch canonicalization algorithmis applied to the archive data
for XML data objects or <ArchiveTi neSt anpSequence> or <Ti neSt anp>
el ements prior to performng digest value cal cul ations.

<HashTree> is an OPTIONAL el enent that holds a structure as
described in Section 3.1.1.

<Ti meSt anp> i s REQUI RED and hol ds a <Ti neSt anpToken> el ement with
a Tine-Stanp Token (as defined in Section 3.1.2) provided by the
Ti me- Stanpi ng Authority and an OPTI ONAL el enent

<Crypt ogr aphi cl nf or mati onLi st >.

<Crypt ographiclnformationLi st> is an OPTIONAL el enent that allows
the storage of data needed in the process of Tine-Stanp Token
validation in case when such data is not provided by the Time-
Stanp Token itself. This could include possible trust anchors,
certificates, revocation information, or the current definition of
the suitability of cryptographic algorithns, past and present.
Each data object is put into a separate child el enent

<Crypt ographiclnformation> wth a REQU RED Order attribute to
indicate the order within its parent element. These itenms may be
added based on the policy used. This data is protected by
successive Time-Stanps in the sequence of the Archive Tine-Stanps.

<Attributes> element is OPTIONAL and contai ns additiona

i nformati on that may be provided by an LTA used to support
processi ng of Evidence Records. An exanple of this supporting
informati on may be a processing policy, like a renewal, a
cryptographic (e.g., [RFC5698]), or an archiving policy. Such
policies can provide inputs, which are relevant for preservation
of the data object(s) and evidence validation at a | ater stage.
Each data object is put into a separate child el enent <Attribute>,
with a REQURED Order attribute to indicate the order within the
parent el enent and an OPTIONAL Type attribute to indicate
processing directions. The type to be used nust be defined in the
specification of the information structure. For exanple, the type
to be used when storing a cryptographic policy [ RFC5698] is
defined in Appendix A 2 of [RFC5698].

The Order attribute is REQURED in all cases when one or nore XM
el enents with the same nanme occur on the sane |evel in XM.ERS

<Ar chi veTi meSt anpSequence> structure. Al though nost of the XM
parsers will preserve the order of the sibling elements having the
sane name, within XM. structure there is no definition howto
unanbi guousl y define such order. Preserving the correct order in
such cases is of significant inportance for digest value

cal cul ati ons over XM structures.
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2.2. Ceneration
The generation of an <Evi denceRecord> el ement MJST be as foll ows:

1. Select an archive object (a data object or a data object group) to
archi ve

2. Create the initial <ArchiveTimeStanp> This is the first ATS
within the initial <ArchiveTi neStanpChai n> el emrent of the
<Ar chi veTi neSt anpSequence> el enent.

3. Refresh the <ArchiveTi neSt anp> when necessary by Ti ne-Stanp
renewal or hash tree renewal (see Section 4).

The Ti ne- St anpi ng service may be, for a large nunmber of archived

obj ects, expensive and tine-demandi ng, so the LTA may benefit from
acqui ring one Tinme-Stanp Token for many archived objects, which are
not otherwi se related to each other. It is possible to collect many
archive objects, build a hash tree to generate a single value to be
Ti me- St anped, and respectively reduce that hash tree to small subsets
that for each archive object provide necessary binding with the Tine-
St anped hash value (see Section 3.2.1).

For performance reasons or in case of local Tine-Stanp generation
buil ding a hash tree (<HashTree> elenent) can be omtted. It is also
possi bl e to convert existing Tine-Stanps into an ATS for renewal .

The case when only essential parts of documents or objects shall be
protected is out of scope for this standard, and an application that
is not defined in this document nust ensure that the correct

unanbi guous extraction of binary data is nade for the generation of
Evi dence Record.

An application may al so provide evidence such as certificates,
revocation lists, etc. needed to verify and validate signed data
objects or a data object group. This evidence may be added to the
archive data object group and will be protected within the initia
(and successive) Tinme-Stanp(s).

Not e that the <CryptographiclnformationLi st> el ement of Evidence
Record is not to be used to store and protect cryptographic materia
related to signed archive data. The use of this elenent is limted
to cryptographic material related to the Tinme-Stanp(s).
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2.3. Verification
The overall verification of an Evidence Record MJST be as follows:
1. Select an archive object (a data object or a data object group).

2. Re-encrypt data object or data object group, if encryption field
is used (for details, see Section 5).

3. Verify Archive Tine-Stanp Sequence (details in Sections 3.3 and
4.3).

3. Archive Tine-Stanp

An Archive Tine-Stanp is a Tine-Stanp with additional artifacts that
allow the verification of the existence of several data objects at a
certain tine.

The process of construction of an ATS nust support evidence on a

| ong-term basis and prove that the archive object existed and was
identical, at the tinme of the Time-Stanp, to the currently present
archive object (at the tine of verification). To achieve this, an
ATS MJST be renewed before it becones invalid (which may happen for
several reasons such as, e.g., weakening used cryptographic
algorithns, invalidation of digital certificate, or a TSA term nating
its business or ceasing its service).

3.1. Structure

An Archive Tinme-Stanp contains a Tinme-Stanp Token, with useful data
for its validation (cryptographic information), such as the
certificate chain or Certificate Revocation Lists, an optiona

ordered set of ordered lists of hash values (a hash tree) that were
protected with the Tine-Stanp Token and optional information

descri bing the renewal steps (<Attributes> elenent). A hash tree my
be used to store data needed to bind the Time-Stanped value with
protected objects by the Archive Tine-Stanp. |f a hash tree is not
present, the ATS sinply refers to a single object, either input data
object or a previous TS.

3.1.1. Hash Tree

Hash tree structure is an optional container for significant val ues,
needed to unanbi guously relate a Time-Stanped val ue to protected data
objects, and is represented by the <HashTree> el enent. The root hash
val ue that is generated fromthe values of the hash tree MJST be the
same as the Tine-Stanmped val ue
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<HashTr ee>
<Sequence O der>
<Di gest Val ue>base64 encoded hash val ue</ Di gest Val ue> +
</ Sequence> +
</ HashTr ee>

The al gorithm by which a root hash value is generated fromthe
<HashTree> elenment is as follows: the content of each <D gestVal ue>
element within the first <Sequence> el enent is base64 ([RFC4648],
usi ng the base64 al phabet not the base64url al phabet) decoded to
obtain a binary value (representing the hash value). Al collected
hash val ues fromthe sequence are ordered in binary ascendi ng order
concat enated and a new hash value is generated fromthat string

Wth one exception to this rule: when the first <Sequence> el ement
has only one <DigestValue> elenent, then its binary value is added to
the next |ist obtained fromthe next <Sequence> el ement.

The newly cal cul ated hash value is added to the next |ist of hashes
obt ai ned fromthe next <Sequence> el ement and the previous step is
repeated until there is only one hash value left, i.e., when there
are no <Sequence> elenments left. The |ast cal culated hash value is
the root hash value. Wen an archive object is a group and conposed
of nore than one data object, the first hash list MJST contain the
hash values of all its data objects.

When a single Tine-Stanp is obtained for a set of archive objects,
the LTA MUST construct a hash tree to generate a single hash value to
bind all archive objects fromthat group and then a reduced hash tree
MJST be cal cul ated fromthe hash tree for each archive object
respectively (see Section 3.2.1).

For exanple: A SHA-1 digest value is a 160-bit string. The text

val ue of the <DigestValue> el ement shall be the base64 encodi ng of
this bit string viewed as a 20-octet octet stream And to continue
the exanpl e, using an exanpl e nmessage di gest val ue of
A9993E364706816ABA3E25717850C26CI9CDOD39D (note this is a HEX encoded
val ue of the 160-bit nessage digest), its base64 representati on would
be <Di gest Val ue>qzZk+NkcCGgWj6Pi VxeFDCbhJzQJ0=</ Di gest Val ue>

3.1.2. Tine-Stanmp

Ti me- Stanp Token is an attestation generated by a TSA that a data
itemexisted at a certain tine. The Tine-Stanp Token is a signed
data object that contains the hash value, the identity of the TSA
and the exact time (obtained fromtrusted tinme source) of Tinmne-
Stanping. This proves that the given data existed before the tine of
Ti me- St anmpi ng. For exanpl e, [RFC3161] specifies a structure for
signed Tine-Stanp Tokens in ASN. 1 format. Since at the tinme being
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there is no standard for an XM. Tine-Stanp, the followi ng structure
exanpl e is provided [TS-ENTRUST], which is a digital signature
conpliant to [ XM.DSi g] specification containing Tinme-Stanp specific
data, such as Time-Stanped value and time within the <Object> el enent
of a signature.

<el enent name="Ti neSt anpl nf 0" >
<conpl exType>
<sequence>
<el enent ref="Policy" />
<el enent ref="Digest" />
<el ement ref="Serial Number" m nCccurs="0" />
<el ement ref="CreationTime" />
<el enent ref="Accuracy" minCccurs="0" />
<el enent ref="Ordering" minCccurs="0" />
<el erent ref="Nonce" m nCccurs="0" />
<el enent ref="Extensions" m nCccurs="0" />
</ sequence>
</ conpl exType>
</ el ement >

A <Ti meSt anp> el ement of ATS holds a conplete structure of Tine-Stanmp
Token as provided by a TSA. Time-Stanp Token may be in XM. or ASN. 1
format. The Attribute type MJUST be used to indicate the format for
processi ng purposes, wth val ues "XM.ENTRUST" or "RFC3161"
respectively. For an RFC3161 type Tinme-Stanmp Token, the <Ti neStanp>
el ement MJST contai n base64 encodi ng of a DER-encoded ASNl dat a.
These type val ues are registered by | ANA (see Section 10). For
support of future types of Time-Stanps (in particular for future XM
Ti me- Stanp standards), these need to be registered there as well.

For exanpl e:
<Ti meSt anp Type="RFC3161">M AGCSqGSI b3DQEH. . . </ Ti neSt anp>
or

<Ti meSt anp Type="XM_ENTRUST" ><dsi g: Si ghat ure>. .. </ dsi g: Si gnat ur e>
</ Ti meSt anp>

3.1.3. Cryptographic Information List

Digital certificates, CRLs (Certificate Revocation Lists), SCVP
(Server-Based Certificate Validation Protocol), or OCSP-Responses
(Online Certificate Status Protocol) needed to verify the Time-Stanp
Token SHOULD be stored in the Tine-Stanp Token itself. Wen this is
not possible, such data MAY be stored in the
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<Crypt ogr aphi cl nformati onLi st> el enent; each data object is stored
into a separate <Cryptographiclnformation> elenment, with a REQUJ RED
Order attribute.

The attribute Type is REQU RED and is used to store processing

i nformati on about the type of stored cryptographic information. The
Type attribute MJST use a value registered with IANA as identifiers:
CRL, OCSP, SCVP, or CERT, and for each type the content MJST be
encoded respectively:

o for type CRL, a base64 encoding of a DER-encoded X 509 CRL
[ RFC5280]

o for type OCSP, a base64 encodi ng of a DER-encoded OCSPResponse
[ RFC2560]

o for type SCVP, a base64 encodi ng of a DER-encoded CVResponse;
[ RFC5055]

o for type CERT, a base64 encodi ng of a DER-encoded X. 509
certificate [ RFC5280]

The supported type identifiers are registered by 1 ANA (see Section
10). Future supported types can be registered there (for exanple, to
support future validation standards).

3.2. Ceneration

An initial ATS relates to a data object or a data object group that
represents an archive object. The generation of the initial ATS

el ement can be done in a single process pass for one or for many
archived objects. It MJST be done as described in the follow ng

st eps:

1. Collect one or nore archive objects to be Tine-Stanped.

2. Select a canonicalization nethod C to be used for obtaining binary
representation of archive data and for Archive Tine-Stanp at a
| ater stage in the renewi ng process (see Section 4). Note that
the sel ected canonicalization method MJST be used al so for archive
data when data is represented in XM format.

3. Select a valid digest algorithmH  The sel ected secure hash
al gorithm MUST be the same as the hash algorithmused in the Tine-
Stanp Token and for the hash tree conputations.

4. Cenerate a hash tree for selected archive object (see Section
3.2.1).
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3.

2.

The hash tree nay be onitted in the initial ATS, when an archive
obj ect has a single data object; then the Tinme-Stanped val ue MUST
mat ch the di gest value of that single data object.

5. Acquire Time-Stanmp token from TSA for root hash val ue of a hash
tree (see Section 3.1.1). If the Tinme-Stanp token is valid, the
initial Archive Tine-Stanp nmay be generat ed.

1. Ceneration of Hash Tree

The <Di gest Val ue> el ements within the <Sequence> el ement MJST be
ordered in binary ascending order to ensure the correct calcul ation
of digest values at the tinme of renewal and |ater for verification
purposes. Note that the text value of the <Di gestValue> elenent is
base64 encoded, so it MJST be base64 decoded in order to obtain a
bi nary representation of the hash val ue.

A hash tree MJUST be generated when the Tinme-Stanped value is not
equal to the hash value of the input data object. This is the case
when either of the following is true:

1. When an archive object has nore than one data object (i.e., is an
archive data object group), its digest value is the digest val ue
of binary ascendi ng ordered and concat enat ed di gest val ues of al
its containing data objects. Note that in this case the first

list of the hash tree MJUST contain hash values of all data objects

and only those val ues.

2. Wien for nore than one archive object a single Tinme-Stanp Token is

generated, then the hash tree is a reduced hash tree extracted
fromthe hash tree for that archive object (see Section 3.2.2).

The hash tree for a set of archive objects is built fromthe | eaves
to the root. First the |leaves of the tree are collected, each | eaf

representing the digest value of an archive object. You MJST use the

foll owing procedure to cal culate the hash tree:

1. Collect archive objects and for each archive object its
correspondi ng data objects.

2. Choose a secure hash algorithmH and cal cul ate the di gest val ues

for the data objects and put theminto the input list for the hash
tree as follows: a digest value of an archive object is the digest

value of its data object, if there is only one data object in the
archive object; if there is nmore than one data object in the

archive object (i.e., it is an archive data object group) the
di gest value is the digest value of binary sorted, concatenated
di gest values of all its containing data objects.
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Note that for an archive object group (having nore than one data

object), lists of their sub-digest values are stored and | ater,
when creating a reduced hash tree for that archive object, they
wi |l become nenbers of the first hash list.

3. Goup together itens in the input list by the order of N (e.qg.
for a binary tree group in pairs, for a tertiary tree group in
triplets, and so forth) and for each group: binary ascendi ng sort,
concatenate, and cal cul ate the hash value. The result is a new
input for the next list. For inproved processing it is
RECOMVENDED t o have the sane nunber of children for each node.
For this purpose you MAY extend the tree with arbitrary values to
nake every node have the sane nunber of children

4. Repeat step 3, until only one digest value is left; this is the
root value of the hash tree, which is Time-Stanped.

Note that the selected secure hash al gorithm MJST be the sane as the
one defined in the <Di gest Met hod> el enent of the ATSChai n

Exanmple: An input list with 18 hash val ues, where the h'1 is
generated for a group of data objects (d4, d5, d6, and d7) and has
been grouped by 3. The group could be of any size (2, 3...). Note
that the addition of the arbitrary values h'’6 and h’’'’ 3 are OPTI ONAL
and can be used for inproved processing as outlined in step 3 above.
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di -> h1\
\
Gl d2 ->h2 |->h"1
Fomm e - + / \
| d4 -> h4|\ d3 -> h3/ \
|d5 -> h5] \ - |
| |1 -> h* 1\ |
| d6 -> h6| / \ |
| d7 -> h7|/ d8 ->h8 |->h""2]|-> h''1
e + / | \
d9 -> h9 / | \
---------- | |
d10 -> hi10\ /
\ / |
dil -> h1l |-> h'"3
/ |
di2 -> hl12/ | -> root hash val ue
---------- |
di13 -> hi13\
\ |
dl4 -> hl4 |-> h'' 4
/ \ |
d15 -> hi1s/ \
---------- |-> h’2
d16 -> hie\ |
\ | |
dl7 -> hl7 |-> h''5 |
/ | |
d18 -> h18/ |
__________ / |
/ /
(any arbitrary) h'’'6 /

(any arbitrary) h''3
Figure 1. Generation of the Merkle Hash Tree

Note that there are no restrictions on the quantity of hash val ue
lists and of their length. Also note that it is beneficial but not
required to build hash trees and reduce hash trees. An Archive Time-
Stanp may consist only of one |list of hash values and a Time-Stanp or
in an extrenme case only a Tine-Stanp with no hash value lists.

3.2.2. Reduction of Hash Tree
The generated Merkle hash tree can be reduced to lists of hash

val ues, necessary as a proof of existence for a single archive object
as follows:
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1. For a selected archive object (AO select its hash value h within
the | eaves of the hash tree.

2. Put h as base64 encoded text value of a new <Di gest Val ue> el enent
within a first <Sequence> elenent. |If the selected AOis a data
object group (i.e., has nore than one data object), the first
<Sequence> el enment MJST in this case be forned fromthe hash
val ues of all AGs data objects, each within a separate
<Di gest Val ue> el enent .

3. Select all hash values that have the same father node as hash
value h. Place these hash val ues each as a base64 encoded text
val ue of a new <Di gest Val ue> el enent within a new <Sequence>
el enent, increasing its Order attribute value by 1.

4. Repeat step 3 for the parent node until the root hash value is
reached, with each step create a new <Sequence> el ement and
increase its Order attribute by one. Note that node val ues are
not saved as they are conputable.

The order of <Di gestValue> elenents within each <Sequence> el enent
MJST be binary ascendi ng (by base64 decoded val ues).

Reduced hash tree for data object d4 (fromthe previous exanpl e,
presented in Figure 1):

<HashTr ee>
<Sequence Order="1'>
<Di gest Val ue>base64 encoded h4</Di gest Val ue>
<Di gest Val ue>base64 encoded h5</Di gest Val ue>
<Di gest Val ue>base64 encoded h6</ Di gest Val ue>
<Di gest Val ue>base64 encoded h7</Di gest Val ue>
</ Sequence>
<Sequence Order='2'>
<Di gest Val ue>base64 encoded h8</Di gest Val ue>
<Di gest Val ue>base64 encoded h9</Di gest Val ue>
</ Sequence>
<Sequence Order='3" >
<Di gest Val ue>base64 encoded h’'’ 1</ Di gest Val ue>
<Di gest Val ue>base64 encoded h’’ 3</Di gest Val ue>
</ Sequence>
<Sequence Order="4">
<Di gest Val ue>base64 encoded h' '’ 2</Di gest Val ue>
</ Sequence>
</ HashTr ee>

Reduced hash tree for data object d2 (fromthe previous exanple,
presented in Figure 1):
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<HashTr ee>

<Sequence Order="1">
<Di gest Val ue>base64 encoded h2</Di gest Val ue>
</ Sequence>
<Sequence Order='2">
<Di gest Val ue>base64 encoded hil</Di gest Val ue>
<Di gest Val ue>base64 encoded h3</Di gest Val ue>
</ Sequence>
<Sequence Order="3" >
<Di gest Val ue>base64 encoded h’'’ 2</ Di gest Val ue>
<Di gest Val ue>base64 encoded h’’ 3</ Di gest Val ue>
</ Sequence>
<Sequence Order="4">
<Di gest Val ue>base64 encoded h’’'’ 2</Di gest Val ue>
</ Sequence>

</ HashTr ee>

3. 3.

Verification

The initial Archive Tine-Stanp shall prove that an archive object
exi sted at a certain tine, indicated by its Tinme-Stanp Token. The
verification procedure MJST be as foll ows:

1

Identify hash algorithmH (from <Di gest Met hod> el enent) and
cal cul ate the hash value for each data object of the archive
obj ect.

If the hash tree is present, search for hash values in the first
<Sequence> el enment. |f hash values are not present, termnate
verification process with negative result. |[If the verifying party
al so seeks additional proof that the Archive Tinme-Stanp relates to
a data object group (e.g., a docunent and all its digita
signatures), it SHOULD al so be verified that only the hash val ues
of the data objects that are menbers of the given data object
group are in the first hash value list.

If the hash tree is present, calculate its root hash val ue.
Conpare the root hash value with the Tine-Stanped value. |f they
are not equal, termnate the verification process with negative
result.

If the hash tree is omtted, conpare the hash value of the single
data object with the Tine-Stanped value. |f they are not equal
termnate the verification process with negative result. |f an

archive object is having nore data objects and the hash tree is
omtted, also exit with negative result.
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5. Check the validity of the Time-Stanp Token. |[|f the needed
information to verify formal validity of the Tine-Stanp Token is
not available or found within the <Ti meStanpToken> el enent or
within the <CryptographiclnformationList> elenment or in
<Supportingl nformationLi st> (see Section 9.4), exit with a
negative result.

Information for formal verification of the Tine-Stanp Token incl udes
digital certificates, Certificate Revocation Lists, Online
Certificate Status Protocol responses, etc. This information needs
to be collected prior to the Tine-Stanp renewal process and protected
with the succeeding Tinme-Stanp, i.e., included in the

<Ti meSt anpToken> or <Cryptographiclnformation> el emrent (see Section
9.4 for additional information and Section 4.2.1 for details on the
Ti me- Stanmp renewal process). For the current (latest) Tinme-Stanmp),
information for formal verification of the (latest) Time-Stanp should
be provided by the Tinme-Stanping Authority. This information can

al so be provided with the Evidence Record within the
<Supportinglnformation> el enent, which is not protected by any Tine-
St anp.

4. Archive Tine-Stanp Sequence and Archive Tine-Stanmp Chain

An Archive Tinme-Stanp proves the existence of single data objects or
a data object group at a certain tine. However, the initial Evidence
Record created can becone invalid due to losing the validity of the
Ti me- Stanp Token for a nunber of reasons: hash algorithms or public
key algorithms used in its hash tree or the Time-Stanp nay becone
weak or the validity period of the Tine-Stanp authority certificate
expires or is revoked.

To preserve the validity of an Evidence Record before such events
occur, the Evidence Record has to be renewed. This can be done by
creating a new ATS. Depending on the reason for renew ng the

Evi dence Record (the Tine-Stanp becones invalid or the hash al gorithm
of the hash tree becones weak) two types of renewal processes are
possi bl e:

o Time-Stanp renewal : For this process a new Archive Tine-Stanp is
generated, which is applied over the last Tine-Stanp created. The
process results in a series of Archive Tine-Stanps, which are
contained within a single Archive Tine-Stanp Chain (ATSC)

0 Hash tree renewal: For this process a new Archive Tine-Stanmp is

generated, which is applied to all existing Tinme-Stanps and data
objects. The newWy generated Archive Time-Stanp is placed in a
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new Archive Tinme-Stanp Chain. The process results in a series of
Archive Time-Stanp Chains, which are contained within a single
Archive Time-Stanp Sequence (ATSSeq).

After the renewal process, only the nost recent (i.e., the |ast
generated) Archive Tinme-Stanp has to be nonitored for expiration or
validity | oss.

4. 1. Structure

Archive Time-Stanp Chain and Archive Tine-Stanp Sequence are

contai ners for sequences of Archive Tine-Stanp(s) that are generated
through renewal processes. The renewal process results in a series
of Evidence Record el enents: the <ArchiveTi neSt anpSequence> el enent
contai ns an ordered sequence of <ArchiveTi meStanpChai n> el enents, and
the <Archi veTi meSt anpChai n> el ement contai ns an ordered sequence of
<Archi veTi meSt anp> el enents. Both el enents MJST be sorted by tine of
the Time-Stanp in ascending order. Oder is indicated by the O der
attribute.

When an Archive Time-Stanp nust be renewed, a new <ArchiveTi neSt anp>
el ement is generated and dependi ng on the generation process, it is
ei t her placed:

o0 as the last <ArchiveTineStanp> child elenent in a sequence of the
| ast <ArchiveTi meSt anpChai n> el enent in case of Tinme-Stanp renewal
or

o as the first <ArchiveTi meStamp> child element in a sequence of the
new y created <ArchiveTi neStanpChai n> el enent in case of hash tree
renewal .

The ATS with the largest Order attribute value within the ATSC with
the largest Order attribute value is the |atest ATS and MJST be valid
at the present tine.

4.1.1. Digest Method

Digest nethod is a required elenent that identifies the digest

al gorithmused to cal cul ate hash val ues of archive data (and node

val ues of hash tree). The digest nethod is specified in the

<Ar chi veTi meSt anpChai n> el enent by the required <D gest Met hod>

el ement and indicates the digest algorithmthat MJST be used for all
hash val ue cal culations related to the Archive Tinme-Stanps within the
Archive Time-Stanp Chain.
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The Algorithmattribute contains URIs [ RFC3986] for identifiers that
MUST be used as defined in [ RFC3275] and [ RFC4051]. For exanpl e,
when the SHA-1 algorithmis used, the algorithmidentifier is:

<Di gest Met hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal"/ >

Wthin a single ATSC, the digest algorithms used for the hash trees
of its Archive Tine-Stanps and the Tinme-Stanp Tokens MJST be the
same. Wien algorithnms used by a TSA are changed (e.g., upgraded) a
new ATSC MUST be started using an equal or stronger digest algorithm

4.1.2. Canonicalization Mthod

Prior to hash value cal cul ations of an XM. el enent, a proper binary
representati on nust be extracted fromits (abstract) XM data
presentation. The binary representation is determ ned by UTF-8

[ RFC3629] encodi ng and canonicalization of the XML el enent. The XM
el ement includes the entire text of the start and end tags as well as
al | descendant narkup and character data (i.e., the text and sub-

el ements) between those tags.

<Canoni cal i zati onMet hod> is a required element that identifies the
canoni cal i zation algorithmused to obtain binary representati on of an
XM. el ement or elenments. Algorithmidentifiers (URIs) MJST be used
as defined in [ RFC3275] and [ RFC4051]. For exanple, when Canonica
XML 1.0 (omits conments) is used, algorithmidentifier is

<Canoni cal i zati onMet hod Al gorithm="http://ww. w3. org/ TR/ 2001/ REC-
xm - cl4n-20010315"/ >

Canoni cal i zati on MUST be applied over XM. structured archive data and
MUST be applied over elenents of Evidence Record (nanely, ATS and
ATSC in the renewi ng process).

The canonicalization method is specified in the <Algorithnme attribute
of the <Canonicalizati onMet hod> el enent within the

<Ar chi veTi meSt anpChai n> el enent and i ndi cates the canonicalization
nmet hod that MJUST be used for all binary representations of the
Archive Time-Stanps within that Archive Time-Stanp Chain. |In case of
succeedi ng ATSC t he canoni calization nethod indicated within the ATSC
nmust al so be used for the cal cul ation of the digest value of the
precedi ng ATSC. Note that the canonicalization nethod is unlikely to
change over tinme as it does not inpose the sane constraints as the

di gest nethod. |In theory, the sanme canonicalization nmethod can be
used for a whole Archive Tinme-Stanp Sequence. Although alternative
canoni cal i zati on nethods nmay be used, it is recomended to use cl4n-
20010315 [ XM_C14N] .
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4.2. GCeneration

Bef ore the cryptographic algorithms used within the nost recent
Archive Time-Stanp become weak or the Time-Stanp certificates are
i nval i dated, the LTA has to renew the Archive Tinme-Stanps by
generating a new Archive Time-Stanp using one of two procedures:
Ti me- Stanmp renewal or hash tree renewal .

4.2.1. Time-Stanp Renewal

In case of Tine-Stanp renewal, i.e., if the digest algorithm (H) to
be used in the renewal process is the sane as digest algorithm (H)
used in the last Archive Tinme-Stanp, the conplete content of the | ast
<Ti meSt anp> el enent MJUST be Ti ne- St anped and a new <ArchiveTi neSt anp>
el enent created as follows:

1. If the current <ArchiveTi neStanp> el ement does not contain needed
proof for long-termformal validation of its Tine-Stanp Token
within the <Ti meStanp> el enent, collect needed data such as root
certificates, Certificate Revocation Lists, etc., and include them
in the <CryptographiclnformationList> element of the |last Archive
Ti me- Stanp (each data object into a separate
<Crypt ogr aphi cl nformati on> el enent).

2. Select the canonicalization nethod fromthe
<Canoni cal i zati onMet hod> el enent and sel ect the digest algorithm
fromthe <Di gest Met hod> el enent. Cal cul ate hash val ue from binary
representation of the <TimeStanp> el ement of the |ast
<Ar chi veTi neSt anp> el ement i ncl udi ng added crypt ographic
information. Acquire the Tine-Stanp for the cal cul ated hash
value. If the Tinme-Stanmp is valid, the new Archive Tine-Stanp nay
be generat ed.

3. Increase the value order of the new ATS by one and pl ace the new
ATS into the | ast <ArchiveTi meStanpChai n> el ement.

The new ATS and its hash tree MJUST use the sane digest algorithmas
the precedi ng one, which is specified in the <D gest Met hod> el enent
within the <ArchiveTi neStanpChai n> el ement. Note that the new ATS
MAY not contain a hash tree. However, the Time-Stanp renewal process
may be optimzed to acquire one Tinme-Stanp for many Archive Tine-
Stanps using a hash tree. Note that each hash of the <Ti meStanp>
elenent is treated as the docunent hash in Section 3.2.1.
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4.2.2. Hash Tree Renewal

The process of hash tree renewal occurs when the new digest algorithm
is different fromthe one used in the last Archive Tinme-Stanp (H <>
H). 1In this case the conplete Archive Time-Stanp Sequence and the
archive data objects covered by existing Archive Tine-Stanp nust be
Ti me- St anped as fol | ows:

1. Select one or nore archive objects to be renewed and their current
<Ar chi veTi meSt anp> el enents.

2. For each archive object check the current <ArchiveTi neStanp>
element. If it does not contain the proof needed for |ong-term
formal validation of its Tine-Stanp Token within the Tine-Stanp
Token, collect the needed data such as root certificates,
Certificate Revocation Lists, etc., and include themin the
<Crypt ogr aphi cl nformati onLi st> el ement of the |ast Archive Time-
Stanp (each data object into a separate <Cryptographiclnformation>
el ement) .

3. Select a canonicalization method C and sel ect a new secure hash
al gorithm H.

4. For each archive object select its data objects d(i). GCenerate
hash values h(i) = H(d(i)), for exanple: h(1l), h(2).., h(n).

5. For each archive object cal culate a hash hseq=H( ATSSeq) from
bi nary representati on of the <ArchiveTi neSt anpSequence> el erment,
corresponding to that archive object. Note that Archive Tine-
Stanp Chains and Archive Tinme-Stanps MJST be chronologically
ordered, each respectively to its Order attribute, and that the
canoni cal i zati on method C MJST be appli ed.

6. For each archive object sort in binary ascendi ng order and
concatenate all h(i) and the hseq. Generate a new di gest val ue

h(j)=H(h(1)..h(n), hseq).

7. Build a new Archive Tine-Stanp for each h(j) (hash tree generation
and reduction is defined in Sections 3.2.1 and 3.2.2). Note that
each h(j) is treated as the document hash in Section 3.2.1. The
first hash value list in the reduced hash tree should only contain
h(i) and hseq.

8. Create the new <ArchiveTi meSt anpChai n> contai ni ng the new
<Ar chi veTi meSt anp> el enent (with order nunber 1), and place it
into the existing <ArchiveTi neSt anpSequence> as a last child with
the order nunber increased by one.
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Exanmpl e for an archive object with 3 data objects: Select a new hash
al gorithm and canonicalization nethod. Collect all 3 data objects
and currently generated Archive Tine-Stanp Sequence.

AO
I
dl d2  d3

ATSSeq
ATSChai n1: ATSO, ATS1

ATSChai n2: ATS0, ATS1, ATS2

The hash val ues MJUST be cal culated with the new hash al gorithmH for
all data objects and for the whole ATSSeq. Note that ATSSeq MUST be
chronol ogi cally ordered and canonicalized before retrieving its

bi nary representation

When generating the hash tree for the new ATS, the first sequence
becorme val ues: H(dl), H(d2),..., H(dn), H(ATSSeq). Note: hash val ues
MJST be sorted in binary ascendi ng order

<HashTree>
<Sequence Order="1">
<Di gest Val ue>H(d1) </ Di gest Val ue>
<Di gest Val ue>H(d2) </ Di gest Val ue>
<Di gest Val ue>H(d3) </ Di gest Val ue>
<Di gest Val ue>H( ATSSeq) </ Di gest Val ue>
</ Sequence>
</ HashTr ee>

Note that if the group processing is being perforned, the hash val ue
of the concatenation of the first sequence is an input hash val ue
into the hash tree

4.3. Verification

An Evi dence Record shall prove that an archive object existed and has
not been changed fromthe tinme of the initial Time-Stanp Token within
the first ATS. In order to conplete the non-repudiation proof for an
archive object, the last ATS has to be valid and ATSCs and their
relations to each other have to be proved:

1. Select archive object and re-encrypt its data object or data

object group, if <Encryptionlnformation> field is used. Select
the initial digest algorithmspecified within the first Archive
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Ti me- Stanp Chain and cal cul ate the hash val ue of the archive
object. Verify that the initial Archive Tine-Stanp contains
(identical) hash value of the AO s data object (or hash val ues of
AO s data object group). Note that when the hash tree is onmitted,
cal cul ated AO s val ue MUST match the Ti me- Stanped val ue

2. Verify each Archive Tine-Stanp Chain and each Archive Ti ne-Stanp
within. |If the hash tree is present within the second and the
next Archive Tinme-Stanmps of an Archive Tinme-Stanp Chain, the first
<Sequence> MJST contain the hash val ue of the <Ti meStanp> el enent
before. Each Archive Time-Stanp MJST be valid relative to the
time of the succeeding Archive Tine-Stanp. Al Archive Tine-
Stanps with the Archive Tinme-Stanmp Chain MJUST use the sane hash
algorithm which was secure at the tinme of the first Archive Tine-
Stanp of the succeeding Archive Time-Stanp Chain

3. Verify that the first hash value list of the first Archive Tine-
Stanp of all succeeding Archive Tinme-Stanp Chains contains hash
val ues of data object and the hash value of Archive Tine-Stanp
Sequence of the preceding Archive Tinme-Stanp Chains. Verify that
Archive Time-Stanp was created when the | ast Archive Tinme-Stanp of
the precedi ng Archive Tine-Stanp Chain was valid.

4. To prove the Archive Tinme-Stanp Sequence relates to a data object
group, verify that the first Archive Tinme-Stanmp of the first
Archive Time-Stanp Chain does not contain other hash values in its
first hash value list than the hash values of those data objects.

For non-repudi ati on proof for the data object, the |last Archive Time-
Stanp MJUST be valid at the tine of verification process.

5.  Encryption

In some archive services scenarios it may be required that clients
send encrypted data only, preventing information disclosure to third
parties, such as archive service providers. |n such scenarios it
nmust be clear that Evidence Records generated refer to encrypted data
objects. Evidence Records in general protect the bit-stream (or

bi nary representation of XML data), which freezes the bit structure
at the tinme of archiving. Encryption schemes in such scenarios
cannot be changed afterwards without losing the integrity proof.
Therefore, an ERS record nust hold and preserve encryption
information in a consistent manner. To avoid probl ens when using
Evi dence Records in the future, additional special precautions have
to be taken.
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Encryption is a two-way process, whose result depends on the
cryptographic material used, e.g., encryption keys and encryption
algorithms. Encryption and decryption keys as well as al gorithms
must match in order to reconstruct the original message or data that
was encrypted. Evidence generated to prove the existence of
encrypted data cannot always be relied upon to prove the existence of

unencrypted data. It may be possible to choose different
cryptographic material, i.e., an algorithmor a key for decryption
that is not the algorithmor key used for encryption. In this case,

the evidence record woul d not be a non-repudi ati on proof for the
unencrypted data. Therefore, only encryption methods shoul d be used
that make it possible to prove that archive Tine-Stanped encrypted
dat a obj ects unanbi guously represent unencrypted data objects. In
cases when evi dence was generated to prove the existence of encrypted
data the corresponding al gorithm and decryption keys used for
encryption rmust becone a part of the Evidence Record and is used to
unanbi guously represent original (unencrypted) data that was
encrypted. (Note: In addition, the long-termsecurity of the
encryption schenes should be anal yzed to determine if it could be
used to create collision attacks.) Cryptographic material may al so
be used in scenarios when a client submits encrypted data to the
archive service provider for preservation but stores hinmself the data
only in an unencrypted form In such scenarios cryptographic
material is used to re-encrypt the unencrypted data kept by a client
for the purpose of performing validation of the Evidence Record,
which is related to the encrypted formof client’s data. An OPTI ONAL
extensi bl e structure <Encryptionlnformation> is defined to store the
necessary paraneters of the encryption nethods. |Its

<Encryptionl nformati onType> el enment is used to store the type of
stored encryption information, e.g., whether it is an encryption

al gorithmor encryption key. The <EncryptionlnformationVal ue>

el enent then contains the rel evant encryption information itself.

The use of encryption el ements heavily depends on the cryptographic
mechani sm and has to be defined by other specifications.

6. Version

The nunbering schene for XM.ERS versions is "<mgjor>. <nminor>". The
maj or and m nor nunbers MJST be treated as separate integers and each
nunber MAY be incremented higher than a single digit. Thus, "2.4"
woul d be a [ ower version than "2.13", which in turn would be | ower
than "12.3". Leading zeros (e.g., "6.01") MJST be ignored by

reci pients and MUST NOT be sent.
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The maj or version nunber will be incremented only if the data format
has changed so dramatically that an ol der version entity would not be
able to interoperate with a newer version entity if it sinply ignored
the elements and attributes it did not understand and took the
actions defined in the ol der specification

The mi nor version nunber will be increnented if significant new
capabilities have been added to the core format (e.g., new optiona
el enents).

7. Storage of Policies

As expl ai ned above policies can be stored in the Evidence Record in
the <Attribute> or the <Supportinglnformation> element. In the case
of storing DSSC policies [ RFC5698], the types to be used in the
<Attribute> or <Supportinglnformation> elenent are defined in
Appendi x A. 2 of [RFC5698] for both ASN. 1 and XM representation

8. XSD Schema for the Evidence Record

<?xm version="1.0" encodi ng="UTF-8""?>
<xs:schema xm ns:xs="http://ww. w3. org/ 2001/ XM_Schema"
xm ns="urn:ietf:paranms: xm:ns:ers"
t ar get Nanespace="urn:ietf: parans: xm :ns:ers"
el ement For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed" >
<xs: el enent name="Evi denceRecord" type="Evi denceRecordType"/>

<I-- TYPE DEFI NI TI ONS- - >

<xs: conpl exType name="Evi denceRecor dType" >
<XS:sequence>
<xs: el enent name="Encryptionl nfornation"
type="Encryptionlnfo" m nQccurs="0"/>
<xs: el enent name="Supportingl nf ormati onLi st"
t ype="Supportingl nf ormati onType" m nCccurs="0"/>
<xs: el enent nanme="Archi veTi neSt anpSequence"
type="Archi veTi meSt anpSequenceType"/ >
</ xs: sequence>
<xs:attribute name="Version" type="xs:deciml" use="required"
fixed="1.0"/>
</ xs: conpl exType>

<xs: conpl exType nane="Encrypti onl nf o">
<XS:sequence>
<xs: el enent name="Encryptionl nf ornmati onType"
type="Qbjectldentifier"/>
<xs: el enent nanme="Encryptionl nf ormati onVal ue" >
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<xs: conpl exType m xed="true">
<XS:sequence>
<xs:any m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="Ar chi veTi meSt anpSequenceType" >
<XS:sequence>
<xs: el enent nanme="Archi veTi neSt anpChai n" nmaxQccur s="unbounded" >
<xs: conpl exType>
<XS:sequence>
<xs: el enent nanme="Di gest Met hod"
type="Di gest Met hodType"/ >
<xs: el enent nanme="Canoni cal i zati onMet hod"
t ype="Canoni cal i zat i onMet hodType"/ >
<xs: el enent nanme="Archi veTi neSt anp"
type="Archi veTi meSt anpType"
maxQCccur s="unbounded" />
</ xs: sequence>
<xs:attribute name="Order" type="OrderType"
use="required"/>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="Archi veTi meSt anpType" >
<XS:sequence>
<xs: el enent nane="HashTree" type="HashTreeType" m nCccurs="0"/>
<xs: el enent name="Ti neSt anp" type="Ti meSt anpType"/ >
<xs: el enent name="Attributes" type="Attributes" m nCccurs="0"/>
</ xs: sequence>
<xs:attribute name="Order" type="Order Type" use="required"/>
</ xs: conpl exType>

<xs: conpl exType nanme="Di gest Met hodType" mni xed="true">
<XS:sequence>
<xs:any namespace="##ot her" m nQccurs="0"/>
</ xs: sequence>
<xs:attribute name="Al gorithni type="xs:anyURl" use="required"/>
</ xs: conpl exType>

<xs: conpl exType name="Canoni cal i zati onMet hodType" m xed="true">

<xs:sequence m nCccurs="0">
<Xs:any nanespace="##any" m nCccurs="0"/>
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</ xs: sequence>
<xs:attribute name="Al gorithni type="xs:anyURl" use="required"/>
</ xs: conpl exType>

<xs: conpl exType name="Ti meSt anpType" >
<XS:sequence>
<xs: el enent name="Ti neSt anpToken" >
<xs: conpl exType m xed="true">
<xs: conpl exContent m xed="true">
<xs:restriction base="xs:anyType">
<XS:sequence>
<xs:any processContents="|ax" m nCccurs="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="Type" type="xs: NMTOKEN'
use="required"/>
</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nane="CryptographiclnformationList"
type="Crypt ographi cl nf or mati onType" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="HashTreeType" >
<XS:sequence>
<xs: el enent nanme="Sequence" nmaxQccurs="unbounded" >
<xs: conpl exType>
<XS:sequence>
<xs: el enent nanme="Di gest Val ue" type="xs: base64Bi nary"
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="Order" type="Order Type"
use="required"/>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs:conpl exType nane="Attri butes">
<XS:sequence>
<xs:el enment nane="Attribute" maxQccurs="unbounded">
<xs: conpl exType m xed="true">
<xs: conpl exContent m xed="true">
<xs:restriction base="xs:anyType">
<XS:sequence>
<xs:any processContents="|ax" m nCccurs="0"
maxQccur s="unbounded"/ >
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</ xs: sequence>
<xs:attribute name="Order" type="Order Type"
use="required"/>
<xs:attribute name="Type" type="xs:string"
use="optional "/ >
</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="Crypt ogr aphi cl nformati onType" >
<XS:sequence>
<xs: el enent nanme="Crypt ographi cl nformati on"
maxQccur s="unbounded" >
<xs:conpl exType m xed="true">
<xs: conpl exCont ent m xed="true">
<xs:restriction base="xs:anyType">
<XS:sequence>
<xs:any processContents="|ax" m nCccurs="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="Order" type="OrderType"
use="required"/>
<xs:attribute nanme="Type" type="xs: NMTOKEN'
use="required"/ >
</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="Supportingl nformati onType" >
<XS:sequence>
<xs: el enent name="Supportingl nfornmation"
maxQccur s="unbounded" >
<xs: conpl exType m xed="true">
<xs: conpl exContent m xed="true">
<xs:restriction base="xs:anyType">
<XS:sequence>
<xs:any processContents="|ax" m nCccurs="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="Type" type="xs:string"
use="required"/>
</xs:restriction>
</ xs: conpl exCont ent >
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9.

9.

9.

</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: si nmpl eType nane="(hjectldentifier">
<xs:restriction base="xs:token">
<xs:pattern value="[0-2](\.[1-3]?[0-9]2(\.\d+)*)?"/>
</xs:restriction>
</ xs:si npl eType>

<xs: si npl eType nane="O der Type" >
<xs:restriction base="xs:int">
<xs: m nl ncl usive val ue="1"/>
</xs:restriction>
</ xs:si npl eType>
</ xs: schenmn>

Security Considerations
1. Secure Al gorithns

Cryptographic algorithns and paraneters that are used within Archive
Ti me- St anps nust al ways be secure at the tinme of generation. This
concerns the hash algorithmused in the hash lists of Archive Tine-
Stanp as well as hash algorithns and public key algorithnms of the

Ti me- Stanps. Publications regarding security suitability of
cryptographic algorithns ([N ST.800-57-Part1.2006] and

[ ETSI - TS-102-176-1-V2.0.0]) have to be considered during the
verification. A generic solution for automatic interpretation of
security suitability policies in electronic formis not the subject
of this specification

2. Redundancy

Evi dence Records may becone affected by weakeni ng cryptographic

al gorithnms even before this is publicly known. Retrospectively this
has an i npact on Archive Tinme-Stanps generated and renewed during the
archival period. 1In this case the validity of Evidence Records
created may end w thout any options for retroactive action.

Many TSAs are using the sane cryptographic algorithms. Wile
conprom se of a private key of a TSA may conproni se the security of
only one TSA (and only one Archive Tinme-Stanp, for exanple),
weakeni ng cryptographic algorithns used to generate Time-Stanp Tokens
woul d affect many TSAs at the sane tine.
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To manage such risks and to avoid the | oss of Evidence Record
validity due to weakeni ng cryptographic algorithnms used, it is
RECOVMENDED t o generate and nanage at |east two redundant Evi dence
Records for a single data object. |In such scenarios redundant

Evi dence Records SHOULD use different hash algorithms within Archive
Ti me- St anmp Sequences and different TSAs using different cryptographic
algorithns for Tine-Stanp Tokens.

9.3. Secure Tine-Stanps

Archive Time-Stanps depend upon the security of normal Time-Stanping
provided by TSA and stated in security policies. Renewed Archive

Ti me- St anps MUST have the same or higher quality as the initia
Archive Time-Stanp of archive data. Archive Tinme-Stanps used for
signed archive data SHOULD have the sane or higher quality than the
maxi mum qual ity of the signatures.

9.4. Tinme-Stanp Verification

It is inportant to consider for renewal and verification that when a
new Time-Stanp is applied, it MJST be ascertained that prior to the
time of renewal (i.e., when the new Time-Stanp is applied) the
certificate of the before current Tine-Stanp was not revoked due to a
key conpromise. Qherwise, in the case of a key conprom se, there is
the risk that the authenticity of the used Tine-Stanp and therefore
its security in the chain of evidence cannot be guaranteed. O her
revocation reasons |like the revocation for cessation of activity do
not necessarily pose this risk, as in that case the private key of
the Tinme-Stanmp unit woul d have been previously destroyed and thus
cannot be used nor conprom sed.

Bot h el enents <CryptographiclnformationList> and <Attribute> are
protected by future Archive Time_Stanp renewal s and can store
information as outlined in Section 2.1 that is available at or before
the time of the renewal of the specific Archive Tine-Stamp. At the
time of renewal all previous Archive Tine-Stanp data structures
beconme protected by the new Archive Tinme-Stanp and frozen by it,

i.e., no data MJST be added or nodified in these el enents afterwards.
I f, however, sonme supporting information is relevant for the overal
Evi dence Record or information that only becones avail able |ater,
this can be provided in the Evidence Record in the
<SupportinglnformationList> element. Data in the
<Supporti ngl nf or mat onLi st> can be added |l ater to an Evi dence Record,
but it nust rely on its own authenticity and integrity protection
mechani sm |ike, for exanple, signed by current strong cryptographic
means and/or provided by a trusted source (for exanmple, this could be
the LTA providing its current system DSSC policy, signed with current
strong cryptographi c neans).
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10.

| ANA Consi der ati ons

For all 1 ANA registrations related to this docunent, the
"Specification Required" [RFC5226] allocation policies MIST be used.

Thi s docunent defines the XM. nanespace "urn:ietf:parans: xm:ns:ers"
according to the guidelines in [RFC3688]. This namespace has been
registered in the | ANA XM. Registry.

Thi s docunent defines an XML schema (see Section 8) according to the
guidelines in [RFC3688]. This XM. schema has been registered in the
| ANA XM. Registry and can be identified with the URN
"urn:ietf:params: xnl :schema: ers".

This specification defines a new | ANA registry entitled "XM. Evi dence

Record Syntax (XMLERS)". This registry contains two sub-registries
entitled "Tinme-Stanp Token Type" and " Cryptographic I nformation
Type". The policy for future assignnents to both sub-registries is

"RFC Required".

The sub-registry "Time-Stanp Token Type" contains textual nanmes and
description, which should refer to the specification or standard
defining that type. It serves as assistance when validating a Time-
St anp Token.

When regi stering a new Tine-Stanp Token type, the follow ng
i nformati on MJUST be provi ded:

o The textual nane of the Tinme-Stanp Token type (value). The value
MUST conformto the XM. dat atype "xs: NMTOKEN".

o Areference to a publicly available specification that defines the
Ti me- St anp Token type (description).

The initial values for the "Tine-Stanp Token Type" sub-registry are:

Val ue
Descri ption
Ref erence

RFC3161
RFC3161 Ti ne- St anp
RFC 3161

XMLENTRUST
EnTrust XM. Schema
http://ww. si-tsa. gov. si/dokumenti/tinmestanp-protocol -20020207. xsd
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11.

11.

The sub-registry "Cryptographic Information Type" contains textual
names and description, which should refer to a specification or
standard defining that type. It serves as assistance when validating
cryptographic informati on such as digital certificates, CRLs, or
OCSP- Responses.

When registering a new cryptographic information type, the follow ng
i nformati on MJUST be provi ded:

o The textual nane of the cryptographic information type (val ue).
The val ue MUST conformto the XM datatype "xs: NMTOKEN'.

o Areference to a publicly avail able specification that defines the
cryptographic information type (description).

The initial values for the "Cryptographic Information Type" sub-
registry are:

Val ue Descri ption Ref erence

CERT DER- encoded X. 509 Certificate RFC 5280

CRL DER- encoded X. 509 RFC 5280
Certificate Revocation List

oCsP DER- encoded OCSPResponse RFC 2560

SCVP DER- encoded SCVP response RFC 5055
(CVResponse)
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Appendi x A. Detailed Verification Process of an Evi dence Record

To verify the validity of an Evidence Record start with the first ATS

ti

[l the last ATS (ordered by attribute Order) and perform

verification for each ATS, as foll ows:

1.

Bl azi

Sel ect correspondi ng archive object and its data object or a group
of data objects.

Re-encrypt data object or data object group, if the
<Encryptionlnformation> field is used (see Section 5 for nore
det ail s)

Get a canonicalization nmethod C and a digest method H fromthe
<Di gest Met hod> el enment of the current chain.

Make a new list L of digest values of (binary representation of)
obj ects (data, ATS, or sequence) that MJST be protected with this
ATS as foll ows:

a. If this ATSis the first in the Archive Tinme-Stanp Chain:
i. If thisis the first ATS of the first ATSC (the initial ATS)
in the ATSSeq, cal cul ate digest values of data objects with
H and add each digest value to the list L.
ii. If this ATSis not the initial ATS, calcul ate a digest value
with H of ordered ATSSeq w thout this and successive chains.
Add val ue H and di gest values of data objects to the list L.
b. If this ATSis not the first in the ATSC

i. Calculate the digest value with H of the previous
<Ti meSat np> el enent and add this digest value to the list L.

Verify the ATS s Ti me-Stanped value as follows. Get the first
sequence of the hash tree for this ATS.

a. If this ATS has no hash tree el enments then:
ii. If this ATSis not the first in the ATSSeq (the initial
ATS), then the Tine-Stanped val ue nust be equal to the

di gest value of previous Tine-Stanp elenent. |If not, exit
with a negative result.
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ii. If this ATSis the initial ATS in the ATSC, there must be
only one data object of the archive object. The digest
val ue of that data object nust be the sane as its Time-
Stanped value. |If not, exit with a negative result.

If this ATS has a hash tree then: If there is a digest value in
the list L of digest values of protected objects, which cannot
be found in the first sequence of the hash tree or if there is
a hash value in the first sequence of the hash tree which is
not in the list L of digest values of protected objects, exit
with a negative result.

i. Get the hash tree fromthe current ATS and use Hto
cal cul ate the root hash value (see Sections 3.2.1 and
3.2.2).

ii. CGet Tine-Stanped value fromthe Time-Stanp Token. |If
cal cul ated root hash value fromthe hash tree does not nmatch
the Tinme-Stanped value, exit with a negative result.

Verify Tinme-Stanp cryptographically and forrmally (validate the
used certificate and its chain, which may be available within
the Tinme-Stanmp Token itself or <Cryptographiclnformation>

el ement) .

If this ATS is the last ATS, check fornmal validity for the
current tinme (now), or get "valid from' time of the next ATS
and verify formal validity at that specific tine.

If the needed information to verify formal validity is not

found within the Time-Stanp or within its Cryptographic
Information section of ATS, exit with a negative result.
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