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Abstract

The Dynamic Symmetric Key Provisioning Protocol (DSKPP) is a client-
server protocol for initialization (and configuration) of symetric
keys to locally and renotely accessibl e cryptographi c nodul es. The
protocol can be run with or without private key capabilities in the
cryptographi c nmodul es and with or w thout an established public key
infrastructure

Two variations of the protocol support multiple usage scenari os.
Wth the four-pass variant, keys are nutually generated by the
provi si oni ng server and cryptographi c nodul e; provisioned keys are
not transferred over-the-wire or over-the-air. The two-pass variant
enabl es secure and efficient downl oad and installation of pre-
generated symretric keys to a cryptographi c nodul e.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6063.

Doherty, et al. St andards Track [ Page 1]



RFC 6063 DSKPP Decenber 2010

Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunent nmay contain material from|ETF Documents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to allow
nodi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages ot her
than Engli sh

Doherty, et al. St andards Track [ Page 2]



RFC 6063 DSKPP Decenber 2010
Tabl e of Contents

1. IntroduCti On ... e 6
1.1, Key VOrds ..o 6
1.2, Version SUPPOrt ... 6
1.3. Nanespace ldentifiers ...... ... . . . . . . 7
1.3.1. Defined Identifiers ....... ... . . . . . .. 7
1.3.2. ldentifiers Defined in Related Specifications ....... 7
1.3.3. Referenced ldentifiers ........ .. ... .. ... .. ... .. ..... 8
2. Termnol 0gy . ..o 8
2.1, Definitions ... 8
2.2, Notation ... 10
2.3, Abbreviations ....... ... 11
3. DSKPP OVer Vi BW . .o i e e 11
3.1. Protocol Entities ....... ... ... . 12
3.2. Basic DSKPP Exchange ........... ... ... 12
3.2.1. User Authentication ......... .. .. . .. .. ... 12
3.2.2. Protocol Initiated by the DSKPP Client ............. 14
3.2.3. Protocol Triggered by the DSKPP Server ............. 16
3.2.4, Variant s ... ... 17
3.2.4.1. Criteria for Using the Four-Pass Vari ant 17
3.2.4.2. Criteria for Using the Two-Pass Variant ...18
3.3, Status Codes .. ... 18
3.4, BasiC CONStrUCES ...t 20
3.4.1. User Authentication Data (AD) ...................... 20
3.4.1.1. Authentication Code Format ................ 20
3.4.1.2. User Authentication Data Calculation ...... 23

3.4.2. The DSKPP One-Way Pseudorandom Functi on,
DSKPP- PRE . . e 24
3.4.3. The DSKPP Message Hash Algorithm................... 24
4. Four-Pass Protocol Usage .............. iy 25
4.1. The Key Agreenent Mechanism........... ... . ... . ... . ... . .... 25
4.1.1. Data FIl oW . ... ... 25
4.1.2. Conputati On ... ... ... 27
4.2. Message Flow . ... 28
4.2.1. KeyProvTrigger .. ... e e e 28
4.2.2. KeyProvCientHello ....... ... ... ... . . . . . . . . . . ... 29
4.2.3. KeyProvServerHello ....... ... . .. . . . 30
4.2.4. KeyProvQientNonce ......... ... e, 32
4.2.5. KeyProvServerFinished .......... ... ... .. ... ... ... ... 34
5. Two-Pass Protocol Usage .......... ... 35
5.1. Key Protection Methods ........ ... ... ... . . . . . . . . . ... 36
5.1.1. Key Transport . ....... .. 36
5.1.2. Key Wap ... 37
5.1.3. Passphrase-Based Key Wap ................ ... 37
5.2. Message Flow .. ... ... 38
5.2.1. KeyProvTrigger . ... 38
5.2.2. KeyProvCientHello ....... ... ... ... . . . . . . . . . ... 39

Doherty, et al. St andards Track [ Page 3]



RFC 6063 DSKPP Decenber 2010

11.
12.

5.2.3. KeyProvServerFinished .............. .. ... ... ... ...... 43
Protocol EXtensi OnS .. .... ...t e e e 44
6.1. The dientinfoType Extension .......... ... . ... i, 45
6.2. The ServerInfoType Extension ................ . ... 45
Protocol Bindi NgS .. .... ... e 45
7.1. General Requirements ........... .., 45
7.2. HITP/ 1.1 Binding for DSKPP . ........ ... . . ... 46

7.2.1. ldentification of DSKPP Messages ................... 46

7.2.2. HITP Headers ... ... .. . e 46

7.2.3. HITP Operati Ons ... ... e 47

7.2.4. HITP Status Codes . ......... .. 47

7.2.5. HTTP Authentication ........ ... .. .. .. . . .. . ... 47

7.2.6. Initialization of DSKPP ......... ... ... . .. .. .. .. .. ... 47

7.2.7. Exanpl e MeSSagesS .. ..ottt 48
DSKPP XML SchemB ... ... e e e e 49
8.1. General Processing Requirements ............. ... ... 49
8. 2. Schema . ... . .. 49
Conformance RequiremENnt S ... ... .. i e e 58

Security Considerati ONS ....... .. i e 59
10. 1. General ... 59
10. 2. Active Attacks ... ... . 60

10. 2. 1. Introduction ...... ... 60

10. 2. 2. Message Modifications .......... ... .. . .. ... 60

10.2.3. Message Deletion ....... ... . ... . . . .. 61

10.2.4. Message Insertion ............ .. 62

10.2.5. Message Replay ......... 62

10.2.6. Message Reordering ........ ... ... 62

10.2.7. Man in the Mddle ...... ... .. .. . . . . . 63
10. 3. Passive Attacks . ...... .. 63
10. 4. Cryptographic Attacks ........... ... i 63
10.5. Attacks on the Interaction between DSKPP and User

Authentication ........ .. . e 64
10.6. M scellaneous Considerations ................ .00 iiiion... 65
10.6.1. Cient Contributions to K TOKEN Entropy ........... 65
10.6.2. Key Confirmation .......... ... .. 65
10.6.3. Server Authentication ............. ... ... . ........ 65
10.6.4. User Authentication ........... ... ... .. ... . .. ... 66
10.6.5. Key Protection in Two-Pass DSKPP .................. 66
10.6.6. AlgorithmAgility ... . . 67
Internationalization Considerations .............. ... ........ 68
[ANA Considerati ONS . ... ... e 68
12. 1. URN Sub-Namespace Registration ........................... 68
12.2. XML Schema Registration ............. ... ... 69
12.3. MME Media Type Registration .......... ... ... ... 69
12.4. Status Code Registration .......... ... ... 70
12.5. DSKPP Version Registration .......... ... ... . ... 70
12.6. PRF AlgorithmID Sub-Registry ....... ... ... .. ... 70

12.6. 1. DSKPP-PRF-AES . .. .. 71

Doherty, et al. St andards Track [ Page 4]



RFC 6063 DSKPP Decenber 2010
12.6.2. DSKPP-PRF-SHA256 . ...... ... ..., 71
12.7. Key Container Registration ........ ... . ... . .. 72
13. Intellectual Property Considerations .......................... 73
14, ContribUutors . ... 73
15. Acknow edgemBnt S . ... . 73
16. References ... ... 74
16.1. Normative References ........ ... .. .. . i 74
16.2. Informative References ........ ... ... .. . . . . . . .. 76
Appendi X A, Usage SCeNari 0S .. ... ...t 78
A l. Single Key Request .. ... ... . e 78
A 2. Miltiple Key Requests . ... . 78
A 3. User Authentication ........... . ... 78
A4, Provisioning Tine-Qut Policy .......... ... .. ... ... .. ...... 78
A 5. Key Renewal ... ... .. . . 79
A. 6. Pre-Loaded Key Replacenent ............. . ... . ... 79
A 7. Pre-Shared Manufacturing Key ......... ... .. ... .. . ... ..... 79
A.8. End-to-End Protection of Key Material ................... 80
Appendi X B.  EXanpl €s .. ... ... e 80
B.1. Trigger MeSSage .. ...ttt e e 80
B.2. Four-Pass Protocol ........... .. . .. .. . . 81
B.2.1. <KeyProvCQientHell o> without a Preceding Trigger ...... 81
B.2.2. <KeyProvCientHello> Assum ng a Preceding Trigger ..... 82
B.2.3. <KeyProvServerHell o> Wthout a Preceding Trigger ...... 83
B.2.4. <KeyProvServerHell o> Assum ng Key Renewal ............. 84
B.2.5. <KeyProvd ientNonce> Using Default Encryption ......... 85
B.2.6. <KeyProvServerFi ni shed> Using Default Encryption ...... 85
B.3. Two-Pass Protocol ......... .. . .. ... 86
B.3.1. Example Using the Key Transport Method ................ 86
B.3.2. Example Using the Key Wap Method ..................... 90
B.3.3. Exanple Using the Passphrase-Based Key Wap Method ..94
Appendix C. Integration with PKCS #11 ............. .. ..., 98
C.1. The Four-Pass Variant ............. .. .. iiineinnnn. 98
C.2. The Two-Pass Variant .......... ... . . . .. .. 98
Appendi x D. Exanple of DSKPP-PRF Realizations ................. 101
D.1. IntroduCtion ... ... ... 101
D. 2. DSKPP-PRF- AES . . .. 101
D.2.1. ldentification .......... .. . .. 101
D.2.2. Definition ....... . . . . . 101
D. 2.3, EXanpl e ... .. 102
D. 3. DSKPP-PRF-SHA256 . .. ... .. 103
D.3.1. Identification .......... ... .. 103
D.3.2. Definition ...... .. 103
D.3.3. Exanple ... 104
Doherty, et al. St andards Track [ Page 5]



RFC 6063 DSKPP Decenber 2010

1

1

1

| ntroducti on

Synmetri c- key-based cryptographic systens (e.g., those providing

aut henti cati on nechani snms such as one-tinme passwords and chal | enge-
response) offer performance and operational advantages over public
key schemes. Such use requires a nechanismfor the provisioning of
symmetric keys providing equivalent functionality to nechani sns such
as the Certificate Managenent Protocol (CW) [RFC4210] and
Certificate Managenent over CM5 (CMC) [RFC5272] in a Public Key
Infrastructure

Traditionally, cryptographic nodul es have been provisioned with keys
during device manufacturing, and the keys have been inported to the
cryptographic server using, e.g., a CD-ROM disc shipped with the
devi ces. Some vendors al so have proprietary provisioning protocols,
whi ch often have not been publicly docunented (the Cryptographic
Token Key Initialization Protocol (CT-KIP) is one exception

[ RFC4758]) .

Thi s docunent describes the Dynam ¢ Symretric Key Provi sioning
Protocol (DSKPP), a client-server protocol for provisioning synetric
keys between a cryptographic nmodul e (corresponding to DSKPP Client)
and a key provisioning server (corresponding to DSKPP Server).

DSKPP provi des an open and i nteroperable nechanismfor initializing
and configuring symretric keys to cryptographic nodul es that are
accessi bl e over the Internet. The description is based on the

i nformati on contained in [ RFC4758], and contains specific
enhancenents, such as user authentication and support for the

[ RFC6030] fornmat for transmission of keying nmaterial

DSKPP has two principal protocol variants. The four-pass protoco
variant pernmits a symmetric key to be established that includes
randommess contributed by both the client and the server. The two-
pass protocol requires only one round trip instead of two and pernmits
a server specified key to be established.

1. Key Wrds

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Version Support

There is a provision made in the syntax for an explicit version
nunber. Only version "1.0" is currently specified.
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The purpose for versioning the protocol is to provide a nechani sm by
whi ch changes to required cryptographic algorithnms (e.g., SHA-256)
and attributes (e.g., key size) can be deployed wi thout disrupting
exi sting inplenmentations; |ikew se, outdated inplenmentations can be
de- commi ssi oned w t hout disrupting operations involving newer

pr ot ocol versions.

The nunbering schene for DSKPP versions is "<mjor> <mnor>". The
maj or and m nor nunbers MJST be treated as separate integers and each
nunber MAY be incremented higher than a single digit. Thus, "DSKPP
2.4" would be a | ower version than "DSKPP 2.13", which in turn would
be | ower than "DSKPP 12.3". Leading zeros (e.g., "DSKPP 6.01") MJST
be i gnored by recipients and MJST NOT be sent.

The maj or version nunber should be incremented only if the data
formats or security algorithms have changed so dramatically that an
ol der version inplenmentation would not be able to interoperate with a
newer version (e.g., renoving support for a previously mandatory-to-

i mpl enent al gorithm now found to be insecure). The ninor version
nunber indicates new capabilities (e.g., introducing a new algorithm
option) and MUST be ignored by an entity with a smaller mnor version
nunber but be used for informational purposes by the entity with the
| arger m nor version nunber.

1.3. Nanespace ldentifiers

Thi s docunent uses Uni form Resource ldentifiers (URIs) [RFC3986] to
identify resources, algorithns, and semanti cs.

1.3.1. Defined Identifiers
The XML nanmespace [ XMLNS] URI for Version 1.0 of DSKPP is:
"urn:ietf:params: xm :ns: keyprov: dskpp"

Ref erences to qualified elenents in the DSKPP schema defined herein
use the prefix "dskpp", but any prefix is allowed.

1.3.2. ldentifiers Defined in Related Specifications
Thi s docunent relies on qualified elenents already defined in the
Portabl e Symretric Key Contai ner [ RFC6030] namespace, which is
represented by the prefix "pskc" and decl ared as:

xm ns: pskc="urn:ietf:params: xm:ns: keyprov: pskc"
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1.3.3. Referenced lIdentifiers

Finally, the DSKPP syntax presented in this docunent relies on
algorithmidentifiers defined in the XM. Signature [ XMLDSI G
namespace

xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"

Ref erences to algorithmidentifiers in the XM. Signature nanespace
are represented by the prefix "ds".

2. Term nol ogy
2.1. Definitions

Terms are defined below as they are used in this docunent. The sane
terns may be defined differently in other docunents.

Aut hentication Code (AC): User Authentication Code conprised of a
string of hexadecinmal characters known to the device and the
server and containing at a minimuma client identifier and a
password. This CientlD password conbination is used only once
and may have a tine limt, and then di scarded.

Aut hentication Data (AD): User Authentication Data that is derived
fromthe Authenticati on Code (AQ

Client IDD An identifier that the DSKPP Server uses to |ocate the
real usernanme or account identifier on the server. |t can be a
short randomidentifier that is unrelated to any real usernanes.

Crypt ographi c Modul e: A conponent of an application, which enables
symetric key cryptographic functionality

Devi ce: A physical piece of hardware, or a software framework, that
hosts symmetric key cryptographi c nodul es

Device ID (DevicelD): A unique identifier for the device that houses
the cryptographic nodule, e.g., a nobile phone

DSKPP Client: Manages comuni cation between the symetric key
crypt ographi ¢ nodul e and t he DSKPP Server

DSKPP Server: The symretric key provisioning server that
participates in the DSKPP run
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DSKPP Server ID (ServerlD): The unique identifier of a DSKPP Server

Key Agreement: A key establishnent protocol whereby two or nore
parties can agree on a key in such a way that both influence the
out cone

Key Confirmation: The assurance of the rightful participants in a
key- establ i shnent protocol that the intended recipient of the
shared key actually possesses the shared key

Key Issuer: An organization that issues symmetric keys to end-users

Key Package (KP): An object that encapsulates a symetric key and
its configuration data

Key ID (KeylD): A unique identifier for the symretric key

Key Protection Method (KPM: The key transport method used during
t wo- pass DSKPP

Key Protection Method List (KPM.): The list of key protection
met hods supported by a cryptographic nodul e

Key Provisioning Server: A lifecycle managenent systemthat provides
a key issuer with the ability to provision keys to cryptographic
nodul es hosted on end-users’ devices

Key Transport: A key establishnent procedure whereby the DSKPP
Server selects and encrypts the keying material and then sends the
material to the DSKPP O ient [N ST-SP800-57]

Key Transport Key: The private key that resides on the cryptographic
nmodule. This key is paired with the DSKPP Cient’s public key,
whi ch the DSKPP Server uses to encrypt keying material during key
transport [N ST-SP800-57]

Key Type: The type of symetric key cryptographi c methods for which
the key will be used (e.g., Open AUTHenticati on HVAC Based One-
Ti me Password (OATH HOTP) or RSA Securl D authentication, AES
encryption, etc.)

Key Wapping: A method of encrypting keys for key transport
[ NI ST- SP800- 57]
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2.

2.

Key Wapping Key: A symetric key encrypting key used for key
wr appi ng [ NI ST- SP800- 57]

Keying Material: The data necessary (e.g., keys and key
configuration data) necessary to establish and maintain
crypt ographi ¢ keying rel ati onshi ps [ Nl ST- SP800-57]

Manuf acturer’s Key: A unique nmaster key pre-issued to a hardware
device, e.g., a smart card, during the manufacturing process. |If
present, this key nmay be used by a cryptographic nodule to derive
secret keys

Protocol Run: Conplete execution of the DSKPP that involves one
exchange (two-pass) or two exchanges (four-pass)

Security Attribute List (SAL): A payload that contains the DSKPP
versi on, DSKPP variant (four- or two-pass), key package formats,
key types, and cryptographic algorithns that the cryptographic
nodul e i s capabl e of supporting

Not at i on

[ ] String concatenation

[ X] Optional el enent x

A™B Excl usi ve- OR operation on strings A and B
(where A and B are of equal |ength)

<XML_El enent > A typographi cal convention used in the body of
the text

DSKPP- PRF(k, s, dsLen) A keyed pseudorandom function

E(k, m Encryption of mwith the key k

K Key used to encrypt R C (either K SERVER or

K SHARED), or in MAC or DSKPP_PRF conputations
K_AC Secret key that is derived fromthe

Aut henti cati on Code and used for user

aut henti cati on purposes

K_MAC Secret key derived during a DSKPP exchange for
use with key confirmation

K_MAC A second secret key used for server
aut henti cati on

K_PROV A provisioning master key fromwhich two keys
are derived: K TOKEN and K _NMAC

K_SERVER Public key of the DSKPP Server; used for
encrypting R Cin the four-pass protoco
vari ant
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K_SHARED Secret key that is pre-shared between the DSKPP
Client and the DSKPP Server; used for
encrypting R Cin the four-pass protocol
vari ant

K_TOKEN Secret key that is established in a
crypt ographi ¢ nmodul e usi ng DSKPP

R Pseudor andom val ue chosen by the DSKPP Cl i ent
and used for MAC conputations

RC Pseudor andom val ue chosen by the DSKPP C i ent
and used as input to the generation of K TOKEN

RS Pseudor andom val ue chosen by t he DSKPP Server
and used as input to the generation of K TOKEN

URL_S DSKPP Server address, as a URL

2.3. Abbreviations

AC
AD
DSKPP
HTTP
KP
KPM
KPML
MAC
PC
PDU
PKCS
PRF
PSKC
SAL
TLS
URL
USB
XML

Aut hent i cati on Code

Aut henti cati on Data

Dynami ¢ Symmetric Key Provisioning Protocol
Hypertext Transfer Protocol

Key Package

Key Protection Method

Key Protection Method List

Message Aut henticati on Code

Per sonal Conput er

Protocol Data Unit

Public Key Cryptography Standards

Pseudor andom Functi on

Portabl e Symretric Key Cont ai ner

Security Attribute List (see Section 2.1)
Transport Layer Security

Uni f orm Resource Locat or

Uni versal Serial Bus

eXt ensi bl e Markup Language

3. DSKPP Overvi ew

The foll owi ng sub-sections provide a high-level view of protocol
internals and how they interact with external provisioning
applications. Usage scenarios are provided in Appendi x A

Doherty,
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3.1. Protocol Entities
A DSKPP provi sioning transaction has three entities:
Server: The DSKPP provi si oni ng server.

Cryptographi c Modul e:  The cryptographic nodule to which the
symmetric keys are to be provisioned, e.g., an authentication
t oken.

Client: The DSKPP Cient that manages conmunication between the
crypt ographi ¢ nmodul e and the key provisioning server.

The principal syntax is XML [ XM.] and it is layered on a transport
mechani sm such as HTTP [ RFC2616] and HTTP Over TLS [RFC2818]. \While
it is highly desirable for the entire comunicati on between t he DSKPP
Client and server to be protected by nmeans of a transport providing
confidentiality and integrity protection such as HITP over Transport
Layer Security (TLS), such protection is not sufficient to protect
the exchange of the symetric key data between the server and the
cryptographi c nmodul e and DSKPP i s designed to pernit inplenmentations
that satisfy this requirenent.

The server only comunicates to the client. As far as the server is
concerned, the client and cryptographi c nodul e nay be considered to
be a single entity.

Froma client-side security perspective, however, the client and the
cryptographic nodul e are separate | ogical entities and may in sone
i npl enent ati ons be separate physical entities as well.

It is assunmed that a device will host an application |ayered above
the cryptographic nodul e, and this application will nanage

conmuni cati on between the DSKPP Client and cryptographic nmodule. The
manner in which the comunicating application will transfer DSKPP

el ements to and fromthe cryptographic nodule is transparent to the
DSKPP Server. One nmethod for this transfer is described in

[ CT-KI P-P11] .

3.2. Basic DSKPP Exchange

3.2.1. User Authentication
In a DSKPP nessage flow, the user has obtained a new hardware or
sof tware devi ce enbedded with a cryptographic nodule. The goal of

DSKPP is to provision the sane symetric key and rel ated information
to the cryptographic nodul e and the key managenent server, and
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associate the key with the correct usernane (or other account
identifier) on the server. To do this, the DSKPP Server MJST
aut henticate the user to be sure he is authorized for the new key.

User authentication occurs within the protocol itself *after* the
DSKPP Client initiates the first nessage. |In this case, the DSKPP
Client MUST have access to the DSKPP Server URL.

Al ternatively, a DSKPP web service or other form of web application
can authenticate a user *before* the first nessage is exchanged. In
this case, the DSKPP Server MJST trigger the DSKPP Client to initiate
the first nmessage in the protocol transaction.
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3.2.2. Protocol Initiated by the DSKPP O i ent

In the foll owing exanple, the DSKPP Client first initiates DSKPP, and
then the user is authenticated using a ient I D and Authentication
Code.

Crypto DSKPP DSKPP Key Provi si oni ng
Modul e dient Server Server

| Server creates |
| and stores |
|Client IDand |
| Auth. Code and |
| delivers them |
| to user out-of-|

|

|
|
|
|
|
|
|
|
| | band.
|
|
|
|
|
|
|
|

|

|

|

|

|

|

|

|

|

| Fom e e e e oo oo +
| |
| o e e e oo + |
| |User enters Cient ID,)| |
| | Aut h. Code, and URL | |
| e + |
| | |
| | <-- 1. TLS handshake with ---> |
| | server auth. | |
| | | |
| | 2. <KeyProvdientHello> ---->| User -->|
| | | Aut h |
| | <-- [3. <KeyProvServerHello>] | |
| | | |
| | [4. <KeyProvd ientNonce>] -->| |
| | | |
| | <- 5. <KeyProvServerFini shed> | |
| | | |
| | | |
| <-- Key | | Key -->|
| Package | | Package |

Figure 1: Basic DSKPP Exchange
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Bef ore DSKPP begi ns:

o The Authentication Code is generated by the DSKPP Server, and
delivered to the user via an out-of-band trustworthy channe
(e.g., a paper slip delivered by IT department staff).

o The user typically enters the Cient ID and Authenticati on Code
manual |y, possibly on a device with only a numeric keypad. Thus,
they are often short numeric values (for exanple, 8 decinal
digits). However, the DSKPP Server is free to generate themin
any way it w shes.

o The DSKPP Cient needs the URL [ RFC3986] of the DSKPP Server
(which is not user specific or secret, and may be pre-configured
sonehow), and a set of trust anchors for verifying the server
certificate.

0 There nust be an account for the user that has an identifier and
| ong-term username (or other account identifier) to which the
token will be associated. The DSKPP Server will use the Cient ID
to find the correspondi ng Authentication Code for user
aut henti cati on.

In Step 1, the client establishes a TLS connection, authenticates the
server (that is, validates the certificate, and conpares the host
nane in the URL with the certificate) as described in Section 3.1 of
[ RFC2818] .

Next, the DSKPP Client and DSKPP Server exchange DSKPP nessages

(which are sent over HTTPS). |In these nessages:

o The client and server negotiate which cryptographic al gorithns
they want to use, which algorithns are supported for protecting
DSKPP messages, and ot her DSKPP detail s.

o The client sends the Cient IDto the server, and proves that it
knows the correspondi ng Aut henticati on Code.

o The client and server agree on a secret key (token key or
K_TCKEN) ; dependi ng on the negotiated protocol variant, this is
either a fresh key derived during the DSKPP run (called "four-pass
variant", since it involves four DSKPP nessages) or is generated
by (or pre-exists on) the server and transported to the client
(called "two-pass variant" in the rest of this docunent, since it
i nvol ves two DSKPP nessages).

o The server sends a "key package" to the client. The package only
i ncludes the key itself in the case of the "two-pass variant";
with either variant, the key package contains attributes that
i nfl uence how the provisioned key will be |ater used by the
cryptographi ¢ nodul e and cryptographic server. The exact contents
depend on the cryptographic algorithm(e.g., for a one-tine
password al gorithmthat supports variable-length OTP val ues, the
l ength of the OTP val ue woul d be one attribute in the key
package) .
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After the protocol run has been successfully conpleted, the
cryptographi c nodul es stores the contents of the key package.

Li kewi se, the DSKPP provisioning server stores the contents of the
key package with the cryptographi c server, and associates these with
the correct username. The user can now use the their device to
perform symetric-key based operations.

The exact division of work between the cryptographic nodul e and the
DSKPP Client -- and key Provisioning server and DSKPP Server -- are
not specified in this docunent. The figure above shows one possible
case, but this is intended for illustrative purposes only.

3.2.3. Protocol Triggered by the DSKPP Server

In the first nessage fl ow (previous section), the Cient ID and
Aut henti cati on Code were delivered to the client by some out-of -band
means (such as paper sent to the user).

I
<-- 1. TLS handshake with --->

I
I
| server auth.
I
I

Web DSKPP DSKPP Web
Br owser dient Server Server
I I I I
| <-------- HTTPS browsi ng + some kind of user auth. --------- >
I I I I
| some HTTP request - -------mmm oo >
I I I
| | T i
I T HTTP response with <KeyProvTri gger>
I I I
| Trigger ----3| |
I
I
I
I
I

conti nues. .
Figure 2: DSKPP Exchange with Wb-Based Aut hentication

In the second nessage flow, the user first authenticates to a web
server (for example, an IT department’s "self-service" |Intranet
page), using an ordinary web browser and sonme existing credentials.

The user then requests (by clicking a Iink or submtting a form
provi sioning of a new key to the cryptographic nodule. The web
server will reply with a <KeyProvTrigger> nessage that contains the
Client 1D, Authentication Code, and URL of the DSKPP Server. This
information is al so needed by the DSKPP Server; how the web server
and DSKPP Server interact is beyond the scope of this docunent.
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The <KeyProvTrigger> nmessage is sent in an HITP response, and it is
marked with M ME type "application/dskpp+xm ™. It is assumed the web
browser has been configured to recognize this MM type; the browser
will start the DSKPP Client and provide it with the <KeyProvTrigger>
nmessage.

The DSKPP Client then contacts the DSKPP Server and uses the dient
| D and Aut hentication Code (fromthe <KeyProvTrigger> nessage) the
sane way as in the first nessage fl ow.

3.2.4. Variants

As noted in the previous section, once the protocol has started, the
client and server MAY engage in either a two-pass or four-pass
nmessage exchange. The four-pass and two-pass protocols are
appropriate in different deployment scenarios. The biggest
differenti ator between the two is that the two-pass protocol supports
transport of an existing key to a cryptographic nodule, while the
four-pass involves key generation on-the-fly via key agreenent. In
ei ther case, both protocol variants support algorithmagility through
the negotiation of encryption mechani sms and key types at the

begi nni ng of each protocol run.

3.2.4.1. Criteria for Using the Four-Pass Vari ant

The four-pass protocol is needed under one or nore of the follow ng
condi tions:

o Policy requires that both parties engaged in the protocol jointly
contribute entropy to the key. Enforcing this policy mtigates
the risk of exposing a key during the provisioning process as the
key is generated through rmutual agreenment w thout being
transferred over-the-air or over-the-wire. It also mitigates risk
of exposure after the key is provisioned, as the key will not be
vul nerable to a single point of attack in the system

o A cryptographi c nodul e does not have private key capabilities.

0 The cryptographic nodule is hosted by a device that neither was
pre-issued with a manufacturer’s key or other form of pre-shared
key (as might be the case with a smart card or Subscriber ldentity
Module (SIM card) nor has a keypad that can be used for entering
a passphrase (such as present on a nobile phone).
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3.2.4.2. Criteria for Using the Two-Pass Vari ant

3.

The two-pass protocol is needed under one or nore of the follow ng
condi tions:

o Pre-existing (i.e., legacy) keys nust be provisioned via transport
to the cryptographi c nodul e.

o The cryptographic nmodule is hosted on a device that was pre-issued
with a manufacturer’s key (such as may exist on a smart card), or
ot her form of pre-shared key (such as may exist on a Sl Mcard),
and is capable of performng private key operations.

o The cryptographic nodule is hosted by a device that has a built-in
keypad with which a user may enter a passphrase, useful for
deriving a key wrapping key for distribution of keying materi al

St at us Codes

Upon transm ssion or recei pt of a nessage for which the Status
attribute’s value is not "Success" or "Continue", the default

behavi or, unless explicitly stated otherwi se below, is that both the
DSKPP Server and the DSKPP Client MJST i medi ately term nate the
DSKPP run. DSKPP Servers and DSKPP Clients MJST del ete any secret

val ues generated as a result of failed runs of DSKPP. Session
identifiers MAY be retained fromsuccessful or failed protocol runs
for replay detection purposes, but such retained identifiers MJST NOT
be reused for subsequent runs of the protocol

When possible, the DSKPP O ient SHOULD present an appropriate error
nessage to the user.

These status codes are valid in all DSKPP Response nmessages unl ess
explicitly stated ot herw se:

Continue: The DSKPP Server is ready for a subsequent request from

the DSKPP Client. It cannot be sent in the server’s fina
nmessage.
Success: Successful conpletion of the DSKPP session. |t can only be

sent in the server’s final nessage

Abort: The DSKPP Server rejected the DSKPP Client’'s request for
unspeci fi ed reasons.

AccessDeni ed: The DSKPP Client is not authorized to contact this
DSKPP Server.
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Mal f or redRequest: The DSKPP Server failed to parse the DSKPP
Client’s request.

UnknownRequest: The DSKPP Client nmade a request that is unknown to
t he DSKPP Server.

UnknownCri ti cal Extensi on: A DSKPP extension nmarked as "Critical”
could not be interpreted by the receiving party.

Unsupport edVersi on: The DSKPP Cient used a DSKPP version not
supported by the DSKPP Server. This error is only valid in the
DSKPP Server’'s first response nessage.

NoSupport edKeyTypes: " NoSupportedKeyTypes" indicates that the DSKPP
Client only suggested key types that are not supported by the
DSKPP Server. This error is only valid in the DSKPP Server’s
first response nmessage.

NoSupport edEncrypti onAl gorithnms: The DSKPP Cient only suggested
encryption algorithms that are not supported by the DSKPP Server.
This error is only valid in the DSKPP Server’'s first response
nmessage.

NoSupport edMacAl gorithns: The DSKPP Client only suggested MAC
algorithns that are not supported by the DSKPP Server. This error
is only valid in the DSKPP Server’'s first response nessage.

NoPr ot ocol Variants: The DSKPP Client did not suggest a required
protocol variant (either two-pass or four-pass). This error is
only valid in the DSKPP Server’'s first response nessage.

NoSupport edKeyPackages: The DSKPP Cient only suggested key package
formats that are not supported by the DSKPP Server. This error is
only valid in the DSKPP Server’s first response nessage.

Aut henti cati onDat aM ssing: The DSKPP Client didn't provide
Aut hentication Data that the DSKPP Server required.

Aut henti cati onDatal nvalid: The DSKPP Cient supplied User
Aut hentication Data that the DSKPP Server failed to validate.

InitializationFailed: The DSKPP Server could not generate a valid
key given the provided data. Wen this status code is received,
the DSKPP Client SHOULD try to restart DSKPP, as it is possible
that a new run will succeed.
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Provi si oni ngPeri odExpi red: The provisioning period set by the DSKPP
Server has expired. Wen the status code is received, the DSKPP
Client SHOULD report the reason for key initialization failure to
the user and the user MJST register with the DSKPP Server to
initialize a new key.

3.4. Basic Constructs
The foll owi ng cal culations are used in both DSKPP vari ants.

3.4.1. User Authentication Data (AD)
User Authentication Data (AD) is derived froma Cient ID and
Aut hentication Code that the user enters before the first DSKPP
nessage i s sent.
Note: The user will typically enter the Cient ID and Authentication
Code manual |y, possibly on a device with only nuneric keypad. Thus,
they are often short nuneric values (for exanple, 8 decimal digits).
However, the DSKPP Server is free to generate themin any way it
Wi shes.

3.4.1.1. Authenticati on Code For nat
AC is encoded in Type-Length-Value (TLV) format. The format consists
of a mnimmof tw TLVs and a vari abl e nunber of additional TLVs,
dependi ng on inpl enmentation

The TLV fields are defined as foll ows:

Type (1 character) A hexadeci mal character identifying the
type of information contained in the Val ue
field.

Length (2 characters) Two hexadeci mal characters indicating the

length of the Value field to follow. The
field value MAY be up to 255 characters.
The Length val ue 00 MAY be used to specify
customtags without any field val ues.

Val ue (variabl e | ength) A variable-length string of hexadeci ma

characters containing the instance-specific
information for this TLV.
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The foll owi ng table sunmarizes the TLVs defined in this docunent.
Optional TLVs are allowed for vendor-specific extensions with the
constraint that the high bit MJST be set to indicate a vendor-
specific type. QOher TLVs are left for later revisions of this

pr ot ocol

Fomm o Fom ek o m m e e e e e e e e e e e e e e memmeaaa- +
| Type | TLV Nane | Conformance | Exanpl e Usage

S R T o m o e e e e e e e e e e e e e e me e e +
| 1 | Cient ID | Mandatory | { "ACO0000A" }

S R, S S o e m e e e e e e e e e +
| 2 | Password | Mandat ory | { "3582AF0C3E" }

Fomm o Fom ek U Fom e e e e e i e aao +
| 3 | Checksum | Optional | { "4D5" }

S R T R Fom e e e e i e e +

The Client IDis a mandatory TLV that represents the requester’s
identifier of maximumlength 255. The value is represented as a
string of hexadecimal characters that identifies the key request.
For exanple, suppose Client IDis set to "ACO0000A", the Cient ID
TLV in the ACwill be represented as "108AC00000A"

The Password is a mandatory TLV the contains a one-tine use shared
secret known by the user and the Provisioning Server. The Password
val ue i s unique and SHOULD be a random string to make AC nore
difficult to guess. The string MJST contai n hexadeci mal characters
only. For exanple, suppose password is set to "3582AF0C3E", then the
Password TLV woul d be "20A3582AF0C3E".

The Checksumis an OPTIONAL TLV, which is generated by the issuing
server and sent to the user as part of the AC. If the TLV is
provi ded, the checksum val ue MJST be conputed using the CRC16
algorithm[1SC3309]. When the user enters the AC, the typed AC
string of characters is verified with the checksumto ensure it is
correctly entered by the user. For exanple, suppose the AC with
conbined Cient IDtag and Password tag is set to
"108ACO0000A20A3582AF0C3E", then the CRC16 cal cul ati on woul d generate
a checksum of 0x356, resulting in a Checksum TLV of "334D5". The
conplete AC string in this exanple would be
"108AC00000A20A3582AF0C3E3034D5" .

Al t hough this specification recomrends usi ng hexadeci mal characters
only for the AC at the application's user interface |ayer and naking
the TLV triples non-transparent to the user as described in the
exanpl e above; inplementations MAY additionally choose to use other
printable Unicode characters [UNI CODE] at the application’s user
interface layer in order to neet specific local, context or usability
requi renments. \When non- hexadeci mal characters are desired at the
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user interface |ayer such as when other printable US-ASCI| characters
or international characters are used, SASLprep [RFC4013] MJST be used
to normalize user input before converting it to a string of
hexadeci mal characters. For example, if a given application allows
the use of any printable US-ASCI| characters and extended ASCI
characters for Cient ID and Password fields, and the dient IDis
set to "nmyclient!D' and the associ ated Password is set to
"myYpas&#rD', the user enters through the keyboard or other neans a
Client 1D of "nyclient!D' and a Password of "myYpas&#rD' in separate
formfields or as instructed by the provider. The application's

| ayer processing user input MJST then convert the values entered by
the user to the following string for use in the protocol
"1146D79636C69656E7421442126D5970617326237244" (note that in this
exanpl e the Checksum TLV is not added).

The example is explained further below in detail

Assune that the raw Cient ID value or the value entered by the use
is: myclient!ID

The Cient |D value as characters nanmes is:

U+006D LATI N SMALL LETTER M char act er
U+0079 LATIN SMALL LETTER Y char act er
U+0063 LATIN SMALL LETTER C char act er
U+006C LATIN SMALL LETTER L character
U+0069 LATIN SMALL LETTER | character
U+0065 LATIN SMALL LETTER E char act er
WU+006E LATIN SMALL LETTER N char act er
U+0074 LATIN SMALL LETTER T char act er
U+0021 EXCLAMATI ON MARK character (!)
U+0044 LATIN CAPI TAL LETTER D char act er

The UTF-8 conversion of the Cient ID value is: 6D 79 63 6C 69 65 6E
74 21 44

The length of the Cdient ID value in hexadeci mal characters is: 14

The TLV presentation of the Client IDfield is:
1146D79636C69656E742144

The raw Password val ue or the value entered by the user is: mypas&#rD
The Password val ue as character nanes is:
U+006D LATIN SMALL LETTER M char act er

U+0059 LATIN LARGE LETTER Y character
U+0070 LATIN SMALL LETTER P character
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U+0061 LATIN SMALL LETTER A character
U+0073 LATIN SMALL LETTER S character
U+0026 AMPERSAND character (&)
U+0023 POUND SI GN character (#)
U+0072 LATIN SVMALL LETTER R char acter
U+0044 LATIN LARGE LETTER D char acter

The UTF-8 conversion of the password value is: 6D 59 70 61 73 26 23
72 44

The I ength of the password val ue in hexadecimal characters is: 12
The TLV presentation of the password field is: 2126D5970617326237244

The conbined Cient ID and password fields value or the AC value is:
1146D79636C69656E7421442126D5970617326237244

3.4.1.2. User Authentication Data Cal cul ati on

The Authentication Data consists of a Client ID (extracted fromthe
AC) and a value, which is derived fromAC as follows (refer to
Section 3.4.2 for a description of DSKPP-PRF in general and
Appendi x D for a description of DSKPP-PRF- AES)

MAC = DSKPP- PRF(K_AC, AC->ClientID|URL_S||R C|[R.S], 16)

In four-pass DSKPP, the cryptographic module uses R C, R S, and URL_S
to calculate the MAC, where URL_S is the URL the DSKPP Cient uses
when contacting the DSKPP Server. |In two-pass DSKPP, the

crypt ographi ¢ nodul e does not have access to R S, therefore only RC
is used in conbination with URL_S to produce the MAC. In either

case, K AC MJST be derived from AC >password as foll ows [PKCS-5]:

K_AC = PBKDF2( AC->password, R C || K, iter_count, 16)
One of the follow ng values for K MJST be used:

a. |In four-pass:

* The public key of the DSKPP Server (K _SERVER), or (in the pre-
shared key variant) the pre-shared key between the client and
the server (K_SHARED).

b. In two-pass:

* The public key of the DSKPP Client, or the public key of the
devi ce when a device certificate is avail able.

* The pre-shared key between the client and the server
( K_SHARED) .

* A passphrase-derived key.
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The iteration count, iter_count, MJST be set to at |east 100, 000
except in the last two two-pass cases (where Kis set to K SHARED or
a passphrase-derived key), in which case iter_count MJST be set to 1

3.4.2. The DSKPP One-Way Pseudorandom Functi on, DSKPP- PRF

Regardl ess of the protocol variant enployed, there is a requirenent
for a cryptographic prinmtive that provides a deterministic
transformati on of a secret key k and a varying length octet string s
to a bit string of specified | ength dslLen.

This primtive nmust nmeet the sane requirements as for a keyed hash
function: it MJST take an arbitrary length i nput and generate an
output that is one way and collision free (for a definition of these
terns, see, e.g., [FAQ). Further, its output MJST be unpredictable
even if other outputs for the same key are known.

Fromthe point of view of this specification, DSKPP-PRF is a "bl ack-
box" function that, given the inputs, generates a pseudorandom val ue
and MAY be realized by any appropriate and conpetent cryptographic
techni que. Appendi x D contains two exanple realizations of DSKPP-
PRF.

DSKPP- PRF(k, s, dsLen)

I nput :

k secret key in octet string format

S octet string of varying length consisting of variable data
di stingui shing the particular string being derived

dsLen desired |l ength of the output

CQut put :
DS pseudor andom string, dsLen octets |ong

For the purposes of this docunent, the secret key k MUST be at | east
16 octets |ong.

3.4.3. The DSKPP Message Hash Al gorithm

When sending its |last nessage in a protocol run, the DSKPP Server
generates a MAC that is used by the client for key confirmation.
Conput ati on of the MAC MUST include a hash of all DSKPP messages sent
by the client and server during the transaction. To conmpute a
nmessage hash for the MAC given a sequence of DSKPP nmessages nsg_1,

., meg_n, the foll ow ng operati ons MJST be carried out:
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a. The sequence of nessages contains all DSKPP Request and Response
nessages up to but not including this nessage.

b. Re-transmitted nmessages are renoved fromthe sequence of
nessages.
Not e: The resulting sequence of messages MJST be an alternating
sequence of DSKPP Request and DSKPP Response nessages

c. The contents of each nessage is concatenated together

d. The resultant string is hashed using SHA-256 in accordance with
[ FI PS180- SHA] .

4. Four-Pass Protocol Usage
Thi s section describes the nethods and nmessage flow that conprise the
four-pass protocol variant. Four-pass DSKPP depends on a client-
server key agreenent mechani sm

4.1. The Key Agreenent Mechani sm
Wth four-pass DSKPP, the symmetric key that is the target of
provisioning, is generated on-the-fly w thout being transferred
bet ween the DSKPP Cient and DSKPP Server. The data flow and
conput ati on are descri bed bel ow

4.1.1. Data Fl ow

A sanpl e data fl ow showi ng key generation during the four-pass
protocol is shown in Figure 3.
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o e e ee o oaaao oo + o e e ee o oaaao oo +
| AR + | | |
| | Server key | | | |
| +<-| Public [------ D D R + |
| | | Private | | | | | |
| | A + | | | | |
| | | | | | | |
| V V | | V V|
| | Hoomomo o + | | Hoomoom o + |
| | | Decrypt |<------- S O | Encrypt | |

| | Hommmo - + | | Hommmo - + |
| | | - + | | A | |
| | | | Server | | | | | |
| | | | Random |--->------------- S------ S + | |
| | | - + | | | | dient |1 |
| | | | | | | | Random | | |
| | | | | | | A + ||
| | | | | | | | | |
| | \Y \Y | | \Y \Y | |
| | Homooee o + | +---eee--- + ||
| +-->] DSKPP PRF | | | | DSKPP PRF | <----+ |
| B RS + | |+ ------------ + |
| | | | | |
| \Y | | \Y |
| S SRR + | | S SRR + |
| | Key | | | | Key | |
| SREEEEE + | |- + |
| oo + | |- + |
| | Key Id |-------- P >S------ | Key I'd | |
| R + | |- + |
o e e e e ee oo oo + o e e e e ee oo oo +

DSKPP Server DSKPP C i ent

Figure 3: Principal Data Flow for DSKPP Key Generation Using Public
Server Key

The inclusion of the two random nonces (R .S and R C) in the key
generation provides assurance to both sides (the cryptographi c nodul e
and the DSKPP Server) that they have contributed to the key's
randommess and that the key is unique. The inclusion of the
encryption key (K) ensures that no man in the nmiddle my be present,
or else the cryptographic nodule will end up with a key different
fromthe one stored by the legitimte DSKPP Server.

Conceptual Iy, although R Cis one pseudorandomstring, it may be

vi ewed as consisting of two components, R Cl and R C2, where RCl is
generated during the protocol run, and R C2 can be pre-generated and
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| oaded on the cryptographic nodul e before the device is issued to the
user. In that case, the latter string, R C2, SHOULD be uni que for
each cryptographi ¢ nodul e.

A man in the mddle (in the formof corrupt client software or a

m st akenly contacted server) may present his own public key to the
cryptographic nmodule. This will enable the attacker to learn the
client’s version of K TOKEN. However, the attacker is not able to
persuade the legitimte server to derive the sane value for K TOKEN
since K TOKEN is a function of the public key involved, and the
attacker’s public key nust be different than the correct server’s (or
el se the attacker woul d not be able to decrypt the information
received fromthe client). Therefore, once the attacker is no |onger
“"inthe mddle," the client and server will detect that they are "out
of sync" when they try to use their keys. In the case of encrypting
RCwth KSERVER, it is therefore inportant to verify that K SERVER
really is the legitimte server’s key. One way to do this is to

i ndependently validate a newWy generated K TOKEN agai nst sone

val idation service at the server (e.g., using a connection

i ndependent fromthe one used for the key generation).

4.1.2. Computation
In four-pass DSKPP, the client and server both generate K TOKEN and
K _MAC by deriving themfroma provisioning key (K PROV) using the
DSKPP- PRF (refer to Section 3.4.2) as foll ows:
K_PROV = DSKPP- PRF(k, s, dsLen), where

k = RC(i.e., the secret random val ue chosen by the DSKPP

Client)
s = "Key generation" || K||] RS (where Kis the key used to
encrypt R C and R S is the random val ue chosen by the DSKPP
Server)

dsLen = (desired length of K PROV whose first half constitutes
K_MAC and second half constitutes K TOKEN)

Then, K _TOKEN and K _MAC are derived from K_PROV, where

K PROV = K MAC || K_TOKEN
When conputing K PROV, the derived keys, K MAC and K TCKEN, MNAY be
subj ect to an al gorithm dependent transform before being adopted as a
key of the selected type. One exanple of this is the need for parity
i n DES keys.

Note that this computation pertains to four-pass DSKPP only.
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4.2. Message Fl ow

The four-pass protocol flow consists of two nessage exchanges:
1: Pass 1 = <KeyProvCd ientHello> Pass 2 <KeyPr ovServer Hel | o>
2: Pass 3 <KeyProvd i ent Nonce>, Pass 4 <KeyPr ovSer ver Fi ni shed>

The first pair of nessages negotiate cryptographic al gorithns and
exchange nonces. The second pair of nessages establishes a symmetric
key using nutually authenticated key agreenent.

The purpose and content of each nessage are described below. XM
format and exanples are in Section 8 and Appendi x B

4.2.1. KeyProvTrigger

DSKPP C i ent DSKPP Ser ver

[<---] AD, [Devicel D],
[Keyl D], [URL_S]

When this nmessage i s sent:

The "trigger" nessage is optional. The DSKPP Server sends this

nmessage after the foll ow ng out-of-band steps are perfornmed:

1. A user directed their browser to a key provisioning web
application and signs in (i.e., authenticates).

2. The user requests a key.

3. The web application processes the request and returns an
Aut hentication Code to the user, e.g., in response to an
enrol | ment request via a secure web session

4. The web application retrieves the Authenticati on Code fromthe
user (possibly by asking the user to enter it using a web
form or alternatively by the user selecting a URL in which
the Aut hentication Code is enbedded).

5. The web application derives Authentication Data (AD) fromthe
Aut henti cation Code as described in Section 3.4.1

6. The web application passes AD, and possibly a DevicelD
(identifies a particular device to which the key is to be
provi si oned) and/or KeylD (identifies a key that will be
repl aced) to the DSKPP Server.

Pur pose of this nessage:
To start a DSKPP session: The DSKPP Server uses this nessage to
trigger a client-side application to send the first DSKPP nessage.
To provide a way for the key provisioning systemto get the DSKPP
Server URL to the DSKPP dient.
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So the key provisioning systemcan point the DSKPP Client to a
particul ar cryptographic nodul e that was pre-configured in the
DSKPP provi si oni ng server.

In the case of key renewal, to identify the key to be replaced.

What is contained in this nessage:
AD MUST be provided to allow the DSKPP Server to authenticate the
user before conpleting the protocol run.

A Devicel D MAY be included to allow a key provisioning application
to bind the provisioned key to a specific device.

A Keyl D MAY be included to allow the key provisioning application
to identify a key to be replaced, e.g., in the case of key
renewal .

The Server URL MAY be included to all ow the key provisioning
application to informthe DSKPP Cient of which server to contact.

4.2.2. KeyProvCientHello

DSKPP C i ent DSKPP Ser ver

SAL, [AD],
[Devicel D, [KeylD --->

VWhen this message is sent:
VWhen a DSKPP Cient first connects to a DSKPP Server, it is
required to send the <KeyProvClientHello> as its first nessage.
The client can al so send a <KeyProvCientHell o> in response to a
<KeyPr ovTri gger >.

VWhat is contained in this nessage:
The Security Attribute List (SAL) included with
<KeyProvd ientHel | o> contai ns the conbinati ons of DSKPP versi ons,
variants, key package formats, key types, and cryptographic
algorithnms that the DSKPP Client supports in order of the client’s
preference (favorite choice first).

I f <KeyProvCientHell o> was preceded by a <KeyProvTrigger>, then
this nmessage MUST al so include the Authentication Data (AD),
Devi cel D, and/or KeylD that was provided with the trigger.

I f <KeyProvCientHell o> was not preceded by a <KeyProvTrigger>,
then this message MAY contain a Devicel D that was pre-shared with
the DSKPP Server, and a key ID associated with a key previously
provi si oned by the DSKPP provisioning server.
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4.

2.

Application note:

If this nessage is preceded by trigger nessage <KeyProvTrigger>,
then the application will already have AD avail abl e (see
Section 4.2.1). However, if this message was not preceded by
<KeyProvTrigger>, then the application MIST retrieve the User
Aut henti cation Code, possibly by pronpting the user to nanually
enter their Authentication Code, e.g., on a device with only a
nuneric keypad.

The application MIST al so derive Authentication Data (AD) fromthe
Aut henti cati on Code, as described in Section 3.4.1, and save it
for use in its next message, <KeyProvC ient Nonce>.

How t he DSKPP Server uses this message:

3.

The DSKPP Server will |ook for an acceptabl e conbi nati on of DSKPP
version, variant (in this case, four-pass), key package format,
key type, and cryptographic algorithns. |[If the DSKPP Client’s SAL
does not match the capabilities of the DSKPP Server, or does not
conply with key provisioning policy, then the DSKPP Server will

set the Status attribute to sonething other than "Continue".

O herwise, the Status attribute will be set to "Continue".

[f included in <KeyProvCdientHell o> the DSKPP Server wl|

val idate the Authentication Data (AD), DevicelD, and KeylD. The
DSKPP Server MJST NOT accept the Devicel D unless the server sent
the DevicelDin a preceding trigger nmessage. Note that it is also
legitimate for a DSKPP Client to initiate the DSKPP run w t hout
havi ng recei ved a <KeyProvTrigger> nmessage froma server, but in
this case any provi ded Devicel D MUST NOT be accepted by the DSKPP
Server unl ess the server has access to a unique key for the
identified device and that key will be used in the protocol

KeyProvServerHel | o

DSKPP C i ent DSKPP Ser ver

< -- SAL, RS, [K], [MAC]

When this nmessage is sent:

The DSKPP Server will send this nessage in response to a
<KeyProvd ientHel | o> message after it |ooks for an acceptable
conbi nati on of DSKPP version, variant (in this case, four-pass),
key package format, key type, and set of cryptographic algorithns.
If it could not find an acceptable conbination, then it will stil
send the nessage, but with a failure status.
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Pur pose of this nessage:
Wth this nmessage, the context for the protocol run is set.
Furthernore, the DSKPP Server uses this message to transmit a
random nonce, which is required for each side to agree upon the
same symetric key (K _TOKEN).

What is contained in this nessage:
A status attribute equivalent to the server’'s return code to
<KeyProvCientHello> If the server found an acceptable set of
attributes fromthe client’s SAL, then it sets status to Continue
and returns an SAL (selected fromthe SAL that it received in
<KeyProvCientHello>). The Server’'s SAL specifies the DSKPP
version and variant (in this case, four-pass), key type,
cryptographic algorithnms, and key package format that the DSKPP
Client MUST use for the remai nder of the protocol run.

A random nonce (R _S) for use in generating a symetric key through
key agreenent; the length of R S may depend on the sel ected key

t ype.

A key (K) for the DSKPP Client to use for encrypting the client
nonce included with <KeyProvCd ientNonce>. K represents the
server’s public key (K SERVER) or a pre-shared secret key

( K_SHARED) .

A MAC MUST be present if a key is being renewed so that the DSKPP
Client can confirmthat the replacenment key cane froma trusted
server. This MAC MJUST be comput ed usi ng DSKPP-PRF (see

Section 3.4.2), where the input parameter k MJST be set to the

exi sting MAC key K MAC (i.e., the value of the MAC key that

exi sted before this protocol run; the inplenentation MAY specify
K MAC to be the value of the K TOKEN that is being replaced), and
i nput paraneter dsLen MJST be set to the length of R S

How t he DSKPP Client uses this nessage:
When the Status attribute is not set to "Continue", this indicates
failure and the DSKPP Client MJST abort the protocol.

I f successful execution of the protocol will result in the

repl acenent of an existing key with a newWy generated one, the
DSKPP Client MJST verify the MAC provided in <KeyProvServerHel | 0>.
The DSKPP Client MJUST terminate the DSKPP session if the MAC does
not verify, and MJST del ete any nonces, keys, and/or secrets
associated with the failed run.
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4.

2.

If the Status attribute is set to "Continue", the cryptographic
nodul e generates a random nonce (R C) using the cryptographic
algorithmspecified in the SAL. The length of the nonce R.C wll
depend on the sel ected key type.

Encrypt R C using K and the encryption algorithmincluded in the
SAL.

The nethod the DSKPP Client MJST use to encrypt R C

4.

If Kis equivalent to K SERVER (i.e., the public key of the DSKPP
Server), then an RSA encryption schene from PKCS #1 [ PKCS-1] MAY
be used. If Kis equivalent to K SERVER, then the cryptographic
nodul e SHOULD verify the server’'s certificate before using it to
encrypt R C as described in [ RFC2818], Section 3.1, and [ RFC5280].

If Kis equivalent to K SHARED, the DSKPP Client MAY use the
DSKPP- PRF t o avoi d dependence on other algorithns. In this case,
the client uses K SHARED as input paraneter k (K SHARED SHOULD be
used solely for this purpose) as foll ows:

dsLen = len(R_C), where "len" is the length of RC
DS = DSKPP- PRF(K_SHARED, "Encryption" || R_S, dsLen)

This will produce a pseudorandom string DS of |ength equal to R C
Encryption of R C MAY then be achieved by XOR-ing DS with R C

E(DS, RC =DS " RC

The DSKPP Server will then performthe reverse operation to
extract RC fromE(DS, RC.

KeyProvd i ent Nonce
DSKPP C i ent DSKPP Ser ver

E(K,R.C), AD >

When this nmessage is sent:

The DSKPP Client will send this nessage imediately following a
<KeyPr ovServer Hel | 0> message whose status was set to "Continue".

Pur pose of this nessage:

Wth this nmessage the DSKPP Client transmts User Authentication
Data (AD) and a random nonce encrypted with the DSKPP Server’'s key
(K). The client’s random nonce is required for each side to agree
upon the same symmetric key (K _TOKEN).
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What is contained in this nessage:
Aut hentication Data (AD) that was derived from an Authentication
Code entered by the user before <KeyProvdientHell o> was sent
(refer to Section 3.2).

The DSKPP Cient’s random nonce (R C), which was encrypted as
described in Section 4.2.3.

How t he DSKPP Server uses this message:
The DSKPP Server MJST use AD to authenticate the user. | f
authentication fails, then the DSKPP Server MJST set the return
code to a failure status.

I f user authentication passes, the DSKPP Server decrypts R C using
its key (K). The decryption nmethod is based on whether K that was
transmtted to the client in <KeyProvServerHell o> was equal to the
server’s public key (K SERVER) or a pre-shared key (K_SHARED)
(refer to Section 4.2.3 for a description of how the DSKPP C i ent
encrypts R CO).

After extracting R C, the DSKPP Server computes K TOKEN using a
combi nation of the two randomnonces RS and R C and its
encryption key, K, as described in Section 4.1.2. The particular
realization of DSKPP-PRF (e.g., those defined in Appendix D)
depends on the MAC al gorithm contained in the <KeyProvServerHell o>
nessage. The DSKPP Server then generates a key package that
contai ns key usage attributes such as expiry date and | ength. The
key package MJUST NOT include K TOKEN since in the four-pass
variant K TOKEN i s never transmtted between the DSKPP Server and
Client. The server stores K TOKEN and the key package with the
user’s account on the cryptographic server.

Finally, the server generates a key confirmation MAC that the
client will use to avoid a false "Conmit" message that woul d cause
the cryptographic nmodule to end up in state in which the server
does not recogni ze the stored key.

The MAC used for key confirmation MJST be cal cul ated as foll ows:

msg_hash = SHA-256(nmsg_1, ..., nsg_n)
dsLen = | en(nsg_hash)
MAC = DSKPP-PRF (K _MAC, "MAC 1 computation" || nsg_hash, dsLen)
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wher e

MAC The DSKPP Pseudorandom Function defined in Section 3.4.2 is
used to conpute the MAC. The particular realization of DSKPP-
PRF (e.g., those defined in Appendix D) depends on the MAC
al gorithmcontained in the <KeyProvServerHel |l o> nessage. The
MAC MUST be conputed using the existing MAC key (K MAC), and a
string that is formed by concatenating the (ASCI1) string "MAC
1 conputation" and a nmsg_hash.

K MAC The key derived from K PROV, as described in Section 4.1.2

nsg_hash The nessage hash (defined in Section 3.4.3) of nessages
msg_1, ..., nsg_n.

4.2.5. KeyProvServerFini shed

DSKPP d i ent DSKPP Ser ver

<--- KP, MAC

VWen this message is sent:
The DSKPP Server will send this nessage after authenticating the
user and, if authentication passed, generating K TOKEN and a key
package, and associating themwi th the user’s account on the
crypt ographi c server.

Pur pose of this nessage:
Wth this message, the DSKPP Server confirns generation of the key
(K_TOKEN) and transmits the associated identifier and application-
specific attributes, but not the key itself, in a key package to
the client for protocol conpletion

VWhat is contained in this nessage:
A status attribute equivalent to the server’s return code to
<KeyProvd i ent Nonce>. |If user authentication passed, and the
server successfully conputed K TOKEN, generated a key package, and
associ ated themwi th the user’s account on the cryptographic
server, then it sets the Status attribute to "Success".
If the Status attribute is set to "Success", then this nessage
acts as a "Commit" message, instructing the cryptographic nodul e
to store the generated key (K TOKEN) and associate the given key
identifier with this key. As such, a key package (KP) MJST be
included in this message, which holds an identifier for the
generated key (but not the key itself) and additiona
configuration, e.g., the identity of the DSKPP Server, key usage
attributes, etc. The default symetric key package format MJIST be
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based on the Portable Symretric Key Contai ner (PSKC) defined in
[ RFC6030]. Alternative formats MAY include [ RFC6031], PKCS #12
[ PKCS-12], or PKCS #5 XM. [ PKCS-5- XM.] format.

Wth KP, the server includes a key confirmation MAC that the
client uses to avoid a false "Comit" nessage. The MAC al gorithm
is the same DSKPP-PRF that was sent in the <KeyProvServerHell o>
nmessage.

How t he DSKPP Client uses this nessage:
VWhen the Status attribute is not set to "Success", this indicates
failure and the DSKPP Client MJST abort the protocol.

After receiving a <KeyProvServerFini shed> message with Status =
"Success", the DSKPP Cient MJST verify the key confirmati on MAC
that was transmitted with this nessage. The DSKPP Cient MJST
term nate the DSKPP session if the MAC does not verify, and MJST,
in this case, also delete any nonces, keys, and/or secrets
associated with the failed run of the protocol.

| f <KeyProvServerFi ni shed> has Status = "Success", and the MAC was
verified, then the DSKPP Client MJST cal culate K TOKEN fromthe
conmbi nation of the two random nonces R S and R C and the server’s
encryption key, K, as described in Section 4.1.2. The DSKPP-PRF
is the same one used for MAC conputation. The DSKPP O i ent

associ ates the key package contai ned in <KeyProvServerFi ni shed>
with the generated key, K TOKEN, and stores this data permanently
on the cryptographi c nodul e.

After this operation, it MJST NOT be possible to overwite the key
unl ess know edge of an authorizing key is proven through a MAC on
a | ater <KeyProvServerHell o> (and <KeyProvServerFi ni shed>)

nessage.

5. Two-Pass Protocol Usage

Thi s section describes the nethods and nmessage flow that conprise the
two- pass protocol variant. Two-pass DSKPP is essentially a transport
of keying material fromthe DSKPP Server to the DSKPP Client. The
DSKPP Server transmts keying material in a key package formatted in
accordance with [RFC6030], [RFC6031], PKCS #12 [PKCS-12], or PKCS #5
XML [ PKCS- 5- XM] .

The keying material includes a provisioning master key, K PROV, from
whi ch the DSKPP Client derives two keys: the symetric key to be
established in the cryptographic nodule, K TOKEN, and a key, K NMAC,
used for key confirmation. The keying material also includes key
usage attributes, such as expiry date and | ength.
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The DSKPP Server encrypts K PROV to ensure that it is not exposed to
any other entity than the DSKPP Server and the cryptographi c nodul e
itself. The DSKPP Server uses any of three key protection methods to
encrypt K PROV: Key Transport, Key Wap, and Passphrase-Based Key
Wap Key Protection methods.

Wi le the DSKPP Client and server nay negotiate the key protection
net hod to use, the actual key protection is carried out in the
KeyPackage. The format of a KeyPackage specifies how a key should be
protected using the three key protection nethods. The follow ng
KeyPackage formats are defined for DSKPP

0 PSKC Key Contai ner [ RFC6030] at
urn:ietf:params: xm : ns: keyprov: dskpp: pskc- key- cont ai ner

0 SKPC Key Contai ner [ RFC6031] at
urn:ietf:paranms: xm : ns: keyprov: dskpp: skpc- key- cont ai ner

0 PKCS12 Key Container [PKCS-12] at
urn:ietf:paramnms: xm : ns: keyprov: dskpp: pkcs12- key- cont ai ner

0 PKCS5- XM_ Key Cont ai ner [PKCS-5-XM] at
urn:ietf:parans: xm : ns: keyprov: dskpp: pkcs5- xnl - key- cont ai ner

Each of the key protection nethods is described bel ow
5.1. Key Protection Methods

This section introduces three key protection nethods for the two-pass
variant. Additional nethods MAY be defined by external entities or
through the | ETF process.

5.1.1. Key Transport

Pur pose of this nethod:
This method is intended for PKI-capable devices. The DSKPP Server
encrypts keying material and transports it to the DSKPP dient.
The server encrypts the keying material using the public key of
the DSKPP Cient, whose private key part resides in the
cryptographi c nodul e. The DSKPP Client decrypts the keying
material and uses it to derive the symretric key, K TOKEN

This method is identified with the followi ng URN
urn:ietf:parans: xm :schema: keyprov: dskpp: t ransport

The DSKPP Server and Cient MJST support the foll ow ng mechani sm

htt p: //wwv. w3. or g/ 2001/ 04/ xm enc#rsa-1_5 encrypti on nechani sm
defined in [ XMLENC] .
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5.1.2. Key Wap

Pur pose of this nethod:
This method is ideal for pre-keyed devices, e.g., SIMcards. The
DSKPP Server encrypts keying material using a pre-shared key
wr appi ng key and transports it to the DSKPP Client. The DSKPP
Client decrypts the keying material, and uses it to derive the
symretric key, K _TOKEN.

This method is identified with the foll owi ng URN:
urn:ietf:parans: xm :schema: keyprov: dskpp: w ap

The DSKPP Server and Cient MJST support all of the follow ng key
wr appi ng nechani sns:

AES128 KeyW ap
Refer to id-aesl128-wap in [RFC3394] and
http://ww. w3. or g/ 2001/ 04/ xm enc#kw aes128 in [ XMLENC]

AES128 KeyWap with Padding
Refer to id-aesl28-wap-pad in [ RFC5649] and
htt p: //wwv. w3. or g/ 2001/ 04/ xm enc#kw aes128 in [ XMLENC]

AES- CBC- 128
Refer to [FIPS197- AES] and
http://ww. w3. org/ 2001/ 04/ xm enc#aes128-cbc in [ XMLENC]

5.1.3. Passphrase-Based Key Wap

Pur pose of this nethod:
This nmethod is a variation of the Key Wap Method that is
applicable to constrai ned devices with keypads, e.g., nobile
phones. The DSKPP Server encrypts keying material using a
wr appi ng key derived froma user-provided passphrase, and
transports the encrypted material to the DSKPP Client. The DSKPP
Client decrypts the keying material, and uses it to derive the
symmetric key, K TOKEN

To preserve the property of not exposing K TOKEN to any other
entity than the DSKPP Server and the cryptographic nodule itself,
the met hod SHOULD be enpl oyed only when the device contains
facilities (e.g., a keypad) for direct entry of the passphrase.

Thi

s nethod is identified with the foll owi ng URN:
urn:ietf:parans: xm :schema: keyprov: dskpp: passphrase-w ap
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5.

5.

The DSKPP Server and Cient MJST support the foll ow ng:

*  The PBES2 password- based encryption schene defined in [ PKCS-5]
(and identified as
http://ww. rsasecurity. com rsal abs/ pkcs/ schemas/ pkcs- 5#pbes2 in
[ PKCS-5- XM]) .

* The PBKDF2 passphrase-based key derivation function al so
defined in [PKCS-5] (and identified as
http://ww. rsasecurity. com rsal abs/ pkcs/ schemas/ pkcs- 5#pbkdf 2
in [ PKCS-5-XM]).

* Al of the followi ng key w appi ng mechani sns:

AES128 KeyW ap
Refer to id-aesl128-wap in [RFC3394] and
htt p: // www. w3. or g/ 2001/ 04/ xm enc#kw aes128 in [ XMLENC]

AES128 KeyWap with Paddi ng
Refer to id-aesl28-wap-pad in [ RFC5649] and
http://ww. w3. or g/ 2001/ 04/ xm enc#kw aes128 in [ XMLENC]

AES- CBC- 128
Refer to [FIPS197- AES] and
http://ww. w3. org/ 2001/ 04/ xm enc#aes128-cbc i n [ XMLENC]

2. Message Fl ow

The two-pass protocol flow consists of one exchange:
1: Pass 1 = <KeyProvCientHello> Pass 2 = <KeyProvServerFi ni shed>

Al t hough there is no exchange of the <ServerHell| o> nessage or the
<C i ent Nonce> nessage, the DSKPP Client is still able to specify
al gorithm preferences and supported key types in the
<KeyProvd i ent Hel | o> nmessage.

The purpose and content of each nessage are described bel ow. XM
format and exanples are in Section 8 and Appendi x B

2.1. KeyProvTrigger

The trigger nmessage is used in exactly the sane way for the two-pass
variant as for the four-pass variant; refer to Section 4.2.1.
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5.2.2. KeyProvCientHello

DSKPP C i ent DSKPP Server
SAL, AD, R C,

[Devicel D], [KeylD],

KPML --->

When this nmessage is sent:
VWhen a DSKPP Cient first connects to a DSKPP Server, it is
required to send the <KeyProvClientHello> as its first nessage.
The client can al so send <KeyProvClientHello> in response to a
<KeyPr ovTri gger> nessage.

Pur pose of this nessage:
Wth this message, the DSKPP Client specifies its algorithm
preferences and supported key types as well as whi ch DSKPP
versions, protocol variants (in this case "two-pass"), key package
formats, and key protection nmethods that it supports.
Furthernore, the DSKPP Client facilitates user authentication by
transmtting the Authentication Data (AD) that was provided by the
user before the first DSKPP nessage was sent.

Application note:
Thi s message MJUST send User Authentication Data (AD) to the DSKPP
Server. |If this nessage is preceded by trigger nessage
<KeyProvTrigger>, then the application will already have AD
avail abl e (see Section 4.2.1). However, if this nessage was not
preceded by <KeyProvTrigger>, then the application MIST retrieve
the User Authentication Code, possibly by pronpting the user to
manual |y enter their Authentication Code, e.g., on a device with
only a nuneric keypad. The application MIST al so derive
Aut hentication Data (AD) fromthe Authentication Code, as
described in Section 3.4.1, and save it for use in its next
nmessage, <KeyProvd i ent Nonce>.

What is contained in this nessage:
The Security Attribute List (SAL) included with
<KeyProvC ientHel | o> contains the comnbi nati ons of DSKPP versi ons,
variants, key package formats, key types, and cryptographic
algorithms that the DSKPP Client supports in order of the client’s
preference (favorite choice first).

Aut hentication Data (AD) that was either included with

<KeyProvTri gger>, or generated as described in the "Application
Not e" above.
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The DSKPP Cient’s random nonce (R C), which was used by the
client when generating AD. By inserting R C into the DSKPP
session, the DSKPP Client is able to ensure the DSKPP Server is
live before commtting the key.

I f <KeyProvdientHello> was preceded by a <KeyProvTrigger>, then
this nessage MUST al so include the Devicel D and/ or Keyl D that was
provided with the trigger. Oherwise, if a trigger nessage did
not precede <KeyProvCientHell o> then this nessage MAY include a
Devi cel D that was pre-shared with the DSKPP Server, and MAY
contain a key ID associated with a key previously provisioned by
the DSKPP provi sioning server.

The list of key protection methods (KPM.) that the DSKPP Cient
supports. Each itemin the list MAY include an encryption key
"payl oad" for the DSKPP Server to use to protect keying materia
that it sends back to the client. The payl oad MJIST be of type
<ds: Keyl nf oType> ([ XMLDSI G ). For each key protection nethod, the
al | owabl e choi ces for <ds: Keyl nfoType> are:

* Key Transport
Only those choi ces of <ds: KeylnfoType> that identify a public
key (i.e., <ds:KeyNanme>, <ds:KeyVal ue>, <ds:X509Data>, or <ds:
PGPDat a>). The <ds: X509Certificate> option of the <ds:
X509Dat a> alternative i s RECOWENDED when the public key
corresponding to the private key on the cryptographi c nodul e
has been certified.

*  Key Wap
Only those choi ces of <ds: KeylnfoType> that identify a
symmetric key (i.e., <ds:KeyNane> and <ds: KeyVal ue>). The <ds:
KeyNane> alternative i s RECOMVENDED.

* Passphrase- Based Key Wap
The <ds: KeyNane> opti on MJST be used and the key nane MJST
identify the passphrase that will be used by the server to
generate the key wapping key. The identifier and passphrase
conponents of <ds: KeyName> MJUST be set to the Cient ID and
Aut henti cati on Code conmponents of AD (sane AD as contained in
this nmessage).

How t he DSKPP Server uses this nessage:
The DSKPP Server will | ook for an acceptabl e conmbi nati on of DSKPP
version, variant (in this case, two-pass), key package fornmat, key
type, and cryptographic algorithns. |If the DSKPP Client’'s SAL
does not match the capabilities of the DSKPP Server, or does not
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conply with key provisioning policy, then the DSKPP Server will
set the Status attribute to sonething other than "Success".
QO herwi se, the Status attribute will be set to "Success".

The DSKPP Server will validate the DevicelD and Keyl D if included
in <KeyProvClientHell o> The DSKPP Server MJST NOT accept the
Devi cel D unl ess the server sent the DevicelD in a preceding
trigger nessage. Note that it is also legitinate for a DSKPP
Client to initiate the DSKPP run w thout having received a
<KeyProvTri gger> nessage froma server, but in this case any
provi ded Devi cel D MUST NOT be accepted by the DSKPP Server unless
the server has access to a unique key for the identified device
and that key will be used in the protocol.

The DSKPP Server MJST use AD to authenticate the user. |If
authentication fails, then the DSKPP Server MJST set the return
code to a failure status, and MJST, in this case, also delete any
nonces, keys, and/or secrets associated with the failed run of the
pr ot ocol .

I f user authentication passes, the DSKPP Server generates a key
K PROV. In the two-pass case, wherein the client does not have
access to RS, K PROV is randomy generated solely by the DSKPP
Server wherein K PROV MJST consist of two parts of equal |ength,
i.e.,

K_PROV = K MAC || K _TOKEN

The I ength of K TOKEN (and hence also the length of K MAC) is
determ ned by the type of K TOKEN, which MJUST be one of the key
types supported by the DSKPP Client. |n cases where the desired
key length for K TOKEN is different fromthe | ength of K MAC for
the underlying MAC al gorithm the greater length of the two MJST
be chosen to generate K PROV. The actual MAC key is truncated
fromthe resulting K MAC when it is used in the MAC al gorithm when
K MAC is longer than necessary in order to match the desired

K TOKEN I ength. |If K TOKEN is | onger than needed in order to
match the K MAC | ength, the provisioning server and the receiving
client nust determ ne the actual secret key length fromthe target
key algorithmand store only the truncated portion of the K TOKEN
The truncati on MJST take the begi nning bytes of the desired |l ength
fromK TOKEN or K MAC for the actual key. For exanple, when a
provi si oni ng server provisions an event based HOTP secret key with
 ength 20 and MAC al gorit hm DSKPP- PRF- SHA256 (Appendi x D), K_PROV
length will be 64. The derived K TOKEN and K MAC wi || each
consi st of 32 bytes. The actual HOIP key should be the first 20
bytes of the K _TOKEN.
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Once K PROV is conputed, the DSKPP Server selects one of the key
protection nmethods fromthe DSKPP Client’'s KPM., and uses that
nmet hod and correspondi ng payl oad to encrypt K PROV. The DSKPP
Server generates a key package to transport the key encryption
met hod i nformati on and the encrypted provisioning key (K PROV).
The encrypted data fornat is subject to the choice supported by
the sel ected key package. The key package MJST specify and use
the selected key protection nmethod and the key information that
was received in <KeyProvCientHello>  The key package al so

i ncl udes key usage attributes such as expiry date and | ength. The
server stores the key package and K TOKEN with a user account on
the cryptographic server.

The server generates a MAC for key confirmation, which the client
will use to avoid a false "Conmit" nessage that woul d cause the
cryptographic nmodule to end up in state in which the server does
not recogni ze the stored key.

In addition, if an existing key is being renewed, the server
generates a second MAC that it will return to the client as server
Aut hentication Data (AD) so that the DSKPP Client can confirmthat
the replacenent key came froma trusted server.

The nethod the DSKPP Server MJST use to cal cul ate the key
confirmati on MAC

nmsg_hash = SHA-256(nmsg_1, ..., nsg_n)

dsLen = | en(nsg_hash)

MAC = DSKPP-PRF (K _MAC, "MAC 1 conputation"” || nsg_hash |

Server| D, dsLen)

wher e

MAC The MAC MUST be cal cul ated using the al ready
est abl i shed MAC al gorithm and MJST be conmputed on the
(ASCIl) string "MAC 1 computation", msg_hash, and
Server| D using the existing MAC key K _MAC.

K_MAC The key that is derived from K PROV, which the DSKPP
Server MJST provide to the cryptographic nodul e.

nsg_hash The nessage hash, defined in Section 3.4.3, of

messages nsg_1, ..., neg_n.

Serverl| D The identifier that the DSKPP Server MJST include in
t he <KeyPackage> el ement of <KeyProvServerFi ni shed>.
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5.

2.

| f DSKPP-PRF (defined in Section 3.4.2) is used as the MAC
algorithm then the input paraneter s MJST consist of the
concatenation of the (ASCII) string "MAC 1 conputation”, msg_hash,
and Serverl D, and the parameter dsLen MJUST be set to the | ength of
nmsg_hash.

The net hod the DSKPP Server MJST use to cal cul ate the server
aut henti cati on MAC:

3.

The MAC MUST be conputed on the (ASCII) string "MAC 2
conput ati on", the server identifier ServerlD, and R, using a pre-
exi sting MAC key K MAC (the MAC key that existed before this
protocol run). Note that the inplenentation may specify K MAC to
be the value of the K TOKEN that is being replaced.

| f DSKPP-PRF is used as the MAC algorithm then the input
paranmeter s MJST consist of the concatenation of the (ASCII)
string "MAC 2 conputation" ServerlD, and R The paraneter dslLen
MUST be set to at least 16 (i.e., the length of the MAC MJST be at
| east 16 octets):

dsLen >= 16
MAC = DSKPP- PRF (K_MAC , "MAC 2 conputation" || ServerID || R
dsLen)

The MAC al gorithm MJUST be the sane as the algorithmused by the
DSKPP Server to calculate the key confirmati on MAC

KeyPr ovSer ver Fi ni shed
DSKPP O i ent DSKPP Ser ver

<--- KP, MAC, AD

When this nmessage is sent:

The DSKPP Server will send this nessage after authenticating the
user and, if authentication passed, generating K TOKEN and a key
package, and associating themwi th the user’s account on the
crypt ographi c server.

Pur pose of this nessage:

Wth this nmessage, the DSKPP Server transports a key package
contai ning the encrypted provisioning key (K PROV) and key usage
attributes.
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6.

What is contained in this nessage:
A Status attribute equivalent to the server’'s return code to

<KeyProvCientHello> If the server found an acceptable set of
attributes fromthe client’s SAL, then it sets Status to
"Success".

The confirmati on nessage MJST include the Key Package (KP) that
hol ds the DSKPP Server’'s |ID, key ID, key type, encrypted

provi si oning key (K PROV), encryption method, and additional
configuration information. The default symetric key package
format MUST be based on the Portable Symretric Key Contai ner
(PSKC) defined in [RFC6030]. Alternative formats MAY incl ude

[ RFC6031], PKCS #12 [ PKCS-12], or PKCS #5 XM [ PKCS-5- XM].

Thi s message MJUST include a MAC that the DSKPP Client will use for
key confirmation. This key confirmati on MAC i s cal cul ated using
the "MAC 1 conputation” as described in the previous section.

Finally, if an existing key is being replaced, then this nessage
MUST al so include a server authentication MAC (cal cul ated using
the "MAC 2 conputation" as described in the previous section),
which is passed as AD to the DSKPP Client.

How the DSKPP Client uses this nessage:
After receiving a <KeyProvServerFi ni shed> nessage with Status =
"Success", the DSKPP Cient MJST verify both MACs (MAC and AD).
The DSKPP Client MJST terminate the DSKPP run if either MAC does
not verify, and MJUST, in this case, also delete any nonces, keys,
and/ or secrets associated with the failed run of the protocol.

| f <KeyProvServerFi ni shed> has Status = "Success" and the MACs
were verified, then the DSKPP Client MJST extract K PROV fromthe
provi ded key package, and derive K TOKEN. Finally, the DSKPP
Client initializes the cryptographic nodule with K TOKEN and t he
correspondi ng key usage attributes. After this operation, it MJST
NOT be possible to overwite the key unless know edge of an

aut horizing key is proven through a MAC on a | ater

<KeyPr ovSer ver Fi ni shed> nessage.

Pr ot ocol Extensions

DSKPP has been designed to be extensible. The sub-sections bel ow
define two extensions that are included with the DSKPP schema. Since
it is possible that the use of extensions will harminteroperability,
protocol designers are advised to carefully consider the use of
extensions. For exanple, if a particular inplementation relies on

Doherty, et al. St andards Track [ Page 44]



RFC 6063 DSKPP Decenber 2010

6.

6.

7.

7.

the presence of a proprietary extension, then it may not be able to
interoperate with independent inplenentations that have no know edge
of this extension.

Ext ensi ons may be sent with any DSKPP nmessage using the

Ext ensi onsType. The ExtensionsType type is a list of Extensions
contai ning type-value pairs that define optional features supported
by a DSKPP Client or server. Each extension MAY be narked as
Critical by setting the Critical attribute of the Extension to
"true". Unless an extension is marked as Critical, a receiving party
need not be able to interpret it; a receiving party is always free to
di sregard any (non-critical) extensions.

1. The dientlnfoType Extension

The CientlnfoType extensi on MAY contain any client-specific data
required of an application. This extension MAY be present in a
<KeyProvd ientHel | o> or <KeyProvd i ent Nonce> nmessage. Wen present,
this extension MJUST NOT be narked as Critical

DSKPP Servers MJST support this extension. DSKPP Servers MJST NOT
attenpt to interpret the data it carries and, if received, MJST
include it unnodified in the current protocol run’s next server
response. DSKPP Servers need not retain the CientlnfoType data.

2. The ServerlnfoType Extension

The Serverl nfoType extensi on MAY contain any server-specific data
required of an application, e.g., state information. This extension
is only valid in <KeyProvServerHel |l o> nmessages for which the Status
attribute is set to "Continue". Wen present, this extension MJST
NOT be marked as Criti cal

DSKPP C i ents MJST support this extension. DSKPP Clients MJST NOT
attenpt to interpret the data it carries and, if received, MJST
include it unnodified in the current protocol run’s next client
request (i.e., the <KeyProvd ientNonce> nessage). DSKPP Cients need
not retain the ServerlnfoType data.

Pr ot ocol Bi ndi ngs
1. Ceneral Requirenents

DSKPP assunes a reliable transport.
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7.2. HTTP/ 1.1 Binding for DSKPP

This section presents a binding of the previous nessages to HITP/ 1.1
[ RFC2616]. This HTTP binding is mandatory to inplenment, although
newer versions of the specification m ght define additional bindings
in the future. Note that the HTTP client will normally be different
fromthe DSKPP Client (i.e., the HTTP client will "proxy" DSKPP
nmessages fromthe DSKPP Client to the DSKPP Server). Likew se, on
the HTTP server side, the DSKPP Server MAY recei ve DSKPP nessage from
a "front-end" HTTP server. The DSKPP Server will be identified by a
specific URL, which may be pre-configured, or provided to the client
during initialization

7.2.1. ldentification of DSKPP Messages
The M ME type for all DSKPP messages MUST be
appl i cati on/ dskpp+xm

7.2.2. HITP Headers

In order to avoid caching of responses carryi ng DSKPP nessages by
proxi es, the foll ow ng hol ds:

o Wien using HTTP/ 1.1, requesters SHOULD:
* Include a Cache-Control header field set to "no-cache, no-
store".
* Include a Pragma header field set to "no-cache"

o Wien using HTTP/ 1.1, responders SHOULD:
* Include a Cache-Control header field set to "no-cache, no-nust-
reval i date, private".
Include a Pragnma header field set to "no-cache"
NOT include a Validator, such as a Last-Modified or ETag
header .

To handl e content negotiation, HTTP requests MAY include an HTTP
Accept header field. This header field SHOULD should be identified
using the M ME type specified in Section 7.2.1. The Accept header
MAY i nclude additional content types defined by future versions of
this protocol

There are no other restrictions on HITP headers, besides the

requirement to set the Content-Type header value to the M ME type
specified in Section 7.2. 1.
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7.2.3. HITP Qperations

Persi stent connections as defined in HTTP/1.1 are OPTI ONAL. DSKPP
requests are mapped to HTTP requests with the POST net hod. DSKPP
responses are mapped to HITP responses.

For the four-pass DSKPP, nmessages within the protocol run are bound
together. In particular, <KeyProvServerHell o> is bound to the
precedi ng <KeyProvC ientHell o> by being transnmtted in the
correspondi ng HTTP response. <KeyProvServerHel | o> MJST have a
Sessionl D attri bute, and the SessionlD attribute of the subsequent
<KeyPr ovd i ent Nonce> nessage MJST be identi cal

<KeyPr ovServer Fi ni shed> is then once again bound to the rest through
HTTP (and possibly through a Sessionl D).

7.2.4. HITP Status Codes

A DSKPP HTTP responder that refuses to perform a nessage exchange
with a DSKPP HTTP requester SHOULD return a 403 (Forbi dden) response.
In this case, the content of the HITP body is not significant. In
the case of an HTTP error while processing a DSKPP request, the HITP
server MJST return a 500 (Internal Server Error) response. This type
of error SHOULD be returned for HITP-rel ated errors detected before
control is passed to the DSKPP processor, or when the DSKPP processor
reports an internal error (for exanple, the DSKPP XM. nanespace is
incorrect, or the DSKPP schema cannot be located). |If a request is
received that is not a DSKPP Client nessage, the DSKPP responder MUST
return a 400 (Bad request) response.

In these cases (i.e., when the HTTP response code is 4xx or 5xx), the
content of the HITP body is not significant.

Redi rection status codes (3xx) apply as usual
VWhenever the HTTP POST is successfully invoked, the DSKPP HTTP
responder MUST use the 200 status code and provide a suitabl e DSKPP
nessage (possibly with DSKPP error information included) in the HTTP
body.

7.2.5. HITP Aut hentication
No support for HTTP/ 1.1 authentication is assumned.

7.2.6. Initialization of DSKPP
If a user requests key initialization in a browsing session, and if

that request has an appropriate Accept header (e.g., to a specific
DSKPP Server URL), the DSKPP Server MAY respond by sendi ng a DSKPP
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7.

2.

initialization nessage in an HITP response with Content-Type set
according to Section 7.2.1 and response code set to 200 (OK). The
initialization nessage MAY carry data in its body, such as the URL
for the DSKPP Client to use when contacting the DSKPP Server. If the
nmessage does carry data, the data MJUST be a valid instance of a
<KeyPr ovTri gger> el enent.

Note that if the user’'s request was directed to sonme other resource,
the DSKPP Server MJST NOT respond by conbi ning the DSKPP content type
wi th response code 200. |In that case, the DSKPP Server SHOULD
respond by sending a DSKPP initialization nessage in an HTTP response
with Content-Type set according to Section 7.2.1 and response code
set to 406 (Not Acceptable).

7. Exanpl e Messages

a. Initialization from DSKPP Server
HTTP/ 1.1 200 OK

Cache-Control: no-store
Cont ent - Type: appli cation/ dskpp+xn
Content - Lengt h: <some val ue>

DSKPP initialization data in XML form ..

b. Initial request fromDSKPP Cient:
POST http://exanpl e. com cgi - bi n/ DSKPP-server HTTP/ 1.1

Cache-Control : no-cache, no-store
Pragma: no-cache

Host: www. exanpl e. com
Cont ent - Type: appli cation/dskpp+xn
Cont ent - Lengt h: <sone val ue>

DSKPP data in XML form (supported version, supported
algorithns...)

c. Initial response from DSKPP Server:
HTTP/ 1.1 200 OK

Cache-Control : no-cache, no-nust-revalidate, private
Pragma: no-cache

Cont ent - Type: appli cation/dskpp+xn

Cont ent - Lengt h: <sone val ue>

DSKPP data in XM. form (server random nonce, server public key,

-)
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8. DSKPP XML Schema
8.1. Ceneral Processing Requirenents

Sone DSKPP el enments rely on the parties being able to conpare
received values with stored values. Unless otherw se noted, al

el ements that have the XML schema "xs:string" type, or a type derived
fromit, MJIST be conpared using an exact binary conparison. In
particul ar, DSKPP inpl enentati ons MUST NOT depend on case-insensitive
string conparisons, normalization or trinmng of white space, or
conversion of |ocal e-specific formats such as nunbers.

| mpl enent ati ons that conpare val ues that are represented using
di fferent character encodi ngs MJST use a conpari son nethod that
returns the same result as converting both values to the Unicode
character encoding [ UNI CODE] and then perforning an exact binary
conpari son.

No collation or sorting order for attributes or elenment values is
defined. Therefore, DSKPP inplenmentati ons MUST NOT depend on
specific sorting orders for val ues.

8.2. Schemn

<?xm version="1.0" encodi ng="utf-8"?>
<xs:schemn

xm ns: xs="http://ww. w3. org/ 2001/ XM_Scherma"

xm ns: dskpp="urn:ietf:paranms: xnm : ns: keyprov: dskpp"

xm ns: pskc="urn:ietf:parans: xm : ns: keyprov: pskc"

xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"

t arget Nanespace="urn: i etf: parans: xm : ns: keyprov: dskpp"

el ement For nDef aul t ="qual i fi ed" attri buteFornDef aul t="unqualified"
versi on="1.0">

<xs:imnport namespace="http://ww. w3. org/ 2000/ 09/ xnm dsi g#"
schemaLocati on=
"http://ww. w3. org/ TR 2002/ REC- xm dsi g- cor e- 20020212/
xm dsi g- cor e- schena. xsd"/ >

<xs:inport namespace="urn:ietf:parans: xm :ns: keyprov: pskc"
schemalLocat i on="keypr ov- pskc-1. 0. xsd"/>

<xs: conpl exType name="Abstract Request Type" abstract="true">
<xs:annot ati on>

<xs: docunent ati on> Basi c types </xs:docunentation>
</ xs: annot ati on>
<xs:attribute name="Version" type="dskpp: Versi onType"
use="required"/ >
</ xs: conpl exType>
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<xs: conpl exType name="Abstract ResponseType" abstract="true">
<xs:annot ati on>
<xs: document ati on> Basi ¢ types </xs:docunentation>

</ xs: annot ati on>

<xs:attribute name="Version" type="dskpp: Versi onType"

use="required"/>

<xs:attribute nanme="Sessionl D' type="dskpp:|ldentifierType" />
<xs:attribute nanme="Status" type="dskpp: St at usCode"

use="required"/>

</ xs: conpl exType>

<xs: si nmpl eType nane="Versi onType" >
<xs:restriction base="xs:string">
<xs:pattern value="\d{1,2}\.\d{1,3}" />
</xs:restriction>
</ xs:si npl eType>

<xs: si npl eType nane="ldentifierType">
<xs:restriction base="xs:string">
<xs: maxLength val ue="128" />
</xs:restriction>
</ xs:si npl eType>

<xs: si mpl eType nane="St at usCode" >
<xs:restriction base="xs:string">

Doherty,
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</ xs: si npl eType>
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/>
/>

val ue="Conti nue"
val ue="Success"
val ue="Abort" />
val ue="AccessDeni ed" />

val ue="Mal f or nredRequest" />

val ue="UnknownRequest" />

val ue="UnknownCri ti cal Ext ensi on"
val ue="Unsupport edVersi on" />

val ue="NoSupport edKeyTypes" />
val ue="NoSupport edEncrypti onAl gor
val ue="NoSupport edMacAl gorithns"
val ue="NoPr ot ocol Vari ants" />

val ue="NoSupport edKeyPackages" />
val ue="Aut henti cat i onDat aM ssi ng"
val ue="Aut henti cati onDat al nval i d"
value="InitializationFailed" />
val ue="Pr ovi si oni ngPer i odExpi r ed"
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<xs: conpl exType nanme="Devi cel denti fi er Dat aType" >
<xs: choi ce>
<xs: el enent name="Devi cel d" type="pskc: Devi cel nfoType" />
<xs:any nanespace="##ot her" processContents="strict" />
</ xs: choi ce>
</ xs: conpl exType>

<xs: si npl eType nanme="Pl at f or nilype" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="Hardware" />
<xs: enuneration val ue="Sof t ware" />
<xs: enuneration val ue="Unspecified" />
</xs:restriction>
</ xs: si npl eType>

<xs: conpl exType name="TokenPl at f or m nf oType" >
<xs:attribute name="KeyLocation"
type="dskpp: Pl at f or nirype"/ >
<xs:attribute nanme="Al gorithniocation"
type="dskpp: Pl at f or nirype"/ >
</ xs: conpl exType>

<xs:si nmpl eType nane="NonceType">
<xs:restriction base="xs: base64Bi nary" >
<xs: m nLength val ue="16" />
</xs:restriction>
</ xs: si npl eType>

<xs: conpl exType name="Al gorithnsType" >
<xs: sequence maxCQccur s="unbounded" >
<xs: el enent nanme="Al gorithnt type="dskpp: Al gorithnirype"/>
</ xs: sequence>
</ xs: conpl exType>

<xs:si nmpl eType nane="Al gorit hnmlype" >
<xs:restriction base="xs:anyURl" />
</ xs: si npl eType>

<xs: conpl exType name="Prot ocol Vari ant sType">
<XS:sequence>
<xs: el enent nanme="Four Pass" m nCOccurs="0" />
<xs: el enent nanme="TwoPass"
type="dskpp: KeyProt ecti onDat aType" m nQccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
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<xs: conpl exType name="KeyPr ot ecti onDat aType" >
<xs:annot ati on>
<xs:documentation xm :|ang="en">
This element is only valid for two-pass DSKPP
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: sequence nmaxCccurs="unbounded" >
<xs: el enent name="Support edKeyPr ot ecti onMet hod"
type="xs:anyURl "/ >
<xs: el enent name="Payl oad"
type="dskpp: Payl oadType" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="Payl oadType" >
<xs: choi ce>
<xs: el enent nanme="Nonce" type="dskpp: NonceType" />
<Xs:any nanespace="##ot her" processContents="strict"/>
</ xs: choi ce>
</ xs: conpl exType>

<xs: conmpl exType name="KeyPackagesFor mat Type" >
<xs: sequence maxCccur s="unbounded" >
<xs: el enent nane="KeyPackageFor mat"
type="dskpp: KeyPackageFor nat Type"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: si nmpl eType nane="KeyPackageFor mat Type" >
<xs:restriction base="xs:anyURl" />
</ xs: si npl eType>

<xs:conpl exType nane="Aut henti cati onDat aType" >
<Xs:annot ati on>
<xs:document ation xm :|ang="en">
Aut hentication Data contains a MAC.
</ xs: docunent ati on>
</ xs: annot ati on>
<Xs:sequence>
<xs: el ement nane="CientlD'
type="dskpp:ldentifierType" m nCccurs="0"/>
<xs: choi ce>
<xs: el enent nanme="Aut henti cati onCodeMac"
type="dskpp: Aut henti cati onMacType"/ >

<xs:any nanespace="##ot her" processContents="strict"

</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>

2010

/>

Doherty, et al. St andards Track [ Page 52]



RFC 6063 DSKPP Decenber 2010

<xs: conpl exType name="Aut henti cati onMacType" >
<XS:sequence>
<xs: el enent m nCccurs="0" nane="Nonce"
type="dskpp: NonceType"/ >
<xs: el enment m nCccurs="0" nane="lterati onCount”
type="xs:int"/>
<xs: el enent nanme="Mac" type="dskpp: MacType" />
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="MacType" >
<xs: si nmpl eCont ent >
<xs: extensi on base="xs: base64Bi nary" >
<xs:attribute nanme="MacAl gorithm' type="xs:anyURl"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs: conmpl exType name="KeyPackageType" >
<XS:sequence>
<xs:el enent minCccurs="0" name="Serverl| D"
type="xs:anyURl "/ >
<xs: el enment m nCccurs="0" nane="KeyProtecti onMet hod"
type="xs:anyURlI " [>
<xs: choi ce>
<xs: el enent nanme="KeyCont ai ner"
type="pskc: KeyCont ai ner Type"/ >
<xs:any nanespace="##ot her" processContents="strict"/>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="InitializationTriggerType">
<XS:sequence>
<xs: el enment m nCccurs="0" nane="Devi cel dentifierData"
type="dskpp: Devi cel denti fi er Dat aType" />
<xs: el enent m nCccurs="0" nane="Keyl D'
type="xs: base64Bi nary"/ >
<xs: el enent m nCccurs="0" nane="TokenPl at f or m nf 0"
type="dskpp: TokenPl at f or m nf oType" />
<xs: el enent nanme="Aut henti cati onbDat a"
type="dskpp: Aut henti cat i onbDat aType" />
<xs:el ement m nCccurs="0" name="ServerUrl"
type="xs:anyURl "/ >
<xs:any mi nCccurs="0" namespace="##ot her"
processContents="strict" />
</ xs: sequence>
</ xs: conpl exType>
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<xs: conpl exType nanme="Ext ensi onsType" >
<xs:annot ati on>
<xs: document ati on> Ext ensi on types </xs:docunentati on>
</ xs:annot ati on>
<xs: sequence maxCccur s="unbounded" >
<xs: el enent nane="Ext ensi on"
type="dskpp: Abst ract Ext ensi onType"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="Abstract Ext ensi onType" abstract="true">
<xs:attribute name="Critical" type="xs:bool ean" />
</ xs: conpl exType>

<xs:conpl exType nane="C i ent| nfoType">
<xs: conpl exContent m xed="fal se">
<xs: extensi on base="dskpp: Abstract Ext ensi onType" >
<XS:sequence>
<xs: el enent nanme="Data" type="xs: base64Bi nary"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conmpl exType name="Server | nfoType" >
<xs: conpl exCont ent m xed="fal se">
<xs: extensi on base="dskpp: Abstract Ext ensi onType" >
<XS:sequence>
<xs: el enent name="Data" type="xs: base64Bi nary"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: el enent name="KeyProvTrigger"
type="dskpp: KeyProvTri gger Type" >
<xs:annot ati on>
<xs: docunent ati on> DSKPP PDUs </ xs:docunentati on>
</ xs: annot ati on>
</ xs: el enent >
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<xs: conpl exType name="KeyProvTri gger Type" >
<xs:annot ati on>
<xs:documentation xm :|ang="en">
Message used to trigger the device to initiate a
DSKPP run
</ xs: docunent ati on>
</ xs:annot ati on>
<XS:sequence>
<xs: choi ce>
<xs: el enent name="lnitializationTrigger"
type="dskpp:InitializationTriggerType" />
<Xs:any nanespace="##ot her" processContents="strict"/>
</ xs: choi ce>
</ xs: sequence>
<xs:attribute name="Version" type="dskpp: Versi onType"/>
</ xs: conpl exType>

<xs: el enent nanme="KeyProvCd i ent Hel | o"
type="dskpp: KeyProvd i ent Hel | oPDU" >
<xs:annot ati on>
<xs: document ati on>KeyProvCd i ent Hel | o PDU</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
<xs: conmpl exType name="KeyProvd i ent Hel | oPDU" >
<xs:annot ati on>
<xs: docunentation xm:|lang="en">
Message sent from DSKPP Client to DSKPP Server to
initiate a DSKPP sessi on.
</ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exCont ent m xed="fal se">
<xs: ext ensi on base="dskpp: Abstract Request Type" >
<XS:sequence>
<xs:elenent m nQccurs="0" nane="DeviceldentifierData"
type="dskpp: Devi cel denti fi er Dat aType" />
<xs: el enent m nCccurs="0" nane="Keyl D'
type="xs: base64Bi nary" />
<xs: el enent m nCccurs="0" nane="C i ent Nonce"
type="dskpp: NonceType" />
<xs: el enent nanme="Support edKeyTypes"
type="dskpp: Al gorit hnmsType" />
<xs: el enent nane="SupportedEncrypti onAl gorithns"
type="dskpp: Al gorit hnsType" />
<xs: el enent nane="SupportedMacAl gorithns"
type="dskpp: Al gorit hnmsType" />
<xs: el enent m nQccurs="0"
nanme=" Support edPr ot ocol Vari ant s"
t ype="dskpp: Prot ocol Vari ant sType" />

Doherty, et al. St andards Track [ Page 55]



RFC 6063 DSKPP Decenber 2010

<xs: el enent m nCccurs="0" nane="Support edKeyPackages"
t ype="dskpp: KeyPackagesFor mat Type" />
<xs: el enent m nCccurs="0" nane="Aut henti cati onDat a"
type="dskpp: Aut henti cat i onDat aType" />
<xs: el enent m nCccurs="0" nane="Ext ensi ons"
t ype="dskpp: Ext ensi onsType" />
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: el enent nanme="KeyProvServerHel | 0"
type="dskpp: KeyPr ovSer ver Hel | oPDU" >
<xs:annot ati on>
<xs: document ati on>KeyPr ovServer Hel | o PDU</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: conmpl exType name="KeyPr ovServer Hel | oPDU" >
<xs:annot ati on>
<xs: docunentation xm:lang="en">
Response message sent from DSKPP Server to DSKPP O i ent
in four-pass DSKPP
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exCont ent m xed="fal se">
<xs: ext ensi on base="dskpp: Abstract ResponseType" >
<xs:sequence mi nCccurs="0">
<xs: el enent name="KeyType"
type="dskpp: Al gori t hnlype"/>
<xs: el enent nanme="EncryptionAl gorithni
type="dskpp: Al gori t hmlype" />
<xs: el enent nanme="MacAl gorit hni
type="dskpp: Al gori t hnType"/ >
<xs: el enent name="Encrypti onKey"
type="ds: Keyl nf oType"/ >
<xs: el enent nane="KeyPackageFor mat"

t ype="dskpp: KeyPackageFor nat Type" />
<xs: el enent nanme="Payl oad" type="dskpp: Payl oadType"/ >
<xs:el enent m nCccurs="0" name="Extensions"

type="dskpp: Ext ensi onsType" />
<xs: el enent m nCccurs="0" nane="Mac"

type="dskpp: MacType"/ >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
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<xs: el enent nane="KeyProvC i ent Nonce"
type="dskpp: KeyProvC i ent NoncePDU' >
<xs:annotation>
<xs: document ati on>KeyPr ovC i ent Nonce PDU</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: conpl exType name="KeyProvd i ent NoncePDU" >
<xs:annot ati on>
<xs:documentation xm :|ang="en">
Response nmessage sent from DSKPP Client to
DSKPP Server in a four-pass DSKPP session
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exCont ent m xed="fal se">
<xs: extensi on base="dskpp: Abstract Request Type" >
<XS:sequence>
<xs: el enent name="Encrypt edNonce"
type="xs: base64Bi nary"/ >
<xs: el ement m nCccurs="0" name="Aut henti cati onData"
type="dskpp: Aut henti cat i onDat aType" />
<xs:el enent m nCccurs="0" name="Extensions"
type="dskpp: Ext ensi onsType" />
</ xs: sequence>
<xs:attribute name="Sessionl D'
type="dskpp: ldentifierType" use="required"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: el enent nanme="KeyProvServer Fi ni shed"
type="dskpp: KeyPr ovSer ver Fi ni shedPDU" >
<xs:annot ati on>
<xs:document ati on>
KeyPr ovSer ver Fi ni shed PDU
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: conpl exType name="KeyProvServerFi ni shedPDU" >
<xs:annotation>
<xs:document ati on xm : | ang="en">
Fi nal message sent from DSKPP Server to DSKPP Client in
a DSKPP session. A MAC val ue serves for key
confirmation, and optional AuthenticationData serves for
server authentication.
</ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exCont ent m xed="fal se">
<xs: ext ensi on base="dskpp: Abstract ResponseType" >
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<xs: sequence m nCccurs="0">
<xs: el enent nane="KeyPackage"
type="dskpp: KeyPackageType" />
<xs:el enent m nCccurs="0" nane="Extensi ons"
type="dskpp: Ext ensi onsType" />
<xs: el enent nanme="Mac" type="dskpp: MacType" />
<xs: el ement m nCccurs="0" name="Aut henti cati onData"
type="dskpp: Aut henti cati onMacType" />
</ xs: sequence>
</ Xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs: schema>

Conf or mance Requirenents

n order to assure that all inplementations of DSKPP can
nt eroperate, the DSKPP Server:

MUST i npl enent the four-pass variation of the protoco
(Section 4)

MUST i nmpl enent the two-pass variation of the protocol (Section 5)
MUST support user authentication (Section 3.2.1)

MUST support the follow ng key derivation functions:
*  DSKPP- PRF- AES DSKPP- PRF realization (Appendix D)
*  DSKPP- PRF- SHA256 DSKPP- PRF real i zati on (Appendi x D)

MUST support the follow ng encryption mechanisnms for protection
of the client nonce in the four-pass protocol
* Mechani sm described in Section 4.2.4

MJST support one of the follow ng encryption algorithms for
symmetric key operations, e.g., key wap:
* KW AES128 without padding; refer to
http://ww. w3. org/ 2001/ 04/ xm enc#kw aes128 i n [ XMLENC]
*  KWAES128 with padding; refer to
htt p: // www. w3. or g/ 2001/ 04/ xm enc#kw aes128 in [ XMLENC] and
[ RFC5649]
* AES-CBC-128; refer to [FIPS197- AES]

MUST support the follow ng encryption algorithns for asymetric

key operations, e.g., key transport:
* RSA Encryption Schene [ PKCS-1]
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h. MJST support the following integrity/KDF MAC functi ons:
*  DSKPP- PRF- AES ( Appendi x D)
*  DSKPP- PRF- SHA256 ( Appendi x D)

i. MJST support the PSKC key package [ RFC6030]; all three PSKC key
protection nmethods (Key Transport, Key Wap, and Passphrase- Based
Key Wap) MJST be inpl enent ed

j . MAY support the ASN. 1 key package as defined in [ RFC6031]

DSKPP C i ents MJST support either the two-pass or the four-pass
variant of the protocol. DSKPP Clients MJST fulfill all requirenents
listed initem(c) - (j).

Finally, inplenmentations of DSKPP MJUST bi nd DSKPP nmessages to
HTTP/ 1.1 as described in Section 7. 2.

O course, DSKPP is a security protocol, and one of its major
functions is to allow only authorized parties to successfully
initialize a cryptographic nmodule with a new symetric key.
Therefore, a particular inplenentation my be configured with any of
a nunber of restrictions concerning algorithnms and trusted

authorities that will prevent universal interoperability.
Security Considerations
1. Cenera

DSKPP i s designed to protect generated keying material from exposure.
No entities other than the DSKPP Server and the cryptographi c nodul e
wi Il have access to a generated K TOKEN if the cryptographic

al gorithms used are of sufficient strength and, on the DSKPP C i ent
side, generation and encryption of R C and generation of K TOKEN t ake
pl ace as specified in the cryptographic module. This applies even if
mal i ci ous software is present in the DSKPP Client. However, as

di scussed in the followi ng sub-sections, DSKPP does not protect

agai nst certain other threats resulting fromman-in-the-mddle
attacks and other forns of attacks. DSKPP MUST, therefore, be run
over a transport providing confidentiality and integrity, such as
HTTP over Transport Layer Security (TLS) with a suitable ciphersuite
[ RFC2818], when such threats are a concern. Note that TLS

ci phersuites with anonynous key exchanges are not suitable in those
situations [ RFC5246].
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10.2. Active Attacks
10.2.1. Introduction

An active attacker MAY attenpt to nodify, delete, insert, replay, or
reorder nmessages for a variety of purposes including service denia
and conproni se of generated keying materi al

10.2.2. Message Modifications

Modifications to a <KeyProvTrigger> nessage will either cause denia
of service (nodifications of any of the identifiers or the

Aut hentication Code) or will cause the DSKPP Client to contact the
wong DSKPP Server. The latter is in effect a man-in-the-mddle
attack and is discussed further in Section 10.2.7.

An attacker may nodify a <KeyProvdientHell o> message. This neans
that the attacker could indicate a different key or device than the
one intended by the DSKPP Client, and could al so suggest ot her
cryptographic algorithns than the ones preferred by the DSKPP C i ent,
e.g., cryptographically weaker ones. The attacker could al so suggest
earlier versions of DSKPP, in case these versions have been shown to
have vul nerabilities. These nodifications could |ead to an attacker
succeeding in initializing or nodifying another cryptographic nodul e
than the one intended (i.e., the server assigning the generated key
to the wong nodul e) or gaining access to a generated key through the
use of weak cryptographic algorithnms or protocol versions. DSKPP

i mpl enent ati ons MAY protect against the latter by having strict
pol i ci es about what versions and algorithns they support and accept.
The former threat (assignnment of a generated key to the w ong nodul e)
i s not possible when the shared-key variant of DSKPP is enpl oyed
(assum ng existing shared keys are uni que per cryptographi c nodul e),
but is possible in the public key variation. Therefore, DSKPP
Servers MJST NOT accept unilaterally provided device identifiers in
the public key variation. This is also indicated in the protoco
description. In the shared-key variation, however, an attacker nmay
be able to provide the wong identifier (possibly also |eading to the
i ncorrect user being associated with the generated key) if the
attacker has real-tine access to the cryptographic nodule with the
identified key. The result of this attack could be that the
generated key is associated with the correct cryptographi c nodul e but
the nmodule is associated with the incorrect user. See Section 10.5
for a further discussion of this threat and possi bl e counterneasures.

An attacker may al so nodify a <KeyProvServerHel |l o> nmessage. This
means that the attacker could indicate different key types,

al gorithms, or protocol versions than the legitimte server woul d,
e.g., cryptographically weaker ones. The attacker may al so provide a
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di fferent nonce than the one sent by the legitimate server. dients
MAY protect against the forner through strict adherence to policies
regardi ng pernissible algorithm and protocol versions. The latter
(wong nonce) will not constitute a security problem as a generated
key will not match the key generated on the legitimte server. Also,
whenever the DSKPP run would result in the replacenent of an existing
key, the <Mac> el enent protects against nodifications of RS

Modi fications of <KeyProvd ient Nonce> nmessages are al so possible. |[f
an attacker nodifies the SessionlD attribute, then, in effect, a
switch to another session will occur at the server, assum ng the new
SessionlDis valid at that time on the server. It still will not
allow the attacker to learn a generated K TOKEN since R C has been
wrapped for the legitimte server. Modifications of the

<Encrypt edNonce> el ement, e.g., replacing it with a value for which
the attacker knows an underlying RC, wll not result in the client
changing its pre-DSKPP state, since the server will be unable to
provide a valid MACin its final nessage to the client. The server
MAY, however, end up storing K TOKEN rather than K TOKEN. |f the
crypt ographi ¢ nodul e has been associated with a particular user, then
this could constitute a security problem For a further discussion
about this threat, and a possible counterneasure, see Section 10.5
bel ow. Note that use of TLS does not protect against this attack if
the attacker has access to the DSKPP Client (e.g., through malicious
software, "Trojans") [RFC5246].

Finally, attackers may al so nodify the <KeyProvServerFini shed>
nmessage. Replacing the <Mac> elenent will only result in denial of
service. Replacenent of any other elenment may cause the DSKPP O ient
to associate, e.g., the wong service with the generated key. DSKPP
SHOULD be run over a transport providing confidentiality and
integrity when this is a concern

2.3. Message Deletion

Message deletion will not cause any other harmthan denial of
service, since a cryptographi c nodul e MUST NOT change its state
(i.e., "commit" to a generated key) until it receives the fina

nmessage fromthe DSKPP Server and successfully has processed that
message, including validation of its MAC. A deleted

<KeyPr ovSer ver Fi ni shed> nmessage will not cause the server to end up
in an inconsistent state vis-a-vis the cryptographic nodule if the
server inplements the suggestions in Section 10.5.
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2.4. Message |nsertion

An active attacker may initiate a DSKPP run at any time, and suggest
any device identifier. DSKPP Server inplenmentations MAY receive sone
protection agai nst inadvertently initializing a key or inadvertently
repl aci ng an existing key or assigning a key to a cryptographic
nodul e by initializing the DSKPP run by use of the <KeyProvTrigger>.
The <Aut henticationData> elenment allows the server to associate a
DSKPP run e.g., with an earlier user-authenticated session. The
security of this nethod, therefore, depends on the ability to protect
the <Aut henticationData> elenment in the DSKPP initialization nessage.
I f an eavesdropper is able to capture this nessage, he may race the
legitimate user for a key initialization. DSKPP over a transport
providing confidentiality and integrity, coupled with the
reconmendations in Section 10.5, is RECOWENDED when this is a
concern.

Insertion of other nmessages into an existing protocol run is seen as
equi valent to nodification of legitinmtely sent nessages.

2.5. Message Repl ay

During four-pass DSKPP, attenpts to replay a previously recorded

DSKPP nessage will be detected, as the use of nonces ensures that
both parties are live. For exanple, a DSKPP Client knows that a
server it is comunicating with is "live" since the server MJST

create a MAC on information sent by the client.

The sane is true for two-pass DSKPP thanks to the requiremnment that
the client sends Rin the <KeyProvd ientHell o> nessage and that the
server includes Rin the MAC conputation.

2.6. Message Reordering

An attacker may attenpt to re-order four-pass DSKPP nessages but this
will be detected, as each nessage is of a unique type. Note: Message
re-ordering attacks cannot occur in two-pass DSKPP since each party
sends at nobst one nessage each
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2.7. Man in the Mddle

In addition to other active attacks, an attacker posing as a man in
the mddle may be able to provide his own public key to the DSKPP
Client. This threat and counternmeasures to it are discussed in
Section 4.1.1. An attacker posing as a man in the mddle may al so be
acting as a proxy and, hence, may not interfere with DSKPP runs but
still learn valuable information; see Section 10. 3.

3. Passive Attacks

Passi ve attackers nay eavesdrop on DSKPP runs to |earn information
that later on may be used to inpersonate users, nount active attacks,
etc.

If DSKPP is not run over a transport providing confidentiality, a
passi ve attacker may |earn

o Wiat cryptographic nodul es a particul ar user possesses

o The identifiers of keys on those cryptographi c nodul es and ot her
attributes pertaining to those keys, e.g., the lifetime of the
keys

o DSKPP versions and cryptographic algorithns supported by a
particular DSKPP Client or server

0 Any value present in an <extension> that is part of
<KeyProvd i ent Hel | 0>

Whenever the above is a concern, DSKPP MJUST be run over a transport
providing confidentiality. |If man-in-the-niddle attacks for the

pur poses descri bed above are a concern, the transport MJST al so offer
server-si de authentication.

4. Cryptographic Attacks

An attacker with unlimted access to an initialized cryptographic
nodul e may use the nmodul e as an "oracle" to pre-conpute val ues that

| ater on may be used to inpersonate the DSKPP Server. Section 4.1.1
contains a discussion of this threat and steps RECOVMMENDED to protect
against it.

| mpl ementers are advised that cryptographic algorithnms becone weaker
with time. As new cryptographic techni ques are devel oped and
conputing performance i nproves, the work factor to break a particul ar
cryptographic algorithmw |l reduce. Therefore, cryptographic
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al gorithm i npl enent ati ons SHOULD be nodul ar al | owi ng new al gorithns
to be readily inserted. That is, inplenenters SHOULD be prepared to
regul arly update the algorithns in their inplenmentations.

5. Attacks on the Interaction between DSKPP and User Authentication

I f keys generated in DSKPP wi ||l be associated with a particular user
at the DSKPP Server (or a server trusted by, and conmunicating with
the DSKPP Server), then in order to protect against threats where an
attacker replaces a client-provided encrypted RCwith his owmn RC
(regardl ess of whether the public key variation or the shared-secret
variation of DSKPP is enployed to encrypt the client nonce), the
server SHOULD NOT commit to associate a generated K TOKEN with the
gi ven cryptographic nmodul e until the user simultaneously has proven
bot h possession of the device that hosts the cryptographic nodul e
cont ai ni ng K_TOKEN and sone out-of -band provi ded authenticating
information (e.g., an Authentication Code). For exanple, if the
cryptographic nodule is a one-tinme password token, the user could be
required to authenticate with both a one-tinme password generated by
the cryptographi c nodul e and an out-of -band provi ded Authentication
Code in order to have the server "commit" to the generated OTP val ue
for the given user. Preferably, the user SHOULD performthis
operation from another host than the one used to initialize keys on
the cryptographic nodule, in order to mnimze the risk of malicious
software on the client interfering with the process.

Note: This scenario, wherein the attacker replaces a client-provided
RCwth his owmm R C, does not apply to two-pass DSKPP as the client
does not provide any entropy to K TOKEN. The attack as such (and its
counterneasures) still applies to two-pass DSKPP, however, as it
essentially is a man-in-the-niddl e attack

Anot her threat arises when an attacker is able to trick a user into
authenticating to the attacker rather than to the legitimte service

before the DSKPP run. |If successful, the attacker will then be able
to inpersonate the user towards the legitinmte service, and
subsequently receive a valid DSKPP trigger. |If the public key

variant of DSKPP is used, this may result in the attacker being able
to (after a successful DSKPP run) inpersonate the user. Ordinary
precauti ons MJST, therefore, be in place to ensure that users
authenticate only to legiti mte services.
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6. M scel |l aneous Consi derations
6.1. dient Contributions to K TOKEN Entropy

In four-pass DSKPP, both the client and the server provide

random zing material to K TOKEN, in a manner that allows both parties
to verify that they did contribute to the resulting key. In the two-
pass DSKPP version defined herein, only the server contributes to the
entropy of K TOKEN. This neans that a broken or conproni sed

(pseudo) random nunber generator in the server may cause nore damage
than it would in the four-pass variant. Server inplenentations
SHOULD t herefore take extrene care to ensure that this situation does
not occur.

6.2. Key Confirmation

f our - pass DSKPP Servers provide key confirmation through the MAC on
R Cin the <KeyProvServerFini shed> nessage. |n the two-pass DSKPP
vari ant described herein, key confirmation is provided by the MAC

i ncluding R using K MAC

6.3. Server Authentication

DSKPP Servers MJST aut henticate thensel ves whenever a successful
DSKPP two- pass protocol run would result in an existing K TOKEN bei ng
repl aced by a K TOKEN' , or el se a denial -of-service attack where an
unaut hori zed DSKPP Server replaces a K TOKEN with another key woul d
be possible. |In two-pass DSKPP, servers authenticate by including
the Aut henticationDat aType extension containing a MAC as described in
Section 5 for two-pass DSKPP.

Whenever a successful DSKPP two-pass protocol run would result in an
exi sting K TOKEN bei ng replaced by a K TOKEN , the DSKPP Client and
Server MJST do the following to prevent a denial-of-service attack
where an unaut hori zed DSKPP Server replaces a K TOKEN with anot her
key:

0o The DSKPP Server MJST use the AuthenticationDataType extension to
transmt a second MAC, cal cul ated as described in Section 5.2.2.

o The DSKPP Cient MJST authenticate the server using the MAC
contained in the AuthenticationDataType extension received from
the DSKPP Server to which it is connected.
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10.6.4. User Authentication

A DSKPP Server MJST authenticate a client to ensure that K TOKEN is
delivered to the intended device. The follow ng nmeasures SHOULD be
consi der ed:

o Wien an Authentication Code is used for client authentication, a
password dictionary attack on the Authentication Data is possible.

o The length of the Authentication Code when used over a non-secure
channel SHOULD be | onger than what is used over a secure channel
When a device, e.g., sone nobile phones with small screens, cannot
handl e a | ong Authentication Code in a user-friendly manner, DSKPP
SHOULD rely on a secure channel for comruni cation

o In the case that a non-secure channel has to be used, the
Aut henti cati on Code SHOULD be sent to the server MAC d as
specified in Section 3.4.1. The Authentication Code and nonce
val ue MJUST be strong enough to prevent offline brute-force
recovery of the Authentication Code fromthe Hashed MAC ( HVAC)
data. G ven that the nonce value is sent in plaintext format over
a non-secure transport, the cryptographic strength of the
Aut henti cation Data depends nore on the quality of the
Aut henti cati on Code.

o Wen the Authentication Code is sent fromthe DSKPP Server to the
device in a DSKPP initialization trigger nessage, an eavesdropper
may be able to capture this nessage and race the legiti mate user
for a key initialization. To prevent this, the transport |ayer
used to send the DSKPP trigger MJUST provide confidentiality and
integrity, e.g. a secure browser session

10.6.5. Key Protection in Two-Pass DSKPP

Three key protection nmethods are defined for the different usages of
t wo- pass DSKPP, which MJST be supported by a key package format, such
as [ RFC6030] and [ RFC6031]. Therefore, key protection in the two-
pass DSKPP i s dependent upon the security of the key package format
sel ected for a protocol run. Sone considerations for the Passphrase-
Based Key Wap nethod follow.

The Passphrase-Based Key Wap nethod SHOULD depend upon t he PBKDF2
function from |[PKCS-5] to generate an encryption key froma
passphrase and salt string. It is inportant to note that passphrase-
based encryption is generally limted in the security that it

provi des despite the use of salt and iteration count in PBKDF2 to

i ncrease the conplexity of attack. Inplenentations SHOULD t herefore
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take additional neasures to strengthen the security of the
Passphrase-Based Key Wap nethod. The foll owi ng neasures SHOULD be
consi dered where applicabl e:

o The passphrase is the sane as the one-tine password component of
the Authentication Code (see Section 3.4.1) for a description of
the AC format). The passphrase SHOULD be sel ected well, and usage
gui del i nes such as the ones in [N ST-PW)] SHOULD be taken into
account .

o A different passphrase SHOULD be used for every key initialization
wher ever possible (the use of a global passphrase for a batch of
crypt ographi ¢ nodul es SHOULD be avoi ded, for exanple). One way to
achieve this is to use randonly generated passphrases.

o The passphrase SHOULD be protected well if stored on the server
and/ or on the cryptographic nodul e and SHOULD be delivered to the
devi ce’s user using secure nethods.

o User pre-authentication SHOULD be inplenmented to ensure that
K TOKEN is not delivered to a rogue recipient.

o The iteration count in PBKDF2 SHOULD be high to inmpose nore work
for an attacker using brute-force nethods (see [ PKCS-5] for
recomendati ons). However, it MJST be noted that the higher the
count, the nmore work is required on the legitinate cryptographic
nodul e to decrypt the newy delivered K TOKEN. Servers MAY use
relatively lowiteration counts to acconmodate devices with
limted processing power such as some PDA and cell phones when
ot her security neasures are inplenented and the security of the
Passphrase-Based Key Wap nethod i s not weakened.

0 TLS [ RFC5246] SHOULD be used where possible to protect a two-pass
protocol run. Transport |level security provides a second |ayer of
protection for the newly generated K TOKEN

6.6. AlgorithmAgility

Many protocols need to be algorithmagile. One reason for this is
that in the past many protocols had fixed sized fields for

i nformati on such as hash outputs, keys, etc. This is not the case
for DSKPP, except for the key size in the conmputation of DSKPP-PRF
Anot her reason was that protocols did not support al gorithm
negotiation. This is also not the case for DSKPP, except for the use
of SHA-256 in the MAC confirnmation message. Updating the key size
for DSKPP-PRF or the MAC confirmation nmessage algorithmw |l require
a new version of the protocol, which is supported with the Version
attribute.
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I nternationalization Considerations

DSKPP is meant for machi ne-to-nmachi ne conmuni cations; as such, its
el ements are tokens not neant for direct human consunption. DSKPP
exchanges information using XM.. Al XM processors are required to
understand UTF-8 [ RFC3629] encodi ng, and therefore all DSKPP Clients
and servers MJST understand UTF-8 encoded XM.. Additionally, DSKPP
Servers and clients MJUST NOT encode XML wi th encodi ngs other than
UTF- 8.

| ANA Consi derations
Thi s docunent requires several |ANA registrations, detailed bel ow
1. URN Sub- Nanmespace Regi stration
This section regi sters a new XM. nanespace
"urn:ietf:parans: xm :ns: keyprov: dskpp" per the guidelines in
[ RFC3688] :
URI: urn:ietf:params:xm:ns:keyprov: dskpp
Regi strant Cont act :

| ETF, KEYPROV Working G oup (keyprov@etf.org), Andrea Doherty
(andr ea. doherty@ sa. com

XM:
BEG N
<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Strict//EN'
"http://ww. w3. org/ TR/ xhtml 1/ DTDY xht Ml 1-strict.dtd">
<htm xm ns="http://ww.w3. org/ 1999/ xhtm " xm :lang="en">
<head>
<titl e>DSKPP Messages</title>
</ head>
<body>
<hl>Nanespace for DSKPP Messages</ hl>
<h2>urn:ietf:parans: xnm : ns: keyprov: dskpp</ h2>
<p>See RFC 6063</p>
</ body>
</htm >
END
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2. XM. Schena Registration

This section registers an XML schema as per the guidelines in
[ RFC3688] .

URI: urn:ietf:parans: xm :ns: keyprov: dskpp

Regi strant Cont act:
| ETF, KEYPROV Worki ng Group (keyprov@etf.org), Andrea Doherty
(andr ea. doherty@ sa. com

Schena:
The XML for this schema can be found as the entirety of Section 8
of this docunment.

.3. MM Media Type Registration

This section registers the "application/dskpp+xm "™ M ME type:

To: ietf-types@ana.org

Subject: Registration of MME nmedia type application/dskpp+xm

M ME medi a type name: application

M ME subtype nane: dskpp+xm

Requi red paraneters: (none)

Optional parameters: charset
I ndi cates the character encodi ng of enclosed XM.

Encodi ng considerations: Uses XM, which can enploy 8-bit
characters, depending on the character encoding used. See
[ RFC3023], Section 3.2. Inplenmentations need to support UTF-8
[ RFC3629] .

Security considerations: This content type is designed to carry
protocol data related to key nmanagenent. Security nechani sns are
built into the protocol to ensure that various threats are dealt
with. Refer to Section 10 of RFC 6063 for nore details

Interoperability considerations: None

Publ i shed specification: RFC 6063.

Applications that use this nmedia type: Protocol for key exchange.

Addi tional information:

Magi ¢ Nunber (s): (none)
File extension(s): .xms
Maci ntosh File Type Code(s): (none)

Person & emnil address to contact for further information:
Andr ea Doherty (andrea. doherty@ sa. con

I ntended usage: LIM TED USE

Aut hor/ Change controller: The | ETF

QO her information: This nedia type is a specialization of
application/xm [RFC3023], and nmany of the considerations
described there also apply to application/dskpp+xm .
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4. Status Code Registration

This section registers status codes included in each DSKPP response
nmessage. The status codes are defined in the schema in the

<St at usCode> type definition contained in the XM. schema in

Section 8. The follow ng sunmarizes the registry:

Rel at ed Registry:
KEYPROV DSKPP Regi stries, Status codes for DSKPP

Def i ni ng RFC:
RFC 6063.

Regi strati on/ Assi gnnent Procedures:
Foll owi ng the policies outlined in [RFC3575], the I ANA policy for
assi gni ng new val ues for the status codes for DSKPP MJST be
"Specification Required" and their meani ngs MUST be docurented in
an RFC or in sone other permanent and readily avail able reference,
in sufficient detail that interoperability between independent
i mpl enentations is possible. No nmechanismto mark entries as
"deprecated" is envisioned. It is possible to update entries from
the registry.

Regi strant Cont act :
| ETF, KEYPROV wor ki ng group (keyprov@etf.org),
Andr ea Doherty (andrea. doherty@ sa. conj

5. DSKPP Version Registration

This section registers DSKPP version nunbers. The registry has the
followi ng structure

o m m e e e e e e e e e e e e e e memmeaaa- +
| DSKPP Version | Specification |
o m o e e e e e e e e e e e e e e me e e +
| 1.0 | This docunent |
o e e e e e e e e e e e e e e e e e e e e e e e em o - +
Standards action is required to define new versions of DSKPP. It is

not envisioned to deprecate, delete, or nodify existing DSKPP
ver si ons.

6. PRF Algorithm D Sub-Registry

This specification relies on a cryptographic printive, called
"DSKPP- PRF" that provides a deternministic transformation of a secret
key k and a varying length octet string s to a bit string of
specified length dsLen. Fromthe point of view of this

speci fication, DSKPP-PRF is a "bl ack-box" function that, given the

i nputs, generates a pseudorandom val ue that can be realized by any
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appropriate and conpetent cryptographic technique. Section 3.4.2
provides two realizations of DSKPP-PRF, DSKPP-PRF-AES, and DSKPP- PRF-
SHA256.

This section registers the identifiers associated with these
realizations. PRF AlgorithmID Sub-registries are to be subject to
"Specification Required" as per RFC 5226 [ RFC5226]. Updates MJUST be
documented in an RFC or in sonme other permanent and readily avail able
reference, in sufficient detail that interoperability between

i ndependent inplenmentations is possible.

Expert approval is required to deprecate a sub-registry. Once
deprecated, the PRF Al gorithm | D SHOULD NOT be used in any new
i mpl ement ati ons.

6.1. DSKPP-PRF- AES

This section registers the following in the | ETF XM. nanespace
registry.

Common Narre:
DSKPP- PRF- AES

URI :
urn:ietf:parans: xm:ns: keyprov: dskpp: prf-aes-128

Identifier Definition:
The DSKPP- PRF- AES al gorithmrealization is defined in
Appendi x D. 2.2 of this document.

Regi strant Cont act:
| ETF, KEYPROV wor ki ng group (keyprov@etf.org),
Andrea Doherty (andrea. doherty@ sa. conj

6.2. DSKPP- PRF- SHA256

This section registers the following in the | ETF XM. nanespace
registry.

Comon Narre:
DSKPP- PRF- SHA256

URI :
urn:ietf:params: xm : ns: keyprov: dskpp: prf-sha256

Identifier Definition:
The DSKPP- PRF- SHA256 al gorithmrealization is defined in
Appendi x D. 3.2 of this docunent.
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Regi strant Cont act:
| ETF, KEYPROV wor ki ng group (keyprov@etf.org),
Andrea Doherty (andrea. doherty@ sa. conj

12.7. Key Container Registration
This section registers the Key Container type.

Key Cont ai ner:
The regi stration nane for the Key Contai ner

Speci ficati on:
Key Contai ner defines a key package fornat that specifies how a
key shoul d be protected using the three key protection nethods
provided in Section 5.1.

Regi stration Procedure:
Foll owing the policies outlined in [RFC3575], the I ANA policy for
assi gning new values for the status codes for DSKPP MJST be
"Specification Required" and their meani ngs MUST be docunented in
an RFC or in sone other permanent and readily avail able reference,
in sufficient detail that interoperability between independent
i mpl enentations i s possible.

Depr ecat ed:
TRUE i f based on expert approval this entry has been deprecated
and SHOULD NOT be used in any new i npl ementations. O herw se,
FALSE.

Identifiers:
The initial URIs for the Key Container defined for this version of
the docunent are |listed here:

Nane: PSKC Key Cont ai ner

URI: wurn:ietf:params: xm :ns: keyprov: dskpp: pskc- key- cont ai ner
Speci fication: [RFC6030]

Deprecated: FALSE

Nanme: SKPC Key Cont ai ner

URI: urn:ietf:params: xm :ns: keyprov: dskpp: skpc- key- cont ai ner
Speci fication: [RFC6031]

Deprecated: FALSE

Name: PKCS12 Key Cont ai ner

URI: wurn:ietf:params: xm :ns: keyprov: dskpp: pkcs12- key- cont ai ner
Speci fication: [PKCS-12]

Deprecated: FALSE
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Nane: PKCS5- XML Key Cont ai ner

URI: wurn:ietf:parans: xm:ns: keyprov: dskpp: pkcs5-xni - key- cont ai ner
Speci fication: [PKCS-5-XM]

Deprecated: FALSE

Regi strant Cont act:
| ETF, KEYPROV wor ki ng group (keyprov@etf.org),
Andrea Doherty (andrea. doherty@ sa. conj
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Appendi x A.  Usage Scenari os

DSKPP i s expected to be used to provision synmetric keys to
cryptographic nmodul es in a nunber of different scenarios, each with
its own special requirenents, as described below. This appendix
forns an informative part of the docunent.

A. 1. Single Key Request

The usual scenario is that a cryptographic nodul e makes a request for
a symretric key froma provisioning server that is |ocated on the

| ocal network or sonmewhere on the Internet. Depending upon the

depl oyment scenario, the provisioning server may generate a new key
on-the-fly or use a pre-generated key, e.g., one provided by a | egacy
back-end i ssuance server. The provisioning server assigns a unique
key IDto the symretric key and provisions it to the cryptographic
nodul e.

A 2. Miltiple Key Requests

A cryptographi c nodul e makes nultiple requests for synmetric keys
fromthe sane provisioning server. The symretric keys need not be of
the sane type, i.e., the keys may be used with different symretric
key cryptographic al gorithns, including one-tinme password

aut hentication algorithns, and the AES encryption algorithm

A. 3. User Authentication

In some depl oynent scenarios, a key issuer may rely on a third-party
provisioning service. In this case, the issuer directs provisioning
requests fromthe cryptographic nodule to the provisioning service.
As such, it is the responsibility of the issuer to authenticate the
user through sone out-of-band means before granting himrights to
acquire keys. Once the issuer has granted those rights, the issuer
provi des an Authentication Code to the user and nmakes it available to
the provisioning service, so that the user can prove that he is

aut hori zed to acquire keys.

A. 4. Provisioning Tine-CQut Policy

An issuer may provide a tine-limted Authentication Code to a user
during registration, which the user will input into the cryptographic
nodul e to authenticate thenselves with the provisioning server. The
server will allow a key to be provisioned to the cryptographi c nodul e
hosted by the user’s device when user authentication is required only
if the user inputs a valid Authentication Code within the fixed tinme
peri od established by the issuer
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A.5. Key Renewal

A crypt ographi c nodul e requests renewal of the symetric key materia
attached to a key 1D, as opposed to keeping the key val ue constant
and refreshing the metadata. Such a need may occur in the case when
a user wants to upgrade her device that houses the cryptographic
nodul e or when a key has expired. Wen a user uses the sane
cryptographic nmodul e for exanple, to performstrong authentication at
multiple Web login sites, keeping the same key ID renpves the need
for the user to register a new key I D at each site.

A. 6. Pre-Loaded Key Repl acenent

This scenario represents a special case of symetric key renewal in
which a | ocal adm nistrator can authenticate the user procedurally
before initiating the provisioning process. It also allows for a
device issuer to pre-load a key onto a cryptographic nodule with a
restriction that the key is replaced with a new key prior to use of
the cryptographic nodule. Another variation of this scenario is the
organi zati on who recycles devices. 1In this case, a key issuer would
provision a new synmetric key to a cryptographi c nodul e hosted on a
devi ce that was previously owned by another user.

Note that this usage scenario is essentially the sane as the previous
scenari o wherein the sane key IDis used for renewal.

A. 7. Pre-Shared Manufacturing Key

A cryptographic nodule is | oaded onto a smart card after the card is
issued to a user. The symetric key for the cryptographi c nodul e
wi Il then be provisioned using a secure channel nechani sm present in
many smart card platforns. This allows a direct secure channel to be
establ i shed between the smart card chip and the provisioning server.
For exanple, the card commands (i.e., Application Protocol Data
Units, or APDUs) are encrypted with a pre-issued card manufacturer’s
key and sent directly to the smart card chip, allow ng secure post-

i ssuance in-the-field provisioning. This secure flow can pass
Transport Layer Security (TLS) [RFC5246] and other transport security
boundari es.

Note that two pre-conditions for this usage scenario are for the

protocol to be tunneled and the provisioning server to know the
correct pre-established manufacturer’s key.
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A.8. End-to-End Protection of Key Materia

In this scenario, Transport Layer Security does not provide end-to-
end protection of keying material transported fromthe provisioning
server to the cryptographic nmodule. For exanple, TLS may term nate
at an application hosted on a PC rather than at the cryptographic
nodule (i.e., the endpoint) |located on a data storage device

[ RFC5246]. Mitually authenticated key agreenent provi des end-to-end
protection, which TLS cannot provide.

Appendi x B. Exanpl es

Thi s appendi x cont ai ns exanpl e nessages that illustrate paraneters,
encodi ng, and semantics in four- and two-pass DSKPP exchanges. The
exanples are witten using XM, and are syntactically correct. MAC
and ci pher values are fictitious, however. This appendix forns an

i nformative part of the docunent.

B.1. Trigger Message

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<dskpp: KeyProvTri gger Version="1.0"
xm ns: dskpp="urn:ietf:paranms: xm : ns: keyprov: dskpp"
xm ns: pskc="urn:ietf:parans: xm : ns: keyprov: pskc" >
<dskpp:InitializationTrigger>
<dskpp: Devi cel denti fi er Dat a>
<dskpp: Devi cel d>
<pskc: Manuf act ur er >TokenVendor Acrre</ pskc: Manuf act ur er >
<pskc: Seri al No>987654321</ pskc: Seri al No>
<pskc: St art Dat €>2009- 09- 01T00: 00: 00Z</ pskc: St art Dat e>
<pskc: Expi ryDat €>2014- 09- 01T00: 00: 00Z</ pskc: Expi r yDat e>
</ dskpp: Devi cel d>
</ dskpp: Devi cel denti fi er Dat a>
<dskpp: Keyl D>SE9UUDAMVDAWMVDAX </ dskpp: Keyl D>
<dskpp: TokenPl at f or M nf o KeyLocat i on="Har dwar e"
Al gorithnlocati on="Sof t ware"/ >
<dskpp: Aut henti cati onDat a>
<dskpp: dientl| D>31300257</ dskpp: dient| D>
<dskpp: Aut henti cat i onCodeMac>
<dskpp: Iterati onCount >512</ dskpp: | t er ati onCount >
<dskpp: Mac>4bRJIf 9xXd3KchKoTenHJi w==</ dskpp: Mac>
</ dskpp: Aut henti cati onCodeMac>
</ dskpp: Aut henti cat i onDat a>
<dskpp: Server Ur | >keypr ovservi ce. exanpl e. com
</ dskpp: Server Ur| >
</ dskpp:lnitializationTrigger>
</ dskpp: KeyProvTri gger >
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B.2. Four-Pass Protoco
B.2.1. <KeyProvdientHell o> w thout a Preceding Trigger

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<dskpp: KeyProvC ientHel |l o
xm ns: pskc="urn:ietf:parans: xm : ns: keyprov: pskc"
xm ns: dskpp="urn:ietf:parans: xm : ns: keyprov: dskpp"
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
Versi on="1.0">
<dskpp: Devi cel denti fi er Dat a>
<dskpp: Devi cel d>
<pskc: Manuf act ur er >TokenVendor Acrre</ pskc: Manuf act ur er >
<pskc: Seri al No>987654321</ pskc: Seri al No>
<pskc: St art Dat e>2009- 09- 01T0O0: 00: 00Z</ pskc: St art Dat e>
<pskc: Expi r yDat e>2014- 09- 01T00: 00: 00Z</ pskc: Expi r yDat e>
</ dskpp: Devi cel d>
</ dskpp: Devi cel denti fi er Dat a>
<dskpp: Support edKeyTypes>
<dskpp: Al gori t hne
urn:ietf:parans: xm :ns: keyprov: pskc: hot p
</ dskpp: Al gorit hnme
<dskpp: Al gori t hne
http://ww. rsa. com rsal abs/ ot ps/ schenas/ 2005/ 09/ ot ps- wst #Secur | D- AES
</ dskpp: Al gorit hne
</ dskpp: Support edKeyTypes>
<dskpp: Support edEncrypti onAl gorithms>
<dskpp: Al gori t hne
http://ww. w3. or g/ 2001/ 04/ xm enc#aes128- cbc
</ dskpp: Al gorit hne
</ dskpp: Support edEncrypti onAl gorithns>
<dskpp: Support edMacAl gori t hns>
<dskpp: Al gori t hne
urn:ietf:parans: xm : ns: keyprov: dskpp: prf-sha256
</ dskpp: Al gorit hne
</ dskpp: Support edMacAl gorit hns>
<dskpp: Support edProt ocol Vari ant s>
<dskpp: Four Pass/ >
</ dskpp: Support edPr ot ocol Vari ant s>
<dskpp: Support edkeyPackages>
<dskpp: KeyPackageFor nat >
urn:ietf:parans: xm: ns: keyprov: dskpp: pskc- key- cont ai ner
</ dskpp: KeyPackageFor mat >
</ dskpp: Support edKeyPackages>
</ dskpp: KeyProvd i ent Hel | 0>
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B.2.2. <KeyProvC ientHello> Assum ng a Precedi ng Trigger

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<dskpp: KeyProvC ientHel |l o
xm ns: pskc="urn:ietf:parans: xm : ns: keyprov: pskc"
xm ns: dskpp="urn:ietf:parans: xm : ns: keyprov: dskpp"
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
Versi on="1.0">
<dskpp: Devi cel denti fi er Dat a>
<dskpp: Devi cel d>
<pskc: Manuf act ur er >TokenVendor Acne</ pskc: Manuf act ur er >
<pskc: Seri al No>987654321</ pskc: Seri al No>
<pskc: St art Dat €>2009- 09- 01T00: 00: 00Z</ pskc: St art Dat e>
<pskc: Expi ryDat e>2014- 09- 01T00: 00: 00Z</ pskc: Expi r yDat e>
</ dskpp: Devi cel d>
</ dskpp: Devi cel denti fi er Dat a>
<dskpp: Key| D>SE9UUDAMVDAWMVDAX </ dskpp: Keyl D>
<dskpp: Support edKeyTypes>
<dskpp: Al gorithne
urn:ietf:parans: xm : ns: keyprov: pskc: hotp
</ dskpp: Al gorit hnme
<dskpp: Al gori t hne
http://ww. rsa. com rsal abs/ ot ps/ schenas/ 2005/ 09/ ot ps- wst #Secur | D- AES
</ dskpp: Al gorit hne
</ dskpp: Support edKeyTypes>
<dskpp: Support edEncrypti onAl gorithnms>
<dskpp: Al gori t hne
http: //wwv. w3. or g/ 2001/ 04/ xm enc#aes128- cbc
</ dskpp: Al gorit hne
</ dskpp: Support edEncrypti onAl gorithns>
<dskpp: Support edMacAl gorit hns>
<dskpp: Al gori t hne
urn:ietf:parans: xm : ns: keyprov: dskpp: prf-sha256
</ dskpp: Al gori t hnme
</ dskpp: Support edMacAl gorithns>
<dskpp: Support edProt ocol Vari ant s>
<dskpp: Four Pass/ >
</ dskpp: Support edPr ot ocol Vari ant s>
<dskpp: Support edkeyPackages>
<dskpp: KeyPackageFor mat >
urn:ietf:parans: xm : ns: keyprov: dskpp: pskc- key- cont ai ner
</ dskpp: KeyPackageFor nat >
</ dskpp: Support edKeyPackages>
</ dskpp: KeyProvd i ent Hel | 0>
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B.2.3. <KeyProvServerHell o> Wthout a Preceding Trigger

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<dskpp: KeyProvServerHel | o
xm ns: pskc="urn:ietf:parans: xm : ns: keyprov: pskc"
xm ns: dskpp="urn:ietf:parans: xm : ns: keyprov: dskpp"
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
Versi on="1. 0"
St at us="Cont i nue"
Sessi onl D="4114" >
<dskpp: KeyType>
urn:ietf:parans: xm: ns: keyprov: pskc: hotp
</ dskpp: KeyType>
<dskpp: Encrypti onAl gorit hme
htt p: // www. w3. or g/ 2001/ 04/ xm enc#aes128- cbc
</ dskpp: Encrypti onAl gorit hne
<dskpp: MacAl gorit hne
urn:ietf:parans: xm: ns: keyprov: dskpp: prf-sha256
</ dskpp: MacAl gorit hne
<dskpp: Encrypti onKey>
<ds: KeyNanme>Exanpl e- Key1</ ds: KeyNanme>
</ dskpp: Encrypti onKey>
<dskpp: KeyPackageFor nat >
urn:ietf:parans: xm: ns: keyprov: dskpp: pskc- key- cont ai ner
</ dskpp: KeyPackageFor mat >
<dskpp: Payl oad>
<dskpp: Nonce>Ej RWNeJASNFZ4kBI 0Vni QeEg==</ dskpp: Nonce>
</ dskpp: Payl oad>
</ dskpp: KeyPr ovSer ver Hel | 0>
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B.2.4. <KeyProvServerHell o> Assum ng Key Renewal

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<dskpp: KeyProvServerHel | o
xm ns: dskpp="urn:ietf:paranms: xm : ns: keyprov: dskpp"
xm ns: pskc="urn:ietf:parans: xm : ns: keyprov: pskc"
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
Versi on="1. 0"
Sessi onl D="4114"
St at us="Cont i nue" >
<dskpp: KeyType>
urn:ietf:parans: xm : schema: keyprov: ot pal g#Secur | D- AES
</ dskpp: KeyType>
<dskpp: Encrypti onAl gorit hme
htt p: // www. w3. or g/ 2001/ 04/ xm enc#aes128- cbc
</ dskpp: Encrypti onAl gorit hne
<dskpp: MacAl gorit hne
urn:ietf:parans: xm: ns: keyprov: dskpp: prf-sha256
</ dskpp: MacAl gorit hne
<dskpp: Encrypti onKey>
<ds: KeyNanme>Exanpl e- Key1</ ds: KeyNanme>
</ dskpp: Encrypti onKey>
<dskpp: KeyPackageFor nat >
urn:ietf:parans: xm: ns: keyprov: dskpp: pskc- key- cont ai ner
</ dskpp: KeyPackageFor mat >
<dskpp: Payl oad>
<dskpp: Nonce>gw2ewasde312asder 394j w==</ dskpp: Nonce>
</ dskpp: Payl oad>
<dskpp: Mac
MacAl gorithm="urn:ietf: parans: xm :ns: keyprov: dskpp: prf-aes-128">
cXcycnFuZ@t MzEy YXNKZXI z OTRqdw==
</ dskpp: Mac>
</ dskpp: KeyPr ovSer ver Hel | 0>
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B.2.5. <KeyProvC ientNonce> Using Default Encryption

Thi s message contains the nonce chosen by the cryptographi ¢ nodul e,
R C, encrypted by the specified encryption key and encryption
al gorithm

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<dskpp: KeyProvd i ent Nonce
xm ns: pskc="urn:ietf:params: xm:ns: keyprov: pskc"
xm ns: dskpp="urn:ietf:paranms: xm : ns: keyprov: dskpp"
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
Sessi onl D="4114"
Version="1.0">
<dskpp: Encr ypt edNonce>
o0Tvo+S22nsn52Z/ Rt coF8CTwadRal1PVsRXkZnCi hHkUlr Pueggr dONpEW/ZR
16Rg16+FHUTg33CK1wH3wW f DZQ==
</ dskpp: Encr ypt edNonce>
</ dskpp: KeyProvd i ent Nonce>

B.2.6. <KeyProvServerFini shed> Using Default Encryption

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<dskpp: KeyPr ovSer ver Fi ni shed
xm ns: pskc="urn:ietf:parans: xm : ns: keyprov: pskc"
xm ns: dskpp="urn:ietf:parans: xm : ns: keyprov: dskpp"
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
Ver si on="1. 0"
St at us=" Success"
Sessi onl D="4114">
<dskpp: KeyPackage>
<dskpp: KeyCont ai ner Versi on="1.0" |d="KC0001">
<pskc: KeyPackage>
<pskc: Devi cel nf 0>
<pskc: Manuf acturer>
TokenVendor Acne
</ pskc: Manuf act ur er >
<pskc: Seri al No>
987654321
</ pskc: Seri al No>
<pskc: St art Dat e>
2009- 09- 01T00: 00: 00Z
</ pskc: St art Dat e>
<pskc: Expi ryDat e>
2014- 09- 01T00: 00: 00Z
</ pskc: Expi r yDat e>
</ pskc: Devi cel nf 0>
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<pskc: Crypt oModul el nf o>
<pskc: 1 d>CM_| D_001</ pskc: | d>
</ pskc: Crypt oModul el nf 0>
<pskc: Key
| d=" MBKOO0O000001"
Al gorithnme
"urn:ietf:parans: xm :ns: keyprov: pskc: hot p" >
<pskc: | ssuer >Exanpl e- | ssuer </ pskc: | ssuer >
<pskc: Al gori t hnPar anet er s>
<pskc: ResponseFor mat Lengt h="6"
Encodi ng="DECI MAL"/ >
</ pskc: Al gori t hnPar anet er s>
<pskc: Dat a>
<pskc: Count er >
<pskc: Pl ai nval ue>0</ pskc: Pl ai nVal ue>
</ pskc: Count er >
</ pskc: Dat a>
<pskc: Pol i cy>
<pskc: KeyUsage>OTP</ pskc: KeyUsage>
</ pskc: Pol i cy>
</ pskc: Key>
</ pskc: KeyPackage>
</ dskpp: KeyCont ai ner >
</ dskpp: KeyPackage>
<dskpp: Mac
MacAl gorithme
"urn:ietf:paranms: xm :ns: keyprov: dskpp: prf-sha256" >
151y ARZNqU5dJz ETK+SGYgN6s q6 DEHSAgHohr a3Jpp4=
</ dskpp: Mac>
</ dskpp: KeyPr ovSer ver Fi ni shed>

B.3. Two-Pass Protoco
B.3.1. Example Using the Key Transport Method

The client indicates support for all the Key Transport, Key Wap, and
Passphrase- Based Key Wap key protection nethods:

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<dskpp: KeyProvC ientHel |l o

xm ns: pskc="urn:ietf:parans: xm : ns: keyprov: pskc"

xm ns: dskpp="urn:ietf:parans: xm : ns: keyprov: dskpp"

xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"

xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"

Versi on="1.0">

<dskpp: Devi cel denti fi er Dat a>

<dskpp: Devi cel d>
<pskc: Manuf act ur er >TokenVendor Acne</ pskc: Manuf act ur er >
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<pskc: Seri al No>987654321</ pskc: Seri al No>
<pskc: St art Dat €>2009- 09- 01T00: 00: 00Z</ pskc: St art Dat e>
<pskc: Expi ryDat e>2014- 09- 01T00: 00: 00Z</ pskc: Expi r yDat e>
</ dskpp: Devi cel d>
</ dskpp: Devi cel denti fi er Dat a>
<dskpp: Support edKeyTypes>
<dskpp: Al gori t hne
urn:ietf:parans: xm:ns: keyprov: pskc: hotp
</ dskpp: Al gorit hnme
<dskpp: Al gori t hne
http://ww. rsa. com rsal abs/ ot ps/ schenas/ 2005/ 09/ ot ps- wst #Secur | D- AES
</ dskpp: Al gorit hne
</ dskpp: Support edKeyTypes>
<dskpp: Support edEncrypti onAl gorithnms>
<dskpp: Al gori thne
http: //ww. w3. or g/ 2001/ 04/ xm enc#rsa_1 5
</ dskpp: Al gorit hne
</ dskpp: Support edEncrypti onAl gorithns>
<dskpp: Support edMacAl gorit hns>
<dskpp: Al gorithne
urn:ietf:parans: xm : ns: keyprov: dskpp: prf-sha256
</ dskpp: Al gorit hnme
</ dskpp: Support edMacAl gorit hns>
<dskpp: Support edProt ocol Vari ant s>
<dskpp: TwoPass>
<dskpp: Support edKeyPr ot ect i onMet hod>
urn:ietf:parans: xm :schema: keyprov: dskpp: t ransport
</ dskpp: Support edKeyPr ot ecti onMet hod>
<dskpp: Payl oad>
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate>
M | B5z CCAVCgAW BAgl ESZp/ vDANBgk ghki G9w0BAQUFADAA MOWOWYDVQRKEWRI RVRGM
RMAVEQYDVQQLEwpLZXI Qcnd2l FdHVRI wEAYDVQQDEW QUOt DI FRI ¢ 3QnHhc NVDkw] E3NVD
kx Mz My Whc NMTEWM E3MDKk x Mz My W A4 MQOwCwWY DVQRKEWRI RVRGVRMAMVEQYDVQQLEwp L ZXI
Q@ b2l FAHVRI wEAYDVQQRDEW QUOt DI FRI ¢3QmgZ8wDQYJKoZIl hve NAQEBBQADg YOAM GJ
AoGBALCW.Da2l t YJ6su80hd1gL4cggQYdyyKKLl7btt/ aS6Q eDsKj sPyFI ODsxeKVV/ uA
3wLT4j QIMbeuKIXkDaj zGB0y92+ypf zTX4zDIMch61SZW HNJIxBKi | AMbaWr C+BQORv Cx
vdYt zx2LTdB+X/ KMEBA7ul YxLf XH2Mhub3W h1AgMBAAEWDQYJKoZI hvc NAQEFBQADg YE
Ae875nmB4sYUJ8qPeZ+NG/REgTvI HThoCdoBy UOLBBLot UKuqgf r nRUXJRMeZXaaEGTe Y1k
LonVj QGzj AkU4dJ+RPm Dl YuHLZS41Pg6VMWY+03Il hk61 5A/ war ngdkmaZX/ NgXgO6al n
c2pBsXWhL407nk0S2Zr LMs QZ6Hc s XgdnHo=
</ ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf o>
</ dskpp: Payl oad>
</ dskpp: TwoPass>
</ dskpp: Support edPr ot ocol Vari ant s>
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<dskpp: Support edkeyPackages>
<dskpp: KeyPackageFor nat >
urn:ietf:params: xm : ns: keyprov: dskpp: pskc- key- cont ai ner
</ dskpp: KeyPackageFor mat >
</ dskpp: Support edKeyPackages>
<dskpp: Aut henti cat i onDat a>
<dskpp: i ent | D>ACO0000A</ dskpp: d i ent | D>
<dskpp: Aut henti cat i onCodeMac>
<dskpp: Nonce>
ESI zRFVd4i Zqr viBe7/ ESI zRFVd4i Zgr vMBe7/ ESI =
</ dskpp: Nonce>
<dskpp: It erati onCount >100000</ dskpp: I t er ati onCount >
<dskpp: Mac
MacAl gorithme
"urn:ietf:paranms: xm :ns: keyprov: dskpp: prf-sha256" >
3eRz511 Lgi GrdIWei Lcj uA==
</ dskpp: Mac>
</ dskpp: Aut henti cati onCodeMac>
</ dskpp: Aut henti cat i onDat a>
</ dskpp: KeyProvd i ent Hel | 0>

In this exanple, the server responds to the previous request by
returning a key package in which the provisioning key was encrypted
using the Key Transport key protection nethod.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<dskpp: KeyPr ovSer ver Fi ni shed

xm ns: pskc="urn:ietf:parans: xm : ns: keyprov: pskc"

xm ns: dskpp="urn:ietf:paranms: xm : ns: keyprov: dskpp"

xm ns: xenc="htt p://ww. w3. or g/ 2001/ 04/ xm enc#"

xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"

xm ns: dkey="htt p: //wwv. w3. or g/ 2009/ xm sec- deri vedkey#"

xm ns: pkcs5=

"http://ww.rsasecurity.conirsal abs/ pkcs/ schemas/ pkcs- 5v2- 0#"

Ver si on="1. 0"

St at us="Success"

Sessi onl D="4114">

<dskpp: KeyPackage>

<dskpp: KeyCont ai ner Versi on="1.0" |d="KC0001">
<pskc: Encrypti onKey>
<ds: X509Dat a>
<ds: X509Certi fi cat e>

M | B5z CCAVCgAW BAgl ESZp/ vDANBgk ghki GOw0BAQUFADA4 MOWCWYDVQRKEWRI RVRGM
RMAVEQYDVQQLEwpLZXI Qcrd21 FAHVRI WEAYDVQQDEW QUOt DI FRI ¢ 3QwHhc NVDkwl E3VD
kx Mz My Whc NMTEWV] E3NMDk x Mz My W A4 MQOWOWY DVQRKEWRI RVRGVRMAMEQYDVQQL Ewp L ZXI
Q@21 FAHVRI wEAYDVQQDEW QUOt DI FRI ¢3QungZ8wDQYJKoZl hvc NAQEBBQADg YOAM GJ
AOGBALCW.Da2l t YJ6su80hd1lgL4cggQYdyyKK17bt t / aS6Q eDsKj sPyFI ODsxeKVWV/ uA
3WLT4] QIMbeuKIXkDaj zGB0y92+ypf zTX4zDIMch61SZW HNIxBKi | AMbaWr C+BQORv Cx
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vdYt zx2LTdB+X/ KMEBA7ul YxLf XH2Mnub3W h1Ag VBAAEWDQYJKoZl hvcNAQEFBQADg YE
Ae875nB4sYUJ8qPeZ+NG7REgTvI HTnoCdoBy UOLBBLot UKugf r nRUXJRMeZXaaEGre Y1k
LonVj Q&zj AkU4dJ+RPm DI YuHLZS41Pg6VMNY+031 hk61 5A/ war nqdkmazX/ NgXg06al n
c2pBsXWhL407nk0S2Zr LMs QZ6Hc s XgdmHo=
</ ds: X509Certificate>
</ ds: X509Dat a>
</ pskc: Encrypti onKey>
<pskc: KeyPackage>
<pskc: Devi cel nf 0>
<pskc: Manuf act urer >
TokenVendor Acrre
</ pskc: Manuf act ur er >
<pskc: Seri al No>
987654321
</ pskc: Seri al No>
<pskc: St art Dat e>
2009- 09- 01T0O0: 00: 00Z
</ pskc: St art Dat e>
<pskc: Expi r yDat e>
2014- 09- 01T00: 00: 00Z
</ pskc: Expi r yDat e>
</ pskc: Devi cel nf 0>
<pskc: Key
| d=" MBKOO0O0000O0O1"
Al gorithne
"urn:ietf:paranms: xm : ns: keyprov: pskc: hot p" >
<pskc: | ssuer >Exanpl e- | ssuer </ pskc: | ssuer >
<pskc: Al gorit hmPar aret er s>
<pskc: ResponseFor mat Lengt h="6"
Encodi ng="DECI MAL"/ >
</ pskc: Al gori t hnPar anet er s>
<pskc: Dat a>
<pskc: Secret >
<pskc: Encrypt edVval ue>
<xenc: Encrypti onMet hod
Al gorithnme
"http://ww.w3. org/ 2001/ 04/ xm enc#rsa_1 5"/ >
<xenc: Ci pher Dat a>
<xenc: G pher Val ue>
eyj r 23WWy9S2UdKgGnQEbs44T1j nX1TNVEBq48xf S20PK2VWF4ZK1i Sct Hj / u3uk+7+y8
uKr Az HEmbmuj KPAUADChb5nSi bXVhAbbl oAl 2cIJW50/ | 8FI zwaU4EZsZ1Ly QL Gc BQKACE
eyl GBvK8NT047vZTat L5UxnbmOX2HvaVQ=
</ xenc: Ci pher Val ue>
</ xenc: Ci pher Dat a>
</ pskc: Encrypt edVal ue>
</ pskc: Secret >
<pskc: Count er >
<pskc: Pl ai nVal ue>0</ pskc: Pl ai nVal ue>
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</ pskc: Count er >
</ pskc: Dat a>
<pskc: Pol i cy>
<pskc: KeyUsage>OTP</ pskc: KeyUsage>
</ pskc: Pol i cy>
</ pskc: Key>
</ pskc: KeyPackage>
</ dskpp: KeyCont ai ner >
</ dskpp: KeyPackage>
<dskpp: Mac
MacAl gorit hme
"urn:ietf:parans: xm : ns: keyprov: dskpp: prf-sha256" >
GHZOH6 Y+Kpxdl VZ7zgcJDi Ddqc8CGemi cf +HQ 4EUx YU=
</ dskpp: Mac>
</ dskpp: KeyPr ovSer ver Fi ni shed>

B.3.2. Example Using the Key Wap Mt hod

The client sends a request that specifies a shared key to protect the
K TOKEN, and the server responds using the Key Wap key protection
met hod. Authentication Data in this exanple is based on an

Aut hentication Code rather than a device certificate.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<dskpp: KeyProvC ientHel |l o
xm ns: pskc="urn:ietf:params: xm:ns: keyprov: pskc"
xm ns: dskpp="urn:ietf:parans: xm : ns: keyprov: dskpp"”
xm ns: xenc="htt p://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns:ds="http://www. w3. or g/ 2000/ 09/ xm dsi g#"
Version="1.0">
<dskpp: Devi cel denti fi er Dat a>
<dskpp: Devi cel d>
<pskc: Manuf act ur er >TokenVendor Acrre</ pskc: Manuf act ur er >
<pskc: Seri al No>987654321</ pskc: Seri al No>
<pskc: St art Dat e>2009- 09- 01T0O0: 00: 00Z</ pskc: St art Dat e>
<pskc: Expi ryDat e>2014- 09- 01T00: 00: 00Z</ pskc: Expi r yDat e>
</ dskpp: Devi cel d>
</ dskpp: Devi cel denti fi er Dat a>
<dskpp: Support edKeyTypes>
<dskpp: Al gori t hne
urn:ietf:parans: xm : ns: keyprov: pskc: hot p
</ dskpp: Al gorit hne
<dskpp: Al gori t hne
http://ww. rsa. com rsal abs/ ot ps/ schenas/ 2005/ 09/ ot ps- wst #Secur | D- AES
</ dskpp: Al gorit hnme
</ dskpp: Support edKeyTypes>
<dskpp: Support edEncrypti onAl gorithms>
<dskpp: Al gori t hne
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http://ww. w3. or g/ 2001/ 04/ xm enc#aes128- cbc
</ dskpp: Al gorit hne
</ dskpp: Support edEncrypti onAl gorithnms>
<dskpp: Support edMacAl gorit hnms>
<dskpp: Al gori t hne
urn:ietf:parans: xm : ns: keyprov: dskpp: prf-sha256
</ dskpp: Al gorit hne
</ dskpp: Support edMacAl gorit hns>
<dskpp: Support edPr ot ocol Vari ant s>
<dskpp: TwoPass>
<dskpp: Support edKeyPr ot ect i onMet hod>
urn:ietf:parans: xm :schema: keyprov: dskpp: w ap
</ dskpp: Support edKeyPr ot ecti onMet hod>
<dskpp: Payl oad>
<ds: Keyl nf o>
<ds: KeyNanme>Pr e- shar ed- key- 1</ ds: KeyNane>
</ ds: Keyl nf 0>
</ dskpp: Payl oad>
</ dskpp: TwoPass>
</ dskpp: Support edPr ot ocol Vari ant s>
<dskpp: Suppor t edkeyPackages>
<dskpp: KeyPackageFor mat >
urn:ietf:paranms: xm : ns: keyprov: dskpp: pskc- key- cont ai ner
</ dskpp: KeyPackageFor nat >
</ dskpp: Support edKeyPackages>
<dskpp: Aut henti cati onDat a>
<dskpp: d i ent | D>ACO0000A</ dskpp: d i ent| D>
<dskpp: Aut henti cat i onCodeMac>
<dskpp: Nonce>
ESI zRFVd4i Zqr viBe7/ ESI zRFVnd4i Zgr vivBe7/ ESI =
</ dskpp: Nonce>
<dskpp: |t erati onCount >1</ dskpp: I terati onCount >
<dskpp: Mac
MacAl gorit hme
"urn:ietf:paranms: xm :ns: keyprov: dskpp: prf-sha256" >
3eRz51I1 Lgi G+dIWRi Lcj uA==
</ dskpp: Mac>
</ dskpp: Aut henti cati onCodeMac>
</ dskpp: Aut henti cat i onDat a>
</ dskpp: KeyProvd i ent Hel | 0>

In this exanple, the server responds to the previous request by
returning a key package in which the provisioning key was encrypted
using the Key Wap key protection nethod.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<dskpp: KeyPr ovSer ver Fi ni shed
xm ns: pskc="urn:ietf:parans: xm : ns: keyprov: pskc"
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xm ns: dskpp="urn:ietf:paranms: xnm : ns: keyprov: dskpp"
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: dkey="htt p: // www. w3. or g/ 2009/ xm sec- deri vedkey#"
xm ns: pkcs5=
"http://ww. rsasecurity.conirsal abs/ pkcs/ schenmas/ pkcs-5v2- 0#"
Ver si on="1.0"
St at us="Success"
Sessi onl D="4114" >
<dskpp: KeyPackage>
<dskpp: KeyCont ai ner Version="1.0" |d="KC0001">
<pskc: Encrypti onKey>
<ds: KeyNane>Pr e- shar ed- key- 1</ ds: KeyNane>
</ pskc: Encrypti onKey>
<pskc: MACMet hod
Al gorithnme
"http://ww. w3. org/ 2000/ 09/ xm dsi g#hmac- shal" >
<pskc: MACKey>
<xenc: Encrypti onMet hod
Al gorithmr
"http://ww. w3. org/ 2001/ 04/ xm enc#aes128- cbc"/ >
<xenc: Ci pher Dat a>
<xenc: Ci pher Val ue>
2GTTnLwivBI 4e51 O6Fkuf oMUBJBUAf 25hARFV0Z7MFk9Ecdb04PWY/ gaeCbr gz 7Es
</ xenc: Ci pher Val ue>
</ xenc: Ci pher Dat a>
</ pskc: MACKey>
</ pskc: MACMet hod>
<pskc: KeyPackage>
<pskc: Devi cel nf o>
<pskc: Manuf act urer>
TokenVendor Acne
</ pskc: Manuf act ur er >
<pskc: Seri al No>
987654321
</ pskc: Seri al No>
<pskc: St art Dat e>
2009- 09- 01T00: 00: 00Z
</ pskc: St art Dat e>
<pskc: Expi r yDat e>
2014- 09- 01T00: 00: 00z
</ pskc: Expi r yDat e>
</ pskc: Devi cel nf 0>
<pskc: Crypt oModul el nf 0>
<pskc: 1 d>CM_| D_001</ pskc: | d>
</ pskc: Crypt oModul el nf 0>
<pskc: Key
| d=" MBKOO0O0000O0O1"
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Al gorithne
"urn:ietf:paranms: xm :ns: keyprov: pskc: hot p" >
<pskc: | ssuer >Exanpl e- | ssuer </ pskc: | ssuer >
<pskc: Al gorit hmPar aret er s>
<pskc: ResponseFor mat Lengt h="6"
Encodi ng="DECI MAL"/ >
</ pskc: Al gori t hnPar anet er s>
<pskc: Dat a>
<pskc: Secret >
<pskc: Encrypt edVval ue>
<xenc: Encrypti onMet hod
Al gorithnme
"http://ww. w3. org/ 2001/ 04/ xm enc#aes128-chc"/ >
<xenc: Ci pher Dat a>
<xenc: G pher Val ue>
o0Tvo+S22nsnB2Z/ Rt coF8AabC6vr
09sh0Q U+E224S96sZj pV+6nFYgn
652500ephbPnL/ f Guuey64WCYXogh

</ xenc: C pher Val ue>
</ xenc: C pher Dat a>
</ pskc: Encrypt edVal ue>
<pskc: Val ueMAC>
0+e9xgMVUbYuZHIUHe OV dI 088A=
</ pskc: Val ueMAC>
</ pskc: Secret >
<pskc: Count er >
<pskc: Pl ai nVal ue>0</ pskc: Pl ai nVal ue>
</ pskc: Count er >
</ pskc: Dat a>
<pskc: Pol i cy>
<pskc: KeyUsage>OTP</ pskc: KeyUsage>
</ pskc: Pol i cy>
</ pskc: Key>
</ pskc: KeyPackage>
</ dskpp: KeyCont ai ner >
</ dskpp: KeyPackage>
<dskpp: Mac
MacAl gorithme
"urn:ietf:paranms: xm :ns: keyprov: dskpp: prf-sha256" >
| 53BnS506qUzol ghQegi nsKk2es+WRpEl 0YFqaQp5PGE=
</ dskpp: Mac>
</ dskpp: KeyPr ovSer ver Fi ni shed>
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B.3.3. Exanple Using the Passphrase-Based Key Wap Mt hod

The client sends a request similar to that in Appendix B.3.1 with
Aut henti cati on Data based on an Authenticati on Code, and the server
responds using the Passphrase-Based Key Wap nmethod to encrypt the
provi sioning key (note that the encryption is derived fromthe
password conponent of the Authentication Code). The Authentication
Data is set in clear text when it is sent over a secure transport
channel such as TLS [ RFC5246].

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<dskpp: KeyProvC ientHel |l o
xm ns: pskc="urn:ietf:parans: xm : ns: keyprov: pskc"
xm ns: dskpp="urn:ietf:parans: xm : ns: keyprov: dskpp"
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
Versi on="1.0">
<dskpp: Devi cel denti fi er Dat a>
<dskpp: Devi cel d>
<pskc: Manuf act ur er >TokenVendor Acrre</ pskc: Manuf act ur er >
<pskc: Seri al No>987654321</ pskc: Seri al No>
<pskc: St art Dat e>2009- 09- 01T0O0: 00: 00Z</ pskc: St art Dat e>
<pskc: Expi r yDat e>2014- 09- 01T00: 00: 00Z</ pskc: Expi r yDat e>
</ dskpp: Devi cel d>
</ dskpp: Devi cel denti fi er Dat a>
<dskpp: Support edKeyTypes>
<dskpp: Al gori t hne
urn:ietf:parans: xm : ns: keyprov: pskc: hot p
</ dskpp: Al gori t hnme
<dskpp: Al gori t hne
http://ww. rsa. com rsal abs/ ot ps/ schenas/ 2005/ 09/ ot ps- wst #Secur | D- AES
</ dskpp: Al gorit hne
</ dskpp: Support edKeyTypes>
<dskpp: Support edEncrypti onAl gorithms>
<dskpp: Al gori t hne
http://ww. w3. org/ 2001/ 04/ xm enc#rsa_1 5
</ dskpp: Al gorit hne
</ dskpp: Support edEncrypti onAl gorithns>
<dskpp: Support edMacAl gori t hns>
<dskpp: Al gori t hne
urn:ietf:parans: xm : ns: keyprov: dskpp: prf-sha256
</ dskpp: Al gorit hne
</ dskpp: Support edMacAl gorit hns>
<dskpp: Support edPr ot ocol Vari ant s>
<dskpp: TwoPass>
<dskpp: Support edKeyPr ot ect i onMet hod>
urn:ietf:parans: xm :schema: keyprov: dskpp: passphrase-w ap
</ dskpp: Support edKeyPr ot ecti onMet hod>
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<dskpp: Payl oad>
<ds: Keyl nf o>
<ds: KeyNane>Passphr ase- 1</ ds: KeyName>
</ ds: Keyl nf 0>
</ dskpp: Payl oad>
</ dskpp: TwoPass>
</ dskpp: Support edPr ot ocol Vari ant s>
<dskpp: Suppor t edkeyPackages>
<dskpp: KeyPackageFor nat >
urn:ietf:parans: xm :ns: keyprov: dskpp: pskc- key- cont ai ner
</ dskpp: KeyPackageFor mat >
</ dskpp: Support edKeyPackages>
<dskpp: Aut henti cati onDat a>
<dskpp: d i ent | D>ACO0000A</ dskpp: Cient| D>
<dskpp: Aut henti cat i onCodeMac>
<dskpp: Nonce>
ESI zRFVd4i Zgr viBe7/ ESI zRFVnd4i Zqr vivBe7/ ESI =
</ dskpp: Nonce>
<dskpp: | terati onCount >1</ dskpp: I terati onCount >
<dskpp: Mac
MacAl gorit hme
"urn:ietf:paranms: xm :ns: keyprov: dskpp: prf-sha256" >
K4YvLMN6QLDZvt ShoCxQag==
</ dskpp: Mac>
</ dskpp: Aut henti cati onCodeMac>
</ dskpp: Aut henti cat i onDat a>
</ dskpp: KeyProvd i ent Hel | 0>

In this exanple, the server responds to the previous request by
returning a key package in which the provisioning key was encrypted
usi ng the Passphrase-Based Key Wap key protection nethod.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<dskpp: KeyPr ovSer ver Fi ni shed
xm ns: pskc="urn:ietf:parans: xm : ns: keyprov: pskc"
xm ns: dskpp="urn:ietf:parans: xm : ns: keyprov: dskpp"
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: dkey="htt p: //ww. w3. or g/ 2009/ xm sec- deri vedkey#"
xm ns: pkcs5=
"http://ww.rsasecurity.conirsal abs/ pkcs/ schemas/ pkcs- 5v2- 0#"
Ver sion="1. 0"
St at us="Success"
Sessionl D="4114" >
<dskpp: KeyPackage>
<dskpp: KeyCont ai ner Version="1.0" |d="KC0002">
<pskc: Encrypti onKey>
<dkey: Deri vedKey>
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<dkey: KeyDeri vat i onMet hod
Al gorithmr
"http://ww.rsasecurity.conirsal abs/ pkcs/ schemas/
pkcs- 5v2- 0#pbkdf 2" >
<pkcs5: PBKDF2- par ans>
<Sal t >
<Speci fi ed>Ej 7/ PEpyEpw=</ Speci fi ed>
</ Salt>
<l terationCount>1000</IterationCount>
<KeyLengt h>16</ KeyLengt h>
</ pkcs5: PBKDF2- par ans>
</ dkey: KeyDeri vati onMet hod>
<xenc: Ref erencelLi st >
<xenc: Dat aRef erence URI ="#ED'/ >
</ xenc: Ref erencelLi st >
<dkey: Mast er KeyNane>
Passphrasel
</ dkey: Mast er KeyNane>
</ dkey: Deri vedKey>
</ pskc: Encrypti onKey>
<pskc: MACMet hod
Al gorithnme
"http://ww. w3. org/ 2000/ 09/ xm dsi g#hmac- shal" >
<pskc: MACKey>
<xenc: Encrypti onMet hod
Al gorithmr
"“http://ww. w3. org/ 2001/ 04/ xm enc#aes128- cbc"/ >
<xenc: Ci pher Dat a>
<xenc: Ci pher Val ue>
2GTTnLwivBI 4e51 O6Fkuf oCEi OhNj 91f hKRQBt BJYI uUDs POLTf UvolU2dSt y OnYZx
</ xenc: Ci pher Val ue>
</ xenc: Ci pher Dat a>
</ pskc: MACKey>
</ pskc: MACMet hod>
<pskc: KeyPackage>
<pskc: Devi cel nf o>
<pskc: Manuf act urer>
TokenVendor Acne
</ pskc: Manuf act ur er >
<pskc: Seri al No>
987654321
</ pskc: Seri al No>
<pskc: St art Dat e>
2009- 09- 01T00: 00: 00Z
</ pskc: St art Dat e>
<pskc: Expi r yDat e>
2014- 09- 01T00: 00: 00z
</ pskc: Expi r yDat e>

Doherty, et al. St andards Track [ Page 96]



RFC 6063 DSKPP Decenber 2010

</ pskc: Devi cel nf o>
<pskc: Crypt oModul el nf 0>
<pskc: 1 d>CM_| D_001</ pskc: | d>
</ pskc: Crypt oModul el nf 0>
<pskc: Key
| d=" MBKOO0O0000O0O1"
Al gorithne
"urn:ietf:paranms: xm :ns: keyprov: pskc: hot p" >
<pskc: | ssuer >Exanpl e- | ssuer </ pskc: | ssuer >
<pskc: Al gorit hmPar aret er s>
<pskc: ResponseFor mat Lengt h="6"
Encodi ng="DECI MAL"/ >
</ pskc: Al gori t hnPar anet er s>
<pskc: Dat a>
<pskc: Secret >
<pskc: Encrypt edVval ue>
<xenc: Encrypti onMet hod
Al gorithnme
"http://ww. w3. org/ 2001/ 04/
xm enc#aes128-cbhc"/ >
<xenc: Ci pher Dat a>
<xenc: Ci pher Val ue>
0Tvo+S22nsn52Z/ Rt coF8HX385uMAgJ
ny| FMESBntvt HQXp/ 6 T1TgCS9CsgKt m
cOr F8VoK254t ZKnr Aj | Dcdw==
</ xenc: C pher Val ue>
</ xenc: C pher Dat a>
</ pskc: Encrypt edVal ue>
<pskc: Val ueMAC>
pbgEbVYx0Ys0x41wdeC7eDRbUEk=
</ pskc: Val ueMAC>
</ pskc: Secret >
<pskc: Count er >
<pskc: Pl ai nVal ue>0</ pskc: Pl ai nVal ue>
</ pskc: Count er >
</ pskc: Dat a>
<pskc: Pol i cy>
<pskc: KeyUsage>OTP</ pskc: KeyUsage>
</ pskc: Pol i cy>
</ pskc: Key>
</ pskc: KeyPackage>
</ dskpp: KeyCont ai ner >
</ dskpp: KeyPackage>
<dskpp: Mac MacAl gorit hnme
"urn:ietf:paranms: xm :ns: keyprov: dskpp: prf-sha256" >
Jc4VsNODYXgf bDnirn9qQZgcL3cKoa/ / j / NRT7s TpKOVE
</ dskpp: Mac>
</ dskpp: KeyPr ovSer ver Fi ni shed>
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Appendi x C. Integration with PKCS #11

A DSKPP Client that needs to conmunicate with a connected
cryptographic modul e to performa DSKPP exchange MAY use PKCS #11
[ PKCS-11] as a programming interface as described herein. This
appendi x forns an informative part of the docunent.

C. 1. The Four-Pass Vari ant

VWhen perform ng four-pass DSKPP with a cryptographic nodul e using the
PKCS #11 progranm ng interface, the procedure described in
[CT-KI P-P11], Appendix B, is RECOMVENDED.

C. 2. The Two-Pass Vari ant

A suggested procedure to performtwo-pass DSKPP with a cryptographic
nodul e through the PKCS #11 interface using the mechani snms defined in
[CT-KIP-P11] is as follows:

a. On the client side,

1. The client selects a suitable slot and token (e.g., through
use of the <Deviceldentifier> or the <Pl atform nfo> el enent
of the DSKPP trigger nessage).

2. A nonce Ris generated, e.g., by calling C SeedRandom and
C_Gener at eRandom

3. The client sends its first message to the server, including
t he nonce R

b. On the server side,

1. A generic key K PROV = K TOKEN | K MAC (where '|’ denotes
concatenation) is generated, e.g., by calling C _GenerateKey
(using key type CKK GENERI C SECRET). The tenplate for K PROV
MUST allow it to be exported (but only in wapped form i.e.,
CKA_SENSI TI VE MUST be set to CK_TRUE and CKA EXTRACTABLE MUST
al so be set to CK_ TRUE), and also to be used for further key
derivation. FromK, a token key K TOKEN of suitable type is
derived by calling C DeriveKey using the PKCS #11 mechani sm
CKM_EXTRACT_KEY_FROM KEY and setting the CK_EXTRACT_PARAMS to
the first bit of the generic secret key (i.e., set to 0).

Li kewi se, a MAC key K MAC is derived from K PROV by calling
C DeriveKey using the CKM EXTRACT_KEY_FROM KEY mechani sm
this time setting CK EXTRACT _PARAMS to the I ength of K PROV
(in bits) divided by two.
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The server waps K PROV with either the public key of the
DSKPP Client or device, the pre-shared secret key, or the
derived shared secret key by using C WapKey. If use of the
DSKPP key wrap al gorithm has been negotiated, then the

CKM _KI P_WRAP mechani sm MJUST be used to wap K Wen calling
C WapKey, the hKey handle in the CK KI P_PARAMS structure
MUST be set to NULL_PTR. The pSeed paraneter in the

CK_KI P_PARAMS structure MJST point to the nonce R provided by
the DSKPP Cient, and the ul SeedLen paraneter MJST indicate
the length of R The hWappi ngKey paraneter in the call to
C WapKey MIST be set to refer to the key wappi ng key.

Next, the server needs to calculate a MAC using K MAC. If
use of the DSKPP MAC al gorithm has been negotiated, then the
MAC is calculated by calling C Signlnit with the CKM KIP_MAC
mechani smfollowed by a call to CSign. In the call to

C Signlnit, K MAC MIST be the signature key, the hKey
paranmeter in the CK KIP_PARAMS structure MJUST be set to
NULL_PTR, the pSeed paraneter of the CT_KIP_PARAMS structure
MUST be set to NULL_PTR, and the ul SeedLen paraneter MJST be
set to zero. In the call to C Sign, the pData paraneter MJST
be set to the concatenation of the string ServerlD and the
nonce R, and the ul DatalLen paraneter MJST be set to the

| ength of the concatenated string. The desired length of the
MAC MUST be specified through the pul Si gnaturelLen paraneter
and MUST be set to the length of R

If the server also needs to authenticate its nessage (due to
an existing K TOKEN bei ng repl aced), the server MJST

calcul ate a second MAC. Again, if use of the DSKPP MAC

al gorithm has been negotiated, then the MAC is cal cul ated by
calling CSignlnit with the CKM KIP_MAC nmechani sm f ol | owed by
acall to CSign. In this call to CSignlnit, the K MAC

exi sting before this DSKPP run MJST be the signature key (the
i mpl enentati on may specify K MAC to be the value of the

K TOKEN that is being replaced, or a version of K MAC from
the previous protocol run), the hKey paraneter in the

CK_KI P_PARAMS structure MJST be set to NULL, the pSeed
paramet er of the CT_KIP_PARAMS structure MJUST be set to
NULL_PTR, and the ul SeedLen parameter MJST be set to zero.

In the call to C Sign, the pData paraneter MJST be set to the
concatenation of the string ServerlD and the nonce R and the
ul Dat aLen paraneter MJST be set to the | ength of concatenated
string. The desired length of the MAC MJUST be specified

t hrough the pul Si gnaturelLen paraneter and MJUST be set to the
l ength of R
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The server sends its nmessage to the client, including the
wrapped key K _TOKEN, the MAC and possibly also the
aut henti cati ng MAC.

c. On the client side,

1.

Doherty,

The client calls C UnwapKey to receive a handle to K. After
this, the client calls C DeriveKey twi ce: once to derive
K_TOKEN and once to derive K MAC. The client MJST use the
same mechani sm ( CKM_EXTRACT_KEY_FROM KEY) and the same
mechani sm paranmeters as used by the server above. When
calling C Unw apKey and C DeriveKey, the pTenpl ate paraneter
MUST be used to set additional key attributes in accordance
with local policy and as negotiated and expressed in the
protocol. In particular, the value of the <KeylD> elenent in
the server’s response message MAY be used as CKA ID for

K TOKEN. The key K PROV MJUST be destroyed after deriving
K_TOKEN and K_NMAC.

The MAC is verified in a reciprocal fashion as it was
generated by the server. |If use of the CKM.KIP_MAC nmechani sm
has been negotiated, then in the call to C Verifylnit, the
hKey paraneter in the CK KIP_PARAMS structure MJST be set to
NULL_PTR, the pSeed paranmeter MJUST be set to NULL_PTR, and

ul SeedLen MUST be set to 0. The hKey paraneter of

C Verifylnit MUST refer to K MAC. In the call to C Verify,
pData MJUST be set to the concatenation of the string ServerlD
and the nonce R, and the ul DatalLen paranmeter MJST be set to
the length of the concatenated string, pSignature to the MAC
val ue received fromthe server, and ul SignatureLen to the
length of the MAC. |If the MAC does not verify the protocol
session ends with a failure. The token MJUST be constructed
to not "comit" to the new K TOKEN or the new K _MAC unl ess
the MAC verifies.

If an authenticating MAC was received (REQU RED i f the new

K TOKEN wi | | replace an existing key on the token), then it
is verified in a simlar vein but using the K MAC associ ated
with this server and existing before the protocol run (the

i mpl enentati on may specify K MAC to be the value of the

K _ TOKEN that is being replaced, or a version of K MAC from
the previous protocol run). Again, if the MAC does not
verify the protocol session ends with a failure, and the
token MUST be constructed not to "commit" to the new K TOKEN
or the new K_ MAC unl ess the MAC verifies.
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Appendi x D. Exanpl e of DSKPP-PRF Real i zations

D.1. Introduction
Thi s exanpl e appendi x defines DSKPP-PRF in terns of AES [ FlI PS197- AES]
and HVAC [ RFC2104]. This appendi x forns a nornmative part of the
document .

D. 2. DSKPP- PRF- AES

D.2.1. ldentification

For cryptographi c nodul es supporting this realization of DSKPP-PRF,
the following URN MUST be used to identify this algorithmin DSKPP

urn:ietf:parans: xm :ns: keyprov: dskpp: prf-aes-128

When this URN is used to identify the encryption algorithm the

net hod for encryption of R C values described in Section 4.2.4 MJST
be used.

D.2.2. Definition

DSKPP- PRF- AES (k, s, dsLen)

| nput :

k Encrypti on key to use

S Cctet string consisting of random zing material. The
I ength of the string s is sLen

dsLen Desired | ength of the output

CQut put :

DS A pseudorandom string, dslLen-octets |ong

St eps:

1. Let bLen be the output block size of AES in octets:

bLen = (AES output block length in octets)
(normal ly, bLen = 16)

2. If dsLen > (2**32 - 1) * blLen, output "derived data too | ong" and
st op
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3. Let n be the number of blLen-octet bl ocks in the output data,
roundi ng up, and let j be the nunmber of octets in the |last bl ock:

4
j

CEl LI N dsLen / blLen)
dsLen - (n - 1) * blLen

4. For each block of the pseudorandomstring DS, apply the function
F defined belowto the key k, the string s and the block index to
conput e the bl ock:

BL=F(k s 1),
B2 = F (k, s, 2) .
Bh = F (k, s, n)

The function F is defined in terns of the CMAC construction from
[ NI ST- SP800- 38B], using AES as the bl ock cipher:

F (k, s, i) = CMAC-AES (k, INT (i) || s)

where INT (i) is a four-octet encoding of the integer i, nost
significant octet first, and the output length of CMACis set to
bLen.

Concatenate the bl ocks and extract the first dsLen octets to produce
the desired data string DS:

DS=B1 || B2 || ... || Bn<O..j-1>
Qut put the derived data DS.

D.2.3. Exanmple
If we assume that dsLen = 16, then:

16 / 16 =1

n

j =16 - (1 - 1) * 16 = 16

DS =Bl = F (k, s, 1)

CMAC- AES (k, INT (1) || s)
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D. 3. DSKPP- PRF- SHA256
D.3.1. Ildentification

For cryptographi c nodul es supporting this realization of DSKPP-PRF
the followi ng URN MUST be used to identify this algorithmin DSKPP

urn:ietf:params: xm : ns: keyprov: dskpp: prf-sha256
VWhen this URN is used to identify the encryption algorithmto use,
the method for encryption of R C values described in Section 4.2.4
MJUST be used.

D.3.2. Definition

DSKPP- PRF- SHA256 (k, s, dslLen)

I nput :

k Encryption key to use

S Cctet string consisting of random zing material. The
l ength of the string s is slLen.

dsLen Desired | ength of the output

Qut put :

DS A pseudorandom string, dslLen-octets |ong

St eps:

1. Let bLen be the output size of SHA-256 in octets of [FIPS180-SHA]
(no truncation is done on the HVAC output):

bLen = 32
(normal ly, bLen = 16)

2. If dsLen > (2**32 - 1) * blLen, output "derived data too | ong" and
stop

3. Let n be the number of blLen-octet blocks in the output data,
roundi ng up, and let j be the number of octets in the |ast block

4
j

CEl LI N dsLen / bLen)
dsLen - (n - 1) * bLen

4. For each block of the pseudorandom string DS, apply the function
F defined belowto the key k, the string s and the block index to
conput e the bl ock:
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BL =F (k, s, 1),
B2 = F (k, s, 2),
Bn = F (k, s, n)

The function F is defined in terns of the HVAC construction from
[ RFC2104], using SHA-256 as the digest algorithm

F (k, s, i) = HVAC-SHA256 (k, INT (i) || s)

where INT (i) is a four-octet encoding of the integer i, nost
significant octet first, and the output length of HVAC is set to
bLen.

Concatenate the bl ocks and extract the first dsLen octets to produce
the desired data string DS:

DS=B1 || B2 || ... || Bn<O..j-1>
Qut put the derived data DS.

D.3.3. Example

If we assume that sLen
16, then:

256 (two 128-octet |ong values) and dsLen =

CEILING 16 / 32 ) 1

n

j =16 - (1 - 1) * 32 = 16

Bl = F (k, s, 1) = HVAC SHA256 (k, INT (1) || s)

DS = B1<0 ... 15>

That is, the result will be the first 16 octets of the HVAC out put.
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