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Abst ract

Thi s docunent proposes an experinental way of reaching infinite
bandwi dth in I P networks by the use of ESP-based forwarding.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
conmunity. This is a contribution to the RFC Series, independently
of any other RFC stream The RFC Editor has chosen to publish this
document at its discretion and nakes no statenment about its value for
i mpl enentati on or deploynment. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc5984.

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent.
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1. Introduction

Mechani sns for efficient packet forwarding has evol ved over the past
years. The demand for bandwidth is always increasing. |nstead of
optim zing forwardi ng performance and |ink capacity in an incrementa
fashi on, we propose a brand new concept in packet forwarding that
wi || provide unsurpassed end user performance regardl ess of |ink
capacity, distance, and nunber of hops.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

2. Background

During the past years, there have been a | ot of inprovenents nmde in
the domain of packet forwarding. Both software and hardware

optim zations combined with increased |ink capacities have cut down
round-trip tines. Despite these inprovenments, nany users find
thensel ves frustrated since their demand for bandw dth has increased
faster than the supply.
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The current increnental approach to |lower |atency and increase
capacity will soon reach the end of the road. The reason for this
has been known for some tinme and is stated in RFC 1925 [ RFC1925]

cl ause 2:

"(2) No matter how hard you push and no matter what the priority, you
can’'t increase the speed of light."

Qur research has finally been able to circunvent this boundary by the
devel opnent of zero-latency network paths.

I nspired by RFC 1072 [ RFC1072], where a network containing a |ong,
fat pipe is called LFN (pronounced "el ephan(t)"), we will refer to an
internet path with zero-latency as "infinitely fat", and a network
containing this path as "I FN' (pronounced "infan(t)").

Before the invention of this new forwardi ng principle, severa
experimental methods were tried. W have chosen to share our failed
attenpts in order help others avoid the sane m stakes that we
encountered. The follow ng two nmethods have been dism ssed:

o Bl ack Fiber
o Schrodinger’s cat experinment

2.1. Experinents with Black Fi ber

Attenpting to push the speed-of-light linmtation by nmeans of using
bl ack fiber |ooked promsing at first. Shortly after initiating the
experiment, |lack of light was detected in the black fiber. This was
interpreted as proof of successful data transm ssion faster than the
speed of light. After popping the chanpagne, the follow ng probl ens
wer e detect ed:

1. No data reached the receiver.
2. The fiber was not connected at the transmtting side.

This clearly spoiled the nmood of the party.
2.2. Schrodinger’s Cat Experinent

The Schrodi nger’s netcat experinment was based on an attenpt to

i npl enent the nethod described by E. Schrodi nger [ Schrodi nger35].
The original procedure includes |ocking up cats in boxes with

radi oactive materials and poi sonous gas. Data conmmuni cation
capabilities were added to the experinment, by using netcat. The
research team was dunbfounded by the notion that the cat experinent
seenmed to work and not work at the same time. This was also
confirmed by a friend of Wgner’'s [Wgner].
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A detailed analysis of the experinent indicated that the probability
vectors col | apsed whenever traffic was sent to the box. The

concl usi on was that this approach would only work w thout traffic,
thus elimnating all practical applications.

3. ESP-Based Forwarding

Experiments with ESP-based (Extra Sensory Perception) forwardi ng has
proved to successfully remove the limtation in RFC 1925 [ RFC1925].

The foundation for the ESP-based forwarding schene is to reduce

| at ency by nmeans of precognitive datagram detection and generation
By applying this technology, latency will not only reach zero, but
m ght even beconme negati ve.

Experi ments perforned by Benjam n Libet [Libet85] regarding the
readi ness potential (Bereitschaftspotential) concludes that the end
user latency frominpulse to the conscious mnd is approxi mately 350
- 400 ms. In order to reach the hi ghest possible data transport

wi t hout confusing the end user, it is inportant to take this |atency
into consideration.

3.1. Principle of Operation

Traffic between the end user and the server reaches the ESP-enabl ed
router. Inside the ESP-based router, the data streamis first

anal yzed by the DPAUl (Deep Packet And User |nspection). The DPAU
sends a signal to the PPG (Deep Packet And User Inspection), which
generates uplink I P datagranms supported by the IID (Infinite

| mprobability Drive). The generated |IP datagramis sent to the CFE
(d airvoyant Forwardi ng Engi ne) that forwards the datagram Finally,
the "real" uplink, the end user datagramis received and forwarded to
the ND (Null Device).

3.2. Architectural Comnponents

The current ESP-based forwardi ng architecture includes the follow ng
conponent s:

DPAUI
PPG
11D
CFE
PPS
ND

O O0OO0OO0OO0O0o
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3.2.1. DPAU

The DPAU (Deep Packet And User Inspection) nonitors the data streans
for all individual users. The DPAU is inmplenmented by neans of
i mpl enenting a | earni ng agent that anal yzes each individual user
The output fromthe DPAU is a signal that indicates that an IP

datagramwi || be sent by the end user within a couple of seconds.
3.2.2. PPG

The purpose of the PPG (Precognitive Packet CGenerator) is to generate

the I P datagramthat the end user will trigger to be sent. In order

to craft such a datagram the PPG will performa | ookup based on the

of fset and length paraneters generated by the 11 D. The PPG wl |l
generate the future packet by neans of the function

struct nbuf * CopyDat agranfronPi (
i nsane | ong of fset,
unsi gned int |en);

The CopyDat agranfFronPi () function will return a pointer to an nbuf
containing the | P datagram The offset value and | en nmatches a
correspondi ng offset and length in the decimal set for pi that
contains the bit pattern for the future datagram This nmethod of
operation will reduce the conplex matter of precognitive packet
generation to a sinple | ookup

Concerns have been raised that the full decimal set of pi requires an
infinite anount of menory. This mght have a negative effect on the
manuf acturing cost of the router. These concerns were successfully
managed by using a perfectly circular buffer. This reduced the
previous stated nmenory requirenments at |east by half.

3.2.3. 1ID

The purpose of the IID (Infinite Inprobability Drive) is to assist
the PPG and PPS with inprobable probabilities (and the other way
around). The IID was originally invented by Douglas Adans [ Adans79].
The original inplenmentation was based on hooking up the logic
circuits of a Banbl eweeny 57 sub-neson Brain to an atonic vector

pl otter suspended in a strong Browni an notion producer (i.e., a nice
hot cup of tea).

The research team struggled with the inplenmentation of the strong
Browni an notion producer. As a matter of fact, the najority of the
research budget was wasted before it was fully conceived that a warm
cup of tea and router equiprment rarely mx

Mol | er Experi ment al [ Page 5]



RFC 5984 ESP- Based Forwar di ng 1 April 2011

Ai ded by the gastronom cal departnment (working on Bistromathic
Drive), the research team nanaged to attach a brownie on top of a
radio controlled hovercraft full of eels. This not only caused a | ot
of noise and di sarray, but also a sufficient anbunt of Brownian
notion. The research teamis still working on an entirely software-
based solution. Hopefully, the eel-filled hovercraft will soon be
replaced with a different type of python script.

3.2.4. CFE

After the I P datagram has been produced by the PPG the CFE
(dairvoyant Forwarding Engine) will attenpt to find the right route.
Since the route mght not exist yet, direct access to a routing table
m ght result in routing errors.

The inpl enentation of the CFE is very straightforward: any off-the-
shel f routing stack with a routing table and a routing daenon can be
used. A standard Quija board is sinply put on top of the routing
table. For each datagram the CFE initiates an Quija board session
that will establish a connection with the routing deanons. The CFE
wi |l seek guidance for the future of the |IP datagram and then send it
along for a low cost, to neet a tall, dark server rack

3.2.5. PPS

The PPS (Pre-Preenptive Schedul er) is synchroni zed by neans of an NTP
connection to the |1 D based NTP server. This ensures that the ESP
process will execute ten seconds ahead of local time (layman’s term
"into the future"). This value should ensure operation even with
very long Round Trip Tinmes and should al so i nclude the readi ness
potential of the end user

The pre-preenptive schedul er not only provides a separate user space,
but a separate dinmension for the code to execute in. The di nension
alignment is based on string theory and has been inplenented in the

| anguage C, sinply by including the library string.h and then using
strcpy to copy the PPS function pointer into an el even-di mensi ona
array.

3.2.6. ND

After a little tinme, less than the 'end user to server’ Round-trip
time (RTT), the real end user datagramwill reach the ingress side of
the ESP-based router, since the datagram has al ready been sent,
routed and returned. The datagramis directly routed to the ND (Nul
Devi ce) and the ingress packet counter is decrenented.
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7.

Experinmentation showed that the ND is a perfect source of entropy and
is able to store all digits of pi. The research team had great hopes
of reducing the nmenmory footprint for the PPG even further, but ran
into problems with read access times.

The ND is readily available in nobst operating systens.
End User Consi derations
End user considerations and differentiated traffic cl asses:

1. In order to facilitate a pleasant end user gam ng experience,
packets destined for the spinal cord (i.e., force feedback
i nformation, etc.) nust be delayed by 350 ns in order to
synchronize with the traffic that is routed by the end user to
the cerebrum and cortex.

2. RFC 1216 [RFC1216], Section 3.3 states that "bad news travels
fast". This neans that additional delay rmust be introduced when
the end user is browsing on news sites. Negative |latency m ght
make the end user suspect that the news is even worse than
i ndi cated by the news sites.

3. Machi ne-to-Machi ne (M2M comruni cati on m ght experience reduced
performance due to difficulties for the DPAU to work correctly.
When the concept starts working for M2M conmuni cation, this can
be used as an indication that a technol ogi cal singularity m ght
be near.

TCP Sl ow Start Consi derations

The lack of RTT of IFNs m ght cause sone problenms with TCP sl ow
start. More precisely, it will nost likely not be slowat all. This
m ght be handl ed by inplementing a congestion avoi dance mechani sm

but will need further study.

Mar ket Consi der ati ons

Unfortunately, we foresee that this product will never be ready for
the market. This is especially true for the Pre-preenptive
Schedul er, which by nature, will always be slightly ahead of its
tine.

Security Considerations
0 Introducing an end user RTT delay of zero m ght cause crashes in

badly i nplemented TCP/IP stacks. This is because division by zero
m ght occur when cal cul ati ng bandwi dt h-del ay product.
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o ESP forwarding of traffic generated by psychics mght lead to
probl enms with recursiveness.

o Lawful Intercept of the Deep User and Intention Inspection night
vi ol ate personal integrity.

o Terrorist organizations mght exploit the "bad news travels fast"
| oophol e in RFC 1216 [ RFC1216].
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