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Abst ract

Thi s docunent describes the security architecture required to

i mpl enent identity-based encryption, a public-key encryption
technol ogy that uses a user’s identity as a public key. It also
defines data structures that can be used to inplenent the technol ogy.
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1. Introduction

Thi s docunent describes the security architecture required to

i mpl enent identity-based encryption, a public-key encryption
technol ogy that uses a user’s identity as a public key. It also
defines data structures that are required to inplenent the
technology. Objects used in this inplenentation are defined using
ASN. 1 [ASN1] and XM. [ XM].

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [KEY].

2. ldentity-Based Encryption
2.1. Overview

I dentity-based encryption (IBE) is a public-key encryption technol ogy
that allows a public key to be calculated froman identity and a set
of public mathematical parameters and that allows for the
corresponding private key to be calculated froman identity, a set of
public mathemati cal parameters, and a donmmi n-w de secret value. An

| BE public key can be cal cul ated by anyone who has the necessary
public parameters; a cryptographic secret is needed to cal culate an

| BE private key, and the calculation can only be perforned by a
trusted server that has this secret.

Cal cul ati on of both the public and private keys in an | BE system can
occur as needed, resulting in just-in-tinme creation of both public
and private keys. This contrasts with other public-key systens
[P1363], in which keys are generated randomy and di stributed prior
to secure comunicati on comenci ng, and in which private encryption
keys need to be securely archived to allow for their recovery if they
are lost or destroyed. The ability to calculate a recipient’s public
key, in particular, elimnates the need for the sender and receiver
to interact with each other, either directly or through a proxy such
as a directory server, before sending secure nmessages.

A characteristic of IBE systens that differentiates them from ot her
server-based cryptographic systens is that once a set of public
paranmeters is fetched, encryption is possible with no further

comuni cation with a server during the validity period of the public
parameters. Oher server-based systens may require a connection to a
server for each encryption operation.
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Thi s docunent describes an | BE-based nessagi ng system how the
conponents of such a system work together, and defines data
structures that support the operation of such a system The server
conponents required for such a systemare the follow ng:

0 A Public Paraneter Server (PPS). |BE public paranmeters include
publicly-sharabl e cryptographic material, known as |BE public
paraneters, and policy information for an associated PKG A
PPS provides a well-known | ocation for secure distribution of
| BE public parameters and policy information that describe the
operation of a PKG Section 5 of this docunent describes the
protocol that a client uses to comunicate with a PPS.

0 A Private-key Generator (PKG. The PKG stores and uses
cryptographic material, known as a master secret, which is used
for generating a user’s IBE private key. A PKG accepts an | BE
user’s private key request, and after successfully
authenticating themin sone way, returns their |IBE private key.
Section 5 of this docunent describes the protocol that a client
uses to conmmuni cate with a PKG

A logical architecture of such an I BE system woul d be to have a PKG
and PPS per nanme space, such as a DNS zone. The organization that
controls the DNS zone woul d al so control the PKG and PPS and thus the
determ nation of which PKG or PPS to use when creating public and
private keys for the organization's nenbers. |In this case, the PPS
URI/I Rl can be uniquely created froma user-friendly nane for the
formof identity that the PPS supports. This architecture would make
it clear which set of public paraneters to use and where to retrieve
themfor a given identity (for exanple, an RFC 2821 address [SMIP]).

| BE-encrypt ed nessages can use standard nessage formats, such as the
Crypt ographi c Message Syntax [CM5]. How to use IBE with the CM5 to
encrypt email messages is defined in [|BECMS

Note that IBE algorithns are used only for encryption, so if digita
signatures are required, they will need to be provided by an
addi ti onal mechani sm

Section 3 of this docunent describes the identity format that all PPS
and PKG servers MJST support.

Appenzel ler, et al. I nf or mati onal [ Page 4]



RFC 5408 | BE Architecture January 2009

2.2. Sending a Message That |s | BE-Encrypted

In order to send an encrypted nmessage, an | BE user nust performthe
fol |l owi ng steps:

1. Qotain the recipient’s public paraneters

The public paranmeters of the recipient’s systemare needed to
perform | BE operations. Once a user obtains these public
paranmeters, he can perform | BE encryption operations. These
public parameters nmay be available at a PPS that is operated by
the user’s organization, one that is operated by the sender’s
organi zation, or by a different organization entirely.

2. Construct and send an | BE-encrypted nessage

In addition to the IBE public paraneters, all that is needed to
construct an |IBE-encrypted nessage is the recipient’s identity,
the formof which is defined by the public paraneters. Wen
this identity is the sane as the identity that a nessage woul d
be addressed to, then no nmore information is needed froma user
to send them an encrypted nessage than is needed to send them
an unencrypted nessage. This is one of the major benefits of
an | BE- based secure nessagi ng system Exanples of identities
are individual, group, or role identifiers.

2.2.1. Sender Obtains Public Paraneters

The sender of a nmessage obtains the IBE public paraneters that he
needs froma PPS that is hosted at a well-known URI or IRI. The |IBE
public paranmeters contain all of the information that the sender
needs to create an | BE-encrypted nessage except for the identity of
the recipient. Section 4 of this docunment describes the URI [URI] or
IRl [IRI] of a PPS, the format of |BE public paranmeters, and how to
obtain themfroma PPS. The URI or IR fromwhich users obtain |IBE
public paranmeters MJUST be authenticated in sonme way. PPS servers
MUST support TLS 1.2 [TLS] to satisfy this requirenment and SHOULD
support its successors. This step is shown belowin Figure 1

| BE Public Parameter Request

| BE Public Paraneters

Figure 1: Requesting |IBE Public Paraneters
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The sender of an |IBE-encrypted nessage sel ects the PPS and
correspondi ng PKG based on his local security policy. Different PPS
servers may provide public paranmeters that specify different |IBE
algorithms or different key strengths, for exanple. O, they nmay
require the use of PKG servers that require different |evels of

aut hentication before granting |IBE private keys.

2.2.2. Construct and Send an | BE-Encrypted Message

To I BE-encrypt a nessage, the sender chooses a content-encryption key
(CEK) and uses it to encrypt his nessage and then encrypts the CEK
with the recipient’s IBE public key as described in [CM5]. This
operation is shown belowin Figure 2. The docunment [IBCS] describes
the algorithnms needed to inmplement two forms of IBE, and [| BECVS]
descri bes how to use the Cryptographic Message Syntax (CM5) to
encapsul ate the encrypted nmessage along with the IBE information that
the recipient needs to decrypt an emmil nessage.

CEK ----> Sender ----> |BE-encrypted CEK

AN

Recipient’s ldentity
and | BE Public Paraneters

Figure 2: Using an | BE Public-key Algorithmto Encrypt
2.3. Receiving and View ng an | BE-Encrypted Message

In order to read an | BE-encrypted nessage, a recipient of such a
nessage parses it to find the URI or IRl he needs in order to obtain
the I BE public paraneters that are required to perform|BE
calculations as well as to obtain a conponent of the identity that
was used to encrypt the nessage. Next, the recipient carries out the
fol |l owi ng steps:

1. Ootain the |IBE public paraneters

An | BE systemis public paraneters allow it to uniquely create
public and private keys. The recipient of an | BE-encrypted
nessage can decrypt an | BE-encrypted nmessage if he has both the
| BE public paranmeters and the necessary |IBE private key. The
public parameters also provide the URl or IR of the PKG where
the recipient of an | BE-encrypted nessage can obtain the |IBE
private keys.
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2. btain the IBE private key fromthe PKG

To decrypt an | BE-encrypted nmessage, in addition to the |IBE
public parameters, the recipient needs to obtain the private
key that corresponds to the public key that the sender used.
The IBE private key is obtained after successfully
authenticating to a private key generator (PKG, a trusted
third party that calcul ates private keys for users. The
reci pient then receives the IBE private key over a secure
connecti on.

3. Decrypt the |IBE-encrypted Message

The I BE private key decrypts the CEK (see Section 2.3.3). The
CEK is then used to decrypt the encrypted nmessage.

It may be useful for a PKGto allow users other than the intended
recipient to receive sone IBE private keys. Gving a mail-filtering
appl i ance permission to obtain IBE private keys on behal f of users,
for exanple, can allow the appliance to decrypt and scan encrypted
nmessages for viruses or other malicious features.

2.3.1. Recipient Obtains Public Parameters

Bef ore he can performany IBE calculations related to the nessage
that he has received, the recipient of an | BE-encrypted nessage needs
to obtain the IBE public paraneters that were used in the encryption
operation. This operation is shown below in Figure 3. Because the
use of the correct public paraneters is vital to the overall security
of an IBE system |BE public paraneters MJST be transported to

reci pients over a secure protocol. PPS servers MJST support TLS 1.2
[TLS] or its successors, using the latest version supported by both
parties, for transport of IBE public parameters. |In addition, users

MJST verify that the subject nane in the server certificate nmatches
the URI/IRl of the PPS. The coments in Section 2.2.1 also apply to
this operation.
| BE Public Paraneter Request
Reci pi ent PPS
| BE Public Paraneters

Fi gure 3: Requesting |IBE Public Paraneters
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2.3.2. Recipient Ootains |IBE Private Key

To obtain an I BE private key, the recipient of an | BE-encrypted
nmessage provides the IBE public key used to encrypt the nmessage and
their authentication credentials to a PKG and requests the private
key that corresponds to the IBE public key. Section 5 of this
docunent defines the protocol for conmunicating with a PKG as well as
a mnimuminteroperable way to authenticate to a PKG that all |BE

i mpl enent ati ons MJST support. Because the security of |IBE private
keys is vital to the overall security of an IBE system |BE private
keys MUST be transported to recipients over a secure protocol. PKG
servers MJST support TLS 1.2 [TLS] or its successors, using the

| at est version supported by both parties, for transport of |BE
private keys. This operation is shown below in Figure 4.

| BE Private Key Request
Reci pi ent PKG
| BE Private Key
Figure 4: Obtaining an | BE Private Key
2.3.3. Recipient Decrypts |BE-Encrypted Message
After obtaining the necessary |IBE private key, the recipient uses
that IBE private key and the correspondi ng | BE public paraneters to
decrypt the CEK. This operation is shown belowin Figure 5. He then
uses the CEK to decrypt the encrypted nmessage content. An exanple of

how to do this with email nessages is given in [|BECVS].

| BE-encrypted CEK ----> Recipient ----> CEK

AN

| BE Private Key
and | BE Public Paraneters

Figure 5: Using an | BE Public-Key Algorithmto Decrypt
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3. ldentity Format

An | BEldentitylnfo type MIUST be used to represent the identity of a
recipient. This is defined to be the foll ow ng:

| BEl dentitylnfo ::= SEQUENCE {
district | A5Stri ng,
seri al | NTEGER

i dentityType OBJECT | DENTI FI ER
i dentityData OCTET STRI NG

}

An I BEldentitylnfo type is used to calculate public and private |BE
keys. Because of this, such a structure is typically DER-encoded
[ DER] .

The fields of an IBEldentitylnfo structure have the foll ow ng
nmeani ngs.

The district is an |A5String that represents the URI [URI] or IR
[IRI] where the recipient of an | BE-encrypted nmessage can retrieve
the 1 BE public paraneters needed to encrypt or decrypt a nessage
encrypted for this identity. Applications MJIST support the method
described in Section 4 for doing this and MAY support other nethods.

I Rls MUST be handl ed according to the procedures specified in Section
7.4 of [PKIX].

The serial is an INTEGER that defines a unique set of |IBE public
paranmeters in the event that nore than one set of paraneters is used
by a single district.

identityType is an OBJECT | DENTIFIER that defines the format that the
identityData field is encoded with.

An exanpl e of a useful IBEldentitylnfo type is given in [|BECMS]
This exanple is tailored to the use of IBE in encrypting enmail
Because the information that conprises an identity is very dependent
on the application, this docunment does not define an identityType
that all applications MJST support.

4. Public Parameter Lookup

Thi s section specifies how a conponent of an IBE systemcan retrieve
the public paranmeters. A sending or receiving client MJST all ow
configuration of these paranmeters manually, for exanple, through
editing a configuration file. However, for sinplified configuration,
a client SHOULD al so i nplement the public paraneter URI/IRl request
net hod described in this docunment to fetch the public paraneters
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based on a configured URI/IRI. This is especially useful for
federating between | BE systens. By specifying a single URI/IRI, a
client can be configured to fetch all the rel evant paraneters for a
renote PKG These public parameters can then be used to encrypt
messages to recipients who authenticate to and retrieve private keys
fromthat PKG

The foll owing section outlines the URI/IR request method to retrieve
a paraneter bl ock and describes the structure of the paranmeter bl ock
itself. The technique for fetching I BE public parameters using the
process defined in this section is indicated by the O D uri PPSO D,
which is defined to be the foll ow ng:

uri PPSO D OBJECT I DENTIFIER :: = {
joint-iso-itu-t(2) country(16) us(840)
organi zation(1l) identicrypt(114334)
pps-schemas(3) ic-schemas(1l) pps-uri(1l) version(1)

4.1. Request Method

The configuration URI/IR SHOULD be an HTTPS URI [HTTP] and MAY
additionally support IRIs [IRI] for this purpose. To retrieve the
| BE public paranmeters, the client SHOULD use the HTTP GET nethod as
defined in [HITP]. The request MJST happen over a secure protocol
The requesting client MJST support TLS 1.2 [TLS] or its successors
and SHOULD use the | atest version supported by both parties. Wen
requesting the URI/IRI, the client MJST only accept the system
paraneter block if the server identity was verified successfully by
TLS 1.2 [TLS] or its successors.

A successful CGET request returns in its body the base64 [ B64]
encodi ng of the DER-encoded [DER] | BESysParans structure that is
described in the next section. This structure MJUST be encoded as an
application/ibe-pp-data M M type.
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4.2. Paraneter and Policy Format

The I BE public paraneters are a structure of the form

| BESysPar anms :: = SEQUENCE {
version | NTEGER { v2(2) },
di strict Nane | A5Stri ng,
districtSeri al | NTEGER,
validity Val i di tyPeri od,
i bePubl i cParaneters | BEPublicParaneters,
i bel dentityType OBJECT | DENTI FI ER

i bePar anExt ensi ons | BEPar anExt ensi ons OPTI ONAL
}

The fields of an |IBESysParans structure have the follow ng nmeanings.

The version field specifies the version of the | BESysParans format.
For the format described in this document, this MJIST be set to 2.

The districtNane field is an I A5String that MJST be an encodi ng of an
URI [URI] or IRl [IRI]. IRI's MIST be handl ed according to the
procedures specified in Section 7.4 of [PKIX]

The districtSerial field is an integer that represents a uni que set
of IBE public parameters that are available at the URI or IRl defined
by the districtName. |f new paraneters are published for a
districtName, the districtSerial MJST be increased to a nunber
greater than the previously-used districtSerial

The validity field defines the lifetine of a specific instance of the
| BESysParanms and is defined to be the follow ng:

ValidityPeriod ::= SEQUENCE {
not Bef or e Cener al i zedTi ne,
not After Ceneral i zedTi ne

}

The val ues of notBefore and not After MJUST be expressed in G eenw ch
Mean Tinme (Zulu), MJST include seconds (i.e., tines are always
YYYYMVDDHHMVBSZ) , even where the nunber of seconds is equal to zero,
and MUST be expressed to the nearest second.

A client MIUST verify that the date on which it uses the IBE public
paranmeters falls between the notBefore tine and the notAfter tinme of
the I BE public paraneters, and it MJUST NOT use the paraneters for |IBE
encryption operations if they do not.

Appenzel ler, et al. I nf or mati onal [ Page 11]



RFC 5408 | BE Architecture January 2009

| BE public paranmeters MJST be regenerated and republished whenever
the val ues of ibePublicParanmeters, ibeldentityType, or

i bePar anExt ensi ons change for a district. A client SHOULD refetch
the I BE public paraneters at an application-configurable interval to
ensure that it has the nbst current version of the IBE public

par anet ers.

It is possible to create identities for use in |BE that have a tine
conponent, as described in [IBECMS], for exanmple. If such an
identity is used, the time conmponent of the identity MJST fall

bet ween the notBefore time and the notAfter times of the I BE public
par amet ers.

| BEPubl i cParaneters is a structure containing public paraneters that
correspond to IBE algorithnms that the PKG supports. This structure
is defined to be foll ow ng:

| BEPubl i cParaneters ::= SEQUENCE (1..MAX) OF
| BEPubl i cPar anet er

| BEPubl i cParaneter ::= SEQUENCE {
i beAl gorithm OBJECT | DENTI FI ER,
publ i cPar anet er Dat a OCTET STRI NG

}

The ibeAl gorithm O D specifies an IBE algorithm The O Ds for two
| BE al gorithms (the Boneh-Franklin and Boneh-Boyen al gorithns) and
their publicParaneterData structures are defined in [IBCS].

The publicParaneterData is a DER-encoded [DER] structure that
contains the actual cryptographic paraneters. |Its specific structure
depends on the al gorithm

The | BESysParans of a district MJST contain an O D that identifies at
| east one al gorithmand MAY contain O Ds that identify nore than one
algorithm It MJST NOT contain two or nore |BEPublicParaneter
entries with the same algorithm A client that wants to use

| BESysPar anms can chose any of the algorithns specified in the

publ i cParaneterData structure. A client MJST inplenment at |east the
Boneh-Franklin al gorithm[1BCS] and MAY inpl ement the Boneh- Boyen
[IBCS] and other algorithms. |If a client does not support any of the
supported algorithns, it MJST generate an error nessage and fail.

i beldentityType is an O D that defines the type of identities that
are used with this district. The O Ds and the required and optional
fields for each O D are application dependent. An exanple of this is
given in [I BECMS], which defines an identity format suitable for use
in encrypting email.

Appenzel ler, et al. I nf or mati onal [ Page 12]



RFC 5408 | BE Architecture January 2009

| BEPar anExt ensions is a set of extensions that can be used to define
addi ti onal paraneters that particular inplenentations nmay require.
This structure is defined as foll ows:

| BEPar anExt ensi ons :: = SEQUENCE OF | BEPar antxt ensi on
| BEPar amExt ensi on :: = SEQUENCE {
i bePar anExt ensi onO D OBJECT | DENTI FI ER

i bePar antExt ensi onVal ue OCTET STRI NG
}

The contents of the octet string ibeParanExtensionVal ue are defined
by the specific ibeParanExtensionO D. The |BEParanExtensions of a
district MAY have any nunber of extensions, including zero. One
exanpl e of extensions that have been used in practice is to provide a
URI where an encrypted nessage can be decrypted and vi ewed by users
of webmail systenms. Another exanple is to provide comercia

branding information, so that a bank can provide a different user
interface for custonmers of different |ines of business.

If a client receives public parameters that contain an extension that
it is unable to process, it MJST NOT use the values in the

| BESysParanms structure for any cryptographic operations. dCients
MUST be able to process an | BESysParans structure that contains no

| BEPar anExt ensi ons.

The pkgURI O D that is defined bel ow defines an | BEPar anExt ensi ons
structure that contains the URI or IRl of a Private Key Generator.
The presence of this O D in an | BEParanExt ensi on i ndi cates that
clients MJST use the protocol defined in Section 5 of this docunent
to obtain IBE private keys fromthe PKG and MJUST do so using the
URI/IRI that is defined by the ibeParankExtensi onValue in the

| BEPar armExt ensi on.

If the PKGis publicly-accessible, this extension SHOULD be present
to allow the automatic retrieval of private keys for recipients of
encrypted nmessages. For this extension, the ibeParankExtensionVal ue
OCTET STRING is an I A5String containing the URI [URI] or IR [IR] of
the PKG where | BE private keys can be obtained. |IR's MJST be handl ed
according to the procedures specified in Section 7.4 of [PKIX]

i beParamkExt OBJECT | DENTI FIER ::= {
i bcs ibcs3(3) paraneter-extensions(2)
}
pkgURI OBJECT | DENTI FIER ::= { ibeParanmkExt pkgURI (1) }
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4.3. The application/ibe-pp-data MM Type

The foll owi ng sumari zes the properties of the
application/ibe-pp-data M M type.

M ME nedia type nane: application
M ME subtype nane: ibe-pp-data
Mandat ory paraneters: none
Optional paraneters: none

Encodi ng considerations: This nmedia type MJUST be encoded as 7-bit
(US-ASCIl text [ASCII]).

Security considerations: The data conveyed as this nedia type are the
public paranmeters needed for the operation of a cryptographic
system To ensure that the paraneters can be trusted, the request
for these paranmeters nust take place over a secure protocol, such
as TLS 1.2 or its successors. To ensure the validity of the
server, the client MUST verify the server certificate and MJST
abort the paranmeter request if the verification of the server
certificate of the TLS connection fails. This nedia type contains
no active content and does not use conpression

Interoperability considerations: There are no known interoperability
consi derations for this media type.

Applications that use this nedia type: Applications that inplenent
IBE in compliance with this specification will use this nedia
type. The nbst comonly used of these applications are encrypted
email and file encryption.

Addi tional information: none

Person and emni|l address for further information: Luther Martin,
marti n@ol t age. com

I nt ended usage: COVMON

Aut hor/ Change controller: Luther Martin, martin@oltage.com
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5. Private Key Request Protoco
5.1. Overview

VWhen requesting a private key, a client has to transmt three
par amet ers:

1. The IBE algorithmfor which the key is being requested
2. The identity for which it is requesting a key

3. Authentication credentials for the individual requesting the
key

The identity for which a client requests a key may not necessarily be
the sane as the identity that the authentication credentials
validate. This may happen, for example, when a single user has
access to nultiple aliases. For exanple, an email user may have
access to the keys that correspond to two different email addresses,
e.g., bob@xanple.com and bob. snit h@xanpl e. com

This section defines the protocol to request private keys, a minimm
user authentication nethod for interoperability, and how to pass

aut hentication credentials to the server. It assumes that a client
has al ready determined the URI/IR of the PKG This can be done from
i nformation included in the | BE nessage format and the public
paraneters of the |BE system

The technique for fetching an IBE private key using the process
defined in this section is indicated by the OBJECT | DENTI FI ER pkgURI,
which is defined to be the follow ng:

i bcs OBJECT IDENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840)
organi zation(1l) identicrypt(114334) ibcs(1)

}
i beParamExt OBJECT | DENTI FIER ::= {
i bcs ibcs3(3) paraneter-extensions(2)
}
pkgURI OBJECT I DENTIFIER ::= { ibeParanmExt pkgURI (1) }

5.2. Private Key Request
To request a private key, a client MJIST performa HITP POST met hod as

defined in [HITP]. The request MJST take place over a secure
protocol. The requesting client MJST support TLS 1.2 [TLS] or its
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successors, using the latest version supported by both the client and
the PKG  When requesting the URI/IRI, the client MIST verify the
server certificate [HTTPTLS], and it MJST abort the key request if
the server certificate verification of the TLS connection fails.
Doing so is critical to protect the authentication credentials and
the private key against nan-in-the-mddle attacks when it is
transmtted fromthe key server to the client.

5.3. Request Structure

The POST nethod contains in its body the followi ng XML structure that
MUST be encoded as an application/ibe-key-request+xm M ME type:

<i be:request xm ns:ibe="urn:ietf:parans:xnm :ns:ibe">

<i be: header >

<i be:client version="clientID'/>
</i be: header >
<i be: body>
<i be: keyRequest >

<i be:al gorithmp

al gorithmd D
</ibe:algorithne

<i be:id>
i beldentitylnfo
</ibe:id>

</i be: keyRequest >
<i be: aut hDat a>
i beAut hDat a
</i be: aut hDat a>
</i be: body>
</i be: request >

A <i be:request> SHOULD i nclude an <ibe:client> element in the
<i be: header> part of a key request that contains an ASCI| string that
identifies the client type and client version

A key request MJST contain an <i be:oid> el enent that contains the
base64 [ B64] encodi ng of a DER-encoded [ DER] object identifier that
identifies the algorithmfor which a key is requested. QO Ds for the
Boneh- Boyen (BB1l) and Boneh-Franklin (BF) algorithnms are listed in
[1BCS].

A key request MJST contain an <ibe:id> el enent that contains the
identity that the private key is being requested for. This identity
is the base64 [B64] encodi ng of a DER-encoded [DER] ASN. 1 structure.
This structure defines a user’s identity in a way appropriate for the
application. An exanple of such a structure that is appropriate for
use in encrypting email is defined in [|BECVE]
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A key request MAY contain an <ibe:authData> elenent. This el enent
contains authentication information that the PKG can use to determ ne
whet her or not a request for a particular IBE private key should be
gr ant ed.

A client MAY include optional additional XM. el enments in the
<i be: body> part of the key request. A PKG MUST be able to process
key requests that contain no such optional elenents.

5.4. The application/ibe-key-request+xm M ME type

The foll owing sumari zes the properties of the
application/ibe-key-request+xm M M type.

M ME nedia type nane: application

M ME subtype nane: i be-key-request +xm
Mandat ory paraneters: none

Optional parameters: none

Encodi ng considerations: This nmedia type MIUST be encoded as US- ASCl
[ASCII].

Security considerations: The data conveyed in this nedia type nmay
contain authentication credentials. Because of this, its
confidentiality and integrity is extrenely inportant. To ensure
this, the request for an |IBE private key nust take place over a
secure protocol, such as TLS 1.2 or its successors. To ensure the
validity of the server, the client MJST verify the server
certificate and MJST abort the key request if the verification of
the server certificate of the TLS connection fails. This nedia
type contains no active content and does not use conpression

Interoperability considerations: There are no known interoperability
considerations for this nmedia type.

Applications that use this nedia type: Applications that inplenent
IBE in compliance with this specification will use this media
type. The npst comonly used of these applications are encrypted
email and file encryption.

Addi tional information: none

Person and emni|l address for further information: Luther Martin,
marti n@ol t age. com
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I nt ended usage: COVMON
Aut hor/ Change control ler: Luther Martin, nmartin@oltage. com
5.5. Authentication

When a client requests a key froma PKG the PKG MJST aut henticate
the client before issuing the key. Authentication nmay either be done
through the key request structure or as part of the secure transport
pr ot ocol

A client or server inplenenting the request protocol MJST support
HTTP Basic Auth [AUTH and SHOULD al so support HTTP Di gest Auth
[AUTH . Applications MAY al so use other means of authentication that
are appropriate for the application. An enmil application, for
exanple, mght rely on deployed email infrastructure for this.

For authentication nethods that are not done by the transport
protocol, a client MAY include additional authentication informtion

in XML el enents in the <ibe:authData> el enent of a key request. If a
client does not know how to authenticate to a server, the client MAY
send a key request without authentication information. |If the key

server requires the client to authenticate externally, it MAY reply
with an | BE201 responseCode (as defined below) to redirect the client
to the correct authentication nmechanism After receiving an

aut hentication credential fromthis external mechanism a client can
then use the credential to forma key request that contains the
addi ti onal authentication data.

5.6. Server Response Fornmat

The key server replies to the HTTP request with an HTTP response. |If
the response contains a client error or server error status code, the
client MJUST abort the key request and fail

If the PKGreplies with an HITP response that has a status code

i ndi cating success, the body of the reply MJST contain the follow ng
XML structure that MJUST be encoded as an
application/ibe-pkg-reply+xm M ME type:

<i be:response xm ns:ibe="urn:ietf:parans: xm : ns:ibe">
<i be: responseType val ue="responseCode"/ >

<i be: body>
bodyTags
</i be: body>

</i be: response>
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The responseCode attribute contains an ASCI| string that describes
the type of response fromthe key server. The list of currently-
defined responseCodes and their associated neanings is:

| BELOO KEY_FCOLLOWNS

| BE101 RESERVED

| BE201 FOLLOW ENROLL_UR

| BE30O0 SYSTEM ERROR

| BE3O1 | NVALI D_REQUEST

| BES0O3 CLI ENT_OBSOLETE

| BE304 AUTHORI ZATI ON DENI ED

5.6.1. The I BELOO responseCode

If the key request was successful, the key server responds with a
responseCode of |BE100, and the <i be:body> MJST contain a

<i be: privat eKey> el enent that contains a valid private key. An
exanpl e of this is shown bel ow.

<i be:response xnl ns:ibe="urn:ietf:parans: xm :ns:ibe">
<i be: responseType val ue="1BE100"/ >
<i be: body>
<i be: pri vat eKey>
pri vat eKey
</i be: privat eKey>
</i be: body>
</i be:response>

The privateKey is the base64 [B64] encodi ng of the DER encodi ng [ DER]
of the followi ng structure

| BEPri vat eKeyReply ::= SEQUENCE {

pkgl dentity | BElI denti t yl nf o,

pgkAl gorithm  OBJECT | DENTI FI ER

pkgKeyDat a OCTET STRI NG

pkgOpt i ons SEQUENCE Sl ZE (1..MAX) OF PKGOpti on
PKGOption ::= SEQUENCE

optionl D OBJECT | DENTI FI ER
opti onVal ue OCTET STRI NG

}

The pkgldentity is an IBEldentitylnfo structure that MJST be
identical to the IBEldentitylnfo structure that was sent in the key
request.
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The pkgAlgorithmis an O D that identifies the algorithmof the
returned private key. The O Ds for the BBl and BF al gorithnms are
defined in [1BCS].

The pkgKeyData is a structure that contains the actual private key.
Private-key formats for the BBl and BF algorithns are defined in
[1BCS].

A server MAY pass back additional information to a client in the
pkgOptions structure. A client that receives a | BEPrivateKeyReply
froma PKG that contains information in a pkgOptions structure that
it is unable process MJUST NOT use the IBE private key in the

| BEPri vat eKeyReply structure for any cryptographic operations. A
client MJUST be able to process an | BEPrivateKeyReply that contains no
PKGOpt i ons structure.

5.6.2. The I BE101 responseCode

The responseCode IBE10Ol is reserved to ensure interoperability with
earlier versions of the protocol described in this docunent. An
exanpl e of such a response is shown below. A response with the

| BELO1 responseCode SHOULD contain no body. If information is
contained in the body of such a response, the client receiving the
response MJST discard any data that is contained in the body.

<i be:response xm ns:ibe="urn:ietf:params:xm:ns:ibe">
<i be: responseType val ue="1BE101"/ >

<i be: body>
Thi s message nmust be discarded by the recipient
</i be: body

</i be: response>
5.6.3. The I BE201 responseCode

A PKG MAY support authenticating users to external authentication
nmechani sns. If this is the case, the server replies to the client

wi th responseCode | BE201 and t he body of the response MJST contain a
<i be:l ocation> elenment that specifies the URI of the authentication
mechani sm An exanple of such a response is shown bel ow

<i be:response xm ns:ibe="urn:ietf:parans: xm : ns:ibe">
<i be: responseType val ue="I1BE201"/ >
<i be: body>
<i be: |l ocation
URI ="ht t p: // www. exanpl e. conf enrol | . asp"/ >
</'i be: body>
</i be:response>
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The client can now contact the URI returned in such a response using
the sane nmechani sns as defined in Section 5.2 to obtain an

aut hentication credential. Once the client has obtained the
credential fromthe authentication nechanismat this URI, it sends a
new key request to the PKGwith the correct authentication
credentials contained in the request, placing the authentication
credential in the <ibe:authData> el enent of a key request as
described in Section 5.5.

5.6.4. The I BE300 responseCode

The 1 BE300 responseCode indicates that an internal server error has
occurred. Information that nay hel p di agnose the error MAY be

i ncluded in the body of such a response. An exanple of such a
response i s shown bel ow. Upon receiving a | BE300 responseCode, the
client MJUST abort the key request and discard any data that was

i ncluded in the body of the response.

<i be:response xnlns:ibe="urn:ietf:parans: xnm :ns:ibe">
<i be: responseType val ue="1BE300"/ >

<i be: body>
W dget phl ebotony failure
</i be: body>

</i be: response>
5.6.5. The I BE301 responseCode

The 1 BE303 responseCode indicates that an invalid key request has
been received by the server. Information that may hel p di agnose the
error MAY be included in the body of such a response. An exanple of
such a response i s shown below. Upon receiving an | BE301
responseCode, the client MJST abort the key request and discard any
data that was included in the body of the response.

<i be:response xm ns:ibe="urn:ietf:parans: xm : ns:ibe">
<i be: responseType val ue="I1BE301"/ >

<i be: body>
Sone additional stuff
</i be: body>

</i be: response>

5.6.6. The I BE303 responseCode
The | BE303 responseCode indicates that the server is unable to
correctly process the request because the version of the request is

no | onger supported by the server. Information that may help
di agnose the error MAY be included in the body of such a response.
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An exanpl e of such a response is shown below. Upon receiving an
| BE303 responseCode, the client MJST abort the key request and
di scard any data that was included in the body of the response.

<i be:response xm ns:ibe="urn:ietf:parans: xm : ns:ibe">
<i be: responseType val ue="1BE303"/ >

<i be: body>
Version 3.3 or |ater needed
</i be: body>

</i be: response>
5.6.7. The I BE304 responseCode

The 1 BE304 responseCode indicates that a valid key request has been
recei ved by the server, but the authentication credentials provided
were invalid. Information that may hel p di agnose the error MAY be
included in the body of such a response. An exanple of such a
response i s shown bel ow. Upon receiving an | BE304 responseCode, the
client MUST abort the key request and discard any data that was

i ncluded in the body of the response.

<i be:response xnml ns:ibe="urn:ietf:parans: xm : ns:ibe">
<i be: responseType val ue="1BE304"/ >

<i be: body>
Hel pful error nessage
</i be: body>

</i be:response>
5.7. The application/ibe-pkg-reply+xm M ME type

The foll owi ng sumari zes the properties of the
application/ibe-pkg-reply+xm M ME type.

M ME nedia type nane: application

M ME subtype nane: ibe-pkg-reply+xn
Mandat ory paraneters: none

Opti onal parameters: none

Encodi ng considerations: This media type MJUST be encoded as US- ASCl
[ASCII].

Security considerations: The data conveyed as this nedia type is an
| BE private key, so its confidentiality and integrity are
extremely inportant. To ensure this, the response fromthe server
that contains an IBE private key nust take place over a secure
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protocol, such as TLS 1.2 or its successors. To ensure the
validity of the server, the client MJST verify the server
certificate and MJUST abort the key request if the verification of
the server certificate of the TLS connection fails. This nedia
type contains no active content and does not use conpression

Interoperability considerations: There are no known interoperability
consi derations for this media type.

Applications that use this nedia type: Applications that inplenment
IBE in compliance with this specification will use this media
type. The nbst comonly used of these applications are encrypted
emai|l and file encryption.

Addi tional information: none

Person and emni|l address for further information: Luther Martin,
marti n@ol t age. com

I nt ended usage: COVMON
Aut hor/ Change controller: Luther Martin, martin@oltage.com
6. ASN. 1 Modul e

The following ASN. 1 nodul e sumarizes the ASN. 1 definitions discussed
in this docunent.

| BEARCH nodul e { joint-iso-itu-t(2) country(16) us(840)
organi zation(1l) identicrypt(114334) ibcs(1l) ibearch(5)
nodul e(5) version(1l)

}
DEFINITIONS IMPLICI T TAGS ::= BEG N
| BESysPar ans :: = SEQUENCE {
version | NTEGER { v2(2) },
di strict Nane | A5String,
districtSeri al | NTEGER,
validity Val i di tyPeri od,
i bePubl i cPar aneters | BEPubl i cPar amet er s,
i bel dentityType OBJECT | DENTI FI ER
i bePar anExt ensi ons | BEPar anExt ensi ons OPTI ONAL
}
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Val idityPeriod ::= SEQUENCE {
not Bef or e Cener al i zedTi ne,
not Aft er Ceneral i zedTi ne

}

| BEPubl i cPar aneters ::
| BEPubl i cPar anet er

SEQUENCE (1..MAX) OF

| BEPubl i cParaneter ::= SEQUENCE {
i beAl gorithm OBJECT | DENTI FI ER,
publ i cPar anet er Dat a OCTET STRI NG
}
| BEPar amExt ensi ons ::= SEQUENCE OF | BEPar anExt ensi on
| BEPar amExt ensi on :: = SEQUENCE {
i bePar antxt ensi onQ D OBJECT | DENTI FI ER,
i bePar anExt ensi onVal ue OCTET STRI NG
}
i bcs OBJECT IDENTIFIER ::= {

joint-iso-itu-t(2) country(16) us(840)
organi zation(1l) identicrypt(114334) ibcs(1)
}

i beParamExt OBJECT | DENTI FIER ::= {
i bcs ibcs3(3) paraneter-extensions(2)

}
pkgURI OBJECT I DENTI FIER ::= { ibeParanExt pkgURI (1) }

| BEPri vat eKeyReply ::= SEQUENCE {
pkgl dentity |BEldentitylnfo,
pgkAl gorithm OBJECT | DENTI FI ER,
pkgKeyData  OCTET STRI NG
pkgOpt i ons SEQUENCE Sl ZE (1..MAX) OF PKGOpti on

PKGOption ::= SEQUENCE {
optionl D OBJECT | DENTI FI ER,
opti onVal ue OCTET STRI NG

}

uri PPSO D OBJECT I DENTIFIER :: = {
joint-iso-itu-t(2) country(16) us(840)
organi zation(1l) identicrypt(114334)
pps-schemas(3) ic-schemas(1l) pps-uri(1l) version(1)
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| BEI dentitylnfo ::= SEQUENCE {
district | A5String,
seri al | NTEGER

identityType OBJECT | DENTI FI ER
i dentityData OCTET STRI NG

}
END

7. Security Considerations
7.1. Attacks outside the Scope of This Docunent

Attacks on the cryptographic algorithns that are used to inplenent

| BE are outside the scope of this docunment. Such attacks are
detailed in [IBCS], which defines paraneters that give 80-bit,
112-bit, and 128-bit encryption strength. W assune that capable
adm nistrators of an IBE systemw || select paraneters that provide a
sufficient resistance to cryptanal ytic attacks by adversari es.

Attacks that give an adversary the ability to access or change the
informati on on a PPS or PKG especially the cryptographic materia
(referred to in this docunent as the master secret), will defeat the
security of an IBE system |In particular, if the cryptographic
material is conprom sed, the adversary will have the ability to
recreate any user’s private key and therefore decrypt all nessages
protected with the corresponding public key. To address this
concern, it is highly RECOMVENDED t hat best practices for physica
and operational security for PPS and PKG servers be foll owed and t hat
these servers be configured (sonetimes known as hardened) in
accordance with best current practices [NIST]. An |IBE system SHOULD
be operated in an environment where illicit access is infeasible for
attackers to obtain

Attacks that require admnistrative access or |BE-user-equival ent
access to machines used by either the client or the server conmponents
defined in this docunent are al so outside the scope of this docunent.

We al so assune that all administrators of a systeminplenmenting the
protocols that are defined in this docunent are trustworthy and wll
not abuse their authority to bypass the security provided by an | BE
system Simlarly, we assune that users of an IBE systemw || behave
responsi bly, not sharing their authentication credentials with
others. Thus, attacks that require such assunptions are outside the
scope of this docunent.
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7.2. Attacks within the Scope of This Docunent

Attacks within the scope of this docunent are those that allow an
adversary to:

o passively nmonitor information transmtted between users of an
| BE system and the PPS and PKG

o masquerade as a PPS or PKG

o performa denial-of-service (DoS) attack on a PPS or PKG

o easily guess an |BE users authentication credentia
7.2.1. Attacks on the Protocols Defined in This Docunent

Al'l conmuni cati ons between users of an IBE system and the PPS or PKG
are protected using TLS 1.2 [TLS]. The IBE systemdefined in this
docunent provides no additional security protections for the
conmuni cati ons between |IBE users and the PPS or PKG  Therefore, the
described I BE systemis conpletely dependent on the TLS security
nmechani snms for authentication of the PKG or PPS server and for
confidentiality and integrity of the communications. Should there be
a conpromi se of the TLS security nechanisns, the integrity of al
comuni cati ons between an | BE user and the PPS or PKG will be
suspect.

The protocols defined in this document do not explicitly defend

agai nst an attacker nmasquerading as a legitimate I1BE PPS or PKG The
protocols rely on the server authentication nechanismof TLS [TLS].
In addition to the TLS server authentication mechanism |BE client
sof tware can provide protection against this possibility by providing
user interface capabilities that allow users to visually deternmn ne
that a connection to PPS and PKG servers is legitimate. This
addi ti onal capability can help ensure that users cannot easily be
tricked into providing valid authorization credentials to an
attacker.

The protocols defined in this docunent are also vulnerable to attacks
against an | BE PPS or PKG  Deni al -of -service attacks agai nst either
conponent can result in users’ being unable to encrypt or decrypt
using I BE, and users of an |IBE system SHOULD take the appropriate
count erneasures [DOS, BGPDOS] that their use of |BE requires.

The | BE user authentication nmethod sel ected by an | BE PKG SHOULD be

of sufficient strength to prevent attackers fromeasily guessing the
| BE user’s authentication credentials through trial and error
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8. | ANA Consi derations
8.1. Media Types

Wth this specification, | ANA has registered three media types in the
standard registration tree. These are application/ibe-pp-data,
application/ibe-key-request+xm , and application/ibe-pkg-reply+xm.
The nedia type application/ibe-pp-data is defined in Section 4.3 of
this docunment. The nedia type application/ibe-key-request+xm is
defined in Section 5.4 of this docunent. The nedia type
application/ibe-pkg-reply+xm is defined in Section 5.7 of this
docunent .

8.2. XM Nanespace
The 1 ANA is requested to register the foll owi ng namespace identifier
urn:ietf:parans: xm:ns:ibe
Regi strant Cont act:

Lut her Martin

Vol t age Security

1070 Arastradero Rd Suite 100
Pal o Alto, CA 94304

Phone: +1 650 543 1280
Email: marti n@ol t age. com

XM.:

<?xm version="1.0"?>
<I DOCTYPE htm PUBLIC "-//WBC/ DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht m - basi ¢/ xht m - basi c10. dt d" >
<htm xm ns="http://ww. wW3. org/ 1999/ xht m " >
<head>
<nmeta http-equiv="content-type"
content="text/htm ;charset =i so-8859-1"/>
<title>ldentity-Based Encryption</title>
</ head>
<body>
<hl>Nanespace for ldentity-Based Encryption</hl>
<h2>urn:ietf:parans: xm:ns:ibe</h2>
<p>
<a href="http://wwrfc-editor.org/rfc/rfc5408.txt">RFC5408</ a>
</ p>
</ body>
</htm >
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