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A Proposed Mail Protoco
AUTHOR' S | NTENT

This is the docunent | offered in (15146,) to wite. |It’'s a proposed
specification for handling mail in the Network -- a Mail Protocol

Main handling is currently inplemented as two FTP conmands, MAIL and
M_FL, which permt an FTP user process to deliver a file or string of
text to an FTP server process, designating it as mail to be nade
available to a user, identified by a local nane, in its host. The
prot ocol proposed here is nuch richer than that, both in terns of the
functions it supports, and in terns of the flexibility it provides.

Al t hough one can (I think) and m ght, inplement software on the basis
of this docunent, this REALLY IS a Request for Comrents. Comments,
guestions, position papers are solicited. There are, |I'msure, bugs
in the protocol specified here, and | hope that readers will point
them out via RFC as they discover them

Various nembers of the Network community have, during the |ast few
nont hs, pointed out to ne specific inadequacies in the existing mai
conmands and asked nme to be conscious of themin designing a new

protocol. |1've tried to do that. |f anyone feels that his concern
wasn’t properly dealt with here, or that it slipped through the
cracks entirely (for which | apol ogi ze in advance), | would

appreciate it if he would prod ne once nore.
| NTRODUCTI ON
THE MAI L PROTOCOL ENVI RONVENT

The Mail Protocol (MP) is inplemented by Mail user and server
processes, in keeping with the nodel for previous high-Ieve
protocols. The Miil user and server processes are further
specified to be al so FTP user and server processes, respectively.
That is, MPis inplemented as a set of commands accessible from
within the FTP command space.

The MP conmand set is defined to lie conceptually within a

subsystem invoked fromthe FTP comand space with the command
MAI L <CFLF>.
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NOTE: Since a command called "MAIL' already exists within the
FTP command space, the comand nane ' XMAI L' might substitute
for "MAIL' while the current nail commands are bei ng phased
out .

The MP conmand set may or may not (according to the inplenmentation
of a particular server) be inplenmented by a process distinct from
that which inplenments FTP proper.

The following are inplications of the ’'subsystem concept, of
whi ch the reader (and inplenenter) nust be aware:

(1) Narmes of MP commands are known only within the M
subsystem MP conmands nust (and should naturally) be rejected
by the server if the user process presents them outside of the
subsyst em

(2) Exit fromthe Mail subsystem (to the FTP command space) is
effected with and only with the command EXIT <CRLF>. FTP
conmands nust be rejected by the server if the user presents
themwhile inside the subsystem (i.e., before EXIT is issued).

(3) The same conmand nanme may be assigned w thout anbiguity to
two entirely different commands, provided that one lies within
the FTP comand space and the other within MP, the two being

di stingui shable by their contexts. MP and FTP therefore do not
conpete for command nanes, and MP conmand nanmes may be chosen
wi t hout regard for the environment in which the subsystem

resi des.

NOTE: It so happens that there are commands DEFINED within M
whi ch duplicate the functions of FTP commands and bear the sane
nanes. The effective result is that sone conmands are
explicitly allowed within MP. The reader will understand that
this fact is consistent with the conventions described in 1-3
above, and that no anbiguities result.

The subsystem concept (if not the name 'subsysteni) is taken from
M ke Padlipsky’ s Unified User Level Protocol (UULP), which the

aut hor of the present document strongly supports. The fact that
MP is accessed from FTP, rather than both FTP and MP bei ng
accessed i ndependently froma nore general executive program is
sinmply a concession to the fact that FTP is w dely inpl enented and
UULP isn't. The author hopes that protocol developnent will, in
the near future, begin to proceed along the lines exenplified by
UULP.
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MP conforms to FTP in general syntax. In particular, comands and
their responses are strings of NVT characters; conmand nanes are
limted to four or fewer, upper- or |ower-case, alphameric
characters, and are term nated by the character SP; conmands are
generally termi nated with the TELNET New Li ne sequence (CR LF);
conmand responses contain both nuneric (process readable) and text
(human readabl e) portions. Both reader and inpl enenter are
referred to the FTP protocol docunent for a detailed description
of such matters; no attenpt has been nmade to duplicate the

di scussion in the present docunent.

The FTP protocol document assigns those replies whose second digit

is 6" to RIE functions. In |Iike nanner MP appropriates those
reply codes whose second digit is '7 for reporting results
peculiar to its functions. It is, however, the author’s position

that FTP, MP, and the RJE protocol are all best inplenmented as
subsystens under a common UULP executive, in which case a single
subset of the reply space could be used unanbi guously by all three
protocols (and any yet to be defined), since every reply would
inmplicitly be qualified by the nane of the subsystemfromwhich it
emanat es.

THE MAI L MCDEL

VWi te

MP defines mail to be text communi cated between users (both hunman
and processes) in less that (but ideally approaching) real tine.
The definition excludes so-called consol e-to-consol e

conmuni cati on, where users exchange information at the character
or line level.

Pi eces of mail are characterized by such attributes as title,
content, author, and recipient. A piece of mail nay be a one- or
two-1ine nmessage sent fromone individual to another, a draft of a
docunent sent by one individual to a design group for review, a
pol i shed, formal docunent sent from one group to another, a
nessage sent to a human user by a process (e.g., an RIJE server
process might notify a user by Network Mail when his job has
conpleted), etc. Al such forns of comrunication are nail and are
supported by M

Pi eces of mail can be forwarded from one | ocation to anot her
Pi eces of mail can be replied to.

The identity of the author of a piece of mail can be verified,
avoi ding forgery and m srepresentation.
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Pi eces of mail can be permanently recorded, assigned a |ong-term
identifier by which they can be forever be retrieved for
reference, and entered in catalogs. And access to such recorded
mail can be restricted to a specified subset of the user

conmuni ty.

Sone hosts accept mmil whose recipients reside el sewhere in the
Net wor k, and assume responsibility for delivering the mail to them
(worrying about retrying delivery when hosts are down, etc.), and
acknow edging its delivery to the sender

The picture being painted for the reader is one in which processes
cooperate in various ways to flexibly nove and nanage Network
mail. The author clainms (wthout proof, of course) that the
picture will in the future get yet nore conplicated, but that the
proposal specified here can be conveniently enlarged to handl e
that picture too.

ORGANI ZATI ON OF THI S DOCUMENT

The rest of this document consists of the followi ng conmponents:

VWi te

GLCOSSARY
The concepts introduced briefly in the section above are nore
formally defined, and their manner of representation in the
prot ocol specified.

MP FUNCTI ONS
The command sequence is defined by which a user process
initiates each of the logical functions (e.g., Distribution
Recordi ng, Delivery) which can be perforned by a Miil server
process.

EXAMPLE

An exanpl e of the command-response exchange between a user and
server is given.

COMWAND SUMVARY
A sunmmary of MP comands i s given.
COWAND REPLI ES

Reply code assignnments are given and briefly explai ned.
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FORVAL SYNTAX
The formal syntax of the command | anguage is specified.

In all sections but the last (i.e., the formal syntax presentation),
ver bose keyword forns are enployed, in the interests of clarity.
These verbose forns have no existence anywhere but in this docunent;
in inplenenting a Mail user or server process, the terse keyword
forms which appear in the formal syntax presentation are to be

enpl oyed

GLOSSARY

Terms are listed here in al phabetical order. Wrds or phrases which
appear in the definitions with initial letters capitalized are
thenselves formally defined el sewhere in the gl ossary.

ACCESS LI ST (for a piece of Recorded Mil)

That set of individuals with access to a piece of Recorded Mail
and for each such individual, the type(s) of access granted to
hi m

An Access List is represented in the Protocol as a series of
conmand pairs (juxtaposed in the comand strean), each pair
consi sting of an ACCESS command fol |l owed i nmedi ately (and
optionally) by an ACCESSTYPES command. Each pair of commands
corresponds to one individual in the set.

ACCESS <i ndi vi dual > <CA>
ACCESSTYPE <accesst ypes> <CA>

Conmand argunents identify the Individual to whom access is
granted, and specify the kind(s) of access allowed him

Ei ther Read Access, Controlling Access, or both may be
grant ed.

If no Individual is specified, Al is inplied. 1In the
absence of an explicit ACCESSTYPES command, one with only
Read Access specified is to be assuned.

In the absence of an explicit Access List, one granting Read

Access to All and Controlling Access to the Author(s) and the
Clerk is to be assuned.
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ACKNOALEDGMVENT (for a piece of Miil)

A formof Unrecorded Mail, generated by a Distribution Agent,
whose Recipient is the Mnitor for a previous piece of Mil, which
acknow edges Delivery -- successful or otherwise -- to the

Reci pient(s) of that first piece of Mil.

An Acknow edgnent bears the Serial Nunber of the Ml it
acknow edges, as the Reference Serial Number.

ACKNOANLEDGVENT CONDI TI ON (for Acknow edgnent s)
The attribute of an Acknow edgnent which deternines the
circunst ances under which it will be generated by the Distribution
Agent .
The foll owi ng Acknow edgnent Conditions are defined:

ALVAYS

Acknowl edgnment is given when all Deliveries are conplete,
regardl ess of whether or not they are all conpleted
successful ly.

FAI LURE

Acknowl edgrent is given when all Deliveries are conplete if
and only if Delivery to one or nmore Recipient(s) fails.

NEVER
An Acknow edgnent is never made.

An Acknowl edgnent Condition is represented in the Protocol by the
conmand:

ACKCONDI TI ON <ackcondi ti on> <CA>

In the absence of an explicit ACKCONDI TI ON conmand, one with an
argunent of FAILURE is to be assuned.

ACKNOALEDGVENT TYPE (for Acknow edgnments and Progress Reports)

The attribute of an Acknow edgnent or Progress Report which
determines the nature of its Content.
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The foll owi ng Acknow edgnent Types are defined:

TERSE

The Content of a TERSE Acknow edgment or Progress Report is
specified by the Protocol to be an unenbellished Iist of the
Mail's Recipient(s), and the current Delivery Status for
each (except that those Recipient(s) whose Delivery Status

i s SUCCESSFUL shall not be included in the list).

The Content of a TERSE Acknow edgment is one or nore
i nstances of the follow ng:

<del i veryst at us> <i ndi vi dual > <CRLF>

TERSE Acknow edgnments and Progress Reports are intended to
be process-readabl e.

VERBOSE

The Content of a VERBOSE Acknow edgnent or Progress Report
is not specified by the Protocol, but might include a |list
of those Recipient(s) to whomthe Mail could not be
delivered and why, the tines at which Delivery was made to
ot hers, etc.

VERBOSE Acknow edgnents and Progress Reports are intended to
be human-readabl e.

An Acknow edgnent Type is represented in the Protocol by the
comand:

ACKTYPE <acktype> <CA>

In the absence of an explicit ACKTYPE commrand, one with an
argunent of TERSE is to be assuned

ALL
Every concei vabl e I ndi vi dual
AUTHOR (of a piece of Mil)

An | ndividual (there nay be nore than one) given form
recogni tion for having authored a piece of Mil
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AUTHOR LI ST (for a piece of Mil)
That set of I|ndividuals who are Author(s) of a piece of Mil.

An Author List is represented in the Protocol as an Individual
Li st of type AUTHOR

CATALOG (of Recorded Mail)

A named data base containing the Citation for each menber of a set
of logically related pieces of Recorded Mil.

CATALOG LI ST (for a Piece of Recorded Mil)

That set of Catal ogs which each contain the Citation for a piece
of Recorded Mil

A Catalog List is represented in the Protocol as a series of
i nstances (juxtaposed in the command strean) of the follow ng
conmand. Each instance corresponds to one Catalog in the set.
CATALOG <cat al og> <CA>
CITATION (for a piece of Recorded Mil)
The Static and Dynami c Attributes of a piece of Recorded Mil.
Cl TATI ON COVPONENT

Any one of the Static or Dynanmic Attributes which conprise a
Ctation.

Cl TATI ON RETRI EVAL (for a piece of Recorded Mil)
The act of retrieving selected Citati on Conponent(s).
Cl TATI ON TEMPLATE

A specified subset of the Citation Conponent(s) for a piece of
Recorded Mail .

A Citation Tenplate is represented in the Protocol by the command:
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Cl TATI ONTEMPLATE <ci t ati ont enp> <CA>

The argurment is a list of Citation Conponent(s). In the absence
of an explicit Cl TATI ONTEMPLATE command (or if the argument is
null), one specifying Content only is to be assuned.

CLERK

That | ndivi dual who prepares a piece of Mail for Recording,
Distribution, or Delivery. Conceptually, the Individual with
proof -reading responsibility for the piece of Muil

A Cerk is represented in the Protocol as an Individual List of
type CLERK and length 1

COMMENTS (for a piece of Mil)

An informal, perhaps verbose description of the Content of a piece
of Mail, or any other information the Author(s) wi sh to have made
accessible to the Recipient(s) of the Mil
Conments are represented in the Protocol by the command:

COMMVENTS <comrent s> <CA2>

In the absence of an explicit COWENTS comand, one with a nul
argunent is to be assuned.

CONTENT (of a piece of Mil)

VWi te

It’s text.

Content is represented in the protocol by either of the two
comands bel ow:

FI LE <CA>

The FILE command inplies that the Content of the Mail will
be transnmitted (i mediately) as a file using the FTP data
transfer conmands (e.g., BYTE, SOCK, TYPE) currently in
effect. FILE is exactly equivalent in use to an FTP STOR
conmmand (in its use of data transfer commands, in its
establ i shnent of the data connection, etc.), except that no
pat hname is required, and the server, rather than depositing
the transmitted file in his file system disposes of it in a
manner appropriate for Mil
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TEXT <string> <CA2>

The TEXT command inplies that the Content of the Mil
follows on the TELNET connection as a series of |ines, each
delimted fromthe preceding one by CR LF, and term nated
finally by a CA2.

CONTROLLI NG ACCESS (to a piece of Recorded Mil)

The right of an Individual to nodify a Dynanmic Attribute of a
pi ece of Recorded Mail.

Recordi ng Agents permt an Individual to nodify a Dynam c
Attribute of a piece of Recorded Mail if and only if he can
properly identify hinmself as soneone having Controlling Access to
that Mil.

CREATI ON DATE (of a piece of Mil)

The date and time at which the final draft of a piece of Mail is
conpleted by the Cerk before he releases it to a Delivery,

Di stribution, or Recording Agent for further processing. A single
Creation Date is associated with each piece of Mail. In general,
this date is different fromthe Delivery or Recording Date, since
Mai | often nmust be queued (for another host to cone up) within the
Delivery, Distribution, or Recording Agent’s host before Delivery
of Recordi ng can occur.

A Creation Date is represented in the Protocol by the comrand:

CREATI ONDATE <dat et i ne> <CA>

CUTOFF | NTERVAL (for Distribution of a piece of Mil)

VWi te

That period of tinme, measured fromthe Distribution Date, after

which the Distribution Agent is to abandon Delivery attenpts for

those Recipient(s) to whom Delivery has not yet been effected.

A Cutoff Interval is represented in the Protocol by the comrand:
CUTOFF <interval > <CA>

In the absence of an explicit CUTOFF command, one specifying an
Interval of 7 days is to be assuned.
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DELI VERY (of a piece of Mil)

The act of transmitting a piece of Mail to the host of one of it's
Reci pi ent (s).

DELI VERY AGENT

A process which effects Delivery of a piece of Mail. A
Di stribution Agent is by nature also a Delivery Agent.

DELI VERY DATE (of a piece of Mail to one of its Recipient(s))

The date and tine at which a piece of Mail is Delivered by the
Delivery Agent to a Recipient’s system A multitude of Delivery
Dat es, one for each Recipient, are associated with each piece of
Mai | .

DELI VERY STATUS (for a piece of Mail with respect to a Recipient)

A measure of the extent to which a Delivery Agent has been
successful, at a given point in tine, in Delivering a piece of
Mail to one of its Recipient(s). A nultitude of Delivery Status’,
one for each Recipient, are associated with each piece of Mil

The following Delivery Status’ are defined:
FAI LED

Delivery was rejected by the Recipient’s system (e.g., the
connection request was rejected, the Mail server process
doesn’t support Delivery, the Recipient was not recognized
by the server).

SUCCESSFUL
Del i very was acconplished successfully.

TI MED OQUT
Ei ther the Recipient’s host was di sconnected fromthe Net at
every Delivery attenpt, or no Mail server process has ever

responded to the connection attenpt. Hope of Delivery has
been abandoned.
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VI TI NG

Ei ther the Recipient’s host has been disconnected fromthe
Net at every Delivery attenpt, or no Mail server process has
yet responded to the connection attenpt. Delivery attenpts
are continuing periodically.

UNATTEMPTED

No delivery attenpt has yet been made.

DELI VERY TYPE (for a Delivery)
The nature of the piece of Miil being delivered.

The followi ng Delivery Types are defined:

FORWARD

A Delivery of type FORWARD represents a piece of Recorded or
Unrecorded Mail which is being Forwarded.

MAI L

A Delivery of type MAIL represents a piece of Recorded or
Unrecorded Mail whose ultinate source is an Individual
This is the "normal" Delivery type.

NEGATI VE ACKNOW.EDGVENT

A Delivery of type NEGATI VE ACKNOALEDGVENT represents a

pi ece of Unrecorded Mail generated by a Distribution Agent
and acknow edgi ng unsuccessful or partially unsuccessfu
Delivery of a previous piece of Mail (identified by

Ref erence Serial Number) to it’s Recipient(s). The

Reci pient for this piece of "systend Mail is the Mnitor for
the previous piece of Mil

POSI TI VE ACKNOW.EDGVENT

A Delivery of type POSI TI VE ACKNOALEDGVENT represents a

pi ece of Unrecorded Mail generated by a Distribution Agent
and acknow edgi ng successful Delivery of a previous piece of
Mail (identified by Reference Serial Number) to it’s

Reci pient(s). The Recipient for this piece of "systenm Mi
is the Monitor for the previous piece of Muil
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PROCRESS REPORT

A Delivery of type PROGRESS REPORT represents a piece of
Unrecorded Mail generated by a Distribution Agent and
reporting the Delivery of a previous piece of Mai
(identified by Reference Serial Nunber) to it’'s
recipient(s). The Recipient for this piece of "systenf Mi
is the Monitor for the previous piece of Mil

REPLY

A Delivery of type REPLY represents a piece of Recorded or
Unrecorded Mail generated in reply (or pertaining) to a
previous piece of Mail (identified by Reference Seria
Nurnber) .

Delivery Type is represented in the Protocol by the conmmand:
DELI VERYTYPE <del i verytype> <CA>

In the absence of an explicit DELI VERYTYPE conmand, one with
argunent of MAIL is to be assuned.

DI STRI BUTE DATE (for a piece of Mil)

The date and tinme at which a piece of Mail is presented to a
Distribution Agent for Distribution

DI STRI BUTI ON (of a piece of Mil)

The act of Delivering a piece of Mail to its Recipient(s).
Di stribution can be effected by either the derk’s Delivery Agent,
or by a Distribution Agent acting on his behal f.

DI STRI BUTI ON AGENT

A Mai|l server process which acts as internmediary in the delivery
process by accepting Mail for Recipient(s) in hosts other than its
own, and then assuming responsibility for Delivering the Mail to
them and returni ng Acknow edgnent to the appoi nted Monitor.

DI STRI BUTI ON LI ST

In the Delivery or Distribution of a piece of Mail, that set of
I ndi vi dual s who are to receive Delivery of the Mil
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In the Recording of Mail, that set of I|ndividuals who have
received fornmal and authorized Delivery of a piece of Mail. The
list is kept current by Distribution Agents. O course, any

I ndi vidual with Read Access to the Mail can hinself Deliver it
informally to anyone he chooses w thout that fact’s being
reflected in the Distribution |ist.

A Distribution List is represented in the Protocol as a series of
conmand qui ntupl ets (juxtaposed in the conmand stream, each

qui ntupl et consisting of a RECI Pl ENT command, followed inmrediately
(and optionally) by any or all of the following in the order

gi ven: a GENERALDELI VERY, a GREETING a SIGNATURE, and a

Dl SPCSI TI ON conmand.

Each qui ntupl et corresponds to one individual in the set.
RECI PI ENT <i ndi vi dual > <CA>
GENERALDEL| VERY <CA>

This command is appropriate only in the context of the
Delivery function. |If the previous RECI Pl ENT comand
illicits the reply:

474 Reci pi ent unrecogni zed: is Ceneral Delivery
oK?

the issuance of the CGENERALDELI VERY conmmand constitutes
consent to proceed with General Delivery to that Recipient.
If no such consent is given, the RECI PI ENT conmand st ands
rejected. Unsolicited (i.e., unpronpted for) GENERAL

DELI VERY commands in the Distribution List are treated by
the server as NOPs.

GREETI NG <gr eeti ng> <CA>

The GREETI NG conmmand specifies the Greeting to be seen by
t he Reci pi ent.

If the first quintuplet in the list contains no GREETI NG

conmand, one with a null argument is assuned. Thereafter,

in the absence of an explicit GREETI NG command, one

identical to that for the previous quintuplet is assuned.
SI GNATURE <si gnat ur e> <CA>

The SI GNATURE command specifies the Signature to be seen by
the Reci pient.
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If the first quintuplet in the list contains no S| GNATURE
conmand, one with a null argunment is assuned. Thereafter,
in the absence of an explicit SIGNATURE command, one

identical to that for the previous quintuplet is assumned.

DI SPOSI Tl ON <di sposi ti on> <CA>

The DI SPCSI TI ON command identifies the intent with which the
Mail is Delivered to the Recipient by the Author(s), and nay
take any, all, or none of the follow ng as argunents:

RSVP
The Author(s) request a Reply fromthe Recipient.
ACTI ON

The Aut hor(s) expect sone action on the part of the
Reci pient. |f ACTION doesn't appear, then the Mail is
i ntended for the Recipient’s information only.

I NTERRUPT

The Author(s) declare that exam nation of the Mil by
the Recipient is urgent. In such cases, the

Reci pient’s Mail server process may, upon Delivery,
choose to interrupt the Recipient if he happens to be
l ogged in at a term nal

No specific action in response to the presence of any of
these argunments is required; the server is free if he likes
to treat DI SPOSI TI ON comands as NOPs.

The absence of a DI SPOSI TI ON command inplies one with no
argunents (i.e., for the Recipient’s information only, no
Reply required, and not urgent).
DYNAM C ATTRI BUTES (of a piece of Recorded Mil)
Those attributes of a piece of Recorded Mail -- Distribution List,
Access List, and Catal og List -- which, though given initia
val ues at Recording Tinme, can always be nodified by an Individua
with Controlling Access to the piece of Mil
FORWARDI NG (of Mail received for an Individual)

The act of transferring that set of Miil which has been previously
Delivered to but not Read by an Individual, to another Individual
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Users who are known at nore than one host can cause their unRead
Mailto be gathered in to a central |ocation by perform ng the
Forwar di ng function at each such host (both Individuals being, in
this case, instances of the same User). Ml which has been
Forwarded is considered to have been Read at its source.

FORWARDEE

That | ndividual whose Delivered but UnRead Mail is to be
For war ded.

A Forwardee is represented in the Protocol as an Individual List
of type FORWARDEE and |l ength 1

GENERAL DELI VERY (of a piece of Mail to an unrecogni zed Reci pi ent)

The act on the part of a server of accepting Delivery of a piece
of Mail on behalf of an intended Recipi ent whose nane the server
doesn’t recognize. The server retains the Recipient’s nane, and
nmakes it and the other information provided by the user process
avai l abl e to sone conpetent person, who attenpts to nake sense of
the Recipient’s name. |If the Recipient is recognized, the Mail is
"hand’ delivered to the appropriate Individual

CGeneral Delivery of a piece of Mail to one of its intended

Reci pient(s) is performed only after the server informs the user
process of its intent and receives the user process’ consent. If
that consent is not given, or if the server doesn't inplenent
General Delivery, the server rejects the Delivery attenpt for that
Reci pi ent.

Consent for General Delivery is represented in the Protocol by the
conmand

GENERALDELI VERY <CA>
GREETING (for the Delivery of a piece of Mail to a Recipient)

A short greeting to a Recipient of a piece of Miil. 'Dear Dave' is
a valid and perhaps typical Geeting.

A Greeting is represented in the Protocol by the command:

GREETI NG <greeti ng> <CA>
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ID (for an Individual)

The password whi ch an I ndividual may have to present to a Mi
server process, to prove his identity.

An Id is represented in the Protocol by the command:
I D <id> <CA>

I ds have nothing to do with accounting, and when required by a
server, they' re required only to protect that server fromforgery
or m srepresentation.

I NDI VI DUAL

An instance of a User, identified by NIC Ident, or by the
conbi nati on of host and Mil box Nane.

I NDI VIDUAL LI ST (of type "t" and length "n")
A set of Individuals.

An Individual List is represented in the Protocol as a series of
"n" comand pairs (juxtaposed in the command stream, each pair
consisting of a "t" command, followed i mediately by an ID
conmand. Each pair corresponds to one Individual in the set.

The 1D conmand is given by the Mail user process at the option of
the Mail server process; and whenever the server requires it, he
nust pronpt for it with an appropriate reply to the preceding "t"
conmand. |If no such pronpt is given, the user process is not
obliged to provide the ID conmand, but may if it chooses, in which
case the server is obliged to treat it as if it had been pronpted
for and found correct.

The 1D conmand is a nmechani sm by which the server can assure
hi nsel f that the user process is not acting w thout proper
aut hori zation fromthe Individual (s) involved, i.e., a nechanism
by which a server can protect hinself against forgery,
m srepresentation, etc.
"t" <individual > <CA>

I D <id> <CA>
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MAI L

A body of text communicated fromone set of Individual (s) to
another, in less than (but ideally approaching) real tinme.

MAI LBOX NAME
The nane a User enploys at a host to send and receive Mil.
MONI TOR (for a piece of Mil)

The I ndividual who is the recipient for Acknow edgrments and
Progress Reports.

A Monitor is represented in the Protocol as an |ndividual List of
type MONI TOR and | ength 1.

Moni tor defaults to the Clerk if not explicitly specified.

PROCGRESS REPORT (for a piece of Mil)

A formof Unrecorded Mail, generated periodically during the
di stribution process by a Distribution Agent, whose Recipient is
the Monitor for a previous piece of Mail, and whose Content is a

list of the Recipient(s) and the current Delivery Status for each.
A Progress Report bears the Serial Nunber of the Miil whose status
it reports, as the Reference Serial Number.

PROTOCCL
The Mail Protocol (MP).
READ (a piece of previously-Delivered Mil)

The act, on the part of the User, of exam ning a piece of
Delivered Mil.

READ ACCESS (to a piece of Recorded Mil)

The right of an Individual to retrieve the Content of a piece of
Recorded Mail .

Recordi ng Agents permit an Individual to retrieve the Content of a
pi ece of Recorded Mail if and only if he can properly identify

hi nsel f as someone having Read Access to that Mail. An Individual
can retrieve the Ctation (except Content) fromthe Recording
Agent independently of whether or not he has Read Access to the
Mai | .
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READ DATE (of a piece of Mail for one of its Recipient(s))
The date and time, necessarily followi ng Delivery, at which a
pi ece of Mail is Read by a Recipient. A multitude of Read Dates,
one for each Recipient, are associated with each piece of Mil
RECI PI ENT (of a piece of Mil)

An | ndividual who has or is to receive Delivery of a piece of
Mai | .

RECORDED MAI L

A piece of Mail whose Citation is available on a long-term
(indefinite) basis froma Recordi ng Agent.

RECORDI NG
The service provided by a Recordi ng Agent.
RECORDI NG AGENT

A Mail server process which accepts Mail, permanently Records its
Citation, and assigns a pathnane by which that infornmation can at
any time be retrieved by an Individual with appropriate access.

RECORDI NG DATE

The date and time at which a piece of Mail is presented to a
Recordi ng Agent for Recording. A single Recording Date is
associ ated with each piece of Recorded Mail

REFERENCE SERI AL NUMBER (for an Acknow edgment, Progress Report, or
Repl y)

The Serial Number of the piece of Mail to which an Acknow edgnent,
Progress Report, or Reply refers.

A Reference Serial Nunber is represented in the protocol by the
comand:

REFERENCESERI AL <seri al nunber > <CA>

In the absence of an explicit REFERENCESERI AL command, no Seri a
Nunber is to be assumned.
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REPLY (to a previous piece of Mil)

A piece of Recorded or Unrecorded Mail whose Author(s) are
Reci pient (s) of a previous piece of Miil, and which replies or
pertains to that same piece of Mail and bears its Serial Number,
as the Reference Serial Number.

REPORT | NTERVAL (for a Progress Report)
The interval between Progress Reports.

A Report Interval is represented in the Protocol by the command:

REPORTI NTERVAL <i nt erval > <CA>

In the absence of an explicit REPORTI NTERVAL conmmand, one with an
argunent whose value is effectively infinite is to be assuned
(i.e., no Progress Reports are to be nmde).

REQUESTOR

The 1 ndi vi dual on whose behalf a Miil user process connects to and
interacts with a Mail server process.

A Requestor is represented in the Protocol as an Individual List
of type REQUESTOR and length 1

SERI AL NUMBER (for a piece of Mil)

A short-termidentifier, assigned to a piece of Mail by the derk
(or his system), which acconpani es Acknow edgrments, Progress
Reports, and Replies, and is used to correlate the latter with the
former. The lifetine of a Serial Number is conceptually fromits
assignment by the Clerk until the Delivery of the Recipient(s)
Reply(s) to the Author(s) (or until their decision to send no
reply).

A serial Nunber is represented in the Protocol by the comrand:

SERI AL <seri al nunmber > <CA>

In the absence of an explicit SERI AL comand, no Serial Nunber is
to be assumned.

SI GNATURE (for the delivery of a piece of Mail to a Recipient)

A human-readabl e i ndication of the Author(s) of a piece of Mil
The string 'Jimand Dick’ is a valid Signature.
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A Signhature is represented in the Protocol by the command:
SI GNATURE <si gnat ur e> <CA>
STATI C ATTRI BUTES (of a piece of Recorded Mil)

Those attributes of a piece of Recorded Mail -- Content, Title,
Conments, Author(s), Cerk, and Creation Date -- which are forever
fixed at Recording Tine, and hence can never be nodified.

Static Attributes can be independently specified with commands
descri bed el sewhere, or specified collectively by reference to an

exi sting piece of Recorded Mail. The comand which follows
assigns to the current piece of Mail the Static Attributes of the
pi ece of Recorded Mail it references, and is exactly equivalent to

an appropriate set of TITLE, COMMENTS, etc. commands.
LOCATI ON <fi | eaddr> <CA>
TITLE (of a piece of Miil)
A conci se description of the Content of a piece of Mil
A Title is represented in the Protocol by the command:
TITLE <title> <CA>

In the absence of an explicit TITLE command, one with a nul
argunent is to be assuned

UNRECORDED MAI L
Mai | which is never presented to a Recording Agent for permanent
storage and catal ogi ng, but which is sinply Delivered to its
Reci pient(s) by a Delivery Agent.

UPDATE REQUEST (to a Recording Agent for a piece of Recorded Mil)
A request made of a Recording Agent to add, replace, or delete an
I ndi vidual fromthe Access or Distribution List for a piece of
Mail; or to add or delete a Catalog fromthe Catal og List.
An Update Request is represented in the Protocol by the comrmand:

UPDATETYPE <updat et ype> <CA>

followed i mediately in the command stream by an Access,
Distribution or Catal og List.
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USER
A process or human who sends and/or receives Mil
USER VERI FI CATI ON
The act of verifying an ID as that of a specified Individual
USER VERI FI CATI ON AGENT
A Mail server process which perforns User Verification
MP FUNCTI ONS

A MP function is the request by a Miil user process and the
subsequent performance by a server, of a mpjor task related to the
management of Mail. The follow ng functions are defined:

RECORDI NG

DELI VERY

DI STRI BUTI ON
FORWARDI NG

ClI TATI ON RETRI EVAL
UPDATE CI TATI ON
USER VERI FI CATI ON

One might expect that within the Network there would be just a few
Recordi ng Agents (who inplenment the Recording, Citation Retrieval,
and Update Citation functions); a few Distribution Agents (who

i npl enent the Distribution function); one or two User Verification
Agents (who inplenent the User Verification Function); and many hosts
who i nplenment the Delivery and Forwardi ng functions.

In general, a host is free to inplement any, all, or none of the
functions defined by the Protocol; and a host is free to require a
login (for purposes of accounting) before permtting a user process
access to any of the function(s) it has inplenented.

An FTP server process who chooses to not inplement MP or a particul ar
MP function sinply rejects the command that requests the
uni mpl emented server with the reply:
400 Function not i npl enent ed.
A server who chooses to require login before allow ng access to the

MP subsystemor to an MP function, sinmply rejects the commuand that
requests the charged-for service with the reply:
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332 Login first, please.
The functions defined in MP are:
RECORDI NG
The Recording function is invoked with the command:
RECORD <CA>

Once this conmmand is given, the user process shall provide the
following (in any order that suits it):

(1) Any Static Attributes desired.
Content and Clerk are required. Defaults for other
Static Attributes (applied by the server if the
appropriate comands don’'t appear) are as follows:
Title or Coments as specified in the gl ossary.
Aut hor to the Cerk
Creation Date to the Recording Date

(2) Initial values for any Dynanmic Attributes desired.

Defaults (applied by the server if the appropriate
conmands don’t appear) are as foll ows:

Distribution and Catalog Lists to null
Access List as specified in the glossary.

The Recording function is termnated with either of the
comrands:

EXIT <CA> or ABORT <CA>

EXIT represents normal termination, and causes the server to
performthe Recording function for which parameters have just
been given. ABORT represents abnornmal ternination and effects
exit fromthe function with no action having been taken by the
server; the whol e cormand exchange, beginning with RECORD, is
therefore a NOP
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DELI VERY
The Delivery function is invoked with the conmmand:
DELI VER <CA>

Once this command is given, the user process shall provide the
following (in any order that suits it):

(1) Any Static Attributes desired.
Content is required. Defaults for other Static
Attributes (applied by the server if the appropriate
conmands don’t appear) are as foll ows:
Title or Coments as specified in the gl ossary.
Clerk to null
Aut hor to the O erk.
Creation Date to the Delivery Date.
(2) Any Dynam c Attributes desired.
Distribution List is required. Defaults (applied by the
server if the appropriate commands don’'t appear) are as
fol | ows:
Catalog List to null
Access List as specified in the glossary.
Both of these attributes are for the Recipient’s
i nformati on only when presented in the context of
Delivery, so defaulting themto null sinply inplies
that the Clerk doesn't desire that they be
comuni cated to the Recipient.

(3) Any or all of the follow ng optional paraneters:

(a) Delivery Type
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(b) Acknow edgnent Type

The specification of this paraneter is appropriate if
and only if the Delivery Type is POSITI VE or NEGATI VE
ACKNOALEDGMVENT or PROGRESS REPORT. In this context,
Acknowl edgrment Type tells the server how to interpret
the Content of the Acknow edgnent.

(c) Serial Number

The Serial Nunber assigned to the piece of Ml being
Delivered. This paranmeter is inappropriate unless the
Delivery type is FORWARD (i n which case the Seria
Nunber is the one preserved fromthe previous
Delivery), MAIL, or REPLY.

(d) Reference Serial Nunber

The Serial Number assigned to the piece of Mail to
whi ch the current piece of Mail is either an
Acknowl edgrent, Progress Report, or Reply. The
specification of this parameter is therefore

i nappropriate if the Delivery Type is MNAIL.

The Delivery function is termnated with either of the
conmands:

EXIT <CA> or ABORT <CA>
EXIT represents nornmal termnation, and causes the server to
performthe Delivery function for which paraneters have just
been given. ABORT represents abnornmal ternination and effects
exit fromthe function with no action having been taken by the
server; the whol e command exchange, beginning with DELIVER, is
therefore a NOP

DI STRI BUTI ON

The Distribution function is invoked with the conmrand:

Dl STRI BUTE <CA>

Once this command is given, the user process shall provide the
following (in any order that suits it):

(1) Any Static Attributes desired.
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Content is required. Defaults for other Static
Attributes (applied by the server if the appropriate
conmands don’t appear) are as foll ows:
Title or Coments as specified in the gl ossary.
Clerk to nul
Aut hor to the O erk.
Creation Date to the Delivery Date
(2) Any Dynamic Attributes desired.
Distribution List is required. Defaults (applied by the
server if the appropriate commands don’'t appear) are as
fol | ows:
Catal og List to nul
Access List as specified in the glossary.
Both of these attributes are for the Recipient(s)
i nformati on only when presented in the context of
Distribution, so defaulting themto null sinmply
implies that the Cerk doesn't desire that they be
comuni cated to the Recipient(s).
(3) Any or all of the follow ng optional paraneters:
(a) Delivery Type
MAI L, FORWARD, or REPLY only.
(b) Serial Number
The Serial Nunber of the Miil being Distributed.
The Distribution Agent will relay this Seria
Nunber to each Recipient at Delivery.
(c) Reference Serial Nunber
The Serial Number of the piece of Mail to which the
current piece of Mail is a Reply. The Distribution
Agent will relay this Serial Number to each
Reci pient at Delivery. The specification of this

paraneter is appropriate if and only if the
Delivery Type is REPLY.
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(d) Acknow edgnent Condition
An Acknowl edgnent is requested fromthe
Distribution Agent if and only if the
Acknowl edgrment Condition is other than NEVER

(e) Acknow edgnent Type

(f) Cutoff Interva

(g) Report Interval
Progress Reports are requested fromthe
Distribution Agent if and only if this paranmeter is
specified explicitly.

(h) Monitor
This paraneter is ignored unless either an
Acknowl edgrment or Progress Reports (or both) are
request ed.

The Distribution function is termnated with either of the
commands:

EXIT <CA> or ABORT <CA>
EXIT represents normal termination, and causes the server to
performthe Distribution function for which paranmeters have
just been given. ABORT represents abnornal termnation and
effects exit fromthe function with no acti on having been
taken by the server; the whole conmand exchange, begi nni ng
with DI STRIBUTE, is therefore a NOP
FORWARDI NG
The Forwarding function is invoked with the comrand:
FORWARD <CA>

Once this conmmand is given, the user process shall provide the
following (in any order that suits it):

(1) Forwardee
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(2) Distribution |ist

This is the set of Individual (s) to whomthe Miil is to
be Forwar ded.

The Forwarding function is termnated with either of the
comands:

EXIT <CA> or ABORT <CA>
EXIT represents normal termination, and causes the server to
performthe Forwardi ng function for which paraneters have just
been given. ABORT represents abnornmal ternination and effects
exit fromthe function with no action having been taken by the
server; the whol e conmand exchange, begi nning with FORWARD, is
therefore a NOP.
Cl TATI ON RETRI EVAL
The Citation Retrieval function is invoked with the comrand:
RETRI EVE <CA>

Once this command is given, the user process shall provide the
following (in any order that suits it):

(1) The pathnanme of the piece of Mail whose Citation is to
be retrieved:

PATHNAME <pat hname> <CA>
(2) Any or all of the follow ng optional paraneters:

(a) Ctation Tenplate

(b) Requestor
This paraneter is required if and only if Content is
requested and Read Access happens not to be granted to
Al'l, in which case the server verifies that the
Request or has Read Access to the piece of Mil.

(c) FILE <CA>
This command is appropriate if and only if Content is
requested. The presence of this command inplies that

the Content of the Mail is to be returned to the user
process (following the return on the TELNET connection
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of any other Citation Component(s) requested) as a
file using the FTP data transfer commands (e.g., BYTE
SOCK, TYPE) currently in effect. FILE is exactly
equivalent in effect to an FTP RETR conmand (in its
use of data transfer commands, in its establishnment of
the data connection etc.) except that no pathnane is
required.

In the absence of a FILE command, Content is returned
on the TELNET connection |ike any other Citation
Conponent .

The server returns the Ctation Conponents in the
order requested by the user process (except that
Content, if requested as a file, is always returned
after the "end of citation’ indication), each as a
reply whose nuneric code is 172 and whose text is
exactly the command normally used to conmuni cate that
sanme paraneter to the server. A reply whose nuneric
code is 173 term nates the reply list.

Title and Content, which (in general) may each contain
the TELNET New Li ne sequence (CR LF), are represented
as continued replies, using the FTP reply continuation
convention (see the FTP protocol docunent). The first
four characters of each reply line except the first
and | ast are blanks inserted by the server which nust
be del eted by the user process to correctly recover
the value of the Title or Content.

The Citation Retrieval function is termnated with either of
t he conmands:

EXIT <CA> or ABORT <CA>

EXIT represents nornmal termnation, and causes the server to
performthe Citation Retrieval function for which paraneters
have just been given. ABORT represents abnormal term nation
and effects exit fromthe function with no action having been
taken by the server; the whole command exchange, beginning with
RETRI EVE, is therefore a NOP.
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UPDATE CI TATI ON
The Update Citation function is invoked with the comrand:
UPDATE <CA>

Once this command is given, the user process shall provide the
following (in any order that suits it):

(1) Requestor
This paraneter is required unless Controlling Access has
been granted to All, in which case it is treated as a NOP
if given. The server verifies that the Requestor has
Control ling Access to the piece of Mil

(2) One or nore Update Requests

The Update Citation function is termnated with either of the
conmands:

EXIT <CA> or ABORT <CA>
EXIT represents nornmal termnation, and causes the server to
performthe Update Citation function for which paraneters have
just been given. ABORT represents abnornal ternination and
effects exit fromthe function with no action having been taken
by the server; the whole command exchange, beginning wth
UPDATE, is therefore a NOP

USER VERI FI CATI ON
The User Verification function is invoked with the conmand:
VERI FY <CA>

Once this command is given, the user process shall specify
any number of Requestors.

The server pronpts for the Id for each, the user process
provides it, and the server returns a reply whose nuneric
code is 272 is the Id is correct or 472 otherw se.

The User Verification function is termnated with either of the
commands:

EXIT <CA> or ABCRT <CA>
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EXAMPLE
In the exanple bel ow, a short message is recorded for public access,
and distributed to a single recipient. The user process is assuned
al ready connected to the server.
Note: This would be the inplenmentation of N C Journal Subnission
where the NIC is understood to be both a Recording and
Di stribution Agent.
Replies fromthe server are in brackets.
MAI L <CA>

The Mail systemis invoked.
[261 RE DE DI FWCl UP WV -- supported.]

REC <CA>

The Recording function is invoked.
[200 K. ]

TITL SMFS Runs on TENEX 1.31 at the NI C <CA>

A Title is given

[200 OK.]
TEXT The NI C came up on TENEX 1.31 on 1-APR <CRLF> | tried SMFS
here on the new monitor and it <CRLF> works fine. | don't
understand why | had <CRLF> probl ens running your copy of the code
at <CRLF> BBN-TENEX. Are you still unable to reference <CRLF> the
same archived file fromtwo different <CRLF> TENEXs? <CA2>

The Content of the nessage is entered.
[200 OK.]

CLER WHI TE@BRI - ARC <CR>

The Clerk is identified as Wiite at SRl - ARC.
[330 OK.  Now Id, please]

IDid <CA>

Hs Idis supplied
[200 K. ]
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VWi te

EXIT <CA>
Exit fromthe Recording function is effected, and the pathnane
' 15490° is returned by the Recordi ng Agent for the now Recorded
{\/gu?IO 15490 -- is assigned as the pathnane.]

DI ST <CA>

The Distribution function is invoked.
[200 OK.]

LOC SRI - ARC 15490 <CA>

The nessage just recorded is specified for Distribution.
[200 K. ]

RECI * DHC <CA>
The Recipient is specified via NNC Ident to be Dave Crocker at
UCLA- NMC.
[200 K. ]

GREE Dave <CA>

A Geeting is given.
[200 K. ]

D SP R

A reply is requested.
[200 K. ]

SIGN Jim

The nmessage i s signed.
[200 K. ]

ACKC A <CA>
Acknowl edgrment of the Mail’s Delivery is requested whet her
Del i very succeeds or fails..
[200 K. ]

ACKT T <CA>

The Acknowl edgnent is to be terse.
[200 K. ]
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CUT 1 D <CA>

If Delivery hasn’t been effected within 24 hours, the attenpt
is to be abandoned (and an Acknow edgnment of failure returned).
The Monitor (to whomthe Acknow edgnent is sent) is allowed to
default to the derk

[200 K. ]

SERI serial <CA>

A Serial Nunber is assigned for purposes of coordinating
Acknowl edgrment and Reply. A desirable inplenentation of the
sender’s user and server processes is one in which the Seria
Nunber is assigned by the user process, rather than by the
human user hinself in such a way that his server process can
automatically make the associati on between original Mil, and
subsequent Acknow edgrment and Reply.

[200 OK.]

EXIT <CA>

Exit fromthe Distribution function is effected.
[200 OK.]

EXIT <CA>

Exit fromthe Mail subsystemis effected.
[200 K. ]
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Every conmand requires at |east one reply fromthe server.

THOSE SPECI FI C TO MP

VWi te

ABORT <CA>

ACCESS <i ndi vi dual > <CA>
ACCESSTYPES <accesstypes> <CA>
ACKCONDI Tl ON <ackcondi ti on> <CA>
ACKTYPE <ackt ype> <CA>

AUTHOR <i ndi vi dual > <CA>
CATALOG <cat al og> <CA>

Cl TATI ONTEMPLATE <ci tati ont enp> <CA>
CLERK <i ndi vi dual > <CA>
COWENTS <comrent s> <CA>

CREATI ONDATE <dat et i ne> <CA>
CUTOFF <interval > <CA>

DELI VER <CA>

DELI VERYTYPE <del i verytype> <CA>
Dl SPCSI Tl ON <di sposi ti on> <CA>
DI STRI BUTE <CA>

EXIT <CA>

FI LE <CA>

FORWARD <CA>

FORWARDEE <i ndi vi dual > <CA>
GENERALDELI VERY <CA>

GREETI NG <gr eeti ng> <CA>

| D <i d> <CA>

LOCATI ON <fi | eaddr > <CA>

MAI L <CA>

MONI TOR <i ndi vi dual > <CA>
PATHNAME <pat hnane> <CA>
RECI PI ENT <i ndi vi dual > <CA>
RECORD <CA>

REFERENCESERI AL <seri al nunber > <CA>
REPORTI NTERVAL <i nt erval > <CA>
REQUESTOR <i ndi vi dual > <CA>
RETRI EVE <CA>

SERI AL <seri al nunmber > <CA>

SI GNATURE <si gnat ur e> <CA>

TEXT <string> <CA2>

TITLE <titl e> <CA>

UPDATE <CA>

UPDATETYPE <updat et ype> <CA>
VERI FY <CA>
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THOSE BORROVED FROM FTP

The foll owi ng conmands borrowed from FTP are defined (al so) as MP
conmands to support the transfer of the Content of a piece of Mil
in’'file” form The reader is referred to the FTP protocol
docunent for a description of their use and syntax. The borrowed
comrands are:

BYTE, SOCK, PASV, TYPE, STRU, MODE, REST, and SITE.
The foll owi ng commands borrowed from FTP are defined (al so) as M
conmands to pernit changes of accounting paraneters within the MP
subsystem The accounting paraneters in force when the subsystem
is entered apply (if necessary) within the subsystemuntil
changed. Values to which the paranmeters nay have been changed
while in the subsystem continue in effect upon return to the FTP
conmand space. The borrowed comrands are:

USER, PASS, and ACCT.

The foll owi ng m scel |l aneous conmands borrowed from FTP are defined
al so as MP commands:

HELP and NOOP.
COMVAND REPLI ES
This list is undoubtedly inconplete; some crucial reply code
assignments may be missing despite the author’s attenpt to foresee
the kinds of interaction that mght arise between user and server and
the responses fromthe server that they would require.
172 <A Citation Conponent >

In response to the EXIT command which termnates the Citation
Retrieval function.

173 End of citation.
Following a list of 172 replies.
200 K.

This is the standard, positive acknow edgnent used throughout
the Protocol.
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270

271

272

330

332

400

431
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<pat hnane> -- is assigned as the pat hnane.

In response to the EXIT command which terninates the Record
function.

<functionlist> -- supported.

In response to the MAIL command by which the user process
gains entry to the Mail subsystem This response is
mandatory, and fromit the user process can quickly determ ne
what function(s) are supported by the server.

Requestor is who he says he is.

In response to an I D command in the User Verification
function. This reply infornms the user process that the Id
given is in fact that of the Individual specified.

K. Now Id, please.

In response to the first conmmand in each pair of commands in
an I ndividual List. This reply requires the next comrand from
the user process to be ID

Login first, please.

In response to any conmand which invokes a Ml function
(e.g., RECORD, DI STRIBUTE, DELIVER), or to the MAIL conmmand
itself. This reply inplies that the requested function is
supported by the server, but that the user is required to

| ogin before invoking it.

Functi on not i npl enented.

In response to any conmand which invokes a Mail function
(e.g., RECORD, DI STRIBUTE, DELIVER), or to the MAIL command
itself. This reply inplies that the requested function is not
supported by the server.

I ncorrect 1d.

In response to the ID conmand in an Individual List command
pair. This reply inplies that the Id specified was incorrect.
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440

470

471

472

473

474

475

570
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<Error relayed from Recordi ng Agent >

In response to the LOCATI ON command. This reply inplies that
the server attenpted to retrieve the specified piece of Mai
froman FTP server but failed because it returned the error
reply whose text is duplicated in the current reply.

No such pat hnane.

In response to the PATHNAME command (in the Gtation Retrieva
function). This reply inplies that the specified pathname is
not recogni zed by the server.

No unRead Mail to Forward.

In response to the EXIT command which term nates the
For war di ng Functi on.

Requestor is NOT who he says he is.

In response to an I D command in the User Verification
function. This reply infornms the user process that the Id
given is NOT that of the Individual specified.

You don’t have Read Access to the Mil

In response to the LOCATI ON command, or to the PATHNAMVE
conmand in a Citation Retrieval function. This reply inplies
that the Requestor doesn’t have Read Access to the piece of
Mai | .

Reci pi ent unrecogni zed; is CGeneral Delivery OK?

In response to an instance of the RECI PI ENT command in a
Distribution List (in the context of the Delivery function).
This response inplies that the Recipient in unrecognized, but
that the server will attenpt General Delivery to himif the
user process responds with a GENERALDELI VERY comrand,;

ot herwi se the Recipient is rejected.

That Individual is not at this host.
No such NI C Ident or Mil box Nane.
In response to any conmand in which a NIC Ident or Mil box

Nane appears as an argunent. This reply inplies that the
I ndi vi dual specified does not exist.
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571 Invalid host.

In response to any conmand in which a host address or standard
host nane appears as an argunent. This reply inplies that no
such host exists.

572 No such catal og.

In response to the CATALOG conmmand. This reply inplies that
no such Catal og exi sts.

Any 500’ reply.
Any of the error replies associated with FTP RETR/ STOR conmands.
FORMAL SYNTAX

The terse keyword fornms to be enployed in actually inplenmenting a
Mai | user or server process are generated by del eting character(s)
fromthe correspondi ng verbose forms. Those deleted characters are
i ncl uded but encl osed in brackets throughout the description which
follows. Spaces can be used freely between term nal elements of the
syntax, and in sone cases, at |east one space must separate two

el enments whose boundary coul d not otherw se be distingui shed.

<CA2> TELNET Go Ahead character
<CA> TELNET new line (CR LF)
<CRLF> CR LF

<r eadaccess> <control access>
A[ LWAYS] | F[AILURE] | N EVER

<accesst ypes>
<ackcondi ti on>

<acktype> T[ ERSE] | V[ ERBCSE]
<action> A[CTION] | nul
<cat al og> <string>

<ci tati onconp> D[ I STRIBUTION] L[ I ST] | A[ CESS]L[I ST]
C[ATALOG L[IST] | CCONJT[ENT] | T[ITLE] |
JQOMMENTS] | AUTHOR | CL[ERK] |
Cl REATI ON] O} ATE]

<citationconmp> | <citationconp>
<citationtenp>

<shortbody> <CA> | <l ongbody> <CA2>
<string>

C[ ONTRCLLING | nul

deci mal integer

<dayof nonth> / <month> / <year>
<date> <tinme>

deci mal integer, 1-31

<count > D[ AYS]

F[ AILED] | S[UCCESSFUL] | T[I|MED OUT]

<citationtenp>

<command>
<coment s>
<control access>
<count >

<dat e>

<dat eti ne>

<dayof mont h>
<days> :
<del i verystatus> :
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<del i verytype>

<di sposi ti on>
<fil eaddr>
<functionlist>

<functi ont ype>

<gl obal nane>
<greeting>
<host >

<host addr ess>
<host nane>
<hour >

<hour s>

<i ndi vi dual >
<interrupt>
<i nterval >
<| ocal nane>

NOTE: Host defaults to that of the server

<l ongbody>

<mai | box>

<m nut e>
<mont h>

<ni ci dent >
<id>

<pat hnane>

<r eadaccess>
<rsvp>
<seri al nunber >
<short body>

VWi te

A Proposed Mai

WAITING |
F[ORWARD] | MAIL

ACKNONLEDGVENT] |
ACKNOWNLEDGVENT] |
| RIEPLY]

<rsvp> <action> <
<host > <pat hnane>
<functi ont ype>
<functionlist>
RE[ CORDI NG | DE[
F[ OR] W ARDI NG |
UP[ DATE] | U SER]
* <ni ci dent >
<string>

<host nane> | <hos
deci mal i nteger,

Pr ot oco

U NATTEMPTED]

1 | N EGATIVE
P[ OSI TI VE
P[ ROGRESS] R EPORT]

i nterrupt>
<functiontype>
LI VERY] | DI [ STRI BUTI ON|

Cl [ TATI ON RETEi EVAL] |
V[ ERI FI CATI ON|

t addr ess>
0- 255

st andard host nane

deci mal i nteger,
<count > H OURS]
<l ocal name> | <g
| [ NTERRUPT] | nul
<days> | <hours>
<mai | box> @ <host

= COM MENTS] <conme
TEXT <string>
<string>
deci ma
deci ma
<string>
<string>
<string>
R EAD] | nul

R SVP] | nul
<string>

ABCR T] |

ACC[ ESS] <i ndivid
ACKC[ ONDI TI ON] <a
ACKT[ YPE] <acktyp
AC[ CESS] TY[ PES] <
AUTH OR] <individ
CAT[ ALOG <catal o
CLER] K] <i ndi vi du
CR[ EATI ON] DA[ TE]
CUT[ OFF] <interva

i nt eger,
i nt eger,

0-23

obal nane>

I

| <days> <hours>
> | <mmil box> @

nt s>

0-59
1-12

ual > |
ckcondi ti on>
e>
accesstypes>
ual > |

9> |

al >

<dateti ne> |
> |

d | TATI ON] TEM PLATE] <citati ont enp> |

DELI [ VER] |
DE[ LI VERY] TY[ PE]

<del i vverytype>
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DI SP[ CsI TI ON] <di sposition>
DI ST[ RI BUTE] |

EXIT

FI LE

FOR[ WARDE] E <i ndi vi dual >
FOR[ WARD]

GEN[ ERAL] D] ELI VERY] |

GREE[ TING <greeting>

ID <I D>

LOC ATI ON] <fil eaddr>

MAI L

MON[ | TOR] <i ndi vi dual > |
PATH NAME] <pat hnane> |
RECI [ PI ENT] <i ndi vi dual >
REC[ ORD] |

REQ UESTQ R <i ndi vi dual > |
R[ EFERENCE] SER[ | AL] <seri al nunber > |
R[ EPORT] | NT[ ERVAL] <i nterval >
SERI [ AL] <seri al nunber >

SI G\[ ATURE] <si gnat ur e>
TITL[E] <title> |

UPDA[ TE] |
UP[ DATE] TY[ PE] <updat et ype> |
VER[ | FY]
<si gnhat ur e> = <string>
<string> = any non-zero nunber of visible characters
(in particular, CA and CA2 are excl uded)
<time> = <hour> : <m nute> <ti nmezone>
<timezone> = EST | EDT | CST | CDT | MST | MDT | PST
PDT | GMI
<title> = <string>
<updat et ype> = AIDD] | R EPLACE] | D[ ELETE]
<year > = full year in decimal (e.g., 1973)

[ This RFC was put into nachine readable formfor entry ]
[ into the online RFC archives by Root 2/98 ]
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