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LOST MESSAGE DETECTI ON

| have three suggestions for detecting the | oss of messages by the
conmuni cati ons subsystem The first of these is perhaps the nore
powerful and sinpler to inplement since it uses no new concepts and has

t he

The

The

power to retransmt the nessage detected as | ost.
first schene:

I f upon sending a nmessage the host saved a copy of that nmessage and
waited until either:

a RFNM was returned, in which case everything is ok and the next
nmessage i s processed.

a | NCOVWPLETE TRANSM SSION i s returned, in which case the copy of
the nessage is retransmtted (this could be a | oop so put a
finite upper bound on the nunmber of tinmes to retransmt the sane
nessage) .

a DESTI NATION DEAD is returned, in which case mark the
destinati on down and require the exchange of reset commands
before further comrunication is all owed.

sonething el se is received indicating an error in the network or
local IMP, in which case at least log the error, and probably
cl ose the conversation.

Fol | owi ng the above procedures either on a per host basis or a per
i nk basis should prevent a | ost nessage problem from
devel opi ng.

second schene:

If on a per host basis, nessage nunbers are included in the host to
host header of nessages,, and nessages are delivered in order (this
is currently the case in the network, except for priority nmessages
so this proposal requires that each host either send everything as
priority or nothing as priority) then each receiving host can detect
a mssing nessage by conparing the message nunber of the received
nessage with the previously received nessage.

On exchangi ng resets the sequence nunbers between that pair of
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The

hosts is set to zero

Each tinme a nmessage is sent the current send nmessage nunber is
entered into a field in the nessage header, and the current send
message nunber is increnented (nodulo N, say N=256)

Each tine a nessage is received the nessage nunber fromthe
nessage is conpared to the current receive nmessage nunber and:

if the received nmessage is the expected one then the nmessage
is acceptabl e and current receive nessage nunber is
i ncrenented (nodulo N);

if the received nessage is not the expected one then a
nessage has been | ost.

VWhat to do when a m ssing nessage is detected, not clear, but at

| east can be logged and reported to the network control center. A
nm ssing nessage may not be fatal to an interactive conversation, but
it is critical ina file transfer, thus | suggest that m ssing
nmessages whi ch are not recovered be cause to close the conversation

third schene:

Host to host acknow edgements could be required. Such an

acknow edgerment schene could be inplenmented sinilarly to the IMP to
| MP schene. This is a serious change to the current protocols so
will not elaborate on it here, feeling that deeper study will be
necessary to fully specify a reasonable host to host acknow edgenent
strat egy.

O these three suggestions the first is the nost inmmediately practica

and

i mpl enentable; in fact several hosts all ready do this. These

schenes al so are non-conflicting, they could be inplenented and used
si mul t aneousl y.
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