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meno is unlimted.

Copyri ght Notice
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Abst r act
Thi s docunent describes an extension to the Lightweight Directory
Access Protocol (LDAP) Modify operation to support an increnent
capability. This extension is useful in provisioning applications,
especi al ly when conbined with the assertion control and/or the pre-

read or post-read control extension.
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1. Background and I ntended Use

The Lightwei ght Directory Access Protocol (LDAP) [RFC4510] does not
currently provide an operation to increment values of an attribute.
A client nmust read the values of the attribute and then nodify those
val ues to increment themby the desired anount. As the values nmay be
updated by other clients between this add and nodi fy, the client nust
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be careful to construct the nodify request so that it fails in this
case, and upon failure, to re-read the values and construct a new
nodi fy request.

Thi s docunent extends the LDAP Mddify Operation [ RFC4511] to support
an increnent val ues capability. This feature is intended to be used
with either the LDAP pre-read or post-read control extensions

[ RFC4527]. This feature may al so be used with the LDAP assertion
control extension [RFC4528] to provide test-and-increnent
functionality.

In this docunent key words "MJST", "MJST NOI*, "REQU RED', "SHALL",

"SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and

"OPTIONAL" are to be interpreted as described in BCP 14 [ RFC2119].
2. The Modify-1ncrenent Extension

Thi s docunent extends the LDAP Modify request to support a increnent

val ues capability. |Inplenentations of this extension SHALL support
an additional MdifyRequest operation enuneration val ue increnent
(3), as described herein. |Inplenmentations not supporting this
extension will treat this value as they would an unlisted val ue,

e.g., as a protocol error

The increnent (3) operation value specifies that an increnent val ues
nodification is requested. Al existing values of the nodification
attribute are to be increnented by the listed value. The

nodi fication attribute nust be appropriate for the request (e.g., it
must have | NTEGER or other increment-able values), and the

nodi fication nust provide one and only one value. |[|f the attribute
is not appropriate for the request, a constraintViolation or other
appropriate error is to be returned. |If nultiple values are

provi ded, a protocol Error is to be returned.

Servers supporting this feature SHOULD publish the object identifier
(OD 1.3.6.1.1.14 as a value of the 'supportedFeatures’ [RFC4512]
attribute in the root DSE. Cients supporting this feature SHOULD
NOT use the feature unless they know the server supports it.

3. LDIF Support
To represent Modi fy-Increment requests in LDAP Data | nterchange
Format [ RFC2849], the ABNF [ RFC4234] production <nod-spec> is
ext ended as foll ows:

nod-spec =/ "increnent:" FILL AttributeDescription SEP
attrval -spec "-" SEP
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For exanpl e,

# I ncrement ui dNunber

dn: cn=nmax-assi gned ui dNunber, dc=exanpl e, dc=com
changetype: nodify

i ncrenment: ui dNunber

ui dNunber: 1

This LD F fragnent represents a Mdify request to increnent the
val ue(s) of uidNumber by 1.

4. Security Considerations

General LDAP security considerations [RFC4510], as well as those
specific to the LDAP Mdify [RFC4511], apply to this Mdify-Increnment
extension. Beyond these considerations, it is noted that

i ntroduction of this extension should reduce application conplexity
(by providing one operation for what presently requires nmultiple
operations) and, hence, it may aid in the production of correct and
secure inplenmentations.

5. | ANA Consi derations
Regi stration of the follow ng val ues [ RFC4520] have been conpl et ed.
5.1. (Cbject ldentifier

The |1 ANA has assigned an LDAP Object Identifier to identify the LDAP
Modi fy-Increment feature, as defined in this docunent.

Subj ect: Request for LDAP bject Identifier Registration
Person & enmail address to contact for further information:
Kurt Zeil enga <kurt @penLDAP. or g>
Speci fication: RFC 4525
Aut hor/ Change Control |l er: Author
Conment s:
Identifies the LDAP Modify-Increnment feature

5.2. LDAP Protocol Mechani sm
The foll owi ng LDAP Protocol Mechani sm has been regi stered.
Subj ect: Request for LDAP Protocol Mechani sm Regi stration
ohject ldentifier: 1.3.6.1.1.14
Descri ption: Mdify-Increment

Person & email address to contact for further information:
Kurt Zeil enga <kurt @penl dap. org>
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Usage: Feature

Speci fication: RFC 4525

Aut hor/ Change Controller: Kurt Zeilenga <kurt @penl dap. org>
Comment s: none

5.3. LDAP Protocol Mechani sm

The | ANA has assi gned an LDAP Mdi f yRequest Operation Type (3)
[ RFC4520] for use in this docunent.

Subj ect: Request for LDAP Protocol Mechani sm Registration

Modi f yRequest Operation Nane: increnent

Description: Mdify-Increnent

Person & emmil address to contact for further information:
Kurt Zeil enga <kurt @penl dap. org>

Usage: Feature

Speci fication: RFC 4525

Aut hor/ Change Controller: Kurt Zeilenga <kurt @penl dap. org>

Conment s: none
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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