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Abstract

This docunment defines the format of data to be collected and m ni mum
set of attributes that need to be captured for security auditing in
heal t hcare application systens. The format is defined as an XM
schema, which is intended as a reference for healthcare standards
devel opers and application designers. It consolidates severa

previ ous docunents on security auditing of healthcare data.
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1. Purpose

To hel p assure healthcare privacy and security in automated systens,
usage data needs to be collected. This data will be reviewed by
admnistrative staff to verify that healthcare data is being used in
accordance with the healthcare provider’'s data security requirenents
and to establish accountability for data use. This data collection
and review process is called security auditing.

Thi s docunent defines the format of the data to be collected and
m ni mum set of attributes that need to be captured by healthcare
application systens for subsequent use by an autonati on-assisted
revi ew application. The data includes records of who accessed
heal t hcare data, when, for what action, fromwhere, and which
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patients’ records were involved. The data definition is an XM
schema to be used as a reference by healthcare standards devel opers
and application designers.

Thi s docunent consolidates previously disjointed viewoints of
security auditing fromHealth Level 7 (HL7) [HL7SASIG, Digita

I magi ng and Commruni cati ons in Medicine (DICOM Wrking G oup 14,
Integrating the Healthcare Enterprise (IHE) [IHETF-3], the ASTM
International Healthcare Informatics Technical Conmittee (ASTM E31)

[ E2147], and the Joint NEMA/ COCI R/ JI RA Security and Privacy Conmittee
[NEMASPC]. It is intended as a reference for these groups and ot her
heal t hcar e standards devel opers.

The purposes the docunment fulfills are to:

1) Define data to be conmmuni cated for evidence of conpliance with, or
viol ations of, a healthcare enterprise’ s security and privacy
pol i ci es and objecti ves.

Thi s docunent defines the audit nessage format and content for
heal t hcare application systens. The focus of auditing is to
retrospectively detect and report security/privacy breaches. This
i ncl udes capturing data that supports individual accountability
for patient record creation, access, updates, and del etions.

Thi s docunent does not define healthcare security and privacy
policies or objectives. It also does not include real-time access
alarm actions since there is a perception in the healthcare
conmunity that security measures that inhibit access may al so
inhibit effective patient care, under sonme circunstances.

2) Depict the data that would potentially reside in a common audit
engi ne or database.

Privacy and security audit data is to be collected on each
hardware system and there are likely to be separate |ocal data
stores for systemlevel and application-level audits. Collating
these records and providing a conmon view - transcendi ng hardware
system boundaries - is seen as necessary for cost-effective
security and privacy policy adninistration.

The data definitions in this docunment support such a collation

but the technical inplenentation alternatives are not covered in
this docunent.
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3) Depict data that allows useful queries against audited events.

Audit data, inits rawform reflects a sequential view of system
activity. Useful inquiries for security and privacy

adm ni stration need workfl ow, business process, organizational
rol e, and person-oriented views. Data definitions in this
docunent antici pate and support creating those views and queries,
but do not define them

4) Provide a common reference standard for healthcare I T standards
devel opnent organi zati ons.

By speci fying an XM. schema, this docunment anticipates extensions
to the base schena to neet requirenents of healthcare standards
bodi es and applicati on devel opers.

2. Scope
2.1. Data Collection

Thi s docunent specifies audit data to be collected and comuni cat ed
fromautomated systens. |t does not include non-autonmated processes.

Data for events in the above categories nmay be sel ectively collected,
based on heal t hcare organi zati on policy. This docunent does not
speci fy any baseline or mnimal policies.

For each audited event, this docunent specifies the miniml data
requi rements plus optional data for the follow ng event categories:

1) Security administrative events - establishing and nai ntaining
security policy definitions, secured object definitions, role
definitions, user definitions, and the rel ationshi ps anpbng t hem
In general, these events are specific to the adm nistrative
applications.

2) Audit access events - reflecting special protections inplenented
for the audit trail itself.

3) Security-nediated events - recording entity identification and
aut hentication, data access, function access, nonrepudiation
crypt ographi c operations, and data inport/export for nessages and
reports. In general, these events are generic to all protected
resources, without regard to the application data content.
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4) Patient care data events - docunenting what was done, by whom
usi ng which resources, fromwhat access points, and to whose
nmedi cal data. In general, these audits are application-specific
since they require knowl edge of the application data content.

Security subsystens found in nost systeminfrastructures include a
capability to capture systemlevel security relevant events |ike

| og-on and security object accesses. This docunent does not preclude
such functions being enabled to record and supply the data defined in
this docurment, but transfornmation of the collected data to the common
XML scherma definition nay be necessary to support requirements
consol i dated auditing views.

Application-level events, such as patient record access, are not
captured by systemlevel security audits. The defined data support
applications’ record access auditing for healthcare institutiona
security and privacy assurance plus related policy adm nistration
functions.

System | ocal data definitions for collection and storage of audit
data, prior to transformation to a common schenma and transm ssion to
a conmmon repository, are not included in this document.

2.2. Anticipated Data End-uses

Thi s docunent anticipates, but does not define, end-uses for the data
col | ect ed.

The typical healthcare I T environment contains many systenms from
various vendors and devel opers who have not inplenented conmon or

i nteroperabl e security admnistrative functions. This docunent
anticipates a requirenent to transnit data from several unrelated
systenms to a common repository. It also anticipates the aggregated
data which may then be queried and viewed in a variety of ways.

There are distinctions of detail granularity, specificity, and
frequency between audit data required for surveillance versus
forensic purposes. Wile sone surveillance data may be useful for
forensics, the scope of this docunment is linmted to surveillance.

Thi s docunent does not address access real-tine policy violation
alarmactions. There is a perception in the healthcare comunity
that security measures which inhibit access may al so inhibit

ef fective patient care, under some circunstances.

Mar shal | I nf or mati onal [ Page 5]



RFC 3881 Security Audit & Access Accountability Sept enber 2004

2.

3.

3.

Thi s docunent does not define any data for patient care consents or
patients’ pernissions for data disclosure. It is conceivable that
the proposed audit data could be input to such applications, however,
assum ng strict access controls for audit data have been established.

Thi s docunent does not define systemspecific or application-specific
data that may be collected and reported in addition to the defined

el enents. For exanple, it is conceivable that audit mechani snms may
be useful for tracking financial or payroll transactions. At the
same time, this document does not preclude extending the XM. schema
to incorporate additional data.

There is a potential requirement for a set of adm nistrative nessages
to be sent froma central source to each participating systemto
uniformy specify, control, enable, or disable audit data collection
Such messages are not included in this docunent.

3. Confornmance

Thi s docunent does not include any definitions of confornmance
practices. Instead, it anticipates that standards devel opnent
organi zations that reference this docunent may specify their own
conf or mance requirenents.

Goal s
1. Effective Data Gathering

The process of assuring that security policies are inplenented
correctly is essential to information security adnmnistration. It is
a set of interrelated tasks all ainmed at naintaining an acceptabl e

| evel of confidence that security protections are, in fact, working
as intended. These tasks are assisted by data from aut onmat ed

i nstrumentati on of system and application functions.

Data gathered froma secured environnent is used to accumul ate

evi dence that security systens are working as intended and to detect
incidents and patterns of msuse for further actions. Once nessages
have been col |l ected, various reports may be created in support of
security assurance and admi nistration information requirenents.

When a site runs nultiple heterogeneous applications, each
application systemmy have its own security mechanisns - user |og-
on, roles, access right permssions and restrictions, etc. Each
application systemalso has its own security log file that records
security relevant events, e.g., log-in, data access, and updates to
the security policy databases. A systemadm nistrator or security
audi tor nust exami ne each of these log files to find security
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3.

rel evant incidents. Not only is it difficult to exam ne each of
these files separately, the format and contents of each file may be
confusingly different.

Resol ving these issues requires a framework to:

- Maximze interoperability and the neani ngful ness of data across
applications and sites

- Mninmze anbiguity anong heterogeneous systens

- Simplify and limt the costs of administrative audit tasks.

Ef ficiency

One of the |eading concerns about auditing is the potential volune of
data gathering and its inmpact on application system performance.

Al t hough this docunment does not prescribe specific inplenmentations or
strategies, the followi ng are neant as informative guidance for

devel opnent.

1) Audits should be created for transactions or record-|evel data
access, not for individual attribute-level changes to data.

2) This docunent does not discourage |locally optimzed gathering of
audit data on each application system Instead, it anticipates
i mpl enent ati on-defined periodic gathering and transm ssion of data
to a comon repository. This conmon repository woul d be optimn zed
for after-the-fact audit queries and reporting, thus unburdening
each application system of those responsibilities. It is also
i mportant to keep the nessage size conmpact so that audit data will
not penalize normal network operation

3) On each application system a variety of policy-based nethods
could be enployed to optim ze data gathering and storage, e.g.
sel ective auditing of only events defined as inportant plus
wor kl oad buffering and bal ancing. Data gathering itself should be
stateless to avoid the overhead of transactional semantics. |In
addition, prior to transmi ssion, sonme filtering, aggregation, and
sunmmari zati on of repeated events woul d reduce the nunber of
nmessages. Audit data storage and integrity on each application
system need only be scaled for relatively | owvol une and short -
duration requirenents, yet be consistent with inplenentation-
defined mninmunms for holding the data for subsequent collection

4) Leveraging existing data collection should be considered. For
exanpl e, nost commercial security subsystenms record events in a
| ocal common log file, so the log file data can be extracted for
conmuni cation to a common repository. Also, it is comon in some
systens’ designs to have a transaction log for data reconstruction
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in event of database |oss, so collecting data-update audit data
within this subsystemcould reduce inpact on application system
per f or mance.

5) A security audit repository would gather all audit nessage data
fromthe different applications in one database with one standard
structure. This would allow easier evaluation and querying. Once
a suspicious pattern has been found in the audit |og repository,

i nvestigation night proceed with nmore detail in the application
specific audit 1og. The presence of a common repository al so
simplifies and streamines the inplementation of policies for
audit data storage, integrity, retention, and destruction

4. Trigger Events

The following identifies representative trigger events for generating
audit messages. This is not a conplete list of trigger events.

For those events arising in the security infrastructure the "mininal"
and "basic" level of auditing as outlined in the Conmon Criteria
[ 1 SOL5408-2] should be used as a reference standard.

4.1. Security Administration

This group includes all actions that create, maintain, query, and

di splay definitions for securing data, functions, and the associated
access policies. For each trigger type, the creation, update or
anendnent, deletion, and activation or deactivation are auditable.

4.1.1. Data Definition

This includes creation, nodification, deletion, query, and display of
security attributes for data sets, data groups, or classes plus their
atonmic data elenments or attributes.

4.1.2. Function Definition

This includes, for exanple, creation, nodification, deletion, query,
or display of security attributes and auditable events for the
application functions used for patient managenment, clinica

processes, registry of business objects and nethods, program creation
and mai nt enance, etc.

4.1.3. Domain Definition
This includes all activities to create, nodify, delete, query, or

di spl ay security domai ns according to various organizationa
categories such as entity-wide, institutional, departnental, etc.
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4.1.4. dassification Definition

This includes all activities that create, nodify, delete, query or
di spl ay security categories or groupings for functions and data such
as patient managenent, nursing, clinical, etc.

4.1.5. Permssion Definition

This includes all activities that create, nodify, delete, query or
di spl ay the all owabl e access perm ssions associated with functions
and data, such as create, read, update, delete, and execution of

specific functional units or object access or nmani pul ati on nethods.

4.1.6. Role Definition

This includes all activities that create, nodify, delete, query or

di spl ay security roles according to various task-grouping categories
such as security adm nistration, adm ssions desk, nurses, physicians,
clinical specialists, etc. It also includes the association of

perm ssions with roles for rol e-based access control

4.1.7. User Definition

This includes all activities that create, nodify, delete, query, or

di spl ay user accounts. It includes password or other authentication
data. It also includes the association of roles with users for

rol e-based access control, or perm ssions with users for user-based

access control

4.2. Audit Admnistration and Data Access

This category includes all actions that deternmine the collection and
availability of audit data.

4.2.1. Auditable Event Enable or Di sable

This reflects a basic policy decision that an event should or should
not be audited. Sonme, but not necessarily all, triggers or use cases
must create an audit record. The selection of what to audit depends
on adm nistrative policy decisions. Note that, for integrity, this
event shoul d al ways be audited.
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4.2.2. Audit Data Access

Thi s includes instances where audit data is viewed or reported for
any purpose. Since the audit data itself may include data protected
by institutional privacy policies and expose the inplenentation of
those policies, access to the data is highly sensitive. This event
shoul d therefore always be audited.

4.2.3. Audit Data Modify or Delete

Thi s includes instances where audit data is nodified or del eted.
Wi | e such operations are sonetines pernmtted by systens policies,
nodi fication or destruction of audit data may well be the result of
unaut hori zed hostile systens access. Therefore, this type of event
shoul d al ways be audited.

4., 3. User Access

This category includes events of access to secured data and functions
for which audit data m ght be collected.

4.3.1. Sign-On

Thi s includes successful and unsuccessful attenpts from human users
and automated system It also includes re-authentication actions and
re-issuing tine-sensitive credentials such as Kerberos tickets.

4.3.2. Sign-Of

This includes explicit sign-off events and sessi on abandonnent
timeouts from hunman users and aut omated systens.

4.3.3. Function Access

Thi s includes user invocation of application or systemfunctions that
have perm ssion definitions associated with them Note that in a

Di scretionary Access Control environnent not all functions require
perm ssions, especially if their inpact is benign in relation to
security policies.

The foll owi ng are exanples of trigger events relevant to healthcare
privacy. The actual triggers for institutional data access, policies
for non-care functions, and support regulatory requirenments need to
be identified by application-donain standards devel opers and system

i mpl ement ers.
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4.3.3.1. Subject of Care Record Access
This includes all functions which mani pul ate basic patient data:

- Create, e.g., denographics or patient profile

- Assign identifier, e.g., nedical record nunber

- Update, anend

- Merge/unnerge, e.g., conbine multiple nedical records for one
pati ent

- Inport/export of data fronmto an external source, including
printing and creation of portable nedia copies.

- Delete, e.g., invalid creation of care record

4.3.3.2. Encounter or Visit

This includes all functions which associate a subject of care with an

i nstance of care:

- Create, e.g., denographics or patient profile
- Assign encounter identifier

- Per-admt

- Admt

- Update, anend

- Delete, e.g., invalid creation of encounter record, breakdown of

equi prent, patient did not arrive as expected
4.3.3.3. Care Protocols

This includes all functions which associate care plans or simlar
protocols with an instance or subject of care:

- Schedule, initiate
- Update, anend

- Compl ete

- Cancel

4.3.3.4. Episodes or Problens

Thi s includes specific clinical episodes within an instance of care.

Initiate:

- Update, anend
- Resolve, conplete
- Cance

Mar shal | I nf or mati onal [ Page 11]



RFC 3881 Security Audit & Access Accountability Sept enber 2004

4.3.3.

Thi
epi

4.3.3.

Thi
an

4.3.3.

Thi

5. Oders and Order Sets

s includes clinical or supplies orders within an instance or
sode of care

Initiate

Updat e, anend

Check for contraindications

Verify

Del i ver/conplete - including instructions
Cancel

6. Health Service Event or Act

s includes various health services schedul ed and performed wthin
i nstance or episode of care:

Schedule, initiate

Updat e, anend

Check for contraindications

Verify

Perform conplete - including instructions
Cancel

7. Medications

s includes all nedication orders and adm nistration within an

i nstance or episode of care:

4.3. 3.

Thi
an

O der

Check

Check for interactions

Verify

Di spense/deliver - including adm nistration instructions
Adm ni st er

Cancel

8. Staff/Participant Assignnent

s includes staffing or participant assignhment actions relevant to
i nstance or episode of care:

Assi gnnent of heal thcare professionals, caregivers attending
physi ci an, residents, nedical students, consultants, etc.
Change in assigned role or authorization, e.g., relative to
heal t hcare status change.

De- assi gnnent
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5. Data Definitions

This section defines and describes the data in the XM. schena. The
actual XM. schema definition is in section 6.

The proposed data el ements are grouped into these categori es:

1) Event ldentification - what was done

2) Active Participant Identification - by whom

3) Network Access Point ldentification - initiated from where
4) Audit Source ldentification - using which server

5) Participant Object Identification - to what record

5.1. Event ldentification

The followi ng data identifies the name, action type, tinme, and
di sposition of the audited event. There is only one set of event
identification data per audited event.

5.1.1. Event ID
Descri ption

Identifier for a specific audited event, e.g., a nmenu item

program rule, policy, function code, application nane, or URL
It identifies the perforned function

Optionality: Required
Format / Val ues

Coded val ue, either defined by the systeminplenmenters or as a
reference to a standard vocabul ary. The "code" attribute nust be
unanbi guous and uni que, at least within Audit Source ID (see
section 5.4). Exanples of Event |IDs are program name, nethod
name, or function nane.

For inplenmentation defined coded values or references to
standards, the XML schema defines these optional attributes:

Attribute Val ue

CodeSyst em QO D reference

CodeSyst emNane Nane of the coding system strongly recommended
to be valued for |ocally-defined code-sets.

Di spl ayName The value to be used in displays and reports

Ori gi nal Text I nput value that was translated to the code
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To support the requirenent for unambi guous event identification
nmul tiple val ues may not be specified.

Rat i onal e
This identifies the audited function. For "Execute" Event Action
Code audit records, this identifies the application function
per f or med.
5.1.2. Event Action Code
Descri ption

I ndi cator for type of action performed during the event that
generated the audit.

Optionality: Optiona
Format / Val ues
Enuner ati on:
Val ue Meani ng Exanpl es

C Create Create a new dat abase object, such
as Pl acing an Order.

R Read/View Print/Query Display or print data, such as a
Doct or Census

U Update Update data, such as Revise
Patient Information

D Delete Delete itenms, such as a doctor
master file record

E Execute Performa system or application

function such as | og-on, program
execution, or use of an object’s
nmet hod

Rati onal e

This broadly indicates what kind of action was done on the
Partici pant Object.
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Not es

Actions that are not enunerated above are considered an Execute of
a specific function or object interface method or treated two or
nore distinct events. An application action, such as an

aut hori zation, is a function Execute, and the Event |ID would
identify the function

For some applications, such as radiological imging, a Query
action may only determ ne the presence of data but not access the
data itself. Auditing need not nmake as fine a distinction

Conpound actions, such as "Mve," would be audited by creating
audit data for each operation - read, create, delete - or as an
Execute of a function or nethod.
5.1.3. Event Date/Tinme
Descri ption

Uni versal coordinated time (UTC), i.e., a date/tine specification
that is unanbi guous as to local tine zones.

Optionality: Required

Format / Val ues
A date/time representation that is unambi guous in conveying
uni versal coordinated time (UTC), formatted according to the |ISO
8601 standard []S08601]

Rati onal e
This ties an event to a specific date and time. Security audits
typically require a consistent time base, e.g., UIC, to elimnate
ti me-zone issues arising fromgeographical distribution

Not es

In a distributed system sone sort of common tine base, e.g.
NTP [ RFC1305] server, is a good inplementation tactic.

, an

5.1.4. Event CQutcone |ndicator
Descri ption

| ndi cat es whet her the event succeeded or fail ed.
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Optionality: Required
Format / Val ues
Enuner ati on:
Val ue Meani ng

0 Success

4 M nor failure; action restarted, e.g., invalid password
with first retry
8 Serious failure; action terminated, e.g., invalid

password with excess retries
12 Maj or failure; action nmade unavail able, e.g., user
account di sabl ed due to excessive invalid | og-on attenpts
Rati onal e
Sone audit events may be qualified by success or failure
i ndicator. For exanple, a Log-on might have this flag set to a
non-zero value to indicate why a |l og-on attenpt failed.
Not es
In sone cases a "success" nmay be partial, for exanple, an
i nconpl ete or interrupted transfer of a radiol ogi cal study. For
the purpose of establishing accountability, these distinctions are
not rel evant.
5.1.5. Event Type Code
Descri ption
Identifier for the category of event.
Optionality: Optiona
Format / Val ues
Coded val ue enuneration, either defined by the systeminpl enenters
or as a reference to a standard vocabul ary. For inplenentation

defi ned codes or references to standards, the XM. schema defi nes
these optional attributes:
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Attribute Val ue

CodeSyst em O D reference

CodeSyst emNane Nane of the coding system strongly recomended
to be valued for |ocally-defined code-sets.

Di spl ayNane The value to be used in displays and reports

Ori gi nal Text I nput value that was translated to the code

Since events may be categorized in nore than one way, there may be
mul ti pl e val ues specified.

Rat i onal e

This field enabl es queries of nessages by inplenmentation-defined
event categori es.

5.2. Active Participant Identification

The followi ng data identify a user for the purpose of docunenting
accountability for the audited event. A user nay be a person, or a

har dwar e device or software process for events that are not initiated
by a person.

Optionally, the user’s network access |ocation may be specifi ed.
There may be nore than one user per event, for exanple, in cases of
actions initiated by one user for other users, or in events that

i nvol ve nore than one user, hardware device, or system process.
However, only one user nmay be the initiator/requestor for the event.

5.2.1. User ID

Descri ption

Uni que identifier for the user actively participating in the event
Optionality: Required
Format / Val ues

User identifier text string fromthe authentication system It is
a unique value within the Audit Source ID (see section 5.4).

Rati onal e

This field ties an audit event to a specific user
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5.

2.

Not es

For cross-systemaudits, especially with long retention, this user
identifier will permanently tie an audit event to a specific user
via a perpetual ly uni que key.

For node-based authentication -- where only the system hardware or
process, but not a human user, is identified -- User ID would be
the node nane.

2. Aternative User ID
Descri ption
Al ternative unique identifier for the user
Optionality: Optiona
Format / Val ues
User identifier text string fromauthentication system This
identifier would be one known to a common authenticati on system
(e.g., single sign-on), if avail able.
Rati onal e
In some situations a user may authenticate with one identity but, to
access a specific application system nay use a synonynous identify.
For exanple, sone "single sign on" inplementations will do this. The
alternative identifier would then be the original identify used for

aut hentication, and the User IDis the one known to and used by the
application.

5.2. 3. User Nane

Descri ption

The human- neani ngf ul name for the user
Optionality: Optiona
Format / Val ues

Text string
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Rat i onal e
The User ID and Alternative User ID may be internal or otherw se
obscure values. This field assists the auditor in identifying the
actual wuser.
5.2.4. User |s Requestor
Descri ption

I ndicator that the user is or is not the requestor, or initiator,
for the event being audited.

Optionality: Optiona

Format / Val ues
Bool ean, defaul t/assumed value is "true"

Rati onal e
This value is used to distinguish between requestor-users and
reci pient-users. For exanple, one person may initiate a report-
output to be sent to a another user

5.2.5. Role ID Code

Descri ption

Specification of the role(s) the user plays when performng the
event, as assigned in rol e-based access control security.

Optionality: Optional; nulti-val ued

Format / Val ues
Coded value, with attribute "code" valued with the role code or
text fromauthorization system More than one val ue may be
speci fi ed.
The codes may be inpl enentation-defined or reference a standard
vocabul ary enumeration. For inplenentation defined codes or

references to standards, the XML schenma defines these optiona
attributes:
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Attribute Val ue description

CodeSyst em O D reference

CodeSyst emNane Nane of the coding system strongly recomended
to be valued for |ocally-defined code-sets.

Di spl ay Nane The value to be used in displays and reports

Ori gi nal Text I nput value that was translated to the code
Rati onal e
This value ties an audited event to a user’s role(s). It is an

optional value that m ght be used to group events for analysis by
user functional role categories.

Not es

Many security systems are unable to produce this data, hence it is
opti onal

For the common nessage, this identifier would be the one known to
a conmmon aut hori zation system if available. Qherwise, it is a
uni que value within the Audit Source ID (see section 5.4).

Consi der using a globally unique identifier associated with the

role to avoid anbiguity in auditing data collected fromnultiple
syst ens.

Role IDis not a substitute for personal accountability.
Anmbi guities arise fromconposite roles and users with multiple
roles, i.e., which role within a conposite is being used or what
privilege was a user enpl oyi ng?
5.3. Network Access Point Ildentification
The network access point identifies the |ogical network |ocation for
application activity. These data are paired 1:1 with the Active
Participant Identification data.
5.3.1. Network Access Point Type Code
Descri ption

An identifier for the type of network access point that originated
the audit event.

Optionality: Optiona

Format / Val ues

Mar shal | I nf or mati onal [ Page 20]



RFC 3881 Security Audit & Access Accountability Sept enber 2004

Enuner ati on:

Val ue Meani ng
1 Machi ne Nane, including DNS nane
2 | P Address
3 Tel ephone Nunber

Rati onal e

This datumidentifies the type of network access point identifier
of the user device for the audit event. It is an optional val ue
that may be used to group events recorded on separate servers for
anal ysis of access according to a network access point’'s type.

5.3.2. Network Access Point ID
Descri ption

An identifier for the network access point of the user device for
the audit event. This could be a device id, |IP address, or sone
other identifier associated with a device.

Optionality: Optiona
Format / Val ues

Text may be constrained to only valid values for the given Network
Access Point Type, if specified. Recomendation is to be as
specific as possible where nultiple options are avail abl e.

Rati onal e

This datumidentifies the user’s network access point, which nmay
be distinct fromthe server that perforned the action. It is an
optional value that nay be used to group events recorded on
separate servers for analysis of a specific network access point’s
data access across all servers.

Not e

Net wor k Access Point IDis not a substitute for persona
accountability. Internet |IP addresses, in particular, are highly
vol atile and nmay be assigned to nore than one person in a short
time period.
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5.

5.

4.

Exanpl es

Net wor k Access Point | D SMHAWC02
Net wor k Access Point Type: 1 = Machi ne Nane

Net wor k Access Point ID 192.0.2.2
Net wor k Access Point Type: 2 = | P address

Net wor k Access Point |ID 610-555-1212
Net wor k Access Point Type: 3 = Phone Nunber

Audit Source ldentification

The following data are required prinmarily for application systens and
processes. Since nulti-tier, distributed, or conposite applications
make source identification anbiguous, this collection of fields may
repeat for each application or process actively involved in the
event. For exanple, nmultiple value-sets can identify participating
web servers, application processes, and database server threads in an
n-tier distributed application. Passive event participants, e.g.

| ow1 evel network transports, need not be identified.

Dependi ng on inplenentation strategies, it is possible that the
conponents in a nmulti-tier, distributed, or conposite applications
nmay generate nore than one audit nessage for a single application
event. Various data in the audit nmessage may be used to identify
such cases, supporting subsequent data reduction. This docunent
anticipates that the repository and reporting nechanisns will perform
data reduction when required, but does not specify those nechani sm

1. Audit Enterprise Site ID
Descri ption
Logi cal source location within the healthcare enterprise network,

e.g., a hospital or other provider location within a multi-entity
provi der group.

Optionality: Optiona
Format / Val ues
Unique identifier text string within the healthcare enterprise.

May be unval ued when the audit-generating application is uniquely
identified by Audit Source |ID
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Rati onal e

This value differentiates anbng the sites in a multi-site
enterprise health information system

Not es
This is defined by the application that generates the audit
record. It contains a unique code that identifies a business
organi zati on (owner of data) that is known to the enterprise. The
val ue further qualifies and di sanbi guates the Audit Source |D.
Val ues may vary dependi ng on type of business. There may be
| evel s of differentiation within the organization

5.4.2. Audit Source ID

Descri ption
Identifier of the source where the event ori ginated.

Optionality: Required

Format / Val ues

Unique identifier text string, at least within the Audit
Enterprise Site ID

Rati onal e
This field ties the event to a specific source system It may be
used to group events for anal ysis according to where the event
occurred.

Not es
In sone configurations, a |oad-balancing function distributes work
anmong two or nore duplicate servers. The values defined for this
field thus nay be considered as an source identifier for a group
of servers rather than a specific source system

5.4.3. Audit Source Type Code
Descri ption

Code specifying the type of source where event originated.

Optionality: Optiona
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Format / Val ues

Coded-val ue enuneration, optionally defined by system i npl enenters
or a as a reference to a standard vocabul ary. Unless defined or
referenced, the default values for the "code" attribute are:

End- user interface

Dat a acquisition device or instrunent

Web server process tier in a nulti-tier system
Application server process tier in a nulti-tier system
Dat abase server process tier in a nulti-tier system
Security server, e.g., a domain controller

| SO | evel 1-3 network conponent

| SO |l evel 4-6 operating software

Ext ernal source, other or unknown type

OCO~NOUTRAWNE

For inplenentation defined codes or references to standards, the
XM. schema defines these optional attributes:

Attribute Val ue

CodeSyst em O D reference

CodeSyst enmNane Nane of the coding system strongly recommended
to be valued for |ocally-defined code-sets.

Di spl ayName The value to be used in displays and reports

Ori gi nal Text I nput value that was translated to the code

Since audit sources nay be categorized in nore than one way, there
may be nmultiple val ues specifi ed.

Rati onal e
This field indicates which type of source is identified by the
Audit Source ID. It is an optional value that may be used to
group events for analysis according to the type of source where
the event occurred.

5.5. Participant oject ldentification

The foll owi ng data assist the auditing process by indicating specific
i nstances of data or objects that have been accessed.

These data are required unless the values for Event ldentification

Active Participant ldentification, and Audit Source Identification
are sufficient to docunent the entire auditable event. Production of
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audit records containing these data nay be enabl ed or suppressed, as
det erm ned by heal thcare organi zation policy and regul atory
requi renents.

Because events may have nore than one partici pant object, this group
can be a repeating set of values. For exanple, depending on
institutional policies and inplenmentation choices:

-  Two participant object value-sets can be used to identify access
to patient data by nedical record number plus the specific health
care encounter or episode for the patient.

- A patient participant and his authorized representative may be
identified concurrently.

- An attendi ng physician and consulting referrals nay be identified
concurrently.

- Al patients identified on a worklist nay be identified.

- For radiological studies, a set of related participant objects
identified by accessi on nunber or study nunber, may be identified.

Not e, though, that each audit message docunments only a single usag