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Abst r act

This meno defines Managenent |Information Bases (M Bs) for performng
renote ping, traceroute and | ookup operations at a renpte host. Wen
managi ng a network it is useful to be able to initiate and retrieve
the results of ping or traceroute operations when performed at a
renote host. A Lookup capability is defined in order to enable
resolving of either an I P address to an DNS nanme or an DNS nane to an
| P address at a renmote host.

Currently, there are several enterprise-specific MBs for performng
renote ping or traceroute operations. The purpose of this meno is to
define a standards-based solution to enable interoperability.
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1.0 Introduction

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119, reference
[13].

Thi s docunent is a product of the Distributed Managenent (DI SVMAN)
Wrking Goup. |Its purpose is to define standards-based M B nodul es
for performng specific remote operations. The renote operations
defined by this docunent consist of the ping, traceroute and | ookup
functions.

Ping and traceroute are two very useful functions for managi ng
networks. Ping is typically used to determine if a path exists
bet ween two hosts while traceroute shows an actual path. Ping is
usual 'y inpl enented using the Internet Control Message Protoco
(Iaw) "ECHO' facility. It is also possible to inplenment a ping
capability using alternate nethods, sone of which are:
o] Using the UDP echo port (7), if supported.

This is defined by RFC 862 [2].
o] Ti m ng an SNVP query.
o] Timng a TCP connect attenpt.
In general, al nbst any request/response flow can be used to generate

around-trip tinme. Oten many of the non-1CVP ECHO facility methods
stand a better chance of yielding a good response (not timng out for
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exanpl e) since sone routers don't honor Echo Requests (tineout
situation) or they are handled at lower priority, hence possibly
giving false indications of round trip tinmes.

It nust be noted that alnbst any of the various nethods used for
generating a round-trip time can be considered a form of system
attack when used excessively. Sending a systemrequests too often
can negatively effect its performance. Attenpting to connect to what
i s supposed to be an unused port can be very unpredictable. There
are tools that attenpt to connect to a range of TCP ports to test
that any receiving server can handl e erroneous connection attenpts.

It also is inportant to the managenent application using a renpote
pi ng capability to know which nmethod is being used. Different
nmethods will yield different response tinmes since the protocol and
resulting processing will be different. It is RECOMWENDED that the
pi ng capability defined within this neno be inplenented using the

| CMP Echo Facility.

Traceroute is usually inplenented by transmitting a series of probe
packets with increasing tinme-to-live values. A probe packet is a UDP
dat agram encapsul ated into an | P packet. Each hop in a path to the
target (destination) host rejects the probe packet (probe’s TTL too
small) until its tine-to-live value becones |arge enough for the
probe to be forwarded. Each hop in a traceroute path returns an | CWP
nessage that is used to discover the hop and to cal culate a round
trip time. Some systenms use | CMP probes (I CVP Echo request packets)

i nstead of UDP ones to inplenent traceroute. In both cases
traceroute relies on the probes being rejected via an | CMP nmessage to
di scover the hops taken along a path to the final destination. Both
probe types, UDP and I CWMP, are encapsulated into an |IP packet and
thus have a TTL field that can be used to cause a path rejection

| mpl ement ati ons of the renote traceroute capability as defined within
this meno SHOULD be done using UDP packets to a (hopefully) unused
port. | CMP probes (ICVMP Echo Request packets) SHOULD NOT be used.
Many PC inpl enentati ons of traceroute use the | CMP probe nethod,

whi ch they should not, since this inplenmentation nethod has been
known to have a high probability of failure. Internediate hops
become invisible when a router either refuses to send an | CVP TTL
expi red message in response to an incom ng | CMP packet or sinply
tosses | CMP echo requests altogether

The behavi or of sone routers not to return a TTL expired nessage in

response to an | CMP Echo request is due in part to the follow ng text
extracted from RFC 792 [ 20]:
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"The | CVWP nessages typically report errors in the processing of
datagrans. To avoid the infinite regress of nmessages about nessages
etc., no | CVWP nessages are sent about | CWP nessages."

Both ping and traceroute yield round-trip tines nmeasured in
mlliseconds. These tines can be used as a rough approxi nation for
network transit tinme.

The Lookup operation enables the equival ent of either a

get host bynanme() or a gethostbyaddr() call being perforned at a renpte
host. The Lookup gethostbynanme() capability can be used to determ ne
the synbolic name of a hop in a traceroute path.

Consi der the follow ng di agram

Renote ping, traceroute, Actual ping, traceroute,
+--- - +or Lookup op. +o-om- - +or Lookup op. +o-om- - +
| Local | ---------------- > Renote|---------------- >| Tar get |
| Host | | Host |

g

A local host is the host fromwhich the renpte ping, traceroute, or
Lookup operation is initiated using an SNVWP request. The renote host
is a host where the MBs defined by this neno are inplenented that
receives the renote operation via SNVP and perforns the actual ping,
traceroute, or |ookup function

2.0 The SNWP Networ k Managenent Franework

The SNVP Management Framework presently consists of five mgjor
conmponent s:

0 An overall architecture, described in RFC 2571 [7].

o] Mechani sns for describing and nam ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenent Information (SM) is called SMvl and described in STD
16, RFC 1155 [14], STD 16, RFC 1212 [15] and RFC 1215 [16]. The
second version, called SMv2, is described in STD 58, RFC 2578
[3], STD 58, RFC 2579 [4] and STD 58, RFC 2580 [5].
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o] Message protocols for transferring nmanagenent information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [1]. A second version of the SNWP
nmessage protocol, which is not an Internet standards track
protocol, is called SNMPv2c and described in RFC 1901 [17] and
RFC 1906 [18]. The third version of the nessage protocol is
call ed SNMPv3 and described in RFC 1906 [ 18], RFC 2572 [8] and
RFC 2574 [10].

o] Prot ocol operations for accessing management information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [1]. A second set of protoco
operations and associated PDU fornats is described in RFC 1905

[6].

o] A set of fundamental applications described in RFC 2573 [9] and
the vi ew based access control nechani sm described in RFC 2575
[11].

Managed objects are accessed via a virtual information store, termed
t he Management Information Base or MB. Objects in the MB are
defined using the mechani sms defined in the SM.

This meno specifies MB nodules that are conpliant to the SMv2. A
M B conforming to the SMvl can be produced through the appropriate
translations. The resulting translated M B nmust be semantically
equi val ent, except where objects or events are omitted because no
translation is possible (use of Counter64). Sone nachi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this |oss of nachine
readabl e information is not considered to change the semantics of the
M B.

3.0 Structure of the MBs
Thi s docunent defines three M B nodul es:
0] DI SMAN- PI NG M B

Defines a ping MB

0 DI SMAN- TRACEROQUTE- M B

Defines a traceroute M B.
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o] DI SMAN- NSLOCKUP- M B

Provi des access to the resol ver gethostbynanme() and
get host byaddr () functions at a renote host.

The ping and traceroute MBs are structured to allow creation of ping
or traceroute tests that can be set up to periodically issue a series
of operations and generate NOTI FI CATIONs to report on test results.
Many network administrators have in the past witten UNI X shell
scripts or command batch files to operate in fashion simlar to the
functionality provided by the ping and traceroute MBs defined within
this nmeno. The intent of this docunment is to acknow edge the

i nportance of these functions and to provide a standards-based

sol uti on.

3.1 Ping MB
The DI SMAN-PING-M B consi sts of the follow ng conponents:
o] pi ngMaxConcurr ent Request s
o] pi ngCt | Tabl e
o] pi ngResul t sTabl e
o] pi ngPr obeHi st oryTabl e
3.1.1 pingMaxConcurrent Requests

The obj ect pi ngMaxConcurrent Requests enabl es control of the maxi num
nunber of concurrent active requests that an agent inplenmentation
supports. It is permissible for an agent either to limt the maxi num
upper range allowed for this object or to inplenent this object as
read-only with an inplenentation limt expressed as its val ue.

3.1.2 pingCtlTable

A renpte ping test is started by setting pingClAdm nStatus to

enabl ed(1). The correspondi ng pingClEntry MJST have been created
and its pingCtl RowStatus set to active(l) prior to starting the test.
A single SNWP PDU can be used to create and start a renote ping test.
Wthin the PDU, pingCtl Target Address should be set to the target
host’ s address (pingC| Target AddressType will default to ipv4(l)),

pi ngCt | Admi nSt atus to enabl ed(1), and pingCl RowStatus to

creat eAndGo( 4) .
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The first index elenent, pingCl Omerlndex, is of type

SnnpAdmi nString, a textual convention that allows for use of the
SNWVPv3 Vi ew Based Access Control Mdel (RFC 2575 [11], VACM and
al l ows a managenent application to identify its entries. The send
i ndex, pingCtl TestNane (al so an SnnpAdmi nString), enables the sane
managenent application to have nultiple requests outstanding.

Usi ng the maxi mum val ue for the paraneters defined within a pingEntry
can result in a single renote ping test taking at nost 15 mnutes
(pingCt I Ti meQut times pingCtlProbeCount) plus whatever tine it takes
to send the ping request and receive its response over the network
fromthe target host. Use of the defaults for pingCITi mneQut and

pi ngCt | ProbeCount yields a maxi num of 3 seconds to performa "nornal"
pi ng test.

A managenent application can delete an active rennte ping request by
setting the correspondi ng pi ngCt| RowSt at us obj ect to destroy(6).

The contents of the pingClTable is preserved across relPLs (Initia
Program Loads) of its agent according the values of each of the
pi ngCt | St or ageType obj ects.

3.1.3 pingResultsTable

An entry in the pingResultsTable is created for a corresponding
pi ngCt1 Entry once the test defined by this entry is started.

3.1.4 pingProbeH storyTabl e

The results of past ping probes can be stored in this table on a per
pingCtl Entry basis. This table is initially indexed by

pi ngCt | Oawner I ndex and pingCtl Test Nane in order for the results of a
probe to relate to the pingCtlIEntry that caused it. The maxi mum
nunber of entries stored in this table per pingClEntry is determ ned
by the val ue of pingC| MaxRows.

An inplenentation of this MB will renove the oldest entry in the

pi ngProbeH storyTable to allow the addition of an new entry once the
nunber of rows in the pingProbeH storyTabl e reaches the val ue

speci fied by pingC| MaxRows. An inplenmentation MUST start assigning
pi ngPr obeHi st oryl ndex values at 1 and wap after exceeding the

maxi mum possi bl e value as defined by the limt of this object
(Cffffffff h).
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3.2 Traceroute MB
The DI SMAN- TRACEROQUTE- M B consi sts of the foll owi ng conmponents:
o] t raceRout eMaxConcurr ent Request s
0 traceRouteCt| Table
0 traceRouteResul tsTabl e
o] traceRout ePr obeHi st oryTabl e
o] t raceRout eHopsTabl e
3.2.1 traceRout eMaxConcurrent Requests

The obj ect traceRout eMaxConcurrent Requests enabl es control of the
maxi mum nunber of concurrent active requests that an agent

i npl enentation supports. It is permissible for an agent either to
[imt the maxi mum upper range allowed for this object or to inplenent
this object as read-only with an inplementation Iimt expressed as
its val ue.

3.2.2 traceRouteCt| Tabl e

A renpte traceroute test is started by setting

traceRouteCt| Adni nStatus to enabled(1). The correspondi ng
traceRouteCt | Entry MJST have been created and its

traceRouteCt| RowSt at us set to active(l) prior to starting the test.

A single SNVP PDU can be used to create and start a renpte traceroute
test. Wthin the PDU, traceRouteCt| Target Address should be set to
the target host’s address (traceRouteCt| Target AddressType wil |

default to ipv4(1l)), traceRouteCt| Adni nStatus to enabled(1l), and
traceRouteCt | RowSt at us to creat eAndGo(4).

The first index elenent, traceRouteCtl Omerlndex, is of type
SnnpAdmi nString, a textual convention that allows for use of the
SNWPv3 Vi ew Based Access Control Mdel (RFC 2575 [11], VACM and

al l ows a managenent application to identify its entries. The second
i ndex, traceRouteCt| Test Nane (al so an SnnpAdm nString), enables the
same managenent application to have nmultiple requests outstanding.

Traceroute has a nmuch |onger theoretical maximumtime for conpletion
than ping. Basically 42 hours and 30 m nutes (the product of
traceRouteCt| Ti meQut, traceRouteCt| ProbesPerHop, and

traceRouteCt | MaxTtl) plus some network transit time! Use of the
defaults defined within an traceRouteCtl Entry yields a maxi num of 4
m nutes and 30 seconds for a default traceroute operation. Cearly
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42 plus hours is too long to wait for a traceroute operation to
conpl et e.

The maxi mum TTL value in effect for traceroute determ nes how | ong
the traceroute function will keep increasing the TTL value in the
probe it transmts hoping to reach the target host. The function
ends whenever the maxi mum TTL i s exceeded or the target host is
reached. The object traceRouteCt| MaxFailures was created in order to
i mpose a throttle for how long traceroute continues to increase the
TTL field in a probe wi thout receiving any kind of response
(timeouts). It is RECOMMENDED that agent inplenmentations inpose a
time limt for howlong it allows a traceroute operation to take
relative to how the function is inplemented. For exanple, an

i mpl enentation that can’t process nultiple traceroute operations at
the same time SHOULD i npose a shorter maximum allowed tine period.

A managenent application can delete an active rennte traceroute
request by setting the correspondi ng traceRout eCt| RowSt at us object to
destroy(6).

The contents of the traceRouteCtl Table is preserved across rel PLs
(I'nitial Program Loads) of its agent according to the values of each
of the traceRouteCt| StorageType objects.

3.2.3 traceRouteResul tsTabl e

An entry in the traceRouteResultsTable is created upon determ ning
the results of a specific traceroute operation. Entries in this
table relate back to the traceRouteCtl Entry that caused the
correspondi ng traceroute operation to occur. The objects
traceRout eResul t sCur HopCount and traceRout eResul t sCur ProbeCount can
be exanined to determ ne how far the current renote traceroute
operation has reached.

3.2.4 traceRout eProbeH storyTabl e

The results of past traceroute probes can be stored in this table on
a per traceRouteCtl Entry basis. This table is initially indexed by
traceRout eCt| Omerl ndex and traceRouteCt| Test Name in order for the
results of a probe to relate to the traceRouteCt| Entry that caused
it. The nunber of entries stored in this table per

traceRouteCtl Entry is determ ned by the val ue of

traceRout eCt | MaxRows.

An inplenentation of this MB will renove the oldest entry in the
traceRout eProbeHi storyTable to allow the addition of an new entry
once the nunmber of rows in the traceRout eProbeH storyTabl e reaches
the val ue of traceRouteCt| MaxRows. An inplenentation MJST start
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assi gni ng traceRout eProbeH storyl ndex values at 1 and wap after
exceedi ng the maxi mum possi bl e value as defined by the linmt of this
object ("ffffffff’h).

3.2.5 traceRout eHopsTabl e

The current traceroute path can be stored in this table on a per
traceRouteCtl Entry basis. This table is initially indexed by
traceRout eCt| Omerl ndex and traceRouteCt| TestName in order for a
traceroute path to relate to the traceRouteCtl Entry that caused it.
A third index, traceRouteHopsHopl ndex, enabl es keeping one
traceRout eHopsEntry per traceroute hop. Creation of

traceRout eHopsTabl e entries is enabled by setting the correspondi ng
traceRout eCt | Creat eHopsEntries object to true(l).

3.3 Lookup M B
The DI SMAN- NSLOOKUP- M B consi sts of the foll owi ng conponents:
o] | ookupMaxConcurrent Requests, and | ookupPurgeTi ne
o] | ookupCt | Tabl e
o] | ookupResul t sTabl e
3.3.1 | ookupMaxConcurrent Requests and | ookupPur geTi nme

The obj ect | ookupMaxConcurrent Requests enabl es control of the maxi num
nunber of concurrent active requests that an agent inplementation is
structured to support. It is permssible for an agent either to
[imt the maxi mum upper range allowed for this object or to inplenent
this object as read-only with an inplenmentation Iimt expressed as
its val ue.

The obj ect | ookupPurgeTi ne provides a nmethod for entries in the
| ookupCt| Tabl e and | ookupResul tsTable to be automatically del eted
after the correspondi ng operation conpl etes.

3.3.2 lookupCtl Tabl e

A renpte | ookup operation is initiated by perform ng an SNWP SET
request on | ookupCtl RowStatus. A single SNVWP PDU can be used to
create and start a renote | ookup operation. Wthin the PDU

| ookupCt | Tar get Address should be set to the entity to be resol ved

(1 ookupCt| Tar get AddressType will default to ipv4(1l)) and

| ookupCt | RowSt atus to createAndGo(4). The object | ookupCtl| Oper St at us
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can be exam ned to determine the state of an | ookup operation. A
managenent application can del ete an active renote | ookup request by
setting the correspondi ng | ookupCt| RowSt at us object to destroy(6).

An | ookupCtl Entry is initially indexed by | ookupC| Oanerl ndex, which
is of type SnnpAdmi nString, a textual convention that allows for use
of the SNWMPv3 Vi ew Based Access Control Mdel (RFC 2575 [11], VACM
and also allows for a managenent application to identify its entries.
The | ookupCt| Oanerlndex portion of the index is then followed by

| ookupCt | Operati onNanme. The | ookupCt| Operati onNane i ndex enabl es the
same | ookupCt| Omerlndex entity to have nmultiple outstandi ng
requests.

The val ue of | ookupCtl Tar get AddressType determ nes which | ookup
function to perform Specification of dns(16) as the value of this
i ndex inplies that the gethostbynane function should be perforned to
determ ne the numeric addresses associated with a synmbolic nanme via
| ookupResul tsTabl e entries. Use of a value of either ipv4(1l) or

i pv6(2) inplies that the gethostbyaddr function should be perforned
to determ ne the synbolic name(s) associated with a nunmeric address
at a renote host.

3.3.3 | ookupResul tsTabl e

The | ookupResultsTable is used to store the results of | ookup
operations. The | ookupResultsTable is initially indexed by the sane
i ndex el ements that the | ookupCtl Tabl e contains (| ookupC| Oanerl ndex
and | ookupCt| Qperati onNane) but has a third index el ement,

| ookupResul t sl ndex (Unsigned32 textual convention), in order to
associate nmultiple results with the sane | ookupCQtIEntry.

Bot h t he get hostbynane and get host byaddr functions typically return a
pointer to a hostent structure after being called. The hostent
structure is defined as:

struct hostent {

char *h_nane; [* official host nane */
char *h_aliases[]; /* list of other aliases */
i nt h_addrtype; /* host address type */
i nt h_| engt h; /* length of host address */

char **h_addr list; /* list of address for host */

b

The hostent structure is listed here in order to address the fact
that a renote host can be multi-homed and can have multiple synbolic
(DNS) names. It is not intended to inply that inplementations of the
DI SMAN- LOOKUP-M B are limted to systems where the hostent structure
i s supported.
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The gethostbyaddr function is called with a host address as its
paranmeter and is used primarily to deternmine a synbolic name to
associate with the host address. Entries in the | ookupResultsTable
MJUST be made for each host nane returned. The official host nane
MJST be assigned a | ookupResul t sl ndex of 1.

The get hostbynanme function is called with a synbolic host name and is
used primarily to retrieve a host address. Nornally, the first
h_addr _list host address is considered to be the prinmary address and
as such is associated with the synbolic name passed on the call.

Entries MJUST be stored in the | ookupResultsTable in the order that
they are retrieved. Values assigned to | ookupResultslndex MJST start
at 1 and increase in order.

An i mpl enentati on SHOULD NOT retain SNMP-created entries in the

| ookupTabl e across relPLs (Initial Program Loads) of its agent, since
managenent applications need to see consistent behavior with respect
to the persistence of the table entries that they create.

4.0 Definitions
4.1 DI SMAN-PINGMB
DI SMAN- PING M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, | nteger32,
Unsi gned32, m b- 2,
NOTI FI CATI ON- TYPE, OBJECT- | DENTI TY
FROM SNVPv2- SM -- RFC2578
TEXTUAL- CONVENTI ON, RowsSt at us,
St orageType, Dat eAndTi ne, Trut hVal ue
FROM SNWPv2- TC -- RFC2579
MODULE- COVPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP

FROM SNWVPv2- CONF -- RFC2580
I nterfacel ndexOr Zero -- RFC2863

FROM | F-M B
SnnpAdmi nStri ng

FROM SNWVP- FRAMEWORK- M B -- RFC2571
| net Addr essType, | net Address

FROM | NET- ADDRESS- M B; -- RFC2851

pi ngM B MODULE- | DENTI TY
LAST- UPDATED "2000092100002" -- 21 Septenber 2000
ORGANI ZATI ON "I ETF Di stributed Managenment Working G oup”
CONTACT- | NFO
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"Kenneth Wite

I nt ernati onal Busi ness Machi nes Corporation
Net wor k Conputi ng Software Division
Research Triangl e Park, NC, USA

E-mai |l : wkenneth@is. i bm cont

DESCRI PTI ON
"The Ping M B (Dl SMAN-PI NG M B) provides the capability of
controlling the use of the ping function at a renote
host . "

-- Revision history

REVI SI ON "2000092100002" -- 21 Septenber 2000
DESCRI PTI ON
"Initial version, published as RFC 2925."

o= { mb-2 80 }
-- Textual Conventions

Oper ati onResponseSt at us :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Used to report the result of an operation:

responseRecei ved(1) - Operation conpl etes successfully.

unknown(2) - Operation failed due to unknown error

internal Error(3) - An inplenentation detected an error
inits own processing that caused an operation
to fail.

request Ti medQut (4) - Operation failed to receive a
valid reply within the time limt inposed on it.

unknownDest i nati onAddress(5) - Invalid destination
addr ess.

noRout eToTarget (6) - Could not find a route to target.

i nterfacel nactiveToTarget(7) - The interface to be
used in sending a probe is inactive w thout an
alternate route existing.

arpFailure(8) - Unable to resolve a target address to a
nedi a specific address.

maxConcurrent Li m t Reached(9) - The maxi num nunber of
concurrent active operations would have been exceeded
if the correspondi ng operation was al |l owed.

unabl eToResol veDnsName(10) - The DNS nane specified was
unable to be mapped to an | P address.

i nval i dHost Address(11) - The I P address for a host
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has been deternmined to be invalid. Exanples of this
are broadcast or nulticast addresses."
SYNTAX | NTEGER {
responseRecei ved(1),
unknown( 2) ,
internal Error(3),
request Ti medCQut (4),
unknownDest i nati onAddr ess(5),
noRout eToTar get (6) ,
i nterfacel nactiveToTarget(7),
ar pFai l ure(8),
maxConcurrent Li m t Reached(9),
unabl eToResol veDnsNane( 10),
i nval i dHost Addr ess(11)

}
-- Top level structure of the MB
pi ngNoti fications OBJECT IDENTIFIER ::={ pingMB 0 }
pi ngQbj ect s OBJECT IDENTIFIER ::= { pingMB 1}
pi ngConf or mance OBJECT IDENTIFIER ::= { pingMB 2 }

-- The registration node (point) for ping inplenmentation types
pi ngl mpl ement ati onTypeDonmai ns OBJECT IDENTIFIER ::= { pingMB 3 }

pi ngl cmpEcho OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"Indicates that an inplenentation is using the Internet
Control Message Protocol (I1CW) 'ECHO facility."
::= { pinglnplenmentati onTypeDomai ns 1 }

pi ngUdpEcho OBJECT- | DENTI TY

STATUS current

DESCRI PTI ON
"Indicates that an inplenmentation is using the UDP echo
port (7)."

REFERENCE
"RFC 862, 'Echo Protocol’."

;.= { pinglnplenmentati onTypeDonains 2 }

pi ngSnnmpQuery OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"Indi cates that an inplenmentation is an SNMP query to
calculate a round trip tine."
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.= { pinglnplenmentati onTypeDonai ns 3 }

pi ngTcpConnecti onAttenpt OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"Indicates that an inplenentation is attenpting to
connect to a TCP port in order to calculate a round
trip time."
::= { pinglnplenmentati onTypeDomai ns 4 }

-- Sinmple Ohject Definitions

pi ngMaxConcurr ent Request s OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "requests"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The maxi mum nunber of concurrent active ping requests
that are allowed within an agent inplenmentation. A value
of O for this object inplies that there is nolimt for
the nunmber of concurrent active requests in effect.”
DEFVAL { 10 }
o= { pingCbjects 1}

-- Ping Control Table

pi ngCt | Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PingCtlEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Defines the ping Control Table for providing, via SNW
the capability of perform ng ping operations at
a renote host. The results of these operations are
stored in the pingResultsTabl e and the
pi ngProbeH storyTabl e. "

::={ pingojects 2}

pi ngCt | Entry OBJECT- TYPE

SYNTAX PingCtl Entry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"Defines an entry in the pingCtlTable. The first index
el ement, pingCtl Oaerlndex, is of type SnnpAdm nString,
a textual convention that allows for use of the SNWPv3
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Vi ew Based Access Control Mdel (RFC 2575 [11], VACM
and all ows an managenent application to identify its
entries. The second index, pingCl| TestNane (al so an
SnnpAdmi nString), enables the same nanagenent
application to have nultiple outstanding requests.”

I NDEX {
pi ngCt | Oaner | ndex,
pi ngCt | Test Nane
:={ pingCtl Table 1 }
PingCGl Entry ::=

SEQUENCE {
pi ngCt | Oaner | ndex SnnpAdmi nStri ng,
pi ngCt | Test Nane SnnpAdmi nStri ng,
pi ngCt | Tar get Addr essType | net Addr essType,
pi ngCt | Tar get Addr ess | net Addr ess,
pi ngCt | Dat aSi ze Unsi gned32,
pi ngCt | Ti meQut Unsi gned32,
pi ngCt | Pr obeCount Unsi gned32,
pi ngCt | Admi nSt at us I NTEGER,
pi ngCt | Dat aFi | | OCTET STRI NG
pi ngCt | Frequency Unsi gned32,
pi ngCt | MaxRows Unsi gned32,
pi ngCt | St or ageType St or ageType,
pi ngCt| TrapGenerati on BI TS,
pi ngCt| Tr apProbeFai | ureFil ter Unsi gned32,
pi ngCt | TrapTest Fai l ureFilter Unsigned32,
pi ngCt | Type OBJECT | DENTI FI ER,
pi ngCt | Descr SnnpAdmi nStri ng,
pi ngCt | Sour ceAddr essType | net Addr essType,
pi ngCt | Sour ceAddr ess | net Addr ess,
pi ngCt 11 fl ndex I nt erfacel ndexOr Zer o,
pi ngCt | ByPassRout eTabl e Trut hVal ue,
pi ngCt | DSFi el d Unsi gned32,
pi ngCt | RowsSt at us RowsSt at us

}

pi ngCt | Owner | ndex OBJECT- TYPE
SnnpAdmi nString (SIZE(O.. 32))

SYNTAX
MAX- ACCESS
STATUS

DESCRI

"To facilitate the provisioning of access control
using the Vi ew Based Access
(RFC 2575, VACM for tables in which

security adm ni strator
Cont r ol

not - accessi bl e
current
PTI ON

Model

mul tiple users may need to i ndependently create or

nodi fy entri es,
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index’. Such an initial index has a syntax of

SnnpAdmi nString, and can thus be trivially mapped to a
securityName or groupNanme as defined in VACM in
accordance with a security policy.

When used in conjunction with such a security policy al
entries in the table belonging to a particular user (or
group) will have the same value for this initial index.
For a given user’'s entries in a particular table, the
object identifiers for the information in these entries
wi Il have the sane subidentifiers (except for the ’col umm’
subidentifier) up to the end of the encoded owner index.
To configure VACMto permt access to this portion of the
table, one would create vacnVi ewTreeFanilyTable entries
with the value of vacnVi ewlreeFani | ySubtree including
the owner index portion, and vacnVi ewlr eeFam | yMask
"wi | dcarding’ the columm subidentifier. Mre elaborate
configurations are possible."

o= { pingClEntry 1}

pi ngCt | Test Nane OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O.. 32))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The nane of the ping test. This is locally unique, within
the scope of an pi ngCt| Oawnerl ndex. "
:={ pingClEntry 2 }

pi ngCt | Tar get Addr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Specifies the type of host address to be used at a renote
host for perform ng a ping operation.™

DEFVAL { unknown }

c:={ pingCtlEntry 3}

pi ngCt | Tar get Addr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Specifies the host address to be used at a renote host for
perform ng a ping operation. The host address type is
determ ned by the object value of corresponding

pi ngCt | Tar get Addr essType.
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A value for this object MIUST be set prior to transitioning
its corresponding pingCtlEntry to active(l) via
pi ngCt | RowsSt at us. "

DEFVAL { ""H}

:={ pingClEntry 4 }

pi ngCt | Dat aSi ze OBJECT- TYPE

SYNTAX Unsi gned32 (0..65507)

UNI TS "octets"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the size of the data portion to be
transmtted in a ping operation in octets. A ping
request is usually an | CMP nessage encoded
into an I P packet. An IP packet has a nmaxi mum si ze
of 65535 octets. Subtracting the size of the |ICW
or UDP header (both 8 octets) and the size of the IP
header (20 octets) yields a maxi mum size of 65507
octets."

DEFVAL { 0 }

:={ pingClEntry 5}

pi ngCt | Ti nreQut OBJECT- TYPE

SYNTAX Unsi gned32 (1..60)

UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the tine-out value, in seconds, for a
renote ping operation."

DEFVAL { 3}

c:={ pingCtlEntry 6 }

pi ngCt | ProbeCount OBJECT- TYPE

SYNTAX Unsi gned32 (1..15)

UNI TS "probes"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the nunber of times to performa ping
operation at a renote host."

DEFVAL { 1}

c:={ pingCtlEntry 7}

pi ngCt | Admi nSt at us OBJECT- TYPE

SYNTAX | NTEGER {
enabl ed(1), -- test should be started
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di sabl ed(2) -- test should be stopped
MAX- ACCESS read-create

STATUS current
DESCRI PTI ON
"Reflects the desired state that a pingClEntry should be
in:
enabl ed(1) - Attenpt to activate the test as defined by

this pingClEntry.
di sabl ed(2) - Deactivate the test as defined by this
pi ngCt | Entry.

Refer to the correspondi ng pi ngResul tsOperStatus to
determ ne the operational state of the test defined by
this entry."

DEFVAL { disabl ed }

o= { pingClEntry 8 }

pi ngCt| DataFill OBJECT-TYPE
SYNTAX OCTET STRING (Sl ZE(O0..1024))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The content of this object is used together with the
correspondi ng pi ngCt| Dat aSi ze val ue to determ ne how to
fill the data portion of a probe packet. The option of
selecting a data fill pattern can be useful when |inks
are conpressed or have data pattern sensitivities. The
contents of pingClDataFill should be repeated in a ping
packet when the size of the data portion of the ping
packet is greater than the size of pingCGlDataFill."

DEFVAL { '00'H }

:={ pingClEntry 9 }

pi ngCt | Frequency OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunber of seconds to wait before repeating a ping test
as defined by the value of the various objects in the
correspondi ng row.

A single ping test consists of a series of ping probes.

The nunber of probes is determned by the value of the
correspondi ng pi ngCt | ProbeCount object. After a single
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test conpl etes the nunber of seconds as defined by the

val ue of pingClFrequency MJST el apse before the
next ping test is started.

A value of O for this object inplies that the test
as defined by the corresponding entry will not be

repeated."
DEFVAL { 0 }
c:={ pingClEntry 10 }

pi ngCt | MaxRows OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "rows"

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The maxi num nunber of entries allowed in the

pi ngProbeHi storyTable. An inplenentation of this

MB will renmove the oldest entry in the

pi ngProbeHi storyTable to allow the addition of an

new entry once the number of rows in the
pi ngPr obeHi st oryTabl e reaches this val ue.

add entries are not renpved when a new test is

started. Entries are added to the pingProbeHi storyTabl e
until pingCtl MaxRows is reached before entries begin to

be renmoved

A value of O for this object disables creation of
pi ngPr obeHi storyTabl e entries."

DEFVAL { 50}

o= { pingCtlEntry 11 }

pi ngCt | St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row.

Conceptual rows having the value ’'permanent’ need not
all ow wite-access to any columar objects in the row "

DEFVAL { nonVol atile }
o= { pingClEntry 12 }

pi ngCt| TrapCenerati on OBJECT- TYPE
SYNTAX BI TS {

pr obeFai | ure(0),

testFailure(l),

VWi te St andards Track
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t est Conpl eti on(2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The value of this object determ nes when and if
to generate a notification for this entry:

pr obeFai | ure(0) - Generate a pi ngProbeFail ed
notification subject to the val ue of
pi ngCt | TrapProbeFai l ureFilter. The object
pi ngCt | Tr apProbeFai l ureFilter can be used
to specify the nunber of successive probe failures
that are required before a pingProbeFail ed
notification can be generated.
testFailure(l) - Generate a pingTestFailed
notification. In this instance the object
pi ngCt | TrapTestFailureFilter can be used to
det erm ne the nunber of probe failures that
signal when a test fails.
test Conpl etion(2) - Generate a pingTest Conpl et ed
notification.

The val ue of this object defaults to zero, indicating
that none of the above options have been sel ected."
o= { pingCtlEntry 13 }

pi ngCt | Tr apPr obeFai |l ureFi |l ter OBJECT- TYPE

SYNTAX Unsi gned32 (0..15)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The value of this object is used to determn ne when
to generate a pi ngProbeFail ed NOTI FI CATI ON

Setting pingCtl TrapCGeneration
to probeFailure(0) inmplies that a pi ngProbeFail ed
NOTI FI CATI ON i s generated only when the nunber of
successive probe failures as indicated by the
val ue of pingC | TrapPrbefailureFilter fail wthin
a given ping test."

DEFVAL { 1}

o= { pingClEntry 14 }

pi ngCt| TrapTest Fai l ureFilter OBJECT- TYPE

SYNTAX Unsi gned32 (0..15)
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"The value of this object is used to determn ne when
to generate a pingTestFail ed NOTI FI CATI ON.

Setting pingCtl TrapCGeneration to testFailure(1)
inmplies that a pingTestFailed NOTIFICATION i s
generated only when the nunber of ping failures
within a test exceed the value of
pi ngCt| TrapTestFai lureFilter."

DEFVAL { 1}

:={ pingClEntry 15 }

pi ngCt | Type OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The value of this object is used to either report or
sel ect the inplenentation nmethod to be used for
calcul ating a ping response tine. The value of this
obj ect MAY be sel ected from pi ngl npl ement ati onTypeDonai ns.

Addi tional inplenentation types SHOULD be all ocated as
required by inplenmenters of the DI SMAN-PI NG M B under
their enterprise specific registration point and not
beneat h pi ngl npl enent ati onTypeDonai ns. "

DEFVAL { pingl cnpEcho }

:={ pingCtlEntry 16 }

pi ngCt | Descr OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The purpose of this object is to provide a
descriptive nane of the renpte ping test."

DEFVAL { "00'H}

o= { pingCtlEntry 17 }

pi ngCt | Sour ceAddr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the type of the source address,
pi ngCt | Sour ceAddress, to be used at a rempte host
when perform ng a ping operation.”

DEFVAL { ipv4 }
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o= { pingClEntry 18 }

pi ngCt | Sour ceAddr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Use the specified | P address (which nust be given

in nuneric form not as a hostname) as the source
address in outgoing probe packets. On hosts with
nore than one | P address, this option can be used
to force the source address to be sonething ot her
than the primary I P address of the interface the

probe packet is sent on. If the |IP address is not

Sept ember 2000

one of this machine’'s interface addresses, an error

is returned and nothing is sent. A zero length

octet string value for this object disables source

address specification.

The address type (Il net AddressType) that relates to

this object is specified by the correspondi ng val ue

of pingCtl Sour ceAddr essType. "
DEFVAL { ""H}
o= { pingClEntry 19 }

pi ngCt 11 flndex OBJECT- TYPE

SYNTAX I nt er f acel ndexOr Zer o
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Setting this object to an interface's iflndex pr
to starting a renpte ping operation directs
the ping probes to be transnitted over the
specified interface. A value of zero for this obj
means that this option is not enabled."”

DEFVAL { 0 }

o= { pingClEntry 20 }

pi ngCt | ByPassRout eTabl e OBJECT- TYPE
SYNTAX Tr ut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The purpose of this object is to optionally enable

bypassing the route table. |[If enabled, the renote

host will bypass the normal routing tables and send

directly to a host on an attached network. If the
host is not on a directly-attached network, an
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error is returned. This option can be used to perform
the ping operation to a | ocal host through an
interface that has no route defined (e.g., after the
i nterface was dropped by routed)."

DEFVAL { false }

o= { pingClEntry 21 }

pi ngCt | DSFi el d OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-create

STATUS current
DESCRI PTI ON

"Specifies the value to store in the Differentiated
Services (DS) Field in the | P packet used to
encapsul ate the ping probe. The DS Field is defined
as the Type of Service (TOS) octet in a | Pv4d header
or as the Traffic Class octet in a | Pv6 header

The val ue of this object nmust be a decimal integer
in the range fromO0 to 255. This option can be used
to determne what effect an explicit DS Field setting
has on a ping response. Not all values are |egal or
meani ngful . A value of 0 neans that the function
represented by this option is not supported. DS Field
usage is often not supported by IP inplenentations and
not all values are supported. Refer to RFC 2474 for
gui dance on usage of this field."
REFERENCE
"Refer to RFC 2474 for the definition of the
Differentiated Services Field and to RFC 1812
Section 5.3.2 for Type of Service (TCS)."
DEFVAL { 0}
c:={ pingClEntry 22}

pi ngCt | RowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object allows entries to be created and del eted
in the pingCtl Table. Deletion of an entry in this
table results in all correspondi ng (sane

pi ngCt | Omner I ndex and pingCtl Test Name i ndex val ues)

pi ngResul t sTabl e and pi ngProbeHi storyTabl e entries
bei ng del et ed.

A val ue MUST be specified for pingCtl Target Address
prior to a transition to active(l) state being
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accept ed.

Activation of a renote ping operation is controlled
via pingClAdm nStatus and not by changi ng
this object’s value to active(l).

Transitions in and out of active(l) state are not
all owed while an entry’s pingResultsOperStatus is
active(l) with the exception that del etion of

an entry in this table by setting its RowStatus
object to destroy(6) will stop an active

pi ng operati on.

The operational state of a ping operation
can be determ ned by examination of its
pi ngResul t sQper St at us obj ect . ™
REFERENCE
"See definition of RowStatus in RFC 2579, ’'Textua
Conventions for SMv2.""
c:={ pingCtlEntry 23}

-- Ping Results Table

pi ngResul t sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pi ngResul tsEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Defines the Ping Results Table for providing

the capability of perform ng ping operations at

a renote host. The results of these operations are
stored in the pingResultsTabl e and t he pi ngPast ProbeTabl e.

An entry is added to the pingResultsTabl e when an
pingCtl Entry is started by successful transition
of its pingCtl Adm nStatus object to enabled(1).
An entry is renmoved fromthe pi ngResul tsTabl e when
its corresponding pingCtlEntry is deleted."

::={ pingbjects 3}

pi ngResul t sEnt ry OBJECT- TYPE

SYNTAX Pi ngResul t sEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"Defines an entry in the pingResultsTable. The
pi ngResul t sTabl e has the same indexing as the
pi ngCt| Table in order for a pingResultsEntry to
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correspond to the pingCtlEntry that caused it to
be created."
| NDEX {
pi ngCt | Oaner | ndex,
pi ngCt | Test Nane

.= { pingResultsTable 1 }

Pi ngResul tsEntry ::=
SEQUENCE {

pi ngResul t sOper St at us | NTEGER
pi ngResul t sl pTar get Addr essType | net Addr essType,
pi ngResul t sl pTar get Addr ess | net Addr ess,
pi ngResul t sM nRt t Unsi gned32,
pi ngResul t sMaxRt t Unsi gned32,
pi ngResul t sAver ageRt t Unsi gned32,
pi ngResul t sProbeResponses Unsi gned32
pi ngResul t sSent Pr obes Unsi gned32,
pi ngResul t sRt t Sun® Squar es Unsi gned32,
pi ngResul t sLast GoodPr obe Dat eAndTi me
}
pi ngResul t sOper St at us OBJECT- TYPE
SYNTAX | NTEGER {
enabl ed(1), -- test is in progress
di sabl ed(2) -- test has stopped
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Reflects the operational state of a pingClEntry:
enabl ed( 1) - Test is active.
di sabl ed(2) - Test has stopped."
::={ pingResultsEntry 1 }
pi ngResul t sl pTar get Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This objects indicates the type of address stored
in the correspondi ng pi ngResul tsl pTar get Addr ess
obj ect. "

DEFVAL
.::{

{ unknown }
pi ngResul tsEntry 2 }

pi ngResul t sl pTar get Addr ess OBJECT- TYPE

SYNTAX

VWi te
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This objects reports the I P address associ ated
with a pingCt| Tar get Address val ue when the destination
address is specified as a DNS nanme. The val ue of
this object should be a zero length octet string
when a DNS nane is not specified or when a
specified DNS nane fails to resolve."

DEFVAL { ""H}

::={ pingResultsEntry 3}

pi ngResul tsM nRtt OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The m ni mum ping round-trip-time (RTT) received. A value
of O for this object inplies that no RTT has been received."
::= { pingResultsEntry 4 }

pi ngResul t sMaxRtt OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The maxi mum ping round-trip-time (RTT) received. A value
of O for this object inplies that no RTT has been received."
.= { pingResultsEntry 5 }

ngResul t sAver ageRtt OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The current average ping round-trip-time (RTT)."
::={ pingResultsEntry 6 }

p

ngResul t sProbeResponses OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "responses”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Nunber of responses received for the correspondi ng

P
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pi ngCt |l Entry and pingResultsEntry. The val ue of t

Sept ember 2000

hi s obj ect

MJST be reported as 0 when no probe responses have been

recei ved. "
::={ pingResultsEntry 7 }

pi ngResul t sSent Pr obes OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "probes"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object reflects the nunber of probes sent

for the corresponding pingClEntry and pingResults

Entry.

The val ue of this object MIUST be reported as 0 when no probes

have been sent."
::={ pingResultsEntry 8 }

pi ngResul t sRt t Suntf Squar es OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains the sumof the squares for all ping

responses received. Its purpose is to enable stan

dard

deviation calculation. The value of this object MJST

be reported as 0 when no ping responses have been
recei ved."
::={ pingResultsEntry 9 }

pi ngResul t sLast GoodPr obe OBJECT- TYPE

SYNTAX Dat eAndTi e

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Date and tine when the | ast response was received
a probe."

::={ pingResultsEntry 10 }

-- Ping Probe History Tabl e

pi ngPr obeHi st oryTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pi ngProbeHi storyEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Defines a table for storing the results of a ping
operation. Entries in this table are limted by
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the val ue of the correspondi ng pi ngCt| MaxRows
obj ect.

An entry in this table is created when the result of
a ping probe is determned. The initial 2 instance
identifier index values identify the pingQlEntry
that a probe result (pingProbeH storyEntry) bel ongs
to. An entry is renoved fromthis table when

its corresponding pingCtlEntry is del eted.

An i mpl enentation of this MB will renove the ol dest
entry in the pingProbeH storyTable to allow the
addition of an new entry once the nunber of rows in
t he pi ngProbeH storyTabl e reaches the val ue specified
by pi ngCt| MaxRows. "

::={ pingQbjects 4 }

pi ngPr obeHi st oryEnt ry OBJECT- TYPE

SYNTAX Pi ngPr obeHi st oryEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"Defines an entry in the pingProbeH storyTabl e.
The first two index elenments identify the
pi ngCtl Entry that a pingProbeH storyEntry bel ongs
to. The third index el enent selects a single
probe result."
| NDEX {

pi ngCt | Oaner | ndex,

pi ngCt | Test Nane,

pi ngPr obeHi st oryl ndex

}
::={ pingProbeH storyTable 1 }

Pi ngPr obeHi storyEntry ::=

SEQUENCE {
pi ngPr obeHi st oryl ndex Unsi gned32,
pi ngPr obeHi st or yResponse Unsi gned32,
pi ngPr obeHi st or ySt at us Oper at i onResponsesSt at us,
pi ngPr obeH st orylLast RC I nt eger 32,
pi ngPr obeHi st oryTi ne Dat eAndTi me

}

pi ngPr obeHi st oryl ndex OBJECT- TYPE

SYNTAX Unsigned32 (1.. ' ffffffff’'h)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
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"An entry in this table is created when the result of
a ping probe is determned. The initial 2 instance
identifier index values identify the pingQtlEntry
that a probe result (pingProbeH storyEntry) bel ongs
to.

An i npl enentati on MJST start assigning
pi ngProbeH storyl ndex values at 1 and wap after
exceedi ng the maxi mum possi bl e val ue as defined by
the limt of this object ("ffffffff h)."

::= { pingProbeH storyEntry 1 }

pi ngPr obeHi st or yResponse OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The amount of time measured in mlliseconds from when
a probe was sent to when its response was received or
when it timed out. The value of this object is reported
as 0 when it is not possible to transmt a probe."

::= { pingProbeH storyEntry 2 }

pi ngPr obeHi st orySt at us OBJECT- TYPE

SYNTAX Oper ati onResponseSt at us
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The result of a particular probe done by a renpte host."
.= { pingProbeH storyEntry 3 }

pi ngProbeH st oryLast RC OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The last inplenentation nmethod specific reply code received.
If the | CMP Echo capability is being used then a successfu
probe ends when an | CVP response is received that contains
the code | COVP_ECHOREPLY(0). The |ICMP responses are defined
normally in the ip_icnp include file."

::= { pingProbeH storyEntry 4 }

pi ngPr obeHi st oryTi ne OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"Ti mestanp for when this probe result was determ ned."
::= { pingProbeH storyEntry 5 }

-- Notification Definition section

pi ngProbeFai | ed NOTI FI CATI ON- TYPE
OBJECTS {

pi ngCt | Tar get Addr essType,
pi ngCt | Tar get Addr ess,
pi ngResul t sQper St at us,
pi ngResul t sl pTar get Addr essType,
pi ngResul t sl pTar get Addr ess,
pi ngResultsM nRt t,
pi ngResul t sMaxRt t,
pi ngResul t sAver ageRt t,
pi ngResul t sProbeResponses,
pi ngResul t sSent Pr obes,
pi ngResul t sRtt Sumf Squar es,
pi ngResul t sLast GoodPr obe

}

STATUS current

DESCRI PTI ON
"Cenerated when a probe failure is detected when the
correspondi ng pi ngCt| TrapGeneration object is set to
probeFai | ure(0) subject to the val ue of
pi ngCt | TrapProbeFai l ureFilter. The object
pi ngCt | Tr apProbeFai l ureFilter can be used to specify the
nunber of successive probe failures that are required
before this notification can be generated."

::={ pingNotifications 1 }

pi ngTest Fai | ed NOTI FI CATI ON- TYPE
OBJECTS {

pi ngCt | Tar get Addr essType,
pi ngCt | Tar get Addr ess,
pi ngResul t sQper St at us,
pi ngResul t sl pTar get Addr essType,
pi ngResul t sl pTar get Addr ess,
pi ngResultsM nRt t,
pi ngResul t sMaxRt t
pi ngResul t sAver ageRt t,
pi ngResul t sProbeResponses,
pi ngResul t sSent Pr obes,
pi ngResul t SRt t Sunf Squar es,
pi ngResul t sLast GoodPr obe
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STATUS current

DESCRI PTI ON
"Cenerated when a ping test is deternined to have failed
when the correspondi ng pi ngCtl TrapGeneration object is
set to testFailure(l). |In this instance
pi ngCt | TrapTest Fai l ureFilter should specify the nunber of
probes in a test required to have failed in order to
consider the test as failed."

::={ pingNotifications 2 }

pi ngTest Conpl et ed NOTI FI CATI ON- TYPE
OBJECTS {
pi ngCt | Tar get Addr essType,
pi ngCt | Tar get Addr ess,
pi ngResul t sOper St at us,
pi ngResul t sl pTar get Addr essType,
pi ngResul t sl pTar get Addr ess,
pi ngResultsM nRt t
pi ngResul t sMaxRt t
pi ngResul t sAver ageRt t,
pi ngResul t sProbeResponses,
pi ngResul t sSent Pr obes,
pi ngResul t SRt t SunOf Squar es,
pi ngResul t sLast GoodPr obe

}

STATUS current

DESCRI PTI ON
"Cenerated at the conpletion of a ping test when the
correspondi ng pi ngCt| TrapGeneration object is set to
test Conpl etion(4)."

.= { pingNotifications 3 }

-- Conformance i nformation
-- Compliance statenents

pi ngConpl i ances OBJECT | DENTI FI ER : :
pi ngGr oups OBJECT | DENTI FI ER ::

{ pingConformance 1 }
{ pingConformance 2 }

-- Compliance statenents

pi ngCompl i ance MODULE- COVMPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for the DI SMAN-PI NG M B. "
MODULE -- this nodul e
MANDATORY- GROUPS {

pi ngG oup,
pi ngNoti ficati onsG oup
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}

GROUP pi ngTi meSt anmpG oup

DESCRI PTI ON
"This group is mandatory for inplenmentations that have
access to a systemclock and are capabl e of setting
the val ues for DateAndTine objects. It is RECOMVENDED
that when this group is not supported that the val ues
for the objects in this group be reported as
' 0000000000000000’ H. "

OBJECT pi ngMaxConcurr ent Request s

M N- ACCESS read-only

DESCRI PTI ON
"The agent is not required to support set
operations to this object.”

OBJECT pi ngCt| St or ageType

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. It is also allowed
for inplementations to support only the volatile
St orageType enuneration.”

OBJECT pi ngCt| Type
M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. |In addition, the only
val ue that MJST be supported by an inplenentation is
pi ngl cnmpEcho. "

OBJECT pi ngCt | ByPassRout eTabl e

M N- ACCESS read-only

DESCRI PTI ON
"This object is not required by inplenmentations that
are not capable of its inplenentation. The function
represented by this object is inplenentable if the
set sockopt SOL_SOCKET SO DONTROUTE option is
supported.”

OBJECT pi ngCt | Sour ceAddr essType

SYNTAX | net AddressType { unknown(O0), ipv4(l), ipv6(2) }

M N- ACCESS read-only

DESCRI PTI ON
"This object is not required by inplenmentations that
are not capabl e of binding the send socket with a
source address. An inplenentation is only required to
support IPv4 and | Pv6 addresses.”
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OBJECT pi ngCt | Sour ceAddr ess

SYNTAX | net Address (Sl ZE(O] 4| 16))

M N- ACCESS read-only

DESCRI PTI ON
"This object is not required by inplenmentations that
are not capabl e of binding the send socket with a
source address. An inplenentation is only required to
support | Pv4 and gl obally uni que |IPv6 addresses."

OBJECT pingCtlIfl ndex

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. Wen wite access is
not supported return a 0 as the value of this object.
A value of 0 neans that the function represented by
this option is not supported.”

OBJECT pi ngCt| DSFi el d

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. VWen wite access is
not supported return a 0 as the value of this object.
A value of 0 neans that the function represented by
this option is not supported.”

OBJECT pi ngResul t sl pTar get Addr essType
SYNTAX | net AddressType { unknown(O0), ipv4(l), ipve(2) }
DESCRI PTI ON

"An inmplenentation is only required to

support IPv4 and | Pv6 addresses."

OBJECT pi ngResul t sl pTar get Addr ess
SYNTAX | net Address (Sl ZE(O| 4] 16))
DESCRI PTI ON
"An inmplenentation is only required to
support | Pv4 and gl obally unique |IPv6 addresses."

::={ pingConpliances 1}
-- M B groupi ngs

pi ngG oup OBJECT- GROUP
OBJECTS {
pi ngMaxConcur r ent Request s,
pi ngCt | Tar get Addr essType,
pi ngCt | Tar get Addr ess,
pi ngCt | Dat aSi ze,
pi ngCt | Ti neQut ,
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ngCt | Pr obeCount,

ngCt | Admi nSt at us,

ngCtl DataFill,

ngCt | Frequency,

ngCt | MaxRows,

ngCt| St or ageType,

ngCt| Tr apCGener ati on,

ngCt | Tr apPr obeFai l ureFil ter,
ngCt | TrapTest Fai l ureFil ter,
ngCt | Type,

ngCt | Descr,

ngCt | ByPassRout eTabl e,

ngCt | Sour ceAddr essType,
ngCt | Sour ceAddr ess,

ngCtl 1 fl ndex,

ngCt | DSFi el d,

ngCt | Rowst at us,

ngResul t sOper St at us,
ngResul t sl pTar get Addr essType,
ngResul t sl pTar get Addr ess,
ngResultsM nRt t,

ngResul t sMaxRt t ,

ngResul t sAver ageRt t,
ngResul t sProbeResponses,
ngResul t sSent Pr obes,
ngResul t sRt t SumOf Squar es,
ngPr obeHi st or yResponse,
ngPr obeHi st or ySt at us,

ngPr obeHi st oryLast RC

}
STATUS current

DESCRI PTI ON

"The group of objects that conprise the renmpte ping
capability."
::={ pingGoups 1}

pi ngTi meSt anpGr oup OBJECT- GROUP

OBJECTS {
pi
pi

ngResul t sLast GoodPr obe,
ngPr obeHi st oryTi ne

STATUS current

DESCRI PTI ON

"The group of DateAndTi ne objects.”
::={ pingGoups 2}

pi ngNoti ficati

onsG oup NOTI FI CATI ON- GROUP

NOTI FI CATI ONS {
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pi ngPr obeFai | ed,
pi ngTest Fai | ed,
pi ngTest Conpl et ed

STATUS current

DESCRI PTI ON
"The notification which are required to be supported by
i mpl enentations of this MB."

.= { pingGoups 3}

END
4.2 DI SVAN- TRACERQUTE-M B
DI SMAN- TRACEROUTE-M B DEFINI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, | nteger32,
Gauge32, Unsigned32, m b-2,
NOTI FI CATI ON- TYPE,
OBJECT- | DENTI TY
FROM SNWVPv2- SM -- RFC2578
RowSt at us, St orageType,
Trut hVal ue, Dat eAndTi ne
FROM SNWPv2- TC -- RFC2579
MODULE- COVPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP

FROM SNWPv2- CONF -- RFC2580
SnnpAdmi nStri ng

FROM SNWVP- FRAMEWORK- M B -- RFC2571
I nterfacel ndexOr Zer o -- RFC2863

FROM | F-M B
| net Addr essType, | net Address

FROM | NET- ADDRESS- M B -- RFC2851
Oper at i onResponsesSt at us

FROM DI SMAN- PI NG- M B; -- RFC2925

traceRout eM B MODULE- | DENTI TY
LAST- UPDATED " 200009210000Z" -- 21 Septenmber 2000

ORGANI ZATI ON "I ETF Di stributed Managenment Working G oup”
CONTACT- | NFO
"Kenneth Wite

I nt ernati onal Busi ness Machi nes Corporation

Net wor k Conputi ng Software Division
Research Triangl e Park, NC, USA
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E-mai |l : wkenneth@is. i bm cont

DESCRI PTI ON
"The Traceroute M B (DI SMAN- TRACERQUTE- M B) provi des
access to the traceroute capability at a renmote host."

-- Revision history
REVI SI ON "2000092100002" -- 21 Septenber 2000

DESCRI PTI ON
“Initial version, published as RFC 2925."

o= { mb-2 81}
-- Top level structure of the MB
traceRouteNotifications OBJECT | DENTIFIER ::

traceRout e(bj ect s OBJECT | DENTI FI ER ::
t raceRout eConf or mance OBJECT | DENTI FI ER : :

{ traceRouteM B 0 }
{ traceRouteM B 1 }
{ traceRouteM B 2 }

-- The registration node (point) for traceroute inplenmentation types

traceRout el npl erent ati onTypeDomai ns OBJECT | DENTI FI ER
::={ traceRouteMB 3 }

t raceRout eUsi ngUdpPr obes OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"Indicates that an inplenmentation is using UDP probes to
performthe traceroute operation.”
;.= { traceRoutel npl enent ati onTypeDomains 1 }

-- Sinmple Object Definitions

t raceRout eMaxConcurr ent Request s OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "request s”
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The maxi mum nunber of concurrent active traceroute requests
that are allowed within an agent inplenentation. A value
of O for this object inplies that there is nolimt for
the nunber of concurrent active requests in effect."”
DEFVAL { 10 }
.= { traceRoute(bjects 1}
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Traceroute Control Table

traceRout eCt| Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF TraceRouteCt| Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Defines the Renpte Operations Traceroute Control Table for
providing the capability of invoking traceroute froma renote
host. The results of traceroute operations can be stored in
the traceRout eResul t sTabl e, traceRouteProbeH storyTable, and
the traceRout eHopsTabl e. "

.= { traceRouteOhjects 2 }

traceRouteCt| Entry OBJECT- TYPE

SYNTAX TraceRouteCt| Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Defines an entry in the traceRouteCt| Table. The first
i ndex el ement, traceRouteCt| Omerlndex, is of type
SnnpAdmi nString, a textual convention that allows for
use of the SNWMPv3 Vi ew Based Access Control Mdel

(RFC 2575 [11], VACM and al |l ows an managenent
application to identify its entries. The second i ndex,
traceRout eCt| Test Nane (al so an SnnpAdm nString),
enabl es the sane nanagenent application to have
mul ti pl e requests outstanding."
| NDEX {
traceRout eCt | Oamner | ndex,
traceRout eCt | Test Nane

}
::={ traceRouteCtl Table 1 }

TraceRouteCtl Entry :: =
SEQUENCE {

traceRout eCt | Omer | ndex
traceRout eCt| Test Nanme

SnnpAdmi nStri ng,
SnnpAdmi nStri ng,

traceRout eCt | Tar get Addr essType | net AddressType,
traceRout eCt | Tar get Addr ess | net Addr ess,
traceRout eCt | ByPassRout eTabl e Tr ut hVal ue,
traceRout eCt | Dat aSi ze Unsi gned32,
traceRout eCt | Ti meQut Unsi gned32,
traceRout eCt | Pr obesPer Hop Unsi gned32,
traceRout eCt| Port Unsi gned32,
traceRout eCt | MaxTt | Unsi gned32,
traceRout eCt | DSFi el d Unsi gned32,
traceRout eCt | Sour ceAddr essType | net AddressType,
VWi te St andards Track [ Page 38]



RFC 2925 Pi ng, Traceroute, and Lookup M Bs Sept ember 2000

traceRout eCt | Sour ceAddr ess | net Addr ess,
traceRouteCt ! | fl ndex I nt erfacel ndexOr Zer o,
traceRouteCt| M scOpti ons SnnpAdmi nStri ng
traceRout eCt | MaxFai | ures Unsi gned32,
traceRout eCt | Dont Fr agnent Trut hVal ue
traceRouteCtlInitial Tt Unsi gned32,
traceRout eCt | Frequency Unsi gned32,
traceRout eCt| St orageType St or ageType,
traceRout eCt | Adm nSt at us | NTEGER,
traceRout eCt | MaxRows Unsi gned32,
traceRout eCt | TrapGener ati on BI TS,
traceRout eCt | Descr SnnpAdmi nStri ng,
traceRout eCt | Creat eHopsEntri es TruthVal ue,
traceRout eCt | Type OBJECT | DENTI FI ER
traceRout eCt | Rowst at us RowSt at us

}

traceRout eCt | Omer | ndex OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O.. 32))

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"To facilitate the provisioning of access control by a
security adm nistrator using the View Based Access
Control Model (RFC 2575, VACM for tables in which

nmul tiple users may need to i ndependently create or
nodify entries, the initial index is used as an ' owner
index’. Such an initial index has a syntax of

SnnpAdmi nString, and can thus be trivially mapped to a
securityNanme or groupNane as defined in VACM in
accordance with a security policy.

When used in conjunction with such a security policy
all entries in the table belonging to a particul ar user
(or group) will have the sanme value for this initia
i ndex. For a given user’'s entries in a particular
table, the object identifiers for the information in
these entries will have the sanme subidentifiers (except
for the 'colum’ subidentifier) up to the end of the
encoded owner index. To configure VACMto permt access
to this portion of the table, one would create
vacnVi ewlr eeFam | yTabl e entries with the val ue of
vacnVi ewTr eeFam | ySubt ree incl udi ng the owner index
portion, and vacnVi ewTreeFani | yMask 'w | dcardi ng’ the
col um subidentifier. More elaborate configurations
are possible."

::={ traceRouteCtl Entry 1 }
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traceRout eCt| Test Name OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O. . 32))
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"The nane of a traceroute test. This is locally unique,
within the scope of an traceRouteCt| Ownerl ndex. "
.= { traceRouteCtlEntry 2 }

traceRout eCt | Tar get Addr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Specifies the type of host address to be used on the
traceroute request at the renote host."

DEFVAL { ipv4 }

.= { traceRouteCtlEntry 3}

traceRout eCt | Tar get Address OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Specifies the host address used on the
traceroute request at the renote host. The
host address type can be determ ned by the
exam ni ng the value of the correspondi ng
traceRout eCt | Tar get Addr essType i ndex el ement.

A value for this object MIUST be set prior to
transitioning its corresponding traceRouteCtlEntry to
active(l) via traceRouteCt| RowSt atus. "

::={ traceRouteCtl Entry 4 }

traceRout eCt | ByPassRout eTabl e OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The purpose of this object is to optionally enable
bypassing the route table. |[|f enabled, the renote
host will bypass the normal routing tables and send
directly to a host on an attached network. If the
host is not on a directly-attached network, an
error is returned. This option can be used to perform
the traceroute operation to a | ocal host through an
interface that has no route defined (e.g., after the
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i nterface was dropped by routed)."
DEFVAL { fal se }
::={ traceRouteCtl Entry 5 }

traceRout eCt | Dat aSi ze OBJECT- TYPE

SYNTAX Unsi gned32 (0..65507)

UNI TS "octets"”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the size of the data portion of a traceroute
request in octets. A traceroute request is essentially
transmtted by encoding a UDP datagraminto a
| P packet. So subtracting the size of a UDP header
(8 octets) and the size of a I P header (20 octets)
yi el ds a maxi num of 65507 octets."

DEFVAL { 0 }

.= { traceRouteCtl Entry 6 }

traceRouteCt | Ti meQut OBJECT- TYPE

SYNTAX Unsi gned32 (1..60)

UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the tine-out value, in seconds, for
a traceroute request."”

DEFVAL { 3}

::={ traceRouteCtl Entry 7 }

traceRout eCt | ProbesPer Hop OBJECT- TYPE

SYNTAX Unsi gned32 (1..10)

UNI TS "probes"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the nunber of tines to reissue a traceroute
request with the sanme tinme-to-live (TTL) val ue."

DEFVAL { 3}

::={ traceRouteCtl Entry 8 }

traceRouteCt| Port OBJECT- TYPE
SYNTAX Unsi gned32 (1..65535)
UNI TS "UDP Port™
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Specifies the UDP port to send the traceroute
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request to. Need to specify a port that is not in
use at the destination (target) host. The default
value for this object is the | ANA assigned port,
33434, for the traceroute function."

DEFVAL { 33434 }

.= { traceRouteCtl Entry 9 }

traceRout eCt| MaxTt| OBJECT- TYPE

SYNTAX Unsi gned32 (1..255)
UNI TS "tine-to-live val ue"
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Specifies the maximumtine-to-live value."
DEFVAL { 30 }
::={ traceRouteCtl Entry 10 }

traceRout eCt| DSFi el d OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-create

STATUS current
DESCRI PTI ON

"Specifies the value to store in the Differentiated
Services (DS) Field in the I P packet used to
encapsul ate the traceroute probe. The DS Field is
defined as the Type of Service (TOS) octet in a |Pv4
header or as the Traffic Cass octet in a | Pv6 header

The val ue of this object nmust be a decimal integer
in the range fromO to 255. This option can be used
to determ ne what effect an explicit DS Field setting
has on a traceroute response. Not all values are |ega
or nmeaningful. DS Field usage is often not supported
by 1P inplementations. A value of 0 neans that the
function represented by this option is not supported.
Useful TGOS octet values are probably 16" (| ow del ay)
and '8 ( high throughput)."
REFERENCE
"Refer to RFC 2474 for the definition of the
Differentiated Services Field and to RFC 1812
Section 5.3.2 for Type of Service (TCS)."
DEFVAL { 0 }
.= { traceRouteCtl Entry 11 }

traceRout eCt | Sour ceAddr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"Specifies the type of the source address,
traceRout eCt | Sour ceAddress, to be used at a renmpte host
when performing a traceroute operation.”

DEFVAL { unknown }

.= { traceRouteCtlEntry 12 }

traceRout eCt | Sour ceAddr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Use the specified | P address (which nust be given
as an | P nunber, not a hostnane) as the source
address in outgoing probe packets. On hosts with
nore than one | P address, this option can be used
to force the source address to be sonething other
than the primary I P address of the interface the
probe packet is sent on. |If the |IP address is not
one of this machine’'s interface addresses, an error
is returned and nothing is sent. A zero length
octet string value for this object disables source
address specification.

The address type (Il net AddressType) that relates to
this object is specified by the correspondi ng val ue
of traceRouteCt| SourceAddressType. "

DEFVAL { ""H}

.= { traceRouteCtl Entry 13 }

traceRouteCt| | fl ndex OBJECT- TYPE

SYNTAX I nt er f acel ndexOr Zer o
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Setting this object to an interface's iflndex prior
to starting a renpte traceroute operation directs
the traceroute probes to be transmitted over the
specified interface. A value of zero for this object
inplies that this option is not enabled."

DEFVAL { 0 }

.= { traceRouteCtlEntry 14 }

traceRouteCt| M scOpti ons OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"Enabl es an application to specify inplenmentation
dependent options."

DEFVAL { ""H}

::={ traceRouteCtl Entry 15 }

traceRout eCt | MaxFai | ures OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
UNI TS “ti meouts”

MAX- ACCESS read-create

STATUS current
DESCRI PTI ON

"The val ue of this object indicates the maxi num nunber
of consecutive tineouts allowed before term nating
a remote traceroute request. A value of either 255 (maxi mum
hop count/possible TTL value) or a O indicates that the
function of termnating a renote traceroute request when a
speci fic nunber of successive tineouts are detected is
di sabl ed. "

DEFVAL { 5}

.= { traceRouteCtl Entry 16 }

traceRout eCt | Dont Fragnent OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Thi s object enables setting of the don't fragnent flag (DF)
in the IP header for a probe. Use of this object enables
perform ng a manual PATH MIU test."

DEFVAL { false }

.= { traceRouteCtlEntry 17 }

traceRouteCtlInitial Tt OBIJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-create

STATUS current
DESCRI PTI ON

"The value of this object specifies the initial TTL value to
use. This enables bypassing the initial (often well known)
portion of a path."

DEFVAL { 1}

.= { traceRouteCtl Entry 18 }

traceRout eCt | Frequency OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"The nunber of seconds to wait before repeating a
traceroute test as defined by the value of the
various objects in the correspondi ng row.

The nunber of hops in a single traceroute test

is determ ned by the value of the corresponding
traceRout eCt | ProbesPer Hop object. After a

single test conpletes the nunber of seconds as defined
by the val ue of traceRouteCt| Frequency MJST el apse
before the next traceroute test is started.

A value of O for this object inplies that the test
as defined by the corresponding entry will not be
repeated."

DEFVAL { 0 }

.= { traceRouteCt|l Entry 19 }

traceRout eCt | St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row.
Conceptual rows having the val ue ’'permanent’ need not
all ow wite-access to any colummar objects in the row "
DEFVAL { nonVol atile }
::={ traceRouteCtl Entry 20 }

traceRout eCt | Admi nSt at us OBJECT- TYPE
SYNTAX | NTEGER {
enabl ed(1), -- operation should be started
di sabl ed(2) -- operation should be stopped

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Reflects the desired state that an traceRouteCt| Entry
shoul d be in:

enabl ed(1) - Attenpt to activate the test as defined by
this traceRouteCt| Entry.

di sabl ed(2) - Deactivate the test as defined by this
traceRouteCt| Entry.

Refer to the correspondi ng traceRout eResul t sOperStatus to

determ ne the operational state of the test defined by
this entry."
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DEFVAL { disabled }
.= { traceRouteCtl Entry 21 }

traceRout eCt | Descr OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The purpose of this object is to provide a
descriptive nanme of the renpte traceroute
test."”

DEFVAL { "00'H }

.= { traceRouteCtl Entry 22 }

traceRout eCt | MaxRows OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "rows"

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The maxi mum nunber of entries allowed in the
traceRout eProbeHi storyTable. An inplenmentation of
this MB will renove the oldest entry in the
traceRout eProbeHi storyTable to allow the addition
of an new entry once the nurmber of rows in the

t raceRout ePr obeHi st oryTabl e reaches this val ue.

A d entries are not renpved when a new test is
started. Entries are added to the
traceRout ePr obeHi storyTabl e until traceRouteCt| MaxRows
is reached before entries begin to be renoved.

A value of 0 for this object disables creation of
traceRout eProbeHi storyTabl e entries.”

DEFVAL { 50 }

;.= { traceRouteCtl Entry 23 }

traceRout eCt | TrapGenerati on OBJECT- TYPE
SYNTAX BI TS {
pat hChange(0),
testFailure(l),
t est Conpl eti on(2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The value of this object determ nes when and if to
to generate a notification for this entry:
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pat hChange(0) - Generate a traceRout ePat hChange
notification when the current path varies froma
previ ously determn ned path.

testFailure(l) - CGenerate a traceRouteTestFail ed
notification when the full path to a target
can’'t be determ ned.

test Conpl etion(2) - CGenerate a traceRouteTest Conpl et ed
notification when the path to a target has been
det er mi ned.

The value of this object defaults to zero, indicating
that none of the above options have been sel ected."
.= { traceRouteCtl Entry 24 }

traceRout eCt | Creat eHopsEntri es OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The current path for a traceroute test is kept in the
traceRout eHopsTabl e on a per hop basis when the val ue of
this object is true(1)."

DEFVAL { false }

.= { traceRouteCtl Entry 25 }

traceRouteCt | Type OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The value of this object is used either to report or
sel ect the inplenentation method to be used for
perform ng a traceroute operation. The value of this
obj ect may be selected from

traceRout el npl erent ati onTypeDomai ns.

Addi tional inplenentation types should be allocated as
required by inplenmenters of the DI SMAN- TRACERCQUTE- M B
under their enterprise specific registration point and
not beneath traceRoutel npl ement ati onTypeDomai ns. "
DEFVAL { traceRout eUsi ngUdpProbes }
.= { traceRouteCtl Entry 26 }

traceRout eCt | RowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"This object allows entries to be created and del eted
in the traceRouteCt| Table. Deletion of an entry in
this table results in all correspondi ng (same
traceRout eCt | Omer |l ndex and traceRout eCt| Test Nane

i ndex val ues) traceRout eResul tsTabl e,

t raceRout ePr obeHi st oryTabl e, and traceRout eHopsTabl e
entries being del eted.

A val ue MUST be specified for traceRouteCt| Tar get Address
prior to a transition to active(l) state being
accept ed.

Activation of a renpte traceroute operation is
controlled via traceRouteCt| Adm nSt at us and not
by transitioning of this object’s value to active(l).

Transitions in and out of active(l) state are not
all owed while an entry’s traceRout eResul t sOper St at us
is active(l) with the exception that del etion of

an entry in this table by setting its RowStatus
object to destroy(6) will stop an active

traceroute operation.

The operational state of an traceroute operation
can be determ ned by exam nation of the correspondi ng
traceRout eResul t sQper St at us obj ect . ™

REFERENCE
"See definition of RowStatus in RFC 2579, ' Text ual
Conventions for SMv2.'"

.= { traceRouteCtl Entry 27 }

-- Traceroute Results Table

traceRout eResul t sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tr aceRout eResul t sEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Defines the Rennte Operations Traceroute Results Table for
keeping track of the status of a traceRouteCt|Entry.

An entry is added to the traceRout eResul tsTabl e when an
traceRouteCtl Entry is started by successful transition
of its traceRouteCt| Adnmi nStatus object to enabl ed(1).
An entry is removed fromthe traceRout eResul t sTabl e when
its corresponding traceRouteCtlEntry is deleted.”

.= { traceRouteObjects 3 }
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traceRout eResul t sEntry OBJECT- TYPE

SYNTAX TraceRout eResul t sEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Defines an entry in the traceRouteResultsTable. The
traceRout eResul t sTabl e has the sanme i ndexing as the
traceRouteCt| Table in order for a traceRouteResultsEntry
to correspond to the traceRouteCt| Entry that caused it to
be created.”
| NDEX {
traceRout eCt | Oamner | ndex,
traceRout eCt | Test Nane

::= { traceRouteResultsTable 1 }

TraceRout eResul tsEntry ::=

SEQUENCE {
t raceRout eResul t sQper St at us | NTEGER,
t raceRout eResul t sCur HopCount Gauge32,
t raceRout eResul t sCur Pr obeCount Gauge32,
traceRout eResul t sl pTgt Addr Type | net Addr essType,
traceRout eResul t sl pTgt Addr | net Addr ess,
traceRout eResul t sTest Attenpts Unsi gned32,
traceRout eResul t sTest Successes Unsi gned32,
traceRout eResul t sLast GoodPat h Dat eAndTi me

}

traceRout eResul t sOper St at us OBJECT- TYPE
SYNTAX | NTEGER {

enabl ed(1), -- test is in progress
di sabl ed(2) -- test has stopped

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Refl ects the operational state of an traceRouteC|Entry:

enabl ed(1) - Test is active.
di sabl ed(2) - Test has stopped."
::={ traceRouteResultsEntry 1 }

t raceRout eResul t sCur HopCount OBJECT- TYPE

SYNTAX Gauge32
UNI TS "hops"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"Reflects the current TTL value (range from1l to
255) for a renpte traceroute operation
Maxi mum TTL val ue is determ ned by
traceRouteCt | MaxTt!] ."

::= { traceRouteResultsEntry 2 }

traceRout eResul t sCur Pr obeCount OBJECT- TYPE

SYNTAX Gauge32
UNI TS "probes"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Reflects the current probe count (1..10) for
a renote traceroute operation. The maxi mum
probe count is determ ned by
traceRout eCt | Pr obesPer Hop. "

::= { traceRouteResultsEntry 3 }

traceRout eResul t sl pTgt Addr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This objects indicates the type of address stored
in the correspondi ng traceRout eResul t sl pTgt Addr
obj ect."

::={ traceRouteResultsEntry 4 }

traceRout eResul t sl pTgt Addr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This objects reports the I P address associ at ed

with a traceRouteCt| Tar get Address val ue when the

destination address is specified as a DNS nane.

The val ue of this object should be a zero |l ength

octet string when a DNS nane is not specified or

when a specified DNS nanme fails to resolve."
::={ traceRouteResultsEntry 5 }

traceRout eResul t sTest Att enpts OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "tests"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current nunber of attenpts to determine a path
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to a target. The value of this object MJST be started
at 0."

::={ traceRouteResultsEntry 6 }

traceRout eResul t sTest Successes OBJECT- TYPE

SYNTAX Unsi gned32
UNI'TS "tests"”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current nunber of attenpts to determine a path
to a target that have succeeded. The value of this
obj ect MUST be reported as 0 when no attenpts have
succeeded. "

::={ traceRouteResultsEntry 7 }

traceRout eResul t sLast GoodPat h OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The date and time when the | ast conplete path
was determ ned."
.= { traceRouteResultsEntry 8 }
-- Trace Route Probe History Table

traceRout ePr obeHi st oryTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tr aceRout eProbeHi storyEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Defines the Rennte Operations Traceroute Results Table for
storing the results of a traceroute operation.

An inplenentation of this MB will renbve the ol dest
entry in the traceRout eProbeH storyTable to allow the
addition of an new entry once the nunber of rows in
the traceRout eProbeHi storyTabl e reaches the val ue specified
by traceRout eCt| MaxRows. "

.= { traceRoute(bjects 4 }

t raceRout ePr obeHi st oryEnt ry OBJECT- TYPE

SYNTAX Tr aceRout ePr obeHi st oryEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Defines a table for storing the results of a traceroute
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operation. Entries in this table are limted by
the val ue of the correspondi ng traceRouteCt| MaxRows
obj ect.

The first two index elements identify the

traceRouteCtl Entry that a traceRouteProbeH storyEntry

bel ongs to. The third index el enent selects a single
traceroute operation result. The fourth and fifth indexes
sel ect the hop and the probe for a particul ar

traceroute operation.”

| NDEX {

traceRout eCt | Oamner | ndex,
traceRout eCt | Test Nane,

t raceRout ePr obeHi st oryl ndex,

t raceRout ePr obeHi st or yHopl ndex,
t raceRout ePr obeHi st or yPr obel ndex

{ traceRout eProbeH storyTable 1 }

TraceRout eProbeHi storyEntry ::=
SEQUENCE {
traceRout ePr obeHi st oryl ndex Unsi gned32,
t raceRout ePr obeHi st or yHopl ndex Unsi gned32
t raceRout ePr obeHi st or yPr obel ndex Unsi gned32,
t raceRout ePr obeHi st or yHAddr Type | net Addr essType,
t raceRout ePr obeHi st or yHAddr | net Addr ess,
t raceRout ePr obeHi st or yResponse Unsi gned32,
t raceRout ePr obeHi st or ySt at us Oper at i onResponsesSt at us,
traceRout ePr obeHi st oryLast RC I nt eger 32,
t raceRout ePr obeHi st oryTi ne Dat eAndTi ne
}
t raceRout ePr obeHi st oryl ndex OBJECT- TYPE
SYNTAX Unsigned32 (1.. ' ffffffff’h)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

VWi te

"An entry in this table is created when the result of

a traceroute probe is determined. The initial 2 instance
identifier index values identify the traceRouteC|Entry
that a probe result (traceRouteProbeHi storyEntry) bel ongs
to. An entry is renoved fromthis table when

its corresponding traceRouteCtl Entry is del eted.

An i nmpl enentati on MJST start assignhing
traceRout ePr obeHi st oryl ndex values at 1 and wap after
exceedi ng the maxi mum possi bl e val ue as defined by the
limt of this object ("ffffffff’h)."
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.= { traceRout eProbeHi storyEntry 1 }

t raceRout ePr obeHi st or yHopl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..255)
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"“I'ndi cates which hop in a traceroute path that the probe’s
results are for. The value of this object is initially
determ ned by the value of traceRouteCtlInitial Ttl."

::= { traceRout eProbeHi storyEntry 2 }

t raceRout ePr obeHi st or yPr obel ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..10)
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"I ndi cates the index of a probe for a particular
hop in a traceroute path. The nunber of probes per
hop is determ ned by the value of the corresponding
traceRout eCt | ProbesPer Hop object."

::= { traceRout eProbeHi storyEntry 3 }

t raceRout ePr obeHi st or yHAddr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This objects indicates the type of address stored
in the correspondi ng traceRout eProbeH st or yHAddr
obj ect. "

.= { traceRout eProbeHi storyEntry 4 }

t raceRout ePr obeHi st or yHAddr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The address of a hop in a traceroute path. This object
is not allowed to be a DNS nane. The val ue of the
correspondi ng object, traceRouteProbeHi storyHAddr Type,
indicates this object’s I P address type."

.= { traceRout eProbeHi storyEntry 5 }

t raceRout ePr obeHi st or yResponse OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "mlliseconds"
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The ampunt of time measured in nilliseconds from when
a probe was sent to when its response was received or
when it timed out. The value of this object is reported
as 0 when it is not possible to transmt a probe."

.= { traceRout eProbeHi storyEntry 6 }

t raceRout ePr obeHi st orySt at us OBJECT- TYPE

SYNTAX Oper at i onResponsesSt at us
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The result of a traceroute operation nade by a renote
host for a particul ar probe."
::= { traceRout eProbeHi storyEntry 7 }

t raceRout ePr obeHi st oryLast RC OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

2000

"The | ast inplenentati on nethod specific reply code received.

Traceroute is usually inplenented by transmitting a series of

probe packets with increasing time-to-live values. A probe

packet is a UDP datagram encapsul ated into an | P packet.

Each hop in a path to the target (destination) host rejects
the probe packets (probe’s TTL too small, ICVWP reply) unti

either the maxi num TTL is exceeded or the target host is
received. "
.= { traceRout eProbeHi storyEntry 8 }

t raceRout ePr obeHi st oryTi ne OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Ti mestanmp for when this probe results were deternined."
::= { traceRout eProbeHi storyEntry 9 }

-- Traceroute Hop Results Table

t raceRout eHopsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tr aceRout eHopsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
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"Defines the Renote Operations Traceroute Hop Table for
keeping track of the results of traceroute tests on a
per hop basis."

.= { traceRoute(bjects 5}

traceRout eHopsEntry OBJECT- TYPE

SYNTAX Tr aceRout eHopsEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"Defines an entry in the traceRout eHopsTabl e.

The first two index elenments identify the
traceRouteCtl Entry that a traceRouteHopsEntry
bel ongs to. The third index el ement,
t raceRout eHopsHopl ndex, selects a
hop in a traceroute path.”
| NDEX {
traceRout eCt | Oamner | ndex,
traceRout eCt | Test Nane,
t raceRout eHopsHopl ndex

}
::={ traceRout eHopsTable 1 }

TraceRout eHopsEntry :: =

SEQUENCE {

t raceRout eHopsHopl ndex Unsi gned32,
traceRout eHopsl| pTgt Addr essType | net Addr essType,
traceRout eHopsl| pTgt Addr ess | net Addr ess,
traceRout eHopsM nRt t Unsi gned32,

t raceRout eHopsMaxRt t Unsi gned32,
traceRout eHopsAver ageRt t Unsi gned32,
traceRout eHopsRt t SuntX Squares Unsi gned32,

t raceRout eHopsSent Pr obes Unsi gned32,

t raceRout eHopsPr obeResponses Unsi gned32,
t raceRout eHopsLast GoodPr obe Dat eAndTi ne

}
t raceRout eHopsHopl ndex OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"Specifies the hop index for a traceroute hop. Values
for this object with respect to the same

traceRout eCt | Omer |l ndex and traceRout eCt| Test Nane

MJST start at 1 and increase nonotonically.
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The traceRout eHopsTabl e keeps the current traceroute

path per traceRouteCtlEntry if enabl ed by

setting the corresponding traceRouteCt| Creat eHopsEntri es

to true(l).

Al'l hops (traceRouteHopsTable entries) in a traceroute

path MUST be updated at the sanme tinme when a traceroute
operation conpletes. Care needs to be applied when either
a path changes or can't be determined. The initial portion
of the path, up to the first hop change, MJST retain the
same traceRout eHopsHopl ndex val ues. The remaining portion
of the path SHOULD be assi gned new traceRout eHopsHopl ndex

val ues."
::={ traceRout eHopsEntry 1 }

t raceRout eHopsl| pTgt Addr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This objects indicates the type of address stored
in the correspondi ng traceRout eHopsl pTar get Addr ess

object.™
::= { traceRout eHopsEntry 2 }

t raceRout eHops| pTgt Addr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object reports the | P address associated with
the hop. A value for this object should be reported

as a nuneric |IP address and not as a DNS nane."

::={ traceRout eHopsEntry 3 }

traceRout eHopsM nRtt OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The mninumtraceroute round-trip-time (RTT)

recei ved for

this hop. A value of 0 for this object inplies that no

RTT has been received."
.. = { traceRout eHopsEntry 4 }

traceRout eHopsMaxRtt OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The maxi mumtraceroute round-trip-time (RTT) received for
this hop. A value of O for this object inplies that no
RTT has been received."

::= { traceRout eHopsEntry 5 }

t raceRout eHopsAver ageRtt OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The current average traceroute round-trip-time (RTT) for
this hop."

::={ traceRout eHopsEntry 6 }

traceRout eHopsRt t Sunt Squar es OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object contains the sumof all traceroute responses
received for this hop. Its purpose is to enable standard
devi ation cal cul ation."

.. = { traceRout eHopsEntry 7 }

t raceRout eHopsSent Probes OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object reflects the nunber of probes sent
for this hop during this traceroute test. The value of this
obj ect should start at 0."

::={ traceRout eHopsEntry 8 }

t raceRout eHopsPr obeResponses OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of responses received for this hop during this

traceroute test. This value of this object should start
at 0."

::={ traceRout eHopsEntry 9 }

traceRout eHopsLast GoodPr obe OBJECT- TYPE
SYNTAX Dat eAndTi ne
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Date and tine was the | ast response was received for a probe
for this hop during this traceroute test."

::= { traceRout eHopsEntry 10 }

-- Notification Definition section

t raceRout ePat hChange NOTI FI CATI ON- TYPE
OBJECTS {
traceRout eCt | Tar get Addr essType,
traceRout eCt | Tar get Addr ess,
traceRout eResul t sl pTgt Addr Type,
traceRout eResul t sl pTgt Addr

}
STATUS current
DESCRI PTI ON
"The path to a target has changed."
::={ traceRouteNotifications 1}

traceRout eTest Fai | ed NOTI FI CATI ON- TYPE
OBJECTS {
traceRout eCt | Tar get Addr essType,
traceRout eCt | Tar get Addr ess,
traceRout eResul t sl pTgt Addr Type,
traceRout eResul t sl pTgt Addr

}
STATUS current
DESCRI PTI ON
"Could not determine the path to a target."
::={ traceRouteNotifications 2 }

traceRout eTest Conpl et ed NOTI FI CATI ON- TYPE
OBJECTS {
traceRout eCt | Tar get Addr essType,
traceRout eCt | Tar get Addr ess,
traceRout eResul t sl pTgt Addr Type,
traceRout eResul t sl pTgt Addr

}
STATUS current
DESCRI PTI ON
"The path to a target has just been determ ned."
::={ traceRouteNotifications 3}

-- Confornmance i nfornmation
-- Compliance statenents
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traceRout eConpl i ances OBJECT | DENTI FI ER : :
t raceRout eG oups OBJECT | DENTI FI ER : :

{ traceRout eConformance 1 }
{ traceRout eConformance 2 }

-- Compliance statenents

t raceRout eConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for the DI SMAN- TRACEROUTE-M B. "
MODULE -- this nodule
MANDATORY- GROUPS {
traceRout eG oup

}
GROUP traceRout eTi meSt anpG oup
DESCRI PTI ON
"This group is mandatory for inplenmentations that have
access to a systemclock and are capabl e of setting
the val ues for DateAndTi ne objects."

GROUP traceRouteNotificati onsG oup

DESCRI PTI ON
"This group defines a collection of optional
notifications."

GROUP traceRout eHopsTabl eG oup

DESCRI PTI ON
"This group lists the objects that nake up a
traceRout eHopsEntry. Support of the traceRout eHopsTabl e
is optional."

OBJECT traceRout eMaxConcurrent Request s

M N- ACCESS read-only

DESCRI PTI ON
"The agent is not required to support SET
operations to this object.™

OBJECT traceRout eCt| ByPassRout eTabl e

M N- ACCESS read-only

DESCRI PTI ON
"This object is not required by inplenmentations that
are not capable of its inplenentation. The function
represented by this object is inplenentable if the
set sockopt SOL_SOCKET SO DONTROUTE option is
supported.”

OBJECT traceRout eCt | Sour ceAddr essType

SYNTAX | net AddressType { unknown(O0), ipv4(l), ipv6(2) }
M N- ACCESS read-only
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DESCRI PTI ON
"This object is not required by inplenmentations that
are not capabl e of binding the send socket with a
source address. An inplenentation is only required to
support IPv4 and | Pv6 addresses.”

OBJECT traceRout eCt| Sour ceAddr ess

SYNTAX | net Address (Sl ZE(O] 4| 16))

M N- ACCESS read-only

DESCRI PTI ON
"This object is not required by inplenmentations that
are not capabl e of binding the send socket with a
source address. An inplenentation is only required to
support | Pv4 and gl obally unique |IPv6 addresses."

OBJECT traceRouteCt!|fl ndex

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. Wen wite access is
not supported return a 0 as the value of this object.
A value of O inplies that the function represented by
this option is not supported.”

OBJECT traceRouteCt| M scOpti ons

M N- ACCESS read-only

DESCRI PTI ON
"Support of this object is optional. Wen not
supporting do not allow wite access and return a
zero length octet string as the value of the object.”

OBJECT traceRout eCt| St orageType

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. It is also allowed
for inplementations to support only the volatile
St orageType enuneration.”

OBJECT traceRout eCt| DSFi el d

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. VWhen wite access is
not supported return a 0 as the value of this object.
A value of O inplies that the function represented by
this option is not supported.”

OBJECT traceRouteCt | Type

M N- ACCESS read-only
DESCRI PTI ON
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"Wite access is not required. |In addition, the only
val ue that is RECOMVENDED to be supported by an
i mpl ementation is traceRouteUsi ngUdpProbes. "

OBJECT traceRout eResul t sl pTgt Addr Type
SYNTAX | net AddressType { unknown(O0), ipv4(1l), ipv6(2) }
DESCRI PTI ON

“An inplenentation should only support |Pv4 and

gl obally unique | Pv6 address values for this object."

OBJECT traceRout eResul t sl pTgt Addr
SYNTAX | net Address (SIZE(O| 4| 16))
DESCRI PTI ON
“An inplenentation should only support |Pv4 and
gl obally unique | Pv6 address values for this object."

OBJECT traceRout eProbeHi st or yHAddr Type
SYNTAX | net AddressType { unknown(O0), ipv4(1l), ipv6(2) }
DESCRI PTI ON

“An inplenentation should only support |Pv4 and

gl obally unique | Pv6 address values for this object."
OBJECT traceRout ePr obeHi st or yHAddr
SYNTAX | net Address (SIZE(O| 4| 16))
DESCRI PTI ON

“An inpl enentation should only support |Pv4 and

gl obally unique | Pv6 address values for this object."

OBJECT traceRout eHopsl pTgt Addr essType
SYNTAX | net AddressType { unknown(O0), ipv4(l), ipv6(2) }
DESCRI PTI ON

“An inpl enentation should only support |Pv4 and

gl obally unique | Pv6 address values for this object."

OBJECT traceRout eHopsl pTgt Addr ess
SYNTAX | net Address (SIZE(O| 4| 16))
DESCRI PTI ON
“An inpl enentation should only support |Pv4 and
gl obally unique | Pv6 address values for this object."
::= { traceRout eConpliances 1 }

-- M B groupi ngs

traceRout eG oup OBJECT- GROUP
OBJECTS {
t raceRout eMaxConcur r ent Request s,
traceRout eCt | Tar get Addr essType,
traceRout eCt | Tar get Addr ess,
traceRout eCt | ByPassRout eTabl e,
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traceRout eCt | Dat aSi ze,
traceRout eCt | Ti neQut

traceRout eCt | Pr obesPer Hop,
traceRouteCt| Port,

traceRouteCt | MaxTt 1,

traceRout eCt | DSFi el d,

traceRout eCt | Sour ceAddr essType,
traceRout eCt | Sour ceAddr ess,
traceRouteCt | fl ndex,
traceRouteCt | M scOpti ons,
traceRout eCt | MaxFai | ures,
traceRout eCt | Dont Fr agnent ,
traceRouteCtlInitial Ttl,
traceRout eCt | Frequency,
traceRout eCt | St or ageType,
traceRout eCt | Adm nSt at us,
traceRout eCt | MaxRows,

traceRout eCt | TrapGenerati on,
traceRout eCt | Descr,

traceRout eCt | Creat eHopsEntri es,
traceRout eCt | Type,

traceRout eCt | Rowst at us,
traceRout eResul t sQper St at us,

t raceRout eResul t sCur HopCount ,

t raceRout eResul t sCur ProbeCount ,
traceRout eResul t sl pTgt Addr Type,
traceRout eResul t sl pTgt Addr,
traceRout eResul t sTest Attenpt s,
traceRout eResul t sTest Successes,
t raceRout ePr obeHi st or yHAddr Type,
t raceRout ePr obeHi st or yHAddr ,

t raceRout ePr obeHi st or yResponse,
t raceRout ePr obeHi st orySt at us,

t raceRout ePr obeHi st oryLast RC

}
STATUS current
DESCRI PTI ON
"The group of objects that conprise the renpte traceroute
operation.”
::={ traceRouteGoups 1 }

traceRout eTi neSt anpG oup OBJECT- GROUP
OBJECTS {
traceRout eResul t sLast GoodPat h,
traceRout ePr obeHi st oryTi ne

}
STATUS current
DESCRI PTI ON
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"The group of DateAndTi me objects."”
::={ traceRouteG oups 2 }

traceRout eNoti fi cati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
t r aceRout ePat hChange,
traceRout eTest Fai | ed,
traceRout eTest Conpl et ed

}
STATUS current
DESCRI PTI ON
"The notifications which are required to be supported by
i mpl enentations of this MB."
::={ traceRouteG oups 3}

t raceRout eHopsTabl eG oup OBJECT- GROUP
OBJECTS {

t raceRout eHops| pTgt Addr essType,
t raceRout eHopsl| pTgt Addr ess,
traceRout eHopsM nRt t
t raceRout eHopsMaxRt t,
traceRout eHopsAver ageRt t,
traceRout eHopsRt t Suntf Squar es,
t r aceRout eHopsSent Pr obes,
t raceRout eHopsPr obeResponses,
t raceRout eHopsLast GoodPr obe

}
STATUS current
DESCRI PTI ON
"The group of objects that conprise the traceRouteHopsTable."
.= { traceRouteG oups 4 }

END
4.3 DI SMAN- NSLOOKUP- M B
DI SMAN- NSLOOKUP- M B DEFI NI TIONS :: = BEG N
| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,
Unsi gned32, m b-2, |nteger32

FROM SNMPv2- SM -- RFC2578
RowSt at us

FROM SNWPv2-TC -- RFC2579
MODULE- COVMPLI ANCE, OBJECT- GROUP

FROM SNMPv2- CONF -- RFC2580
SnnpAdmi nStri ng

FROM SNMP- FRAMEWORK- M B -- RFC2571
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| net Addr essType, | net Address
FROM | NET- ADDRESS- M B; -- RFC2851

| ookupM B MODULE- | DENTI TY
LAST- UPDATED "200009210000Z" -- 21 Septenber 2000
ORGANI ZATI ON "I ETF Di stributed Managenment Working G oup"
CONTACT- | NFO
"Kenneth Wite

I nt ernati onal Busi ness Machi nes Corporation
Net wor k Conputing Software Division
Research Triangle Park, NC, USA

E-mai | : wkennet h@is. i bm conf
DESCRI PTI ON
"The Lookup M B (DI SMAN- NSLOOKUP- M B) enabl es determ nation
of either the nane(s) corresponding to a host address or of
the address(es) associated with a host nane at a renpte host."

-- Revision history

REVI SI ON "200009210000Z" -- 21 Septenber 2000
DESCRI PTI ON
“I'nitial version, published as RFC 2925."

c:={ mb-2 82}
-- Top level structure of the MB

| ookuphj ect s OBJECT IDENTIFIER ::={ |l ookupMB 1 }
| ookupConf or mance OBJECT IDENTIFIER ::= { | ookupMB 2 }

-- Sinmple Object Definitions

| ookupMaxConcurrent Requests OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "requests”

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The maxi mum nunber of concurrent active | ookup requests
that are allowed within an agent inplenentation. A value
of O for this object inplies that there is nolimt for
the nunber of concurrent active requests in effect."”

DEFVAL { 10 }

::= { | ookupnjects 1}
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| ookupPur geTi ne OBJECT- TYPE

SYNTAX Unsi gned32 (0..86400)
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The amount of tine to wait before automatically
deleting an entry in the | ookupCtl Tabl e and any
dependent | ookupResultsTable entries

after the | ookup operation represented by an

| ookupCt I Entry has conpl et ed

An | ookupCtEntry i s considered conpl ete
when its | ookupCt| Oper Status object has a
val ue of conpleted(3)."

DEFVAL { 900 } -- 15 minutes as default

::= { | ookupnjects 2}

-- Lookup Control Table

| ookupCt | Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF LookupCtl Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Defines the Lookup Control Table for providing

the capability of perform ng a | ookup operation

get host bynanme or get host byaddr, froma renote host."
::= { | ookupnjects 3}

| ookupCt | Entry OBJECT- TYPE

SYNTAX LookupCt I Entry
MAX- ACCESS not-accessible
STATUS current
DESCRI PTI ON

"Defines an entry in the | ookupCtl| Table. A

| ookupCtI Entry is initially indexed by

| ookupCt | Omner | ndex, which is of type SnnpAdni nStri ng,
a textual convention that allows for use of the SNWPv3
Vi ew Based Access Control Mdel (RFC 2575 [11], VACM
and al so all ows an managenent application to identify
its entries. The second index el ement,

| ookupCt | Operati onNane, enabl es the sane

| ookupCt| Omner | ndex entity to have multiple outstanding
requests.

The val ue of | ookupCt| Tar get AddressType determ nes which
| ookup function to perform Specification of dns(16)
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as the value of this index inplies that the gethostbynane
function should be perfornmed to determ ne the nuneric
addresses associated with a synbolic name via
| ookupResul tsTabl e entries. Use of a value of either
i pv4(1l) or ipv6e(2) inplies that the gethostbyaddr function
shoul d be perforned to determine the synbolic nane(s)
associated with a numeric address at a renote host."
| NDEX {
| ookupCt | Omner | ndex,
| ookupCt | Oper ati onNane

}
o= { lookupCtlTable 1 }

LookupCtl Entry ::=

SEQUENCE {
| ookupCt | Oaner | ndex SnnpAdmi nStri ng,
| ookupCt | Oper ati onNane SnnpAdmi nStri ng,
| ookupCt | Tar get Addr essType | net Addr essType,
| ookupCt | Tar get Addr ess | net Addr ess,
| ookupCt | Oper St at us | NTEGER,
[ ookupCt | Ti ne Unsi gned32,
| ookupCt| Rc I nt eger 32,
| ookupCt | Rowst at us RowSt at us

}

| ookupCt | Omner | ndex OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O. . 32))

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"To facilitate the provisioning of access control by a
security adm nistrator using the View Based Access
Control Model (RFC 2575, VACM for tables in which
mul tiple users may need to i ndependently create or
nodify entries, the initial index is used as an ’owner
index’. Such an initial index has a syntax of

SnnpAdmi nString, and can thus be trivially mapped to a
securityName or groupNane as defined in VACM in
accordance with a security policy.

VWhen used in conjunction with such a security policy al
entries in the table belonging to a particular user (or
group) will have the same value for this initial index.
For a given user’'s entries in a particular table, the
object identifiers for the information in these entries
wi Il have the sane subidentifiers (except for the
"colum’ subidentifier) up to the end of the encoded
owner index. To configure VACMto pernit access to this
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portion of the table, one would create
vacnmVi ewTr eeFani | yTabl e entries with the val ue of
vacmVi ewTr eeFani | ySubt ree i ncludi ng the owner index
portion, and vacnVi ewlreeFamni | yMask 'w | dcardi ng’ the
col um subidentifier. Modre elaborate configurations
are possible."

o= { lookupCtlEntry 1 }

| ookupCt | Oper ati onNane OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O.. 32))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The nane of a | ookup operation. This is locally unique,

within the scope of an | ookupCt| Oanerl ndex. "
c:={ lookupCtlEntry 2 }

| ookupCt | Tar get Addr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"Specifies the type of address for either performng a
get host bynanme or a get hostbyaddr function at a renpte host.
Speci fication of dns(16) as the value for this object
neans that the gethostbynane function should be perforned
to return one or nore nuneric addresses. Use of a value
of either ipv4(1l) or ipv6(2) means that the gethostbyaddr
function should be used to return the synbolic nanes
associated with a remote host."
o= { lookupCtlEntry 3}

| ookupCt | Tar get Addr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Specifies the address used for a resolver |ookup at a
renote host. The correspondi ng | ookupCt | Addr essType
objects determines its type as well as the function
that can be requested.

A value for this object MIUST be set prior to
transitioning its corresponding | ookupCtIEntry to
active(l) via |l ookupCtl RowsSt atus. "

c:={ lookupCtlEntry 4 }

| ookupCt | Oper St at us OBJECT- TYPE
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SYNTAX | NTEGER {
not Started(2), -- operation has not started
conpl et ed( 3) -- operation is done

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Refl ects the operational state of an | ookupCl Entry:

enabl ed( 1) - Qperation is active.
not Started(2) - Operation has not been enabl ed.
conpleted(3) - Operation has conpl et ed.

An operation is automatically enabled(1) when its
| ookupCt | RowSt at us object is transitioned to active(l)
status. Until this occurs | ookupCt| Qper St atus MJIST
report a value of notStarted(2). After the |ookup
operation conpletes (success or failure) the value
for | ookupCtl OperStatus MJUST be transitioned to
conpl eted(3)."

::= { lookupQlEntry 5}

| ookupCt | Ti me OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Reports the nunber of mlliseconds that a | ookup
operation required to be conpleted at a renpte host.
Conpl et ed nmeans operation failure as well as
success. "

c:= { lookupQtlEntry 6 }

| ookupCt | Rc OBJECT- TYPE

SYNTAX | nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The system specific return code froma | ookup
operation. Al inplementations MJST return a val ue
of 0 for this object when the renote | ookup
operation succeeds. A non-zero value for this
objects indicates failure. It is recomended that
i mpl enentati ons that support errno use it as the
val ue of this object to aid a managenent
application in determ ning the cause of failure.”
o= { lookupClEntry 7 }
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| ookupCt | Rowst at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object allows entries to be created and del eted
in the | ookupCtl Tabl e.

A renpte | ookup operation is started when an
entry in this table is created via an SNW SET
request and the entry is activated. This
occurs by setting the value of this object

to CreateAndGo(4) during row creation or

by setting this object to active(l) after

the rowis created

A val ue MUST be specified for | ookupCtl Target Address
prior to a transition to active(l) state being
accept ed.

A renpte | ookup operation starts when its entry
first becomes active(l). Transitions in and
out of active(l) state have no effect on the
operational behavior of a renote | ookup
operation, with the exception that del etion of
an entry in this table by setting its RowStatus
object to destroy(6) will stop an active

renote | ookup operation.

The operational state of a renpte | ookup operation
can be determ ned by examination of its
| ookupCt | Oper St at us object.”
REFERENCE
"See definition of RowStatus in RFC 2579,
" Textual Conventions for SMv2.""
.= { lookupClEntry 8 }

-- Lookup Results Table

| ookupResul t sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF LookupResul tsEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Defines the Lookup Results Table for providing
the capability of determining the results of a
operation at a renote host.
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One or nore entries are added to the

| ookupResul t sTabl e when a | ookup operation
as reflected by an | ookupCtl Entry, conpletes
successfully. Al entries related to a
successful | ookup operation MJST be added

to the | ookupResultsTable at the same tine
that the associating | ookupCt| Qper St at us
object is transitioned to conpl eted(2).

The nunber of entries added depends on the
results determined for a particul ar | ookup
operation. All entries associated with an
| ookupCt I Entry are renoved when the

| ookupCtI Entry is del eted.

A renote host can be nulti-honed and have nore
than one | P address associated with it

(get host bynane results) and/or it can have nore
than one synbolic nane (gethostbyaddr results).

The get hostbyaddr function is called with a

host address as its parameter and is used
primarily to determine a synbolic nane to
associate with the host address. Entries in

the | ookupResul t sTabl e MUST be nmade for each
host nane returned. The official host name MJUST
be assigned a | ookupResul tsl ndex of 1.

The get hostbyname function is called with a
synbolic host nane and is used primarily to
retrieve a host address. |If possible the
primary host address SHOULD be assigned a
| ookupResul t sl ndex of 1."

::= { | ookupnjects 4 }

| ookupResul t sentry OBJECT- TYPE

SYNTAX LookupResul t sEntry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"Defines an entry in the | ookupResultsTable. The
first two index elenments identify the
| ookupCt I Entry that a | ookupResul tsEntry bel ongs
to. The third index el enent selects a single
| ookup operation result."
| NDEX {
| ookupCt | Oaner | ndex,
| ookupCt | Oper ati onNane,
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| ookupResul t sl ndex

}
::= { lookupResultsTable 1 }

LookupResul tsEntry ::=

SEQUENCE {
| ookupResul t sl ndex Unsi gned32,
| ookupResul t sAddr essType | net AddressType,
| ookupResul t sAddr ess | net Addr ess

}

| ookupResul t sl ndex OBJECT- TYPE

SYNTAX Unsigned32 (1.. ' ffffffff’h)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Entries in the | ookupResul tsTabl e are created when
the result of a | ookup operation is determ ned.

Entries MJUST be stored in the | ookupResultsTable in
the order that they are retrieved. Values assigned
to | ookupResul t sl ndex MJST start at 1 and increase
in order."

::= { lookupResultsEntry 1 }

| ookupResul t sAddr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndicates the type of result of a renote | ookup
operation. A value of unknown(0) inplies that
either the operation hasn't been started or that
it has failed."

::= { | ookupResul tsEntry 2 }

| ookupResul t sAddr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Reflects a result for a renpte | ookup operation
as per the value of |ookupResultsAddressType."
.= { lookupResultsEntry 3 }

-- Confornmance i nfornmation
-- Conpliance statenents
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| ookupConpl i ances OBJECT | DENTI FI ER : :
| ookupGr oups OBJECT | DENTI FI ER ::

{ | ookupConfornance 1 }
{ | ookupConfornmance 2 }

-- Compliance statenents

| ookupConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for the DI SMAN- NSLOOKUP- M B. "
MODULE -- this nodule
MANDATORY- GROUPS {

}

OBJECT | ookupMaxConcurrent Request s

M N- ACCESS read-only

DESCRI PTI ON
"The agent is not required to support SET
operations to this object."

| ookupGroup

OBJECT | ookupPur geTi ne
M N- ACCESS read-only
DESCRI PTI ON
"The agent is not required to support a SET
operation to this object."
.= { | ookupConpliances 1 }

-- M B groupi ngs

| ookupGroup OBJECT- GROUP
OBJECTS {

| ookupMaxConcur r ent Request s,
| ookupPur geTi ne,
| ookupCt | Oper St at us,
| ookupCt | Tar get Addr essType,
| ookupCt | Tar get Addr ess,
| ookupCt | Ti e,
| ookupCt | Re,
| ookupCt | RowSt at us,
| ookupResul t sAddr essType,
| ookupResul t sAddr ess

}
STATUS current
DESCRI PTI ON
"The group of objects that conprise the renote
Lookup operation."
::={ | ookupGoups 1}
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END
5.0 Security Considerations

Certai n managenent information in the MBs defined by this docunent
may be considered sensitive in some network environments. Therefore,
aut hentication of received SNMP requests and controll ed access to
managenment i nformati on SHOULD be enpl oyed in such environnents. The
nmethod for this authentication is a function of the SNW

Admi ni strative Franmework, and has not been expanded by this MB

To facilitate the provisioning of access control by a security

adm ni strator using the View Based Access Control Model (VACM
defined in RFC 2575 [11] for tables in which nultiple users may need
to independently create or nodify entries, the initial index is used
as an "owner index". Such an initial index has a syntax of

SnnpAdmi nString, and can thus be trivially napped to a securityName
or groupName as defined in VACM in accordance with a security

pol i cy.

Al entries in related tables belonging to a particular user wll
have the same value for this initial index. For a given user’s
entries in a particular table, the object identifiers for the
information in these entries will have the same subidentifiers
(except for the "colum" subidentifier) up to the end of the encoded
owner index. To configure VACMto pernmit access to this portion of
the table, one would create vacmVi ewlreeFam | yTable entries with the
val ue of vacnVi ewlreeFam | ySubtree including the owner index portion
and vacnWVi ewlr eeFam | yMask "wi | dcardi ng" the col umm subi dentifier
More el aborate configurations are possible. The VACM access contro
nmechani sm descri bed above provi des control

In general, both the ping and traceroute functions when used
excessively are considered a formof systemattack. In the case of
pi ng sending a systemrequests too often can negatively effect its
performance or attenpting to connect to what is supposed to be an
unused port can be very unpredictable. Excessive use of the
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traceroute capability can |like ping negatively affect system
performance. |n insecure environments it is RECOWENDED that the
M Bs defined within this meno not be supported.

6.0 Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF's procedures with respect to rights in standards-track and

st andards-rel ated docunentation can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
licenses to be nade avail able, or the result of an attenpt made to
obtain a general license or permission for the use of such
proprietary rights by inplenenters or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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Copyright (C The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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