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Status of this Menp

This menmo provides information for the Internet community. |t does
not specify an Internet standard. Distribution of this meno is
unlimted.

| ntroducti on

Thi s docunent defines the administrative policies for the operation
of remote printer facilities within the context of the tpc.int
subdomai n. The document describes different approaches to resource
recovery for renote printer server sites and includes discussions of
i ssues pertaining to auditing, security, and denial of access.

The technical procedures for renote printing are defined in [1]. The
general principles of operation for the tpc.int subdomain are defined
in[2]. An overviewof the renote printing facility is returned when
electronic mail is sent to tpc-fag@own. hall. org.

Overview of Renpte Printing in the TPC. I NT Subdonain

The renote printing facility allows a user to i mage docunents on a
renote printer, defined as a G3-conpatible facsiml|e device connected
to the public tel ephone network. The user sends electronic mail to
an address whi ch includes the phone nunber associated with the target
&3-compatible facsimle device. Using the Dormain Nane System the

I nternet message-handling infrastructure routes the nessage to a
renote printer server, which provides access to devices within a
specified range of the tel ephone system nunbering plan. The nessage
is imged on the target renpte printer and an acknow edgenent is sent
back to the initiator of the nessage.

The renote printing facility is concerned with outreach, integrating
the e-mail and G3-conpatible facsimle comunities into a conmon
conmuni cati ons environnent. By providing easy access to renote
printing recipients, enterprise-w de access is enhanced, regardl ess
of the kind of institution (e.g., conmercial, educational, or
government), or the size of institution (e.g., global, regional, or
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local). Renpte printing allows an organi zation to make it easier for
el ectronic mail users to comunicate with the personnel in the

organi zati on who are users of G3-conpatible facsinile but not e-nmail
providing a val uabl e bridge between the two types of technol ogy.

Model s of Operation for Renbte Printing Servers

Renote printer servers in the tpc.int subdomai n consume resources
that are typically recovered fromneither the initiator nor the

reci pient of the rempte printing service. Owning to a |ack of

wi despread authentication facilities in the Internet and connected
nmessage handling donmmins, it is not currently possible to identify
the initiator with certainty. Since the request was not initiated by
the recipient, it is inappropriate for a renpte printer gateway to
accept a request and then attenpt to charge the receiver of the
nmessage before i magi ng the docunent on the renmpte printer.

Several nodels of resource recovery for renote printer operation are
possible in the tpc.int subdomain:

Communi ty Library Mde
Nei ghbor hood Grocery Mdel
Local Newspaper Mode

In the Community Library nodel, an organi zation would register a
renote printer gateway willing to place calls to all devices |ocated
within the organization’s tel ephone system O her operators may
determ ne that the costs of servicing the immediate vicinity (or even
a larger area) are minimal and register to serve a portion of the

t el ephone address space as a comunity servi ce.

The Community Library nodel can apply to a nei ghborhood, or to an
organi zati on such as a government R&D Center, a university, or a
corporation. The library nmodel does not recover costs fromthe
particpants, but runs the renote printer as a comunity service.

In the Nei ghborhood Grocery nodel, a comercial organization
contracts with specific end users, offering to register their

i ndi vidual fax numbers in the namespace. This service bureau nodel
could be conducted with or without cost recovery fromthe owner of
the renote printer device.

The Local Newspaper nodel recovers the resources needed to operate
the renote printer service froma third party not directly connected
with the nessage exchange. Wen a document is successfully imaged on
arenote printer, there are two actions that result. First, a cover
sheet is constructed and prepended to the document imaged on the
renote printer. Second, a notification is sent back to the
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initiator. An Internet site running a renote printer server
registered in the tpc.int subdonmain is pernmtted to acknow edge a
sponsor in both cases.

Specifically, up to one-third of the area of the cover sheet may be
used for acknow edgenent of the sponsor, and up to 250 bytes of ASCI
text acknow edgi ng the sponsor may be appended to the notification
returned to the initiator. Any such sponsor acknow edgenent is
subj ect to applicable regulations governing the content and form of
such acknow edgenents.

The words "paid advertisement” should be promnently displayed in the
area contai ning the nessage if noney has changed hands for the
transaction. |f an organization uses the |ocal newspaper nopde

sinmply to transmit comunity service nessages, then the words "paid
advertisenent” need not be displayed.

Auditing and Security

A renpte printer server should maintain a log for auditing and
security. This log may contain at nost the follow ng information:

1) the date the nessage was received;

2) the "From' and "Message-ID' fields;

3) the size of the body;

4) the identity (tel ephone nunber) of the printer;

5) any tel ephony-related information, such as cal
dur ati on;

6) any G3-related information, such recipient ID

This information is the nost that can be kept and may be further
limted by legal authority with jurisdiction at the site.

The purpose of the log is to maintain accountability and security.

It is considered a violation of the privacy of the initiator and the
reci pient of the renpote printer services to divulge such | ogs unless
required by legal authority with jurisdiction at the site. 1In
particular, it is a violation of privacy to divulge, either directly
or indirectly, such information for the conpilation of lists for

mar ket i ng pur poses.

It is perm ssible, however, to furnish interested parties with
sunmary reports that indicate the nunber of calls, average |ength,
and other sunmmary information provided that such sumrary infornmation
could not be used to identify individual initiators or recipients or
their calling patterns. For exanple, a renote printer gateway ni ght
furnish an interested party with a report of the nunmber of calls per
day and hours logged to a specific |ocal area exchange.
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Renote printer servers operate in a public service capacity and nust
strictly respect the privacy of the contents of nessages. Unless
required by technical or |egal considerations, the content of
nmessages shall not be nonitored or disclosed.

Deni al of Access

Internet sites registered in the tpc.int subdomain may deny access
based on the source but not the destination of the nessage. |If an
Internet site feels that it is inappropriate to provide access to a
particul ar destination, then it should re-register itself

accordi ngly.

Deni al of access based on source should be made only if required by
legal authority with jurisdiction at the site or because of abuse.

In all cases, denial of access should result in a notification
returned to the initiator indicating the policy that was viol at ed.
However, if repeated attenpts continue to be nmade by the source
repeated notifications are not necessary. Denial of access should be
di stingui shed fromthe inability to provide access. For exanple,
improperly formatted nmessages will prevent access.

Deni al of access can occur due to problenms in a single nessage or set
of messages or because of consistent patterns of abuse. Exanpl es of
denial on a single nmessage might include an attenpt to transnmit an
extremely | ong docunment, such as a 100-page nmeno. Such a docunent

m ght violate local policies linmting the nunber of pages or

transm ssion time.

A nore serious problemis long-termabuse of facilities. A renote
printer server mght choose to inpose a usage lint on a daily or
nmonthly basis. Such linmts should be chosen to bal ance the desire to
encourage legitimte users with the need to prevent consistent abuse.

At present, it is the responsibility for each Internet site running a
renote printer server to define a local policy for denial of access.
This policy should be based on objective criteria, and those criteria
shoul d be registered with the tpc.int subdomain secretariat at the
e-mai | address tpc-adni n@own. hall.org.

Security Considerations

Security issues are not discussed in this nmeno.

Mal amud & Rose [ Page 4]



RFC 1529 Renote Printing -- Adnministrative Policies Cct ober 1993

Ref er ences

[1] Malanmud, C., and M Rose, "Principles of Operation for the
TPC. I NT Subdormai n: Renmote Printing -- Technical Procedures”, RFC
1528, Dover Beach Consulting, Inc., Internet Multicasting
Servi ce, Cctober 1993.

[2] Malamud, C., and M Rose, "Principles of Operation for the
TPC. I NT Subdomai n: General Principles and Policy", RFC 1530,
Internet Multicasting Service, Dover Beach Consulting, Inc.
Oct ober 1993.

Aut hors’ Addr esses

Carl Mal anud

Internet Multicasting Service

Suite 1155, The National Press Building
Washi ngt on, DC 20045

us

Phone: +1 202 628 2044
Fax: +1 202 628 2042
Emai | : carl @ml amud. com

Marshall T. Rose

Dover Beach Consulting, Inc.
420 VWi sman Court

Mountain View, CA 94043-2186
us

Phone: +1 415 968 1052

Fax: +1 415 968 2510
Emai | : nrose@ibc. ntvi ew. ca. us

Mal amud & Rose [ Page 5]



