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Tel net 3270 Regi me Option

STATUS OF TH S MEMO
This RFC specifies a proposed standard for the Internet comunity.
Hosts on the Internet, that want to support 3270 data streamw thin
the Tel net protocol, are expected to adopt and inplenent this
standard. Distribution of this meno is unlimted.

1. Command Nanme and Code
3270- REG ME 29

2.  Command Meani ng
| AC WLL 3270- REG ME

Sender is willing to send list of supported 3270 Reginmes in
a subsequent sub-negoti ation.

| AC WON' T 3270- REG ME
Sender refuses to send the list of supported 3270 Regi nes.
| AC DO 3270- REG ME

Sender is willing to receive a list of supported 3270 Reginmes in a
subsequent sub-negoti ati on.

| AC DON' T 3270- REG ME
Sender refuses to accept the list of supported 3270 Regi nes.
| AC SB 3270- REG ME ARE REGQ ME- LI ST | AC SE

Sender sends the list of all possible 3270 Regines it is able to
support. The code for ARE is 1.

REA ME-LI ST is an ASCII string which has neaning to both sides of

the negotiation. This string may be conposed of different

termi nal type nanes (as specified in the "Assigned Nunbers") which
are separated by space character. Term nal type nanes which have

Rekht er [ Page 1]



RFC 1041 Tel net 3270 Regi me Option January 1988

3.

i thedded spaces shoul d escape it with backslash character ('\').
Backsl ash character inbedded into term nal type name shoul d be
escaped w th another backsl ash character.

Enpty REGQ ME-LI ST neans, that sender is able to support only NVT
ASCI| termnal as defined in [4].

| AC SB 3270-REG ME | S REG ME | AC SE

Sender is stating the name of the terminal it is willing to
support. The code for IS is O.

REG ME is an ASCI| string (possibly enpty) which is substring of
the received REG ME-LI ST string. Enpty string neans that the
sender is willing to support only NVT ASCII terminal as defined in
[4].
Def aul t
WON' T 3270- REG ME
3270 Regine will not be established.
DON T 3270- REG ME
3270 Regine will not be established.
Motivation for the option
This option allows a telnet server running VM or MVS to negoti ate
with the telnet client on the type of data stream (3270 or NVT ASCI|)

whi ch both sides are willing support.

The main reason for this option is to allow sinple and efficient way
to:

o state, that both client and server want to exchange 3270 data
stream

o switch from 3270 Regine into NVT ASCI1 Regi me and back into 3270
Regi e,

o dynamically renegotiate 3270 Regi me paraneters (like term nal
type).
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Support for 3270 data streamrequires that both sides:
o be able to exchange binary data,

o be able to put well defined delimters into inbound/outbound
data stream

o be able to establish the agreenment between client and server on
what type of terminal will be used.

Current inplementations requires 3 different options, TERM NALTYPE
[1], BINARY [2] and EOR [3], to be successfully negotiated between
client and server prior to establishing 3270 Regine. Mreover, it is
uncl ear at what point in this negotiation process, 3270 regine is
actually established (whether after TERM NALTYPE or after BI NARY or
after EOR). Also, order for these negotiations was never specified.

Subnegotiation for the TERM NALTYPE is possible with only single
termnal type at a tine.

Once 3270 Regine is established, there is no standard of how to get
out of this regime back into NVT ASCI| node.

Based on the 3270 Regi ne requirenments, which stated above, we fee
that separate negotiation for EOR and BI NARY shoul d not be done.
Rat her, 3270 Regi me establishment should inply that:

o each character in the Tel net data stream should be interpreted
as 8 bits of binary data

o both sides agreed to use a certain character sequence(Tel net | AC
EOR) as a delinmiter in inbound/outbound Tel net data stream

o0 both sides agreed on the type of the termnal they are willing
to support.

By providing the list of possible term nals which Telnet client can
support, telnet server could select the type of the termnal it can
support and pass it back to the Telnet client, thus elimnating
mul ti pl e TERM NALTYPE negoti ati ons.

As stated in [5], "The purpose of the Telnet Protocol is to provide a
fairly general, bi-directional, eight-bit byte oriented comruni cation
facility." Therefore we feel that such issues as col or support,
graphi cs support, extended data streans mapping, etc., do not bel ong
logically to the Tel net protocol, but rather should be considered as
a part of a separate protocol which defines 3270 i nbound/ out bound
data stream (see [5], [6], [7], [8]). The purpose of this neno is
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not to describe (or define) protocols which are used in 3270 Regi ne,
but rather define a new option for the Tel net Protocol, which would
all ow both sides to negotiate for the 3270 Regi ne establishnent over
the tel net connection.

Wil e this options does not include direct negotiation for such
things as colors, graphics, structured fields, etc., certain features
(like the ability to support colors) may be negotiated indirectly by
using certain termnal type names specified in 3270- REG ME

subnegoti ati on.

We al so feel that such issues as keyboard nappi ng, whether to have
one telnet for both ASCII and 3270 nobde or two separate prograns, one
for ASCII and another for 3270 node, are inplenentation dependent and
shoul d be considered as a local matter.

5. Description of the Option

WLL and DO commands are used to obtain and grant pernission for the
subsequent subnegotiation. Both sides nust exchange WLL 3270- REG ME
and DO 3270-REA ME prior to subnegotiation. The actual exchange of
information is done within the option subcommand (1 AC SB

3270- REG ME) .

Either Telnet client or Telnet server can initialize 3270- REG ME
negoti ati on. However, in order to sinplify negotiation, only Tel net

client is allowed to send | AC SB 3270-REG ME ARE... | AC SE conmand,
and only Telnet server is allowed to reply with | AC SB 3270- REG ME
IS... 1AC SE conmmand.

Since this negotiation is asymetric, each tinme Telnet client/server
decide to negotiate/renegotiate this option they have to perform
conpl ete negotiation process (DO .. WLL... SB 3270-REG ME. . .).
The following is an exanple of use of the option:

1. Host A 1 AC DO 3270- REG ME

2. Host B: IAC WLL 3270- REG ME

3. Host B: | AC DO 3270- REG ME

4. Host A: | AC WLL 3270- REG ME

5. (At this point side which runs Telnet client can start
subnegoti ation.)
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6. Host A | AC SB 3270-REG ME ARE 'ibnmB279-3 i bnB279-2 i bnB278-3’
| AC SE

7. Host B: IAC SB 3270-REG ME IS 'ibnmB279-2" | AC SE
6. I nplenentation Suggestions

If the side is able to support nore that one term nal type, then
term nal type nanes are listed in REG ME-LI ST from nost desirable to
| east desirable. Qher side upon receive of the REG Me-LI ST scans it
fromleft to right and finds the first termnal type which it is able
to support returns it in REG ME part of the 3270-REG ME | S

subnegoti ati on.

The side which wants to switch into NVT ASCII node shoul d send enpty
REA ME-LI ST. Since enpty string is a subset of enpty string, the
side which receives enpty REG ME-LI ST should reply with enpty REG ME.
At that point both sides are switched to NVT ASCI| node.

It is possible to renegotiate 3270 Regi me paraneters (like termninal
type). Certain precaution should be taken to insure that such
renegoti ati on woul d not cause switch into NVT ASCI|1 node. As a
possi bl e nmeasure, the side which wants to renegotiate for another
term nal should include both the current and the new term nal type
nanes into REG ME-LIST. This way, if the other side is unable to
change 3270 Regime terminal type, it will continue to use current
term nal type.

Since | AC character (255 decimal) is used as a delimter (together
with EOR) in inbound/outbound data stream care nust be taken to
escape | AC characters which are part of data streamitself with
anot her | AC character.

To prevent anmbiguity in interpreting inbound/ outbound data stream
during negotiation process the follow ng rul es shoul d be observed:
1. Telnet client should not accept any data fromthe user as soon

as it enters 3270 Regi ne negoti ati on.

2. Telnet client should not send any data to the Tel net server
after it sends "3270-REG ME ARE....".

3. Telnet server should try not to send any data to the tel net
client while negotiation is in progress.

4. Telnet server may reply with "3270-REGME IS..." to the tel net
client only after all outstanding data have been already sent
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to the Telnet client.

Tel net server can switch fromits previous regime to the new
regime only after it sends "I AC SB 3270-REG ME IS "regine’ |AC
SE" to the telnet client.

Tel net client can switch fromits previous reginme to the new
regime only after it receives "I AC SB 3270-REG ME | S 'regi ne’
| AC SE".

Switch fromone regine to another may require flushing of all
outstanding data in both telnet client and tel net server.
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