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Abst ract

The Kerberos 5 network authentication protocol, originally specified
in RFC 1510, can use the Data Encryption Standard (DES) for
encryption. Al nobst 30 years after first publishing DES, the Nationa
Institute of Standards and Technology (NI ST) finally wthdrew the
standard in 2005, reflecting a | ong-established consensus that DES is
insufficiently secure. By 2008, commercial hardware costing |ess
than USD 15, 000 coul d break DES keys in less than a day on average.
DES is long past its sell-by date. Accordingly, this docunment
updates RFC 1964, RFC 4120, RFC 4121, and RFC 4757 to deprecate the
use of DES, RC4- HVAC- EXP, and ot her weak cryptographic algorithns in
Ker beros. Because RFC 1510 (obsol eted by RFC 4120) supports only
DES, this document reconmends the reclassification of RFC 1510 as

Hi storic.

Status of This Menp
Thi s nenmo docunents an |Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6649.
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Copyri ght Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The original specification of the Kerberos 5 network authentication
prot ocol [RFC1510] supports only the Data Encryption Standard (DES)
for encryption. For nmany years, the cryptographic conmunity has
regarded DES as providing inadequate security, nobstly because of its
smal | key size. Accordingly, this docunment reconmends the

recl assification of [ RFC1510] (obsoleted by [ RFC4120]) as Historic
and updates current Kerberos-rel ated specifications [ RFC1964],

[ RFC4120], and [ RFC4121] to deprecate the use of DES and ot her weak
cryptographic algorithns in Kerberos, including some unkeyed
checksuns and hashes, along with the weak 56-bit "export strength"
RC4 variant encryption type of [ RFC4757].

2. Requirenents Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Affected Specifications

The original |ETF specification of Kerberos 5 [ RFC1510] only supports
DES for encryption. [RFC4120] obsol etes [ RFC1510] and updates the
Ker beros specification to include additional cryptographic
algorithnms, but still permts the use of DES. [RFC3961] descri bes
the Kerberos cryptographic system and i ncludes support for DES
encryption types, but it does not specify requirenent |evels for

them

The specification of the Kerberos CGeneric Security Services
Application Programming Interface (GSS-API) nechani sm[RFC1964] and
its updated version [ RFC4121] define checksum and encryption
mechani sns based on DES. Wth the exi stence of newer encryption
types for Kerberos GSS-APlI defined in [RFC4121], Mcrosoft’s

RC4- HVAC- based GSS- APl nechanism and M T s DES3 (which is not
published as an RFC), there is no need to support the old DES-based
integrity (SGN) and confidentiality (SEAL) types.

[ RFCA757] describes the RC4- HMAC encryption types used by M crosoft
W ndows and allows for a 56-bit "export strength" variant. (The
character constant "fortybits" used in the definition is a historica
reference and does not refer to the actual key size of the encryption

type.)
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4. DES Insecurity

The insecurity of DES has been evident for many years. Even around
the time of its first publication, cryptographers raised the
possibility that 56 bits was too small a key size for DES. The
National Institute of Standards and Technol ogy (NI ST) officially

wi thdrew DES in 2005 [ DES-Wthdrawal ], and al so announced a
transition period that ended on May 19, 2007 [DES-Transition-Plan].
The | ETF has al so published its position in [RFCA772], in which the
recomendati on summary is very clear: "don't use DES'.

In 2006, researchers denponstrated the ability to find a DES key via
brute-force search in an average of |ess than 9 days using |l ess than
EUR 10, 000 worth of hardware [Break-DES]. By 2008, a company was

of feri ng hardware capabl e of breaking a DES key in |less than a day on
average [ DES-1day] that cost |less than USD 15, 000 [ DES- Crack].
Brute-force key searches of DES will only get faster and cheaper.
(The aforenenti oned conpany narkets its device for one-click recovery
of lost DES keys.) It is clear that it is well past time to retire
the use of DES in Kerberos.

5. Recommendati ons

Thi s docunent hereby renpoves the foll owi ng RECOWENDED types from
[ RFC4120] :

Encrypti on: DES- CBC MD5( 3)
Checksuns: DES-MD5 (8, naned RSA-MD5-DES in [ RFC3961]).

Ker beros inpl enentations and depl oynents SHOULD NOT i npl enent or
deploy the follow ng single DES encryption types: DES-CBC- CRC(1),
DES- CBC- MD4(2), DES-CBC MD5(3) (updates [RFC4120]).

Ker beros inpl ementati ons and depl oynments SHOULD NOT i npl enent or

depl oy the follow ng "export strength" RC4 variant encryption type:
RCA- HVAC- EXP( 24) (updates [ RFC4757]). This docunent does not add any
sort of requirenment for conforning inplenentations to inplenent

RC4- HVAC( 23) .

Ker beros inpl ementati ons and depl oynments SHOULD NOT i npl enent or
depl oy the follow ng checksumtypes: CRC32(1), RSA-MX(2),

RSA- MD4- DES(3), DES-MAC(4), DES- MAC-K(5), RSA- MM-DES-K(6),

RSA- MD5- DES(8) (updates [RFC4120]).

It is possible to safely use the RSA-MD5(7) checksumtype, but only

with additional protection, such as the protection that an encrypted
Aut henti cator provides. |nplenentations MAY use RSA-MD5 inside an
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encrypted Authenticator for backward conpatibility with systens that
do not support newer checksumtypes (updates [RFC4120]). One exanple
is that sone | egacy systems only support RCA-HVAC(23) [ RFC4757] for
encryption when DES is not avail abl e; these systens use RSA-MD5
checksuns inside Authenticators encrypted with RC4A- HVAC.

Ker beros GSS nechani smi npl enent ati ons and depl oynents SHOULD NOT
i mpl ement or deploy the following SGN ALG DES MAC MD5(0000),
MD2. 5(0100), DES MAC(0200) (updates [RFC1964]).

Ker beros GSS nechani smi npl enent ati ons and depl oynents SHOULD NOT
i npl enent or deploy the following SEAL ALG DES(0000) (updates
[ RFC1964]) .

The effect of the two |ast sentences is that this docunment deprecates
Section 1.2 of [RFC1964].

Thi s docunent hereby recomrends the reclassification of [ RFC1510] as
Hi storic.

6. Security Considerations

Renovi ng support for single DES inproves security because DES is
considered to be insecure. RC4-HVAC-EXP has a simlarly inadequate
key size, so renoving support for it also inmproves security.

Ker beros defines some encryption types that are either underspecified
or that only have nunber assignnents but no specifications.

| mpl ement ati ons shoul d make sure that they only inplenent and enabl e
secure encryption types.

The security considerations of [RFC4757] continue to apply to

RCA- HVAC, incl udi ng the known weaknesses of RC4 and MM, and this
docunent does not change the Informational status of [RFC4A757] for
now. The main reason to not actively discourage the use of RC4-HVAC
is that it is the only encryption type that interoperates wth ol der
versions of Mcrosoft Wndows once DES and RC4- HVAC- EXP are renoved.
These ol der versions of Mcrosoft Wndows will likely be in use unti
at |east 2015.
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