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Abst r act

802. laq Shortest Path Bridging (SPB) has been standardi zed by the

| EEE as the next step in the evolution of the various spanning tree
and registration protocols. 802.1aq allows for true shortest path
forwarding in a nesh Ethernet network context utilizing multiple
equal cost paths. This permits it to support nmuch |arger Layer 2
topol ogies, with faster convergence, and vastly inmproved use of the
mesh topol ogy. Conbined with this is single point provisioning for
| ogi cal connectivity nenbership, which includes point-to-point,
point-to-multipoint, and multipoint-to-nultipoint variations. This
meno docunents the 1S-1S changes required to support this | EEE
protocol and provides sone context and exanpl es.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6329
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1

| ntroducti on

802. laq Shortest Path Bridging (SPB) [802.1aq] has been standardized
by the IEEE as the next step in the evolution of the various spanning
tree and registration protocols. 802.1aq allows for true shortest
path forwarding in an Ethernet nesh network context utilizing

nmul tiple equal cost paths. This permts SPB to support much |arger
Layer 2 topologies, with faster convergence, and vastly inproved use
of the nesh topology. Conbined with this is single point

provi sioning for |ogical connectivity menbership, which includes

poi nt-to-point (E-LINE), point-to-multipoint (E-TREE), and

nmul tipoint-to-nultipoint (E-LAN) variations.

The control protocol for 802.1laq is IS-IS[IS1S] augnented with a
smal | number of TLVs and sub-TLVs. This supports two Ethernet
encapsul ati ng data paths, 802.1ad (Provider Bridges) [PB] and 802. l1ah
(Provi der Backbone Bridges) [PBB]. This nenp docunments those TLVs
whi | e providi ng some overvi ew.

Note that 802.1aq requires no state nmachi ne or other substantive
changes to [IS1S]. 802.1laq sinply requires a new Network Layer
Protocol ldentifier (NLPID) and set of TLVs. |In the event of
confusi on between this docunment and [IS-1S], [IS1S] should be taken
as authoritative.

Ter m nol ogy

In addition to well -understood |S-IS terns, this nmeno uses
term nol ogy from | EEE 802.1 and introduces a few termns:

802. lad Provi der Bridges (PBs) - Qin-Q encapsul ation

802. lah Provi der Backbone Bridges (PBBs), MAC-IN MAC
encapsul ati on

802. laq Shortest Path Bridgi ng (SPB)

Base VID VID used to identify a VLAN i n managenent operations

B- DA Backbone Destinati on Address 802.1lah PBB

B- MAC Backbone MAC Address

B- SA Backbone Source Address in 802.1lah PBB header

B-VID Backbone VLAN ID in 802.1ah PBB header

B- VLAN Backbone Virtual LAN

BPDU Bri dge PDU

Bri dgel D 64-bit quantity = (Bridge Priority: 16)<<48 | SYSID: 48

BridgePriority 16-bit relative priority of a node for tie-breaking

C MAC Customer MAC. Inner MAC in 802.1ah PBB header

CGVviD Custoner VLAN ID

ECT- ALGORI THM 32-bit unique ID of an SPF tie-breaking set of rules

ECT- MASK 64-bit nmask XORed with Bridgel D during tie-breaking

E- LAN Bi directional Logical Connectivity between >2 UNl's
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E- LI NE Bi di rectional Logical Connectivity between two UN's
E- TREE Asymmetric Logi cal Connectivity between UN s
FDB Filtering Database: {DA/ VID}->{next hops}
|-SID Et hernet Services Instance ldentifier used for

Logi cal G ouping for E-LAN LINE/ TREE UN s

LAN Local Area Network

LSDB Li nk St ate Database

LSP Li nk State PDU

VAC Medi a Access Contro

MAC- | N- MAC Et hernet in Ethernet fram ng as per 802.1ah [ PBB]
MDT Mul ticast Distribution Tree

MVRP Mul tiple MAC Registration Protocol 802.1lak [ MVRP]

Mr Mul ti-Topology. As used in [MI]

MI I D Mul ti-Topol ogy Identifier (12 bits). As used in [M]
NLPI D Net wor k Layer Protocol Identifier: |IEEE 802.1lag= 0xCl
NNI Net wor k- Net wor k I nterface
Qin-Q Additional S-VID after a G VID (802. 1ad) [ PB]

PBB Provi der Backbone Bridge - forwards using PBB

I ngress Check Source Forwarding Check - drops msdirected franes
(S, G Source & Group - identity of a source-specific tree
(*, Q§ Any Source & Group - identity of a shared tree
S-VID Service VLAN ID

SA Sour ce Address

SPB Shortest Path Bridging - generally all of 802.1laq
SPB Shortest Path Bridge - device inplenenting 802. 1laq
SPB-i nst ance Logi cal SPB instance correlated by MIr I D

SPBM Devi ce i npl enenting SPB MAC node

SPBV Devi ce i npl ementi ng SPB VID node

SPSour cel D 20-bit identifier of the source of nulticast franes
SPT Shortest Path Tree conputed by one ECT- ALGORI THM
SPT Regi on A set of SPBs with identical VID usage on their NNI's
SPVI D Shortest Path VLAN ID. a C-VID or S-VID that

identifies the source

STP Spanni ng Tree Protoco

UNI User- Network Interface: customer-to-SPB attach point
VI D VLAN ID: 12-bit logical identifier after MAC header
VLAN Virtual LAN. a logical network in the control plane

Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
The | owercase forns with an initial capital "Mst", "Mist Not",
"Shall", "Shall Not", "Should", "Should Not", "May", and "Optional"

in this document are to be interpreted in the sense defined in

et al.
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[ RFC2119], but are used where the normative behavior is defined in
docunent s published by SDCs other than the | ETF.

4. 802.1aqg Overview

Thi s section provides an overview of the behavior of [802.1lagq] and is
not intended to be interpreted as normative text. For the definitive
behavi or, the reader should consult [802.1aq]. Nonethel ess,

| owercase forns with initial capitalization of the conventions in RFC
2119 are used in this section to give the reader an indication of the
i ntended normati ve behavi ors as above.

802. laq utilizes 802.1Q based Ethernet bridging. The filtering

dat abase (FDB) is popul ated as a consequence of the topol ogy conputed
fromthe 1S IS database. For the reader unfanmiliar with | EEE
term nol ogy, the definition of Ethernet behavior is alnost entirely
interms of "filtering" (of broadcast traffic) rather than
"forwardi ng" (the explicit direction of unicast traffic). This
docunent uses the generic term"forwarding", and it has to be
understood that these two ternms sinply represent different ways of
expressing the sanme behavi ors.

802. laq supports nultiple nmodes of operation depending on the type of
data pl ane and the desired behavior. For the initial two nodes of
802. laq (SPBV and SPBM), routes are shortest path, are forward- and
reverse-path symetric with respect to any source/destination pair
within the SPB domain, and are congruent with respect to unicast and
mul ticast. Hence, the shortest path tree (SPT) to a given node is
congruent with the nmulticast distribution tree (MDT) froma given
node. The MDT for a given VLAN is a pruned subset of the conplete
MDT for a given node that is identical to its SPT. Symetry and
congruency preserve packet ordering and proper fate sharing of
Operations, Administration, and Miintenance (OCAM flows by the
forwardi ng path. Such nodes are fully supported by existing

[802. 1ag] and [Y.1731] QOAM mechani sis.

VLANs provide a natural delineation of service instances. 802.1laq
supports two nodes, SPB VID (SPBV) and SPB MAC (SPBM). In SPBV,
mul ti ple VLANS can be used to distribute |oad on different shortest
path trees (each computed by a different tie-breaking rule) on a
service basis. In SPBM service instances are delineated by I-SIDs
but VLANs again can be used to distribute |oad on different shortest
path trees.

There are two encapsul ati on nmet hods supported. SPBM can be used in a

PBB network inplenmenting PBB (802. 1ah [PBB]) encapsul ati on. SPBV can
be used in PB networks inplenenting VLANs, PB (802.1aq [PB]), or PBB
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encapsul ation. The two npdes can co-exist simultaneously in an SPB
net wor k.

The practical design goals for SPBV and SPBMin the current 802. laq
specification are networks of size 100 nodes and 1000 nodes
respectively. However, since SPBV can be sparsely used in an SPB
region it can sinply span a large SPB region with a small nunber of
SPVI Ds.

In SPBM and SPBV each bridge has at |east one uni que "known" MAC
address which is advertised by 1S-1S in the SYSID

In the forwardi ng pl ane, SPBM uses the conbi nation of one or nore
B-VIDs and "known" Backbone- MAC (B- MAC) addresses that have been
advertised in IS-1S. The term Backbone sinply inplies an

encapsul ation that is often used in the backbone networks, but the
encapsul ation is useful in other types of networks where hiding

C- MACs is useful.

The SPBM filtering database (FDB) is conmputed and installed for

uni cast and nul ticast MAC addresses, while the SPBV filtering

dat abase is conmputed and installed for unidirectional VIDs (referred
to as SPVIDs), after which MAC reachability is |earned (exactly as in
bri dged Ethernet) for unicast MACs.

Bot h SPBV and SPBM use source-specific nmulticast trees. |If they
share the sanme ECT-ALGORI THM (32-bit worl dw de uni que definition of
the conputation), the tree is the same SPT. For SPBV, (S, G is
encoded by a source-specific VID (the SPVID) and a standard G oup MAC
address. For SPBM (S, G is encoded in the destination B-MAC address
as the concatenation of a 20-bit SPB w de uni que nodal nicknane
(referred to as the SPSourcel D) and the 24-bit |-SID together with
the B-VID that corresponds to the ECT- ALGORI THM net wor k wi de.

802. laq supports nenbership attributes that are advertised with the
|-SID (SPBM or Group Address (SPBV) that defines the group

I ndi vi dual nenbers can be transmitters (T) and/or receivers (R
within the group, and the nulticast state is appropriately sized to
these requests. Milticast group nmenbership is possible even w thout
transmt menbership by perform ng head-end replication to the
receivers thereby elimnating transit nmulticast state entirely.

Sone hi ghly connected nmesh networks provide for path diversity by
offering nmultiple equal cost alternatives between nodes. Since
congruency and symmretry Miust be honored, a single tree may | eave sone
links under-utilized. By using different deternministic tie-breakers,
up to 16 shortest paths of arbitrary diversity are possible between
any pair of nodes. This distributes the traffic on a VLAN basis.
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SPBV and SPBM May share a single SPT with a single ECT- ALGORI THM or
use any conbi nation of the 16 ECT- ALGORI THMs. An extensible
framework permits additional or alternative algorithns with other
properties and parameters (e.g., ECMP, (*,@) to also be supported
wi t hout any changes in this or the | EEE docunents.

4.1. Milti-Topol ogy Support

SPB incorporates the multi topology features of [MI] thereby allow ng
multiple logical SPB instances within a single 1S 1S instance.

To acconplish this, all SPB-related information is either explicitly
or inplicitly associated with a Miulti-Topol ogy ldentifier (M ID).
SPB information related to a given MI ID thus forns a single |ogical
SPB i nst ance.

Since SPB has its own adjacency netrics and those nmetrics are al so
associated with an MI ID, it is possible to have different adjacency
nmetrics (or infinite netrics) for SPB adjacencies that are not only
distinct fromIP or other NLPIDs riding in this IS IS instance, but
al so distinct fromthose used by other SPB instances in the sane

I S-1S instance.

Data plane traffic for a given Ml IDis intrinsically isolated by the
VLANs assigned to the SPB instance in question. Therefore, VLANs
(represented by VIDs in TLVs and in the data plane) Must Not overlap
bet ween SPB i nstances (regardl ess of how the control planes are

i sol at ed).

The [MI] nechani sm when applied to SPB all ows different routing
netrics and topol ogy subsets for different classes of services.

The use of [MI] other than the default MI ID #0 is conpletely
OPTI ONAL.

The use of [MI] to separate SPB fromother NLPIDs is also OPTI ONAL.
4.2. Data Path SPBM - Uni cast

Uni cast frames in SPBM are encapsul ated as per 802.1ah [PBB]. A
Backbone Source Address (B-SA), Backbone Destination Address (B-DA),
Backbone VLAN ID (B-VID), and an |-Conponent Service |Instance ID
(I-TAG are used to encapsulate the Ethernet frane. The B-SAis a

B- MAC associated with the ingress 802.1aq bridge, usually the "known"
B-MAC of that entire bridge. The B-DA is one of the "known" B- MACs
associated with the egress 802.1laq bridge. The B-VID and |I-TAG are
mapped based on the physical or logical UNI port (untagged, or tagged
either by S-TAG or CTAG being bridged. Normal |earning and
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broadcast to unknown C-MACs is applied as per [PBB] at the
i ngress/egress SPBs only.

Unlike [PBB] on a (*,G tree, the B-DA forwardi ng on tandem nodes
(NNl to NNI') is perforned without |earning. Instead, the output of
802. laq conputations, based on the TLVs specified in this docunent,
is used to populate the filtering databases (FDBs). The FDB entries
map {B-DA, B-VID} to an outgoing interface and are only popul at ed
fromthe 1S-1S database and conputati ons.

The B-SA/B-VID is checked on tandem nodes agai nst the ingress port.
If the B-SA/B-VID (as a destination) entry in the FDB does not point
to the port on which the packet arrived, the packet is discarded.
This is referred to as an ingress check and serves as a very powerful
| oop mtigation nechani sm

4.3. Data Path SPBM - Milticast (Head-End Replication)

Head-end replication is supported for instances where there is a
sparse conmunity of interest or a low likelihood of multicast
traffic. Head-end replication requires no nmulticast state in the
core. A UNl port wishing to use head-end replication Mist Not
advertise its |-SID nenbership with the Transmt (T) bit set but

i nstead Must locally and dynam cally construct the appropriate

uni cast serial replication to all the other receivers (Receive (R
bit set) of the sane |-SID.

When an unknown custoner unicast or a multicast frame arrives at an
SPBM User - Network Interface (UNI) port that has been configured to
replicate only at the head end, the packet is replicated once for
each receiver, encapsul ated, and sent as a unicast frane. The set of
receivers is determ ned by inspecting the 1S 1S database for other
SPBs that have registered interest in the same |-SIDwith the R bit
set. This Rbit / I-SIDpair is found in the SPBM Service ldentifier
and Uni cast Address (SPBM SI) sub-TLV. The packets are encapsul at ed
as per the SPBM uni cast forwardi ng above.

4.4. Data Path SPBM - Milticast (Tandem Replication)

Tandem replicati on uses the shortest path tree to replicate franes
only where the tree forks and there is at |east one receiver on each
branch. Tandemreplication is bandw dth efficient but uses nulticast
FDB entries (state) in core bridges, which mght be unnecessary if
there is little nulticast traffic denmand. The head-end replication
node is best suited for the case where there is little or no true
multicast traffic for an I-SID. Tandemreplication is triggered on
transit nodes when the I-SIDis advertised with the T bit set.
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Broadcast, unknown unicast, or nulticast franes arriving at an SPBM
UNI port are encapsulated with a B-DA nulticast address that uniquely
identifies the encapsul ati ng node (the root of the Milticast
Distribution Tree) and the |1-SID scoping this multicast.

This B-DA address is a well-fornmed nulticast group address (as per
802. 1Q and 802. 1lah) that concatenates the SPSourcelD A with the
|-SID M(witten as DA=<A’, M> and uniquely identifying the (S, G
tree). This exact format is given in Figure 1 below

ML TYP
B T i S ks a ai  E
1/ 1] 0| 0| SPSrcivs| SPSrc [8:15] | SPSrc [0:7] | |-SID [16:23] |
B N e i i T R et o s S
I-SID[8:15] | 1-SID[O:7] |
B S T S S S S S e il o

Figure 1: SPBM Mul ti cast Address Fornat

(SPSrcMs represents SPSrc [16:19])

Note: In Figure 1, the index nunbering fromless significant bit to
nore significant bit within a byte or field within a byte gives
the wire order of the bits in the address consistent with the | ETF
format in the rest of this docunent. (The |EEE convention for
nunber representation reverses the bits within an octet conpared
with | ETF practice.)

o Mis the nulticast bit, always set to 1 for a nulticast DA. (It
is the lowest bit in the nost significant byte.)

o Lis the local bit, always set to 1 for an SPBM constructed
mul ticast DA.

o TYP is the SPSourcelD type. 00 is the only type supported at this
time.

0 SPSrc (SPSourcelD) is a 20-bit quantity that uniquely identifies a
SPBM node for all B-VIDs allocated to SPBM operation. This is
just the SPSourcel D advertised in the SPB I nstance (SPB-Inst) sub-
TLV. The val ue SPSourcelD = 0 has special significance; it is
advertised by an SPBM node that has been configured to assign its
SPSour cel D dynani cal | y, which requires LSDB synchroni zation, but
where the SPSourcel D assi gnnent has not yet conpl et ed.

o |-SIDis the 24-bit |-Component Service ID advertised in the SPBM
Service ldentifier TLV. It occupies the lower 24 bits of the SPBM
multicast DA. The |1-SID value Oxfff is reserved for SPBM control
traffic (refer to the default I-SIDin [802.1aq]).

Fedyk, et al. St andards Track [ Page 10]



RFC 6329 |'S-1S Support of |EEE 802. laq April 2012

This multicast address format is used as the DA on franmes when they
are first encapsulated at ingress to the SPBM network. The DA is
also installed into the FDBs on all SPBM nodes that are on the
correspondi ng SPT between the source and ot her nodes that have

regi stered receiver interest in the same |-SID.

Just as with unicast forwarding, the B-SA/B-VID May be used to
perform an i ngress check, but the SPSourcel D encoded in the DA and
t he "drop-on-unknown" functionality of the FDB in [PBB] achieve the
same effect.

The |- Conmponent at the egress SPBM devi ce has conpletely standard
[ PBB] behavior and therefore will:

1) learn the renpte C-SA to B-SA rel ationship and

2) bridge the original custoner frame to the set of |ocal UNI ports
that are associated with the |-SID.

4.5. Data Path SPBV Broadcast

VWhen a packet for an unknown DA arrives at an SPBV UNI port, VID
translation (or VID encapsul ation for untagged Franes) with the
corresponding SPVID for this VLAN and ingress SPB is perforned.

SPVID forwarding is sinply an SPT that follows normal VLAN forwarding
behavi or, with the exception that the SPVID is unidirectional. As a
result, shared VLAN |l earning (SVL) is used between the forward- and
reverse-path SPVIDs associated with the sane Base VID to all ow SPBV
uni cast forwarding to operate in the nornmal reverse |earning fashion.

I ngress check is done by sinply verifying that the bridge to which
the SPVID has been assigned is indeed "shortest path" reachabl e over
the link over which the packet tagged with that SPVID arrived. This
is conputed fromthe 1S 1S database and is inplied when the SPVID is
associated with a specific incomng port.

4.6. Data Path SPBV Uni cast
VWen a packet for a known DA arrives at an SPBV UNI port, VID
translation (or VID encapsul ation for untagged Franes) with the
corresponding SPVID for this VLAN and ingress bridge is perforned.
Since the SPVID will have been configured to follow a source-specific
SPT and the DA is known, the packet will follow the source-specific
path towards the destination C MAC

I ngress check is as per the previous SPBV section.
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4.7. Data Path SPBV Mul ticast

C-DA multicast addresses May be advertised from SPBY UNl ports.

These may be configured or |earned through the Miltiple MAC

Regi stration Protocol (MVRP). MVRP is term nated at the edge of the
SPBV network and | S-1S carries the nulticast addresses. Tandem SPBV
devices will check to see if they are on the SPF tree between SPBV
UNI ports advertising the sane C-DA nulticast address, and if so wll
install multicast state to follow the SPBV SPF trees.

I ngress check is as per the previous two SPBV secti ons.
5. SPBM Exanpl e

Consi der the small exanple network shown in Figure 2. Nodes are
drawn in boxes with the last nibble of their B-MAC address :1..:7
The rest of the B-MAC address ni bbl es are 4455-6677-00xx. Links are
drawmn as "--" and "/", while the interface i ndexes are drawn as
nunbers next to the links. UN ports are shown as "<==>" with the
desired |1-SID shown at the end of the UNI ports as "i1l".

F--- -+ F--- -+
| 4] 2 ------ 1] 5| <==>i1
+----+ +----+
1 3 3 2
/ \ / \
1 4 3 2
F--- -+ F--- -+ F--- -+
il <==>]| 1| 2----1| :2| 2------ 1] :3 ] <==>i1
+----+ +----+ +----+
3 6 5 3
\ / \ /
3 2 1 2
F--- -+ F--- -+
| :6 ] 1------- 3| 7] <==>i1
+----+ +----+

Figure 2. SPBM Exanpl e 7- Node Network

Using the default ECT-ALGORI THM (00-80-C2-01), which picks the equa
cost path with the |lowest BridgelD, this ECT-ALGORITHM is assigned to
B-VID 100. When all links have the sanme cost, then the 1-hop
shortest paths are all direct and the 2-hop shortest paths (which are
of course symetric) are as foll ows:

{ 1-2-3, 1-2-5, 1-2-7, 6-2-5,
4-2-7, 4-1-6, 5-2-7, 6-2-3, 4-2-3}
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Node :1's unicast forwarding table therefore routes toward B-MACs : 7,
:3, and :5 via interface/2, while its single-hop paths are all direct
as can be seen fromits FDB given in Figure 3.

Node :1 originates multicast since it is at the head of the MDT to
nodes :3, :5, and :7 and is a transnmitter of 1-SID 1, which nodes :3,
:5, and :7 all wish to receive. Node :1 therefore produces a

nmul ticast forwarding entry whose DA contains its SPSourcel D (which is
the last 20 bits of the B-MAC in the exanple) and the I-SID 1. Node
:1 thereafter sends packets matching this entry to interface if/2
with B-VID=100. Node :1's full wunicast (U and multicast (M table
is shown in Figure 3. Note that the INIF (incomng interface) field
is not specified for unicast traffic, and for multicast traffic has
to point back to the root of the tree, unless it is the head of the
tree -- in which case, we use the convention if/00. Since node :1 is
not transit for any multicast, it only has a single entry for the
root of its tree for 1-SID=1.

Fomm o - o e e ek Fomm o e +

| INIF | DESTINATION ADDR | BVID | OUT/IF(s) |

R o e e e oo s S R o e e oo +
U if/** | 4455-6677-0002 | 0100 | {if/2 }
U if/** | 4455-6677-0003 | 0100 | {if/2 }
U if/** | 4455-6677-0004 | 0100 | {if/1 }
U if/** | 4455-6677-0005 | 0100 | {if/2 }
U if/** | 4455-6677-0006 | 0100 | {if/3 }
U if/** | 4455-6677-0007 | 0100 | {if/2 }
M if/00 | 7300- 0100-0001 | 0100 | {if/2 }
Figure 3: SPBM Node :1 FDB - Unicast (U and Multicast (M

Node :2, being at the center of the network, has direct 1-hop paths
to all other nodes; therefore, its unicast FDB sinply sends packets
with the given B-MAC/ B-VID=100 to the interface directly to the
addressed node. This can be seen by |ooking at the unicast entries
(the first 6) shown in Figure 4.
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e oo R oo +
| IN'IF | DESTINATION ADDR | BVID | OUT/IF(s)

O o ea oo R oo +
U if/** |  4455-6677-0001 | 0100 | {if/1 }
U if/** |  4455-6677-0003 | 0100 | {if/2 }
U if/** |  4455-6677-0004 | 0100 | {if/4 }
U if/** |  4455-6677-0005 | 0100 | {if/3 }
U if/** |  4455-6677-0006 | 0100 | {if/6 }
U if/** |  4455-6677-0007 | 0100 | {if/5 }
M if/01 |  7300-0100-0001 | 0100 | {if/2,if/3,if/5 }
M if/02 |  7300-0300-0001 | 0100 | {if/1 }
M if/03 |  7300-0500-0001 | 0100 | {if/1,if/5 }
M if/05|  7300-0700-0001 | 0100 | {if/1,if/3 }

Figure 4: SPBM Node :2 FDB Unicast (U) and Milticast (M

Node :2’s nulticast is nore conplicated since it is a transit node
for the 4 menbers of I-SID=1; therefore, it requires 4 nulticast FDB
entries dependi ng on which nmenber it is forwarding/replicating on
behal f of. For exanple, node :2 is on the shortest path between each
of nodes {:3, :5, :7} and :1. So it nust replicate fromnode :1
[-SID 1 out on interfaces { if/2, if/3 and if/5 } (to reach nodes :3,

:5, and :7). It therefore creates a nulticast DA with the SPSourcel D
of node :1 together with I-SID=1, which it expects to receive over
interface/1 and will replicate out interfaces { if/2, if/3 and if/5

}. This can be seen in the first nulticast entry in Figure 4.

Note that node :2 is not on the shortest path between nodes :3 and :5
nor between nodes :3 and :7; however, it still has to forward packets
to node :1 fromnode :3 for this I-SID, which results in the second
nmul ticast forwarding entry in Figure 4. Likew se, for packets
originating at nodes :5 or :7, node :2 only has to replicate twice,
which results in the last two multicast forwarding entries in Figure
4.

6. SPBV Exanpl e

Using the sane exanple network as Figure 2, we will ook at the FDBs
produced for SPBV nbde forwarding. Nodes :1, :5, :3, and :7 wish to
transmt and receive the same multicast MAC traffic using nulticast
addr ess 0300- 0000- 000f and at the sane tine require congruent and
symmetric unicast forwarding. |In SPBV node, the only encapsul ation
is the CGTAG or S-TAG and the MAC addresses SA and DA are reverse-
path | earned, as in traditional bridging.
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oot oot
| 4] 2 ------ 1] :5| <==> MVAC ..:f
oot oot
1 3 3 2
/ \ / \
1 4 3 2
oot oot oot
MVAC<==> | 1| 2----1]| :2 | 2------ 1] :3 | <==> MVAC ..:f
oo f +----+ +----+ F----+
3 6 5 3
\ / \ /
3 2 1 2
oot oot
| :6 | 1------- 3| 7] <==> WMWAC ..:f
oot oot

Figure 5: SPBV Exanpl e 7- Node Network

Assumi ng the same ECT- ALGORI THM (00-80- C2-01), which picks the equa
cost path with the lowest BridgelD, this ECT-ALGORI THM is assigned to
Base VID 100, and for each node the SPVID = Base VID + Node ID (i.e.
101, 102..107). \When all Iinks have the same cost, then the 1-hop
shortest paths are all direct, and the 2-hop shortest paths (which
are of course symmetric) are as previously given for Figure 2.

Node :1's SPT for this ECT-ALGORITHM is therefore (described as a
sequence of unidirectional paths):

{ 1->4, 1->6, 1->2->3, 1->2->5, 1->2->7 }

The FDBs therefore nmust have entries for the SPVID reserved for
packets originating fromnode :1, which in this case is VID=101.

Node :2 therefore has an FDB that | ooks like Figure 6. In
particular, it takes packets from VID 101 on interface/01 and sends
to nodes :3, :5, and :7 via if/2, if/3, and if/5. It does not
replicate anywhere el se because the other nodes (:4 and :6) are
reached by the SPT directly fromnode :1. The rest of the FDB

uni cast entries follow a similar pattern; recall that the shortest
path between :4 and :6 is via node :1, which explains replication
onto only two interfaces fromif/4 and if/6. Note that the
destination addresses are wild cards, and SVL exists between these
SPVI Ds because they are all associated with Base VID = 100, which
defines the VLAN being bridged.
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e oo R oo +
| INIF | DESTINATION ADDR | VID | OUT/IF(s) |
O o ea oo R oo +
U if/01 |  *xxxsxxxxxxxxxx | 0101 | {if/2,if/3,if/5 }
U /02 |  *xxxsxxxxxxxxxx | 0103 | {if/1,if/4,if/6 }
U /04 |  *xxxxxxxsxxxxx | 0104 | {if/2,if/5 }
U if/03 |  *xxxxxxxxxxxxx | 0105 | {if/1,if/5,if/6 }
U /06 |  *xxxxxxxxxxxxx | 0106 | {if/2,if/3 }
U /05 |  *x*xxxxxxxxxxx | 0107 | {if/1,if/3,if/4 }

Figure 6: SPBV Node :2 FDB Uni cast

Now, since nodes :5, :3, :7 and :1 are advertising nmenbership in the
same multicast group address :f, Node 2 requires additional entries
to replicate just to these specific nodes for the given multicast
group address. These additional nulticast entries are given below in
Figure 7.

e oo R oo +
| INIF | DESTINATION ADDR | VID | OUT/IF(s) |
O o ea oo R oo +
M if/01 |  0300-0000-000f | 0101 | {if/2,if/3,if/5 }
M if/02 |  0300-0000-000f | 0103 | {if/1 }
M if/03 |  0300-0000-000f | 0105 | {if/1,if/5 }
M if/05|  0300-0000-000f | 0107 | {if/1,if/3 }

Figure 7: SPBV Node :2 FDB Multicast (M
7. SPB Supported Adjacency types

IS-1S for SPB currently only supports peer-to-peer adjacencies.

O her link types are for future study. As a result, pseudonodes and

i nks to/from pseudonodes are not considered as part of the IS 1S SPF
conputations and will be avoided if present in the physical topology.
O her NLPIDs MAY of course use them as per nornal

IS-1S for SPB Must use the I1S-1S three-way handshake for |1S-1S point-
t o- poi nt adj acenci es described in RFC 5303.

8. SPB |IS-1S Adjacency Addressing

The default behavior of 802.1aq is to use the normal 1S 1S Ethernet
mul ticast addresses for 1S 1S

There are however additional Ethernet nulticast addresses that have

been assigned for 802.1aq for special use cases. These do not in any
way change the state machinery or packet formats of IS-IS but sinmply
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recommrend and reserve different multicast addresses. Refer to
[802. 1aq] for additional details.

9. |S-1S Area Address and SYSI D

A stand-al one inplenmentation (supporting ONLY the single NLPID=0xCl)
of SPB Must use an |IS-1S area address value of 0, and the SYSID Mist
be the well -known MAC address of the SPB device

Non- st and- al one i npl enent ati ons (supporting other NLPIDs) MJST use
the normal 1S 1S rules for the establishment of a level 1 donmain
(i.e., nultiple area addresses are allowed only where i medi ate
adj acenci es share a comopn area address). Level 2 operations of
course place no such restriction on adjacent area addresses.

10. Level 1/2 Adjacency

SPBV and SPBM wi || operate within either an IS 1S level 1 or level 2.
As a result, the TLVs specified here MAY propagate in either level 1
or level 2 LSPs. 1S-1S SPB inplenentations Must support |evel 1 and
May support level 2 operations. Hierarchical SPB is for further
study; therefore, these TLVs Shoul d Not be | eaked between | evel 1 and
| evel 2.

11. Shortest Path Default Tie-Breaking
The default algorithmis ECT-Algorithm = 00-80-c2-01.

Two nechani sns are used to ensure symmetry and determnismin the
shortest path cal cul ati ons.

The first mechani sm addresses the probl em when different ends (nodes)
of an adj acency advertise different values for the SPB-LINK-METRI C.
To solve this, SPB shortest path cal cul ati ons Must use the maxi mum
val ue of the two nodes’ advertised SPB-LINK-METRI Cs when accumul ati ng
and mnimzing the (sub)path costs.

The second mechani sm addresses the probl em when two equal suns of
link metrics (sub)paths are found. To solve this, the (sub)path with
the fewest hops between the fork/join points Mist win the tie.
However, if both (sub)paths have the sane nunber of hops between the
fork and join points, then the default tie-breaking Mist pick the
path traversing the internediate node with the | ower BridgelD. The
BridgelD is an 8-byte quantity whose upper 2 bytes are the node’s
BridgePriority and | ower 6 bytes are the node’'s SYSID.
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12.

For exanple, consider the network in Figure 2 when a shortest path
conputation is being done fromnode :1. Upon reaching node :7, two
conpeting sub-paths fork at node :1 and join at node :7, the first
via :2 and the second via :6. Assuming that all the nodes advertise
a Bridge Priority of O, the default tie-breaking rule causes the path
traversing node :2 to be selected since it has a | ower BridgelD
{0...:2} than node :6 {0...:6}. Note that the operator may cause the
tie-breaking logic to pick the alternate path by raising the Bridge
Priority of node :2 above that of node :6.

The above al gorithm guarantees symretric and determnistic results in
addition to having the critical property of transitivity (shortest
path is nmade up of sub-shortest paths).

Shortest Path ECT

Standard ECT Algorithms initially have been proposed ranging from
00-80-c2-01 to 00-80-c2-10.

To create diversity in routing, SPB defines 16 variations on the
above default tie-breaking algorithm these have worl dw de uni que
desi gnati ons 00-80-C2-01 t hrough 00-80-C2-10. These designations
consi st of the IEEE 802.1 QU (Organizationally Unique ldentifier)

val ue 00-80-C2 concatenated with indexes 0X01..0X10. These

i ndi vidual algorithns are inplenented by selecting the (sub)path with
the | owest val ue of:

XOR BYTE BY BYTE( ECT- MASK{ ECT- ALGORI THM i ndex}, Bri dgel D)
Wher e:
ECT- MASK{ 17} = { 0x00, 0x00, OxFF, 0x88,
0x77, 0x44, 0x33, 0xCC,
0xBB, 0x22, 0x11l, 0x66,
0x55, OxAA, 0x99, O0xDD
OXEE };
XOR BYTE BY BYTE - XORs Bridgel D bytes with ECT- MASK

ECT- MASK{ 1}, since it XORs with all zeros, yields the default
al gorithm descri bed above (00-80-C2-01); while ECT-MASK{2}, since it

XORs with a mask of all ones, will invert the BridgelD, essentially
pi cking the path traversing the largest Bridge ID. The other ECT-
MASKs produce diverse alternatives. 1In all cases, the

BridgePriority, since it is the nost significant part of the
Bridgel D, pernmits overriding the SYSID as the selection criteria and
gi ves the operator a degree of control on the chosen ECT paths.
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To support nmany other tie-breaking nechanisns in the future, two
opaque ECT TLVs are defined, which my be used to provide paraneters
to ECT- ALGORI THVs outside of the currently defined space

ECT- ALGORI THVs are mapped to VIDs, and then services can be assigned
to those VIDs. This pernits a degree of traffic engineering since
service assignnent to VIDis consistent end to end through the

net wor k.

13. Hello (I1H Protocol Extensions

| EEE 802.1aq can run in parallel with other network |ayer protocols
such as | Pv4 and I Pv6; therefore, failure of two SPB nodes to
establ i sh an adjacency MJUST NOT cause rejection of an adjacency for
the purposes of other network |ayer protocols.

| EEE 802. 1laq has been assigned the NLPID val ue OxCl [ RFC6328], which
MUST be used by Shortest Path Bridges (SPBs) to indicate their
ability to run 802.1ag. This is done by including this NLPID val ue
inthe IS-1SI1IH PDU Protocols Supported TLV (type 129). 802.1aq
franmes MJUST only flow on adjacencies that advertise this NLPID in
both directions of the IIH PDUs. 802.1aqg conputations MJST consi der
an adj acency that has not advertised OxCl NLPID in both directions as
non-exi stent (infinite link netric) and MJST ignore any |IIH SPB TLVs
they receive over such adjacencies.

| EEE 802. 1laq augnents the normal IIH PDU with three new TLVs, which
like all other SPB TLVs, travel within Milti-Topol ogy [ MI] TLVs,
therefore allowing nultiple |logical instances of SPB within a single
I S-1S protocol instance.

Since SPB can use many VIDs and Must agree on which VIDs are used for
whi ch purposes, the IIH PDUs carry a digest of all the used VIDs (on
the NNIs) referred to as the SPB-MCID TLV, which uses a conmon and
conpact encodi ng reused from 802. 1Q

SPB nei ghbors My support a mechanismto verify that the contents of
their topol ogy databases are synchronized (for the purposes of |oop
prevention). This is done by exchanging a digest of SPB topol ogy

i nformati on (conputed over all Ml IDs) and taking specific actions on
forwarding entries when the digests indicate a msnmatch in topol ogy.
This digest is carried in the Optional SPB-Di gest sub-TLV.

Finally, SPB needs to know which SPT Sets (defined by ECT- ALGORI THMs)

are being used by which VIDs, and this is carried in the Base VLAN
Identifiers (SPB-B-VID) sub-TLV.
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13.

1. SPB-MCI D Sub-TLV

This sub-TLV is added to an IIH PDU to indicate the digest for the
mul ti ple spanning tree configuration a.k.a. MCID. This TLVis a

di gest of local configuration of which VIDs are runni ng which
protocols. (The information is not to the level of a specific
algorithmin the case of SPB.) This information Miust be the sane on
all bridges in the SPT Region controlled by an I1S-1S instance. The
data used to generate the MCID is popul ated by configuration and is a
di gest of the VIDs allocated to various protocols. Two MCIDs are
carried to all ow non-disruptive transitions between configurations
when the changes are non-critical

0 1 2 3
01234567890123456789012345678901
i T S S

| Type=SPB-MCID | = 4
B e sl i S S
Length | (1 byte)

L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+_._+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| MCI D (51 Bytes) |
!I--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+___+-+-+-+-+-+-+-+-+-+-+-+-+-+-!I-
| Aux MCI D (51 Bytes)

| |
+-

R R i Sl N R e e e il I Sl R R
o Type: sub-TLV type 4.
o Length: The size of the value defined bel ow (102).

o MID (51 bytes): The conplete MCID defined in | EEE 802.1Q which
identifies an SPT Region on the basis of matching assignments of
VIDs to control reginmes (xSTP, SPBV, SPBM etc.). Briefly, the
MCI D consists of a 1-byte format selector, a 32-byte configuration
nane, a 2-byte revision level, and finally a 16-byte signature of
type HVAC- MD5 over an array of 4096 el enents that contain
identifiers of the use of the corresponding VID. Refer to Section
13.8 of [802.1laq] for the exact format and procedure. Note that
the use of the VID does not include specification of a specific
SPB ECT-ALGORI THM rather, it is coarser grain

0o Aux MCID (51 bytes): The conplete MCID defined in | EEE 802. 1Q
whi ch identifies an SPT Region. The aux MCID all ows SPT Regions
to be migrated by the allocation of new VLAN to FDB Mappi ngs
wi thout interruption to existing traffic.
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13.

The SPB-MCID sub-TLV is carried within the MI-Port-Cap TLV [ RFC6165]
with the MI ID value of 0, which in turnis carried in an |IH PDU

2. SPB-Digest Sub-TLV

This sub-TLV is Optionally added to an IIH PDU to indicate the
current SPB topol ogy digest value. It is always carried in an

M- Port-Cap TLV [ RFC6165] with an MI I D value of 0. This infornation
shoul d settle to be the sane on all bridges in an unchanging

topol ogy. Matching digests indicate (with extremely high
probability) that the topol ogy view between two SPBs i s synchronized,;
this match (or lack of match) is used to control the updating of
forwarding i nformation. The SPB Agreenent Digest is conputed based
on contributions derived fromthe current topol ogies of all SPB MI

i nstances and is designed to change when significant topol ogy changes
occur within any SPB instance.

During the propagati on of LSPs, the Agreenent Digest nmay vary between
nei ghbors until the key topology information in the LSPs is comon.
The digest is therefore a summari zed neans of determ ni ng agreenent
bet ween nodes on database conmonality, and hence of inferring
agreement on the distance to all nulticast roots. Wen present, it
is used for loop prevention as follows: for each shortest path tree
where it has been determ ned the distance to the root has changed,
"unsafe" nmulticast forwarding is blocked until the exchanged
Agreenent Digests match, while "safe" multicast forwarding is allowed
to continue despite the di sagreenent in digests and hence topol ogy
views. Section 28.2 of [802.1laq] defines in detail what constitutes
"safe" vs. "unsafe".

0 1 2 3
01234567890123456789012345678901
R o

| Type=SPB- Di gest| =5

T ok Ik S R

| Lengt h | (1 byte)

oonns R

| Res |V| A| D| (1 byte)

T e i s e T o e R i Tl S S B
| Agreenent Digest (Length - 1)
L |

Rk o T T e e e i i R I e S S S ol s s s It S S e S R
0o Type: sub-TLV type 5.
o Length: The size of the val ue.

o V bit: Agreed digest valid bit. See Section 28.2 of [802.1aq].
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o0 A (2 bits): The Agreenent Nunmber 0-3, which aligns with the BPDU s
Agreenent Nunmber concept [802.1aq]. Wen the Agreenent D gest for
thi s node changes, this number is incremented. The node then
checks for Agreenment Digest match (as below). The new | oca
Agreenent Nunber and the updated | ocal Discarded Agreenment Number
are then transmtted with the new Agreenent Digest to the node’'s
nei ghbors in the Hello PDU.  Once an Agreenent Nunber has been
sent, it is considered outstanding until a nmatching or nore recent
Di scarded Agreenent Nunber is received fromthe nei ghbor

o D (2 bits): The Di scarded Agreement Nunber 0-3, which aligns with
BPDU s Agreenment Nunber concept. Wen an Agreenent Digest is
recei ved froma neighbor, this nunber is set to the received
Agreenent Nunber to signify that this node has received this new
agreenment and di scarded any previous ones. The node then checks
whet her the | ocal and received Agreenment Digests match. [|f they
do, this node then sets:

the | ocal Discarded Agreenent Nunber = received Agreenment Nunber +
1

If the Agreement Digests match, AND received D scarded Agreenent
Nunber ==
| ocal Agreenent Number + N (N =0 || 1)

then the node has a topology natched to its nei ghbor

VWhenever the | ocal Discarded Agreenent Nunber relating to a
nei ghbor changes, the |ocal Agreenment Digest, Agreenent Nunber,
and Di scarded Agreenent Nunber are transmtted.

o Agreenent Digest. This digest is used to determ ne when SPB is
synchroni zed between nei ghbors for all SPB instances. The
Agreenent Digest is a hash conputed over the set of all SPB
adjacencies in all SPB instances. |In other words, the digest
includes all VIDs and all adjacencies for all M instances of SPB
(but not other network layer protocols). This reflects the fact
that all SPB nodes in a region Must have identical VID allocations
(see Section 13.1), and so all SPB instances will contain the sane
set of nodes. The exact procedure for computing the Agreenent
Digest and its size are defined in Section 28.2 of [802.1aq].

The SPB-Di gest sub-TLV is carried within the MI-Port-Cap TLV
[ RFC6165] (with the MI ID value 0), which in turnis carried in an
I I H PDU

VWhen supported, this sub-TLV MJST be carried on every |IIH between SPB
nei ghbors, not just when a Digest changes.
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When one peer supports this TLV and the other does not, |oop
prevention by Agreenment Digest Mist Not be done by either side.

13.3. SPB Base VLAN ldentifiers (SPB-B-VID) Sub-TLV

This sub-TLV is added to an IIH PDU to indicate the mappi ngs between
ECT algorithms and Base VIDs (and by inmplication the VID(s) used on
the forwarding path for each SPT Set for a VLAN identified by a Base
VID) that are in use. Under stable operational conditions, this

i nformati on should be the sane on all bridges in the topol ogy
identified by the MI-Port-Cap TLV [ RFC6165] it is being carried
wi t hin.

0 1 2 3
01234567890123456789012345678901
T

| Type= SPB-B-VID| = 68

T S

| Length | (1 byte)

s T T 2T S +
| ECT-VID Tuple (1) (6 bytes) |

St o m e e e e e e eemao - +
| | ECT-VID Tuple(2) (6 bytes) |

o e m e e e e e e e e e e o e m e e e e e e e oo +
[ |

e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meee— oo +
[ |

[ |

o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e em— o +

o Type: sub-TLV type 6.

0 Length: The size of the value is ECT-VID Tupl es*6 bytes. Each
6-byte part of the ECT-VID tuple is formatted as foll ows:

0 1 2 3
01234567890123456789012345678901
B ik o T e S S T ks e i S R T I e e S S e el ST S TR S e
| ECT- ALGORI THM (32 bits) |
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Base VID (12 bits) | U M RES|

T el I o e S S e el st (I S SR R

o ECT-ALGORI THM (4 bytes): The ECT-ALGORI THM is adverti sed when the
bri dge supports a given ECT-ALGORI THM (by QUI /1 ndex) on a given
Base VID. There are 17 predefined | EEE algorithms for SPB with
i ndex val ues 0X00..0X10 occupying the low 8 bits and the | EEE
QUI =00- 80- C2 occupying the top 24 bits of the ECT- ALGORI THM
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14.

14.

o Base VID (12 bits): The Base VID that is associated with the SPT
Set .

o Use-Flag (1 bit): The Use-Flag is set if this bridge, or any
bridge in the LSDB, is currently using this ECT-ALGORI THM and Base
VID. Renote usage is discovered by inspection of the Ubit in the
SPB- I nst sub-TLV of other SPB bridges (see Section 14.1)

o Mbit (1 bit): The Mbit indicates if this Base VID operates in
SPBM (M = 1) or SPBV (M = 0) node.

The SPB-B-VID sub-TLV is carried within the MI-Port-Cap TLV
[ RFC6165], which in turnis carried in an |IIH PDU

Node | nf ormati on Ext ensi ons

Al'l SPB nodal information extensions travel within a new nulti-
topol ogy capability TLV MI-Capability (type 144).

0 1 2 3
01234567890123456789012345678901
i T S S

| Type = MI-CAP | = 144

B e sl i S S

| Length | (1 byte)

s S S S T i JNE R S

|ORRR Ml 1D | (2 bytes)

B S S i i T S
(sub-TLVs ... )

The format of this TLV is identical inits first 2 bytes to al
current MI TLVs and carries the MI ID as defined in [MI].

The O (overload) bit carried in bit 16 has the same semantics as
specified in [MI], but in the context of SPB adjacencies only.

There can be multiple MI-Capability TLVs present, depending on the
amount of information that needs to be carried.

1. SPB Instance (SPB-1nst) Sub-TLV

The SPB-1nst sub-TLV gives the SPSourcel D for this node/topol ogy
instance. This is the 20-bit value that is used in the formation of
nmul ticast DAs for frames originating fromthis node/instance. The
SPSour cel D occupi es the upper 20 bits of the multicast DA together
with 4 other bits (see the SPBM 802. 1ah nulticast DA address format
section). This sub-TLV MJST be carried within the MI-Capability TLV
in the fragment ZERO LSP. |If there is an additional SPB instance, it
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MUST be decl ared under a separate MI-Capability TLV and al so carried
in the fragnent ZERO LSP.

0 1 2 3
012345678901234567890123456789¢01
+- - - - - - -+
| Type = SPB-Inst| =1
S S S e
Length | (1 byte)
B i S S T A S S S S i e
CI ST Root ldentifier (4 bytes) |
i I e e e ol ol T I S e e it I o R e e S o ol 2
CI ST Root ldentifier (cont) (4 bytes) |
B N e i i T R et o s S
Cl ST External Root Path Cost (4 bytes) |
B i S S T A S S S S i e
Bridge Priority | (2 bytes)
i I e e e ol ol T I S e e it I o R e e S o ol 2
RRRRRRRRRRRYV SPSour cel D
T T i S e i s st oI S e S e S il Tt S S R S S e S
Num of Trees | (1 byte)
B i i T e S ik seTe O I S i S S R S R it dEIE I R SR
VLAN-ID (1) Tuples (8 bytes) |
........................... |

|
+
|
+
|
+
|
+
|
+
|
+
|
+
|
|
N T S

U U Ut
| VLAN-ID (N) Tuples (8 bytes) |
| |

Rk o T T e e e R i i R S S S ks T S S S e e e o
where VLAN-ID tuples have the format as:

0 1 2 3

01234567890123456789012345678901

N e ok

UMAl Res |

B N e i i T R et o s S
ECT- ALGORI THM (32 bits)

B e i s o ST S o S i S S S i aTuits SIS S R S S

Base VID (12 bits) | SPVID (12 bits) |

+
|
\
L— T I Tk i i S N

0o Type: sub-TLV type 1.

o Length: Total nunmber of bytes contained in the value field.
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o

CI ST Root ldentifier (64 bits): The CI ST Root Identifier is for
SPB interworking with Rapid STP (RSTP) and Miultiple STP (MSTP) at
SPT Regi on boundaries. This is an inported value froma spanning
tree.

CI ST External Root Path Cost (32 bits): The Cl ST External Root
Path Cost is the cost to root, derived fromthe spanning tree
al gorithm

Bridge Priority (16 bits): Bridge priority is the 16 bits that
together with the 6 bytes of the SystemID formthe Bridge
Identifier. This allows SPB to build a conpatible spanning tree
using link state by conbining the Bridge Priority and the System
IDto formthe 8-byte Bridge Identifier. The 8-byte Bridge
Identifier is also the input to the 16 predefined ECT tie-breaker
al gorithms.

V bit (1 bit): The V bit (SPBM indicates this SPSourcel D is auto-
al l ocated (Section 27.11 of [802.1aq]). |If the V bit is clear

t he SPSourcel D has been configured and Must be unique. Allocation
of SPSourcelD is defined in | EEE [802. 1aq]. Bridges running SPBM

will allocate an SPSourcelD if they are not configured with an
explicit SPSourcelD. The V bit all ows neighbor bridges to
determine if the auto-allocation was enabled. In the rare chance

of a collision of SPsourcelD allocation, the bridge with the
hi ghest priority Bridge Identifier will win conflicts. The | ower

priority bridge will be re-allocated; or, if the lower priority
bridge is configured, it will not be allowed to join the SPT
Regi on.

SPSourcel D: a 20-bit value used to construct nulticast DAs as
described bel ow for multicast frames originating fromthe origin
(SPB node) of the Link State Packet (LSP) that contains this TLV.
More details are in | EEE [ 802. 1aq] .

Nunber of Trees (8 bits): The Nunmber of Trees is set to the nunber
of {ECT-ALGORI THM Base VID plus flags} tuples that follow Each
ECT- ALGORI THM has a Base VID, an SPVID, and flags descri bed bel ow.
This Miust contain at |east the one ECT- ALGORI THM (00- 80- C2-01).

Each VID Tupl e consists of:

o

Fedyk,

Ubit (1 bit): The Ubit is set if this bridge is currently using
this ECT-ALGORI THM for |-SIDs it sources or sinks. This is a
strictly local indication; the semantics differ fromthe Use-Fl ag
found in the Hello, which will set the Use-Flag if it sees other
nodal U bits are set OR it sources or sinks itself.
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o Mbit (1 bit): The Mbit indicates if this is SPBM or SPBV node.
When cl eared, the npde is SPBV; when set, the nbde is SPBM

o Abit (1 bit): The A bit (SPB), when set, declares this is an
SPVID with auto-allocation. The VID allocation logic details are
in |EEE [802.1aq]. Since SPVIDs are allocated froma small pool
of 12-bit resources, the chances of collision are high. To
m nim ze col lisions during auto-allocation, LSPs are initially
advertised with the originating bridge setting the SPVID to 0.
Only after learning the other bridges’ SPVID allocations does this
bri dge re-advertise this sub-TLV with a non-zero SPVID. This wll
m nim ze but not elimnate the chance of a clash. In the event of
a clash, the highest Bridge Identifier is used to select the
wi nner, while the loser(s) with [ower Bridge ldentifier(s) Mist
withdraw their SPVID allocation(s) and select an alternative
candi date for another trial. SPVID May al so be configured. When
the A bit is set to not specify auto-allocation and the SPVID is
set to 0, this SPBV bridge is used for transit only within the SPB

region. |If a port is configured with the Base VID as a nei ghbor
using RSTP or MSTP, the bridge will act as an ingress filter for
that VID.

o ECT-ALGORI THM (4 bytes): ECT-ALGORI THM is advertised when the
bri dge supports a given ECT- ALGORI THM (by QUI /I ndex) on a given
VID. This declaration Must match the declaration in the Hello PDU
originating fromthe sanme bridge. The ECT- ALGORI THM and Base VID
Must match what is generated in the Il1Hs of the same node. The
ECT- ALGORI THM Base VID tuples can come in any order, however.
There are currently 17 worl dwi de uni que 802. 1aq defined ECT-
ALGORI THVE gi ven by val ues 00-80-C2-00 through 00-80-C2-10.

0o Base VID (12 bits): The Base VID that associated the SPT Set via
t he ECT- ALGORI THM

o SPVID (12 bits): The SPVID is the Shortest Path VID assigned for

the Base VID to this node when using SPBV node. It is not defined
for SPBM nbde and Must be O for SPBM node B-VI Ds.
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14.1.1. SPB Instance Opaque ECT- ALGORI THM ( SPB-1-QALG Sub-TLV

There are nultiple ECT algorithnms defined for SPB; however, for the
future, additional algorithnms may be defined including but not
l[imted to ECMP- or hash-based behaviors and (*, G nmulticast trees.
These algorithns will use this Optional TLV to define new al gorithm
paranmetric data. For tie-breaking paraneters, there are two broad

cl asses of algorithm one that uses nodal data to break ties and one
that uses link data to break ties. This sub-TLV is used to associate
opaque tie-breaking data with a node. This sub-TLV, when present,
MJST be carried within the MI-Capability TLV (along with a valid SPB-
Inst sub-TLV). Miltiple copies of this sub-TLV MAY be carried for

di fferent ECT-ALGORI THVs relating to this node.

There are of course many other uses of this opaque data that have yet
to be defined.

0 1 2 3
01234567890123456789012345678901
S S S e

| Type=SPB-1-0ALEH = 2

T S N RN S U S S

| Length | (1 byte)

B T s i I S e i S i i S S e S
| Opaque ECT- ALGORI THM (4 bytes) |
s S S i I S R R e h T Tk e S S S o T S
| Opaque ECT Information (variable) |
|+_ |

B i T S T T i I i i S I e
o Type: sub-TLV type 2.

o Length: Total nunmber of bytes contained in the value field.

o ECT-ALGORI THM ECT-ALGORI THM is advertised when the bridge
supports a given ECT-ALGORI THM (by QUI /1 ndex) on a given VID.

o ECT Information: ECT-ALGORI THM I nformation of variable |ength

whi ch SHOULD be in sub-TLV format with an | ANA nunbering space
wher e appropri ate.
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15.

15.

Adj acency | nformati on Extensions
1. SPB Link Metric (SPB-Metric) Sub-TLV

The SPB-Metric sub-TLV (type 29) occurs within the Miulti-Topol ogy
I nternedi ate System Nei ghbor (MI-1SN) TLV (type 222) or within the
Extended | S Reachability TLV (type 22). |If this sub-TLV is not
present for an I S-1S adjacency, then that adjacency Miust not carry
SPB traffic for the given topol ogy instance.

0 1 2 3
01234567890123456789012345678901
Ho et e e e -t

| Type=SPB- Metric| = 29

i T e e b

| Lengt h | (1 byte)

s S S I T i s s sl (T I S S S S T

| SPB- LI NK- METRI C | (3 bytes)
T S i T o e e b i ok

| Num of Ports | (1 byte)
b T o e

| Port ldentifier | ( 2 bytes)

B i S S S it s ol T S S

o Type: sub-TLV type 29

o Length: Total nunmber of bytes contained in the value field.

0 SPB-LINK-METRIC: the adm nistrative cost or weight of using this
link as a 24-bit unsigned nunber. This netric applies to the use

of this link for SPB traffic only. Snaller nunbers indicate |ower
wei ghts and are nore likely to carry SPB traffic. Only one netric

is allowed per SPB instance per link. |If rmultiple metrics are
required, nmultiple SPB instances Miust be used, either within IS-1S
or within several independent IS- 1S instances. |If this netric is

different at each end of a link, the maxi mum of the two val ues
Must be used in all SPB calculations for the weight of this link
The maxi mum SPB- LI NK- METRI C val ue 2724 - 1 has a specia
significance; this value indicates that although the IS-IS

adj acency has forned, incomnpatible values have been detected in
paranmeters configured within SPB itself (for example, different
regions), and the |ink Mist Not be used for carrying SPB traffic.
Full details are found in [802. laq].

o Num of Ports: the nunmber of ports associated with this link

o Port ldentifier: the standard | EEE port identifier used to build a
spanning tree associated with this |ink
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15.

16.

16.

1.1. SPB Adjacency Opaque ECT- ALGORI THM ( SPB- A- QALG) Sub- TLV

There are nultiple ECT algorithnms defined for SPB; however, for the
future, additional algorithnms may be defined. The SPB-A- QALG sub- TLV
occurs within the Multi-Topol ogy Internediate System TLV (type 222)

or the Extended IS Reachability TLV (type 22). Miltiple copies of
this sub-TLV MAY be carried for different ECT-ALGORI THVs related to
thi s adj acency.

0 1 2 3
012345678901234567890123456789¢01
B e sl i S S

| Type=SPB- A- QAL = 30

S S S e

| Length | (1 byte)

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Opaque ECT Al gorithm (4 bytes) |
B T s i I S e i S i i S S e S
| Qpaque ECT Information (variable) |
|+_ |

R o i e S S et T T S S e e il st st SR R T R R
o Type: sub-TLV type 30.

o Length: Total nunmber of bytes contained in the value field.

o ECT-ALGORI THM ECT-ALGORI THM is advertised when the bridge
supports a given ECT-ALGORI THM (by QUI /1 ndex) on a given VID.

o ECT Information: ECT-ALGORI THM I nformation of variable length in
sub- TLV format using new | ANA type val ues as appropriate.

Service I nformati on Extensions
1. SPBM Service ldentifier and Unicast Address (SPBM SI) Sub-TLV
The SPBM SI sub-TLV (type 3) is used to introduce service group

menbership on the originating node and/or to advertise an additional
B- MAC uni cast address present on, or reachable by the node.
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0 1 2 3
01234567890123456789012345678901
R o
| Type = SPBM S| |
T ok Ik S R
Lengt h | (1 byte)
i T S i T i i i e o ik N N e
B- MAC ADDRESS |
B T o e e e e s i e S S s N N S
B- MAC ADDRESS (6 bytes) | Res. | Base VID (12 bits) |

B i T S T T i I i i S I e
T| Rl Reserved | I-SID #1 |
i T S i s i i i e e i I N N S
I

+

=3

T| Rl Reserved | |-SID #2 |
T S i S S S i S N s St U N S S S S S
B s i S i I i S S S i i
| TRl Reserved | |-SID #n

N T S

0o Type: sub-TLV type 3.
o Length: Total nunmber of bytes contained in the value field.

o B-MAC ADDRESS:. a unicast address of this node. It nay be the
singl e nodal address, or it may address a port or any other |evel
of granularity relative to the node. In the case where the node
only has one B-MAC address, this Should be the sane as the SYSID
of the node. To add multiple B-MACs this TLV MJST be repeated per
addi ti onal B- MAC.

0 Base VID (12 bits): The Base VID associated with the B-BMAC al |l ows
the linkage to the ECT- ALGORI THM and SPT Set defined in the SPB-
I nst sub-TLV.

o |-SID#1 .. #n: 24-bit service group nenbership identifiers. |If
two nodes have an |-SID in conmon, internmedi ate nodes on the
uni que shortest path between themw |l create forwarding state for
the rel ated B-MAC addresses and will also construct multicast
forwarding state using the 1-SID and the node’s SPSourcelD to
construct a nulticast DA as described in | EEE 802.1aq LSB. Each
|-SID has a Transmt (T) and Receive (R) bit that indicates if the
nenbership is as a transmtter, a receiver, or both (with both
bits set). In the case where the Transmit (T) and Receive (R
bits are both zero, the I-SID instance is ignhored for the purposes
of distributed nmulticast conputation, but the unicast B-MAC
address Must be processed and installed at nodes providing transit
to that address. |If nore |-SIDs are associated with a particul ar
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16.

B-MAC than can fit in a single sub-TLV, this sub-TLV can be
repeated with the sane B-MAC but with different |-SID val ues.

o Note: When the T bit is not set, an SPB May still multicast to all
the other receiving nmenbers of this I-SID (those advertising with
their Rbits set), by configuring edge replication and seria
uni cast to each nenber locally.

The SPBM SI sub-TLV, when present, MJST be carried within the
M- Capabi lity TLV and can occur multiple times in any LSP fragnent.

2. SPBV MAC Address (SPBV-ADDR) Sub-TLV

The SPBV- ADDR sub-TLV is IS 1S sub-TLV type 4. It Should be used for
adverti senent of G oup MAC addresses in SPBV node. Unicast MAC

addresses will normally be distributed by reverse-path |earning, but
carrying themin this TLV is not precluded. It has the follow ng
format:

0 1 2 3

01234567890123456789012345678901
i T S S

| Type=SPBV- ADDR| =4 (1 byte)

+- - - - - - -+

| Length | (1 byte)

R i T S e ol it (R R

| RIR SR SPVI D | (2 bytes)

T T i T I I Y Y R I R R i S S N

| TI Rl Reserved | MAC 1 Address | (1+6 bytes)
B T I T e T i b s T U ST S S SR S TR SR R e e

R e R i e e i S ok T NI N i R e o
| TIR| Reserved | MAC N Address
B i T S T T S T i ST SR R Y

(1+6 bytes)

o Type: sub-TLV type 4.

o Length: Total nunmber of bytes contained in the value field. The
nunber of MAC address associated with the SPVID is conputed by
(Length - 2)/7.

o0 SR bits (2 bits): The SR bits are the service requirenent
paranmeter from MVRP. The service requirenent paraneters have the
value 0 (Forward all Goups) and 1 (Forward Al Unregistered
Groups) defined. However, this attribute May al so be mssing. So
the SR bits are defined as 0 not declared, 1 Forward all G oups,
and 2 Forward Al Unregistered Goups. The two 'R reserved bhits
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i medi ately preceding these SR bits Shall be set to zero when
originating this sub-TLV and Shall be ignored on receipt.

o SPVID (12 bits): The SPVID and by associ ation Base VID and the
ECT- ALGORI THM and SPT Set that the MAC addresses defined bel ow
will use. |If the SPVIDis not allocated the SPVID Value is 0.
Note that if the ECT-ALGORITHM in use is spanning tree al gorithm
this value Must be populated with the Base VID and the MAC Must be
popul at ed.

o Tbit (1 bit): This is the Transmt allowed bit for a foll ow ng
group MAC address. This is an indication that the G oup MAC
address in the context of the SPVID of the bridge advertising this
G oup MAC Must be installed in the FDB of transit bridges, when
the bridge conputing the trees is on the correspondi ng ECT-

ALGORI THM shortest path between the bridge advertising this MAC
with the T bit set and any receiver of this Goup MAC address. A
bri dge that does not advertise this bit set for a MAC address Mist
Not cause nulticast forwarding state to be installed on other
transit bridges in the network for traffic originating fromthat
bri dge.

o Rbit (1 bit): This is the Receive allowed bit for the foll ow ng
MAC address. This is an indication that MAC addresses as the
recei ver Must be popul ated and install ed when the bridge conputing
the trees lies on the correspondi ng shortest path for this ECT-
ALGORI THM between this receiver and any transnitter to this MAC
address. An entry that does not have this bit set for a Goup MAC
address is prevented fromreceiving on this Goup MAC address
because transit bridges Must Not install nulticast forwarding
state towards it in their FDBs.

o MAC Address (48 bits): The MAC address declares this bridge as
part of the multicast interest for this destinati on MAC address.
Mul ticast trees can be efficiently constructed for destination by
popul ating FDB entries for the subset of the shortest path tree
that connects the bridges supporting the MAC address. This
repl aces the function of MVRP for SPTs. The T and R bits above
have meani ng as specified above.

The SPBV- ADDR sub- TLV, when present, MJST be carried within the
MrI- Capabi lity TLV and can occur nultiple times in any LSP fragnent.
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17.

18.

Security Considerations

Thi s docunent adds no additional security risks to IS-1S, nor does it
provi de any additional security for IS-1S when used in a configured
envi ronnent or a single-operator domain such as a data center.

However, this protocol nay be used in a zero-configuration
environnent. Zero configuration nay apply to the autonatic detection
and formation of an 1S 1S adjacency (forming an NNI port). Likew se,
zero configuration may apply to the autonmatic detection of VLAN
tagged traffic and the formation of a UNl port, with resultant |-SID
adverti senments.

If zero configuration methods are used to autoconfigure NNIs or UN's,
there are intrinsic security concerns that should be nitigated with
aut henti cation procedures for the above cases. Such procedures are
beyond the scope of this document and are yet to be defined.

In addition, this protocol can create significant anmpunts of
mul ti cast state when an |-SID is advertised with the T bit set.
Extra care should be taken to ensure that this cannot be used in a
deni al -of -service attack [ RFC4732] in a zero-configuration

envi ronnent .

| ANA Consi der ati ons

Note that the NLPID value OxCl [ RFC6328] used in the Il H PDUs has
al ready been assigned by | ANA for the purpose of 802.1laq; therefore,
no further action is required for this code point.

Si nce 802.1aq operates within the 1S-1S Milti-Topol ogy franmework,
every sub- TLV MJST occur in the context of the proper MI TLV (with
the exception of the SPB-Metric sub-TLV, which MAY travel in TLV 22
where its MI IDis unspecified but inplied to be 0). |ANA has

al l ocated sub-TLVs for three Milti-Topol ogy TLVs per 802.1laq. These
are the MI-Port-Cap TLV [ RFC6165] used in the IIH the MI-Capability
TLV (new) used within the LSP, and finally the MI-1SN TLV [ Ml used
to contain adjacency information within the LSP

Thi s docunent creates the follow ng TLVs and sub-TLVs within the IIH
and LSP PDUs MI TLVs as described below. The ’'*’ indicates new | ANA
assignments (per this docunent). Qher entries are shown to provide
context only.

The MI-Capability TLV is the only TLV that required a new sub-
registry. Type value 144 has been assigned, with a starting sub-TLV
val ue of 1, and nanaged by Expert Review.
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+o-m o - o e e a o Fomm e e Fomm o U +
| PDU|TLV | SUB-TLV | TYPE | TYPE | #OCCURRENCE |
+--- - - Fom e e e - S R R +

[1H
Mr- Port - Cap 143
* SPB- MCI D 4 1
* SPB- Di gest 5 >=0
* SPB- B- VI D 6 1
LSP
* MT- Capabi l ity 144 >=1
* SPB- | nst 1 1
* SPB- 1 - CALG 2 >=0
* SPBM SI 3 >=0
* SPBV- ADDR 4 >=0
MT- | SN 222
or Extended IS Reachability 22
* SPB- Metric 29 1
* SPB- A- CALG 30 >=0
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