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1. Overview
1.1. | PFI X Docunents Overvi ew

The | PFI X protocol [RFC5101] provides network adm nistrators with
access to | P Fl ow i nformati on.

The architecture for the export of neasured |IP Flow information out

of an | PFI X Exporting Process to a Collecting Process is defined in
the I PFI X architecture [ RFC5470], per the requirenments defined in RFC
3917 [ RFC3917].

The 1 PFI X architecture [RFC5470] specifies how | PFI X Data Records and
Tenpl ates are carried via a congestion-aware transport protocol from
| PFI X Exporting Processes to I PFI X Collecting Processes.

| PFI X has a formal description of IPFIX Information Elenents, their
nane, type, and additional semantic information, as specified in the
| PFI X i nformati on nodel [RFC5102].

In order to gain a level of confidence in the | PFI X inplenmentation
probe the conformty and robustness, and allow interoperability, the
guidelines for IPFIX testing [ RFC5471] present a list of tests for

i mpl enenters of conpliant Exporting Processes and Col |l ecting
Processes.

The Bidirectional Flow Export [RFC5103] specifies a nethod for
exporting bidirectional flow (biflow) information using the IP Fl ow

I nformati on Export (IPFIX) protocol, representing each biflow using a
singl e Fl ow Record.

"Reduci ng Redundancy in IP Flow Information Export (IPFIX) and Packet
Sanpl i ng (PSAMP) Reports" [RFC5473] specifies a bandw dth-saving

nmet hod for exporting Flow or packet information, by separating

i nformati on common to several Flow Records frominformation specific
to an individual Flow Record: conmon Flow information is exported
only once.
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1.2. Relationship between | PFl X and PSAMP

The specification in this docunent applies to the | PFI X protoco
speci fications [RFC5101]. All specifications from[RFC5101] apply
unl ess specified otherwise in this docunent.

The Packet Sampling (PSAMP) protocol [RFC5476] specifies the export
of packet information froma PSAMP Exporting Process to a PSAMP

Col l ecting Process. Like IPFIX, PSAMP has a formal description of
its information elements, their nane, type, and additional semantic
informati on. The PSAMP informati on nodel is defined in [ RFC5477].

As the PSAMP protocol specifications [ RFC5476] are based on the | PFI X
protocol specifications, the specifications in this docunment are al so
valid for the PSAMP protocol

I ndeed, the major difference between | PFI X and PSAMP is that the

| PFI X protocol exports Flow Records while the PSAMP protocol exports
Packet Reports. Froma pure export point of view, IPFIX wll not

di stingui sh a Fl ow Record conposed of several packets aggregated
together froma Fl ow Record conmposed of a single packet. So the
PSAMP export can be seen as a special |PFIX Flow Record contai ni ng

i nformati on about a single packet.

2. Introduction

Wiile collecting the interface counters every five minutes has proven
to be useful in the past, nore and nore granular information is
required fromnetwork elenments for a series of applications:

perfor mance assurance, capacity planning, security, billing, or
sinmply nmonitoring. However, the amount of information has becone so
| arge that, when dealing with highly granular information such as

Fl ow i nformation, a push mechani sm (as opposed to a pull nechani sm
such as Sinple Network Managenment Protocol (SNMP)) is the only
solution for routers whose primary function is to route packets.

I ndeed, polling short-lived Flows via SNMP is not an option: high-end
routers can support hundreds of thousands of Flows sinmultaneously.
Furthernore, in order to reduce the export bandw dth requirenents,
the network el ements have to integrate nediation functions to
aggregate the collected information, both in space (typically, from
different linecards or different Exporters) and in tinme.

Typically, it would be beneficial if access routers could export Flow
Records, conposed of the counters before and after an optim zation
mechani smon the egress interface, instead of exporting two Fl ow
Records with identical tuple information.
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In terns of aggregation in tine, let us inmagine that, for performance
assurance, the network managenent application nust receive the
performance nmetrics associated with a specific Flow, every
mllisecond. Since the performance netrics will be constantly
changing, there is a new dinmension to the Flow definition: we are not
dealing anynore with a single Flow lasting a few seconds or a few

m nutes, but with a nultitude of one mllisecond sub-flows for which
the performance netrics are reported.

VWi ch current protocol is suitable for these requirenents: push
mechani sm highly granul ar information, and huge nunber of simlar
records? I PFI X, as specified in RFC 5101 would give part of the
sol uti on.

2.1. The I PFI X Track

The |1 PFI X wor ki ng group has specified a protocol to export Flow

i nformati on [ RFC5101]. This protocol is designed to export
information about IP traffic Flows and rel ated neasurenent data,
where a Flow is defined by a set of key attributes (e.g., source and
destination | P address, source and destination port).

The | PFI X protocol specification [RFC5101] specifies that traffic
neasurenents for Flows are exported using a TLV (type, |ength, val ue)
format. The information is exported using a Tenplate Record that is
sent once to export the {type, length} pairs that define the data
format for the Information Elements in a Flow. The Data Records
speci fy values for each Fl ow.

Based on the requirenents for IP Flow Informati on Export (I PFIX)

[ RFC3917], the IPFI X protocol has been optinized to export Flow
related information. However, thanks to its Tenpl ate mechanism the
| PFI X protocol can export any type of information, as long as the
rel evant Information Element is specified in the I PFI X information
nodel [RFC5102], registered with ANA [I ANA-IPFI X], or specified as
an enterprise-specific Infornmation Elenent. For each Information

El ement, the IPFIX informati on nbdel [RFC5102] defines a nuneric
identifier, an abstract data type, an encodi ng nechani smfor the data
type, and any senmantic constraints. Only basic, single-valued data
types, e.g., nunmbers, strings, and network addresses, are currently
support ed.
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2.2. The IPFIX Limtations

The | PFI X protocol specification [RFC5101] does not support the
encodi ng of hierarchical structured data and arbitrary-length lists
(sequences) of Information Elenents as fields within a Tenpl ate
Record. As it is currently specified, a Data Record is a "flat" |ist
of single-valued attributes. However, it is a common data nobdeling
requi rement to compose conpl ex hierarchies of data types, with

mul tiple occurrences, e.g., 0..* cardinality allowed for instances of
each Information El enent in the hierarchy.

A typical exanple is the MPLS | abel stack entries nbodel. An early
Net Fl ow i npl enentati on used two Informati on El enents to represent the
MPLS | abel stack entry: a "label stack entry position" followed by a
"l abel stack value". However, several drawbacks were discovered.
Firstly, the Information Elenents in the Tenplate Record had to be

i nposed so that the position would al ways precede the val ue.

However, sonme encodi ng optim zations are based on the pernutation of
Information El ement order. Secondly, a new semantic intelligence,

not described in the information nodel, had to be hard-coded in the
Col l ecting Process: the |abel value at the position "X" in the stack
is contained in the "l abel stack value" Information El enent follow ng
by a "l abel stack entry position"” Information El enent containing the
value "X". Therefore, this nodel was abandoned.

The selected solution in the IPFI X information nmodel [ RFC5102] is a
| ong series of Information El ements: npl sTopLabel St ackSecti on

npl sLabel St ackSecti on2, npl sLabel St ackSecti on3,

npl sLabel St ackSecti on4, npl sLabel St ackSecti on5,

npl sLabel St ackSecti on6, npl sLabel St ackSecti on7,

npl sLabel St ackSecti on8, npl sLabel St ackSecti on9,

npl sLabel St ackSectionl1l0. Wile this nodel renmpbves any anbiguity, it
overl oads the IPFI X information nmodel with repetitive information.
Furthernore, if nplsLabel StackSectionll is required, |ANA

[TANA-1PFI X] will not be able to assign the new I nformation El enent
next to the other ones in the registry, which mght cause sone
conf usi on.

2.3. Structured Data Use Cases

Clearly, the MPLS | abel stack entries issue can best be solved by
using a real structured data type conposed of ("label stack entry
position", "label stack value") pairs, potentially repeated nultiple
times in Flow Records, since this would be the nost efficient froman
i nformati on nmodel point of view
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Sone nore exanples enter the same category: how to encode the |ist of
output interfaces in a nmulticast Flow, how to encode the |ist of BGP
Aut ononpbus Systens (AS) in a BGP Flow, how to encode the BGP
comunities in a BGP Flow, etc.

The one-way del ay passive nmeasurenment, which is described in the
| PFI X applicability [RFC5472], is yet another exanple that would
benefit froma structured data encoding. Assuming synchronized
cl ocks, the Collector can deduce the one-way del ay between two
onservation Points fromthe following two I nformation El enents,
collected fromtwo different Cbservation Points:

- Packet arrival tinme: observationTi neM croseconds [ RFC5477]
- Packet |D: digestHashValue [ RFC5477]

In practice, this inplies that many pairs of

(observati onTi meM cr oseconds, di gest HashVal ue) must be exported for
each Qbservation Point, even if Hash-Based Filtering [ RFC5475] is
used. On top of that information, if the requirenent is to
understand the one-way del ay per application type, the 5-tuple
(source | P address, destination |IP address, protocol, source port,
destination port) would need to be added to every Fl ow Record.
Instead of exporting this repetitive 5-tuple, as part of every single
Fl ow Record a Fl ow Record conposed of a structured data type such as
the followi ng woul d save a | ot of bandw dt h:

5-tuple
{ observationTi meM croseconds 1, digestHashValue 1 }
{ observationTi meM croseconds 2, digestHashValue 2 }
{ observationTi meM croseconds 3, digestHashVvalue 3 }
{

C )
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As a | ast exanple, here is a nore conplex case of hierarchica
structured data encoding. Consider the exanple scenario of an IPS
(I'ntrusion Prevention System) alert data structure containing

mul tiple participants, where each participant contains nultiple
attackers and multiple targets, with each target potentially conposed
of multiple applications, as depicted bel ow

al ert
signatureld
protocol I dentifier
ri skRating
participant 1
attacker 1
sour cel Pv4Addr ess
applicationld
attacker N
sour cel Pv4Addr ess
applicationld
target 1
desti nati onl Pv4Addr ess
applicationld 1

ébblicationld n

target N
desti nati onl Pv4Addr ess
applicationld 1

ébblicationld n
partici pant 2

To export this information in IPFIX the data would need to be
flattened (thus, |osing the hierarchical relationships) and a new

| PFI X Tenpl ate created for each alert, according to the nunber of
applicationld elenents in each target, the nunber of targets and
attackers in each participant, and the nunber of participants in each
alert. Cearly, each Tenplate will be unique to each alert, and a

| arge amobunt of CPU, nenory, and export bandwidth will be wasted
creating, exporting, maintaining, and wi thdrawi ng the Tenpl ates. See
Appendi x B for a specific exanple related to this case study.
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2.4. Specifications Sunmmary

Thi s docunent specifies an | PFI X extension to support hierarchica
structured data and variable-length lists by defining three new
Informati on El ements and three correspondi ng new abstract data types
cal | ed basicList, subTenpl ateList, and subTenplateMultiList. These
are defined in Sections 4.1 and 4. 3.

The three Structured Data Information El ements carry sone semantic
information so that the Collecting Process can understand the

rel ati onship between the different list elenments. The senmantic in
the Structured Data Information Elenents is provided in order to
express the relationship anong the nultiple top-level list elenents.
As an exanple, if alist is conmposed of the elenments (A B, C, the
semanti c expresses the relationship anong A, B, and C, regardl ess of
whet her A, B, and C are individual elements or a list of elenents.

It is inmportant to note that whereas the Infornmation El enents and
abstract data types defined in the IPFI X infornmation nodel [RFC5102]
represent single values, these new abstract data types are structura
in nature and primarily contain references to other Information

El ements and to Tenplates. By referencing other Information El enents
and Tenplates froman Information Element’s data content, it is

possi ble to define conplex data structures such as variable-length
lists and to specify hierarchical containnent relationshi ps between
Tenpl ates. Therefore, this docunent prefers the nore generic "Data
Record" termto the "Flow Record" term

Thi s docunent specifies three new abstract data types, which are
basi ¢ bl ocks to represent structured data. However, this docunent
does not comment on all possible conbinati ons of basiclLi st,
subTenpl at eLi st, and subTenplateMultiList. Neither does it linmt the
possi bl e combi nati ons.

3. Term nol ogy

| PFI X-specific termnology used in this docunment is defined in
Section 2 of the | PFI X protocol specification [RFC5101] and Section 3
of the PSAMP protocol specification [RFC5476]. As in [RFC5101],
these I PFl X-specific terns have the first letter of a word
capitalized when used in this docunent.
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3.1. New Term nol ogy
Structured Data Information El enent

One of the Information El ements supporting structured data, i.e.
the basicList, subTenpl ateList, or subTenpl ateMil ti Li st
Information El ements specified in Section 4. 3.

3.2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

4. Linkage with the IPFI X Information Mde

As in the IPFI X protocol specification [ RFC5101], the new Information
El ements specified in Section 4.3 MJUST be sent in canonical format in
net wor k- byt e order (also known as the big-endian byte ordering).

4.1. New Abstract Data Types

Thi s docunent specifies three new abstract data types, as described
bel ow.

4.1.1. basiclList

The type "basiclList" represents a list of zero or nore instances of
any Information Elenment, primarily used for single-valued data types.
Exampl es include a list of port nunbers, a list of interface indexes,
alist of ASin a BGP AS-PATH, etc.

4.1.2. subTenpl at eLi st

The type "subTenpl ateList" represents a list of zero or nore

i nstances of a structured data type, where the data type of each |ist
element is the sane and corresponds with a single Tenplate Record.
Exanpl es include a structured data type conposed of nultiple pairs of
("MPLS | abel stack entry position", "MPLS | abel stack value"), a
structured data type conposed of performance netrics, and a
structured data type conmposed of multiple pairs of |IP address, etc.

4.1.3. subTenpl ateMul tiLi st
The type "subTenplateMul tiList" represents a list of zero or nore
i nstances of a structured data type, where the data type of each |ist

el ement can be different and corresponds with different Tenpl ate
definitions. Exanples include a structured data type conposed of
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nmul tiple access-list entries, where entries can be conposed of
different criteria types.

4.2. New Data Type Senmantic

Thi s docunent specifies a new data type semantic, in addition to the
ones specified in Section 3.2 of the |PFI X information nodel
[ RFC5102], as descri bed bel ow.

4.2.1. List

A list represents an arbitrary-length sequence of zero or nore
structured data Information El enments, either conposed of regul ar
Information El ements or conposed of data conforming to a Tenpl ate
Recor d.

4.3. New Information El enents

Thi s docunent specifies three new Information El enents, as descri bed
bel ow.

4.3.1. basiclList

A basicList specifies a generic Information El enent with a basiclLi st
abstract data type as defined in Section 4.1.1 and |list semantics as
defined in Section 4.2.1. Exanples include a |list of port nunbers, a
list of interface indexes, etc.

4.3.2. subTenpl at eLi st

A subTenpl at eLi st specifies a generic Information Elenent with a
subTenpl at eLi st abstract data type as defined in Section 4.1.2 and
list semantics as defined in Section 4.2.1.

4.3.3. subTenpl ateMul ti Li st

A subTenpl ateMul ti Li st specifies a generic Information Elenent with a
subTenpl ateMul ti Li st abstract data type as defined in Section 4.1.3
and |list semantics as defined in Section 4.2.1.

4.4. New Structured Data Type Semantics

Structured data type semantics are provided in order to express the
relationship anong nultiple list elenents in a Structured Data
Informati on El ement. These structured data type semantics require a
new | PFI X subregistry, as specified in the "I ANA Consi derations"
section. The semantics are specified in the foll ow ng subsections.
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4.4.1. undefined

The "undefined" structured data type semantic specifies that the
semantic of list elements is not specified and that, if a semantic
exists, then it is up to the Collecting Process to drawits own

concl usions. The "undefined" structured data type semantic, which is
the default value, is used when no other structured data type
semantic applies.

For exanple, a nediator that wants to translate | PFI X [ RFC5101] into
the export of structured data according to the specifications in this
docunent doesn’t know what the senmantic is; it can only guess, as the
| PFI X specifications [ RFC5101] does not contain any semantic.
Therefore, the mediator should use the "undefined" senmantic.

4.4.2. noneC™*

The "noneO'" structured data type semantic specifies that none of the
el ements are actual properties of the Data Record.

For exanple, a nediator might want to report to a Collector that a
specific Flow is suspicious, but that it checked already that this
Fl ow does not belong to the attack type 1, attack type 2, or attack
type 3. So this Flow m ght need sonme further inspection. 1In such a
case, the nediator would report the Flow Record with a basicLi st
conposed of (attack type 1, attack type 2, attack type 3) and the
respective structured data type semantic of "noneOf".

Anot her exanple is a router that nonitors sone specific BGP AS- PATHs
and reports if a Flow belongs to any of them |If the router wants to
export that a Fl ow does not belong to any of the nonitored BGP AS-
PATHs, the router reports a Data Record with a basicLi st conposed of
(BGP AS-PATH 1, BGP AS- PATH 2, BGP AS- PATH 3) and the respective
structured data type semantic of "noneOr".

4.4.3. exactlyOneO™r

The "exactlyOneOr" structured data type semantic specifies that only
a single elenent fromthe structured data is an actual property of
the Data Record. This is equivalent to a |ogical XOR operation.

For exanple, if a Flowrecord contains a basicList of outgoing
interfaces with the "exactlyOneO'" semantic, then it inplies that the
reported Flow only egressed froma single interface, although the

Fl ow Record lists all of the possible outgoing interfaces. This is a
typical exanple of a per destination |oad-bal anci ng.
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Anot her exanple is a nediator that must aggregate Data Records from
di fferent Observation Points and report an aggregated Observation
Point. However, the different Observation Points can be specified by
di fferent Information El enent types depending on the Exporter. For
exanpl e:

Exporterl Observation Point is characterized by the
exporterl Pv4Address, so a specific Exporter can be represented.

Exporter2 Observation Point is characterized by the

exporterl Pv4Address and a basicList of ingressinterface, so the
Exporting Process can express that the observations were nade on a
series of input interfaces.

Exporter3 Cbservation Point is characterized by the

exporterl Pv4Address and a specific lineCardld, so the Exporting
Process can express that the observati on was made on a specific
l'i necard.

If the nmediator nodels the three different types of Cbservation
Points with the three Tenpl ate Records bel ow

Templ ate Record 1: exporterl| Pv4Address

Tenpl ate Record 2: exporterl Pv4Address, basicList of
i ngressinterface

Tenpl ate Record 3: exporterl Pv4Address, |ineCardld

then it can represent the aggregated Observation Point with a
subTenpl ateMul ti Li st and the semantic "exactlyOneO". The aggregated
observation Point is nodeled with the Data Records corresponding to
either Tenplate Record 1, Tenplate Record 2, or Tenplate Record 3 but
not nore than one of these. This inplies that the Fl ow was observed
at exactly one of the Cbservation Points reported.

4.4.4. oneO MreO

The "oneOrMoreOF" structured data type semantic specifies that one or
nore el enents fromthe list in the structured data are actua
properties of the Data Record. This is equivalent to a logical OR
operation.

Consi der an exanpl e where a nedi ator nust report an aggregated Fl ow
(e.g., by aggregating IP addresses fromIP prefixes), with an
aggregat ed Cbservation Point. However, the different Observation
Points can be specified by different Information El enent types as
described in Section 4.4.2.
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If the nmediator nbdels the three different types of Cbservation
Points with the three Tenpl ate Records bel ow.

Templ ate Record 1: exporterl| Pv4Address

Templ ate Record 2: exporterl Pv4Address, basicList of
i ngressinterface

Tenpl ate Record 3: exporterl Pv4Address, |ineCardld

then it can represent the aggregated Observation Point with a
subTenpl ateMul ti Li st and the semantic "oneOrMreOd". The aggregated
oservation Point is nodeled with the Data Records corresponding to
either Tenplate Record 1, Tenplate Record 2, or Tenplate Record 3.
This inplies that the Flow was observed on at | east one of the

oservation Points reported, and potentially on nmultiple Observation
Poi nt s.

4.4.5. allO

The "al |l OF" structured data type senmantic specifies that all of the
list elements fromthe structured data are actual properties of the
Dat a Record.

For exanple, if a Record contains a basicList of outgoing interfaces
with the "all OF" semantic, then the observed Flowis typically a
nmul ti cast Fl ow where each packet in the Flow has been replicated to
each outgoing interface in the basiclList.

4.4.6. ordered

The "ordered" structured data type semantic specifies that elenents
fromthe list in the structured data are ordered

For exanple, an Exporter mght want to export the AS10 AS20 AS30 AS40
BGP AS-PATH. I n such a case, the Exporter would report a basicList
conposed of (AS10, AS20, AS30, AS40) and the respective structured
data type senmantic of "ordered"

4.5. Encoding of |IPFIX Data Types

The foll owi ng subsections define the encodi ng of the abstract data
types defined in Section 4.1. These data types may be encoded using
either fixed- or variable-length Information El enents, as discussed
in Section 5.1. Like in the IPFIX specifications [RFC5101], al

l engths are specified in octets.
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4.5.1. DbasiclList

The basicList Information El ement defined in Section 4.3.1 represents
alist of zero or nore instances of an Information Elenent and is
encoded as foll ows:

0 1 2 3

01234567890123456789012345678901

e S o e e e s s S e e S S N N S
Semantic | O] Field ID | Element... |

i o i T S i I S S s ol ST SN S

...Length | basi cLi st Content ...
i T L i s o i i e e S e
|

T T S i T i T S o S i T U S SR

I T S e e i i i S S S T i o S S S S S S

+ T T+ T

Figure 1. basicList Encoding
Semantic

The Semantic field indicates the relationship anong the different
Information El ement values within this Structured Data I nfornation
Element. Refer to |ANA's "I PFI X Structured Data Types Senmanti cs"
registry.

Field I D

Field IDis the Information Elenent identifier of the Information
El ement (s) contained in the |ist.

El ement Length

Per Section 7 of [RFC5101], the Elenment Length field indicates the
length, in octets, of each list elenent specified by Field ID, or
contains the value OXFFFF if the length is encoded as a vari abl e-
length Information Element at the start of the basicList Content.

Effectively, the Elenment Length field is part of the header, so
even in the case of a zero-elenent list, it MJUST NOT be omitted.

basi cLi st Cont ent
A Col l ecting Process decodes |ist elenents fromthe basicLi st
Content until no further data remains. A field count is not

i ncl uded but can be derived when the Information El enent is
decoded.
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Note that in the diagram above, Field IDis shown with the Enterprise
bit (npbst significant bit) set to 0. Instead, if the Enterprise bit
is set to 1, a four-byte Enterpri se Nunmber MJST be encoded

i medi ately after the Element Length as shown below. See the "Field
Specifier Format" section in the |IPFIX protocol [RFC5101] for
additional information.

0 1 2 3
01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| Semantic | 1] Field ID | Element... |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| ...Length | Enterpri se Nunber ... |

s S S i I S R R e h T Tk e S S S o T S
| | basi cLi st Content ... |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

B T s i I S e i S i i S S e S
Figure 2: basicList Encoding with Enterprise Nunber

Also, note that if a basicList has zero el enents, the encoded data
contains the Semantic field, Field ID, the El enent Length field, and
the four-byte Enterprise Nunber (if present), while the basicList
Content is enpty.

If the basiclList is encoded as a variable-length Information El enent
in less than 255 octets, it MAY be encoded with the Length field per
Section 7 of [RFC5101] as shown in Figure 3. However, the three-byte
| ength encodi ng, as shown in Figure 4, is RECOWENDED (see Section
5.1).

0 1 2 3
01234567890123456789012345678901
I S T i S S S T S S S S D i S S S i

| Length (< 255)| Semantic | O] Field ID |
e b i T T e T S s S R S e T O i i Tk i RIS S S
El ement Length | basicList Content ... |

T T T S S i T T T S S S S

+-
I T S S e S S e S i SuE S S
+-

e I T S

Figure 3: Variabl e-Length basicLi st Encoding
(Length < 255 Cctets)
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If the basicList is encoded as a variable-length Infornmation El enent
in 255 or nore octets, it MJST be encoded with the Length field per
Section 7 of [RFC5101] as foll ows:

0 1 2 3
01234567890123456789012345678901
T S A S S I T S I S

| 255 | Length (0 to 65535) | Senantic |
I I T S S i T i i S S S
| O] Field ID | El ement Length |

B s i S i I i S S S i i
| basi cLi st Content ... |
e b i T T e T S s S R S e T O i i Tk i RIS S S
R T i T e e i T S L e e e i T St R S S S S s e I S R

I T S S e S S e S i SuE S S

Figure 4: Variabl e-Length basi cLi st Encodi ng
(Length 0 to 65535 Cctets)

4.5.2. subTenpl at eLi st

The subTenpl atelLi st Informati on El enent represents a list of zero or
nore Data Records corresponding to a specific Tenplate. Because the
Tenpl ate Record referenced by a subTenpl ateLi st | nfornmation El enent
can itself contain other subTenpl atelList Infornmation Elenents, and
because these Tenpl ate Record references are part of the Information
El ements content in the Data Record, it is possible to represent
conpl ex hierarchical data structures. The follow ng diagram shows
how a subTenpl ateList Infornmation Element is encoded within a Data
Recor d:

0 1 2 3

01234567890123456789012345678901
B T s i I S e i S i i S S e S
| Senantic | Tenmplate ID | |
s S S i I S R R e h T Tk e S S S o T S
| subTenpl at eLi st Cont ent |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
|
+-

i T el m T S S i S SRR

Figure 5. subTenpl ateLi st Encodi ng
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Semanti c

The Semantic field indicates the relationship anong the different
Data Records within this Structured Data Information El erment.

Tenplate ID

The Tenplate ID field contains the ID of the Tenplate used to
encode and decode the subTenpl at eLi st Content.

subTenpl at eLi st Cont ent

subTenpl at eLi st Content consists of zero or nore instances of Data
Records corresponding to the Tenplate ID specified in the Tenpl ate
IDfield. A Collecting Process decodes the subTenpl at eLi st

Content until no further data remains. A record count is not

i ncl uded but can be derived when the subTenpl atelLi st is decoded.
Encodi ng and decoding are perforned recursively if the specified
Tenplate itself contains Structured Data Information El enents as
descri bed here.

Note that, if a subTenpl atelLi st has zero el enents, the encoded data
contains only the Semantic field and the Tenplate ID field, while the
subTenpl at eLi st Content is enpty.

If the subTenpl ateList is encoded as a variable-length Infornation
Element in |l ess than 255 octets, it MAY be encoded with the Length
field per Section 7 of [RFC5101] as shown in Figure 6. However, the
three-byte | ength encodi ng, as shown in Figure 7, is RECOMVENDED (see
Section 5.1).

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| Length (< 255)| Semantic | Templ ate I D

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| subTenpl at eLi st Cont ent c.

s S S i I S R R e h T Tk e S S S o T S

T S S T T ST S e T T S S S S S

Figure 6: Variabl e-Length subTenpl ateLi st Encodi ng
(Length < 255 Cctets)
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If the subTenpl ateList is encoded as a variable-length Information
El ement in 255 or nore octets, it MJST be encoded with the Length
field per Section 7 of [RFC5101] as foll ows:

0 1 2 3
01234567890123456789012345678901
T S A S S I T S I S

| 255 | Length (0 to 65535) | Senantic
e e  E C e s e T e kS SR R R S
| Templ ate I D | subTenpl at eLi st Content ...

I T S S I w i o S S S S A T it S SE SE S S

T S I S S T R S S SR S

Figure 7: Variabl e-Length subTenpl at eLi st Encodi ng
(Length 0 to 65535 Cctets)

4.5.3. subTenpl ateMul tiLi st

Whereas each elenent in a subTenpl ateLi st Information El enment
corresponds to a single Tenplate, it is sonmetines useful for a list
to contain elements corresponding to different Tenplates. To support
this case, each top-level elenent in a subTenpl ateMil tiLi st
Information El emrent carries a Tenplate ID, Length, and zero or nore
Dat a Records corresponding to the Tenplate ID. The follow ng di agram
shows how a subTenpl ateMul ti List Information Elenment is encoded
within a Data Record. Note that the encoding follow ng the Semantic
field is consistent with the Set Header specified in [ RFC5101].

0 1 2 3
01234567890123456789012345678901
e SER S I S U S S S S R S S SR S ok T

| Semantic | Template 1D X | Dat a Records. . .|
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| ... Length X | Data Record X.1 Content ...

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
s S S i I S R R e h T Tk e S S S o T S
| - Data Record X. 2 Content ...

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| c. Data Record X. L Content ...

s S S i I S R R e h T Tk e S S S o T S
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| - Template 1D Y | Dat a Records. ..
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
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Data Record Y.1 Content ... |

T S I S S Rl S SEp A S R S S SHR e SEp S i S S

Length zZ

T S S T T ST S e T T S S S S S

T S S S S SEp S S S S S SR S U S SR S S

B T S S S T T i S S S R S S

Data Record Y.2 Content ... |

T T S S S T S S i Sl S S S

Data Record Y.M Content ... |

T S S T T S S e T T S S S S A

|
Tenplate ID Z | Dat a Records. .. |

T S T i I T S A U S

Data Record Z.1 Content ... |

T S T o S S e e T T S S S A

B T S S S T T i S S S R S S

Data Record Z.2 Content ... |

T S T S I A S T S S ek T h

I T

Fi gure 8:

Semanti c

T S S T T ST S e T T S S S S S

T S S S S SEp S S S S S SR S U S SR S S

Data Record Z. N Content ... |

T T S S S T S S i Sl S S S

subTenpl at eMul ti Li st Encodi ng

The Semantic field indicates the top-level relationship anmong the
series of Data Records corresponding to the different Tenpl ate
Records within this Structured Data | nformation El ement.

Tenpl

ate ID

Unli ke the subTenpl atelLi st Information El enent, each el ement of
the subTempl ateMul tiList contains a Tenplate ID that specifies the
encodi ng of the follow ng Data Records.

d ai se,

et al.
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Dat a Records Length

This is the total length of the Data Records encoding for the
Tenmpl ate 1D previously specified, including the two bytes for the
Template 1D and the two bytes for the Data Records Length field
itself.

Data Record X. M

The Data Record X. M consists of the Mh Data Record of the

Templ ate Record X. A Collecting Process decodes the Data Records
according to Tenplate Record X until no further data renmins,
according to the Data Records Length X. Further Tenplate |IDs and
Dat a Records nay then be decoded according to the overal

subTenpl ateMul tiList length. A record count is not included but
can be derived when the El ement Content is decoded. Encoding and
decodi ng are performed recursively if the specified Tenplate
itself contains Structured Data Information El enents as descri bed
here.

In the exceptional case of zero instances in the

subTenpl ateMul ti List, no data is encoded, only the Semantic field and
Template ID field(s), and the Data Record Length field is set to
zero.

If the subTenplateMultiList is encoded as a variable-length
Information Element in |l ess than 255 octets, it MAY be encoded with
the Length field per Section 7 of [RFC5101] as shown in Figure 9.
However, the three-byte | ength encoding, as shown in Figure 10, is
RECOMMVENDED (see Section 5.1).

0 1 2 3
01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| Length (< 255)| Semantic | Templ ate 1D X
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Data Records Length X | Data Record X.1 Content ...

B ik o T e S S T ks e i S R T I e e S S e el ST S TR S e
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| - | Data Record X. 2 Content ... |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
B ik o T e S S T ks e i S R T I e e S S e el ST S TR S e
| - | Data Record X. L Content ... |
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

B T S S S T T i S S S R S S
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| | Tenplate ID Y |
+++++++++++++++++++++++++++++++++
| Data Records Length Y | Data Record Y.1 Content ... |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
Rk o T T e e e R i i R S S S ks T S S S e e e o
| | Data Record Y.2 Content ... |
+++++++++++++++++++++++++++++++++
B T i T i S T T S i i S S S
| | Data Record Y.M Content ... |
R it e i T e S R el ot (I I S R S R R S R
s i T e S s it ST T e e S e S e o o o I T
| | Tenplate ID Z |
R R i ik It I R R T T I i R R R S e ol o o i i i i R
| Dat a Records Length Z | Data Record Z.1 Content ... |
B T s i I S e i S i i S S e S
s i T e S s it ST T e e S e S e o o o I T
| | Data Record Z.2 Content ... |
R R i ik It I R R T T I i R R R S e ol o o i i i i R
Rk o T T e e e R i i R S S S ks T S S S e e e o
| | Data Record Z. N Content ... |
+++++++++++++++++++++++++++++++++

T S S T T ST S e T T S S S S S

T S S ik St N S S

Figure 9: Variable-Length subTenpl ateMul tiList Encoding
(Length < 255 Cctets)

If the subTenplateMultiList is encoded as a variable-length
Information Element in 255 or nore octets, it MJST be encoded w th
the Length field per Section 7 of [RFC5101] as foll ows:

0 1 2 3

01234567890123456789012345678901
B s i S i I i S S S i i
| 255 | Length (0 to 65535) | Semantic |
e S i e e e T S i o S Sk e N e
| Tenmplate 1D X | Data Records Length X |
L R e T e S e i i S SH TR S
| Data Record X.1 Content ... |
B s i S i I i S S S i i
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i S T i s o i i R SR S S S S
| Data Record X. 2 Content ... |
T Lk R e T e i ik i Sl TR R o
B s i S i I i S S S i i
| Data Record X.L Content ... |
e s S i e S e e  t ik ok S R SR S S
T Lk R e T e i ik i Sl TR R o
| Template ID Y | Data Records Length Y |
B s i S i I i S S S i i
| Data Record Y.1 Content ... |
e s S i e S e e  t ik ok S R SR S S
T Lk R e T e i ik i Sl TR R o
| Data Record Y.2 Content ... |
B s i S i I i S S S i i
e s S i e S e e  t ik ok S R SR S S
| Data Record Y.M Content ... |
T Lk R e T e i ik i Sl TR R o
B s i S i I i S S S i i
| Tenplate ID Z | Data Records Length Z |
i s S S e e i ek i ik S S S R S S S
| Data Record Z.1 Content ... |
T Lk R e T e i ik i Sl TR R o
B s i S i I i S S S i i
| Data Record Z.2 Content ... |
e s S i e S e e  t ik ok S R SR S S
T Lk R e T e i ik i Sl TR R o
| Data Record Z. N Content ... |
B s i S i I i S S S i i

T S I S S T R S S SR S

Figure 10: Variabl e-Length subTenpl ateMul ti Li st Encodi ng
(Length 0 to 65535 Cctets)

5. Structured Data Format
5.1. Length Encodi ng Consi derations

The new Structured Data Information Elements represent a list that
potentially carries conplex hierarchical and repeated data.
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When the encoding of a Structured Data Information El enent has a
fixed | ength (because, for exanmple, it contains the same nunber of
fixed-1ength el ements, or if the pernmutations of elements in the |ist
al ways produces the sanme total length), the element |ength can be
encoded in the correspondi ng Tenpl ate Record.

However, when representing variable-length data, hierarchical data,
and repeated data with variable el enent counts, where the nunber and
l ength of elements can vary fromrecord to record, we RECOMMEND t hat
the Informati on El ements are encoded using the variabl e-1ength
encodi ng described in Section 7 of [RFC5101], with the length carried
before the Structured Data Information El enent encoding.

Because of the conplex and repeated nature of the data, it is
potentially difficult for the Exporting Process to efficiently know

i n advance the exact encoding size. 1In this case, the Exporting
Process may encode the avail able data starting at a fixed offset and
fill inthe final length afterwards. Therefore, the three-byte

| ength encodi ng i s RECOVWWENDED for variable-length Infornmation

El ements in all Tenplate Records containing a Structured Data
Information El emrent, even if the encoded |l ength can be | ess than 255
bytes, because the starting offset of the data is known in advance.

When encodi ng such data, an Exporting Process MJST take care to not
exceed the maxi num al | owed | PFI X nessage | ength of 65535 bytes as
specified in [ RFC5101].

5.2. Recursive Structured Data

It is possible to define recursive rel ationshi ps between | PFI X
structured data instances, for exanple, when representing a tree
structure. The sinplest case of this might be a basicList, where
each element is itself a basicList, or a subTenpl atelLi st where one of
the fields of the referenced Tenplate is itself a subTenpl at eLi st
referencing the sane Tenplate. Also, the Exporting Process MJST take
care when encodi ng recursively-defined structured data not to exceed
the maxi mum al | owed | ength of an | PFI X Message (as noted in Length
Encodi ng Consi derations).

5.3. Structured Data Information Elements Applicability in Options
Tenmpl ate Sets

Structured Data Information El enments MAY be used in Options Tenpl ate
Sets.

As an exampl e, consider a nediation function that nust aggregate Data
Records fromnultiple Cbservation Point types:
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Router 1, (interface 1)

Router 2, (linecard A)

Router 3, (linecard B)

Router 4, (linecard C, interface 2)

In order to encode the PSAMP Sel ecti on Sequence Report Interpretation
[ RFC5476], the nediation function nust express this conbination of
observation Points as a single new Cbservation Point. Recall from

[ RFC5476] that the PSAMP Sel ection Sequence Report Interpretation
consists of the followi ng fields:

Scope: sel ecti onSequencel d
Non- Scope: one Information El ement mappi ng the Observati on Point
sel ectorld (one or nore)

Wthout structured data, there is clearly no way to express the
conpl ex aggregated Cbservation Point as "one Information El enent
mappi ng the Cbservation Point". However, the desired result may be
easi |y achi eved using the structured data types. Refer to Section
9.5. for an encoding exanple related to this case study.

Regardi ng the scope in the Options Tenplate Record, the |IPFIX
specification [ RFC5101] nentions that "the |IPFI X protocol doesn’'t
prevent the use of any Information Elenents for scope". Therefore, a
Structured Data Infornmation El ement MAY be used as scope in an
Options Tenpl ate Set.

Ext endi ng the previous exanple, the nediation function could export a
gi ven name for this conplex aggregated Observati on Point:

Scope: Aggregated Observation Point (structured data)
Non- Scope: a new Informati on El enent containing the nane

5.4. Usage Cuidelines for Equival ent Data Representations

Because basi cList, subTenpl atelList, and subTenpl ateMil tiList are al
lists, in several cases, there is nore than one way to represent what
is effectively the sane data structure. However, in sone cases, one
approach has an advantage over the other, e.g., nore conpact, uses
fewer resources, and is therefore preferred over an alternate
representation.

A subTenpl at eLi st can represent the sane sinple |list of single-val ued
Information El ements as a basicList, if the Tenplate referenced by
the subTenpl at eLi st contains only one single-valued Informtion

El ement. Al though the encoding is nore conpact than a basicList by
two bytes, using a subTenplatelList, in this case, requires a new
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Tenpl ate per Information Elenment. The basiclList requires no
additional Tenplate and is therefore RECOMWENDED in this case.

Al t hough a subTenplateMultiList with one El enment can represent the
contents of a subTenpl ateList, the subTenplateMultilList carries two
additional bytes (Elenent Length). It is also potentially useful to
a Collecting Process to know i n advance that a subTenpl at eLi st
directly indicates that list element types are consistent. The
subTenpl at eLi st Information Element is therefore RECOVWENDED in this
case.

The Semantic field in a subTenplateMiltiList indicates the top-Ieve
rel ati onship anong the series of Data Records corresponding to the
different Tenpl ate Records, within this Structured Data |nformation
Element. |If a semantic is required to describe the relationship
among the different Data Records corresponding to a single Tenplate
IDwithin the subTenpl ateMul ti List, then an encodi ng based on a

basi cLi st of subTenpl atelLi sts should be used; refer to Section 5.6
for nore information. Alternatively, if a semantic is required to
describe the relationship anong all Data Records within a

subTenpl ateMul ti Li st (regardl ess of the Tenplate Record), an encoding
based on a subTenplateMul tilList with one Data Record corresponding to
a single Tenplate I D can be used.

Note that the referenced Information Elenent(s) in the Structured
Data Information El enents can be taken fromthe |IPFI X infornation
nodel [RFC5102], the PSAMP information nodel [RFC5477], any of the
Informati on El ements defined in the ANA | PFI X registry [ ANA-1PFI X],
or enterprise-specific Information El enents.

If a Tenpl ate Record contains a subTenpl atelList as the only field, a
Set encoding as specified in the | PFI X protocol specifications
[ RFC5101] shoul d be considered, unless:

- Arelationship among nmultiple list elenments nust be exported, in
whi ch case, the semantic fromthe | PFIX Structured Data |Information
El ement can convey this relationship

- The Exporting Process wants to convey the number of elements in the
list, even in the special cases of zero or one element in the |ist.
I ndeed, the case of an enpty list cannot be represented with the
| PFI X protocol specifications [RFC5101]. 1In the case of a single
element list, the Tenplate Record specified in the | PFI X protoco
speci fication [ RFC5101] could be used. However, on the top of the
Tenmpl ate Record with the subTenpl atelLi st to export nultiple |ist
el ements, this supplementary Tenpl ate woul d i npose some extra
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nmanagenent, both on the Exporting Process and on the Collecting
Process, which mght have to correlate the information fromtwo
Tenpl at e Records.

Simlarly, if a Tenplate Record contains a subTenplateMiltilList as
the only field, an I PFI X Message as described in the |IPFIX protoco
speci fication [ RFC5101] shoul d be consi dered, unless:

- Arelationship among top-level list elenents nmust be exported, in
whi ch case, the semantic fromthe IPFIX Structured Data I nformation
El ement can convey this rel ationship

- The Exporting Process wants to convey the nunber of Data Records
corresponding to every Tenplate in the subTenpl ateMul ti Li st.

5.5. Paddi ng

The Exporting Process MAY insert sone padding octets in structured
data field values in a Data Record by including the 'paddi ngCctets’
Information El ement as described in [ RFC5101], Section 3.3.1. The
paddi ngCctets I nformation El enent can be included in a Tenplate
Record referenced by a structured data Information Element for this
pur pose.

5.6. Semantic

Semantic interpretations of received Data Records at or beyond the
Col l ecting Process remain explicitly undefined, unless that data is
transmtted using this extension with explicit structured data type
semantic information.

It is not the Exporter’'s role to check the validity of the semantic
representation of Data Records.

More conpl ex semantics can be expressed as a conbi nati on of the
Semantic Data Information Elenents specified in this docunent.

For exanpl e, the export of the AS10 AS20 AS30 AS40 {AS50, AS60} BGP
AS- PATH woul d be reported as a basicList of two el enments, each

el ement being a basiclList of BGP AS, with the top-level structured
data type semantic of "ordered"”. The first element would contain a
basi cLi st conposed of (AS10, AS20, AS30, AS40) and the respective
structured data type semantic of "ordered", while the second el enent
woul d contain a basicList conmposed of (AS50, AS60) and the respective
structured data type semantic of "exactlyOneO". A high-level Data
Record di agram woul d be represented as:
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BGP AS- PATH = (basicList, ordered,
(basi cLi st, ordered, AS10, AS20, AS30, AS40),

(basi cLi st, exactlyOneOf, AS50, AS60)

)

If a semantic is required to describe the rel ationship anmong the

di fferent Data Records corresponding to a single Tenplate ID within
the subTempl ateMul ti List, then an encodi ng based on a basicLi st of
subTenpl at eLi sts shoul d be used, as shown in the next case study.

Case study 1:

In this exanple, an Exporter nonitoring security attacks nust export
a list of security events consisting of attackers and targets. For
the sake of the exanple, assune that the Collector can differentiate
the attacker (which is expressed using source fields) fromthe target
(which is expressed using destination fields). |nmagine that
attackers Al or A2 may attack targets Tl and T2.

The first case uses a subTenplateMultilList conposed of two Tenpl ate
Records, one representing the attacker and one representing the
target, each of themcontaining an | P address and a port.
Attacker Tenplate Record = (src | P address, src port)
Target Tenplate Record = (dst | P address, dst port)
A high-level Data Record diagram woul d be represented as:
Alert = (subTenmplateMul tiList, allCf,
(Attacker Tenplate Record, Al, A2),
(Target Tenplate Record, T1, T2)
)

The Col |l ecting Process can only conclude that the |list of attackers
(Al, A2) and the list of targets (T1l, T2) are present, w thout
knowi ng the rel ationship anongst attackers and targets. The
Exporting Process would have to explicitly call out the relationship
anmongst attackers and targets as the top-level semantic offered by
the subTenmpl ateMul tiList isn't sufficient.
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The only proper encoding for the previous semantic (i.e., attacker Al
or A2 may attack target Tl and T2) uses a basiclList of
subTenpl ateLists and is represented as foll ows:
At t acker Tenplate Record = (src | P address, src port)
Target Tenplate Record = (dst | P address, dst port)
Alert = (basicList, all O,
(subTenpl at eLi st, exactlyOneOr, attacker Al, A2)

(subTenpl ateList, all O, target T1, T2)

)
Case study 2:

In this exanple, an Exporter nonitoring security attacks nmust export
a list of attackers and targets. For the sake of the exanple, assune
that the Collector can differentiate the attacker (which is expressed
using source fields) fromthe target (which is expressed using
destination fields). |Inmagine that attacker Al or A2 is attacking
target T1l, while attacker A3 is attacking targets T2 and T3. The
first case uses a subTenplateMultiList that contains Data Records
corresponding to two Tenpl ate Records, one representing the attacker
and one representing the target, each of themcontaining an IP
address and a port.

Attacker Tenplate Record = (src |IP address, src port)
Target Tenplate Record = (dst | P address, dst port)

A high-level Data Record di agram woul d be represented as:
Alert = (subTempl ateMul tiList, allCf,
(Attacker Tenplate Record, Al, A2, A3),
(Target Tenplate Record, T1, T2, T3)

)

The Col |l ecting Process can only conclude that the |list of attackers
(AL, A2, A3), and the list of targets (T1, T2, T3) are present,
wi t hout knowi ng the rel ati onshi p anongst attackers and targets.
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The second case could use a Data Record definition conposed of the
foll ow ng:

Alert = (subTempl ateMul tiList, allCf,
(Attacker Tenplate Record, Al, A2),
(Target Tenpl ate Record, T1),
(Attacker Tenplate Record, A3),
(Target Tenplate Record, T2, T3)

)

Wth the above representation, the Collecting Process can infer that
the alert consists of the list of attackers (Al, A2), target (T1l),
attacker (A3), and list of targets (T2, T3). Fromthe sequence in
whi ch attackers and targets are encoded, the Collector can possibly
deduce that sone relationship exists anong (Al, A2, T1) and (A2, T1,
T2) but cannot understand what it is exactly. So, there is a need
for the Exporting Process to explicitly define the rel ationship
between the attackers, and targets and the top-Ilevel semantic of the
subTenpl ateMul tiList is not sufficient.

The only proper encoding for the previous semantic (i.e., attacker Al
or A2 attacks target T1, attacker A3 attacks targets T2 and T3) uses
a basicList of subTenplatelLists and is represented as foll ows:
Participant Pl =
(basicList, all O,
(subTenpl at eLi st, exactlyOneOF, attacker Al, A2)
(subTenpl at eLi st, undefined, target T1)
)
Partici pant P2 =
(basicList, all O,
(subTenpl at eLi st, undefined, attacker A3,

(subTenpl ateList, allOf, targets T2, T3)
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The security alert is represented as a subTenpl at eLi st of
partici pants.

Alert =
(subTenpl ateList, all O, Participant Pl, Participant P2)

Note that, in the particular case of a single elenent in a Structured
Data Information Elenent, the Semantic field is actually not very
useful since it specifies the relationship anong nultiple el enments.
Any choice of all O, exactlyOneOf, or OneOr MoreOF woul d provide the
sanme result senmantically. Therefore, in case of a single elenent in
a Structured Data Information Elenment, the default "undefined"
semanti ¢ SHOULD be used.

6. Tenpl ate Managenent
This section introduces sone nore specific Tenpl ate nmanagenent and

Tenpl ate Wt hdrawal Message-rel ated specifications conpared to the
| PFI X protocol specification [ RFC5101].

First of all, the Tenplate |ID uni queness is unchanged conpared to
[ RFC5101]; the uniqueness is local to the Transport Session and
bservation Domain that generated the Tenplate ID. |In other words,

the Set ID used to export the Tenplate Record does not influence the
Tenpl ate | D uni queness.

Wil e [ RFC5101] nentions that "if an Information Element is required
nore than once in a Tenplate, the different occurrences of this

I nformati on El ement SHOULD foll ow the | ogical order of their
treatnments by the Metering Process", this rule MAY be ignored within
Structured Data | nformati on El enents.

As specified in [ RFC5101], Tenplates that are not used anynore SHOULD
be deleted. Deleting a Tenplate inplies that it MJST NOT be used

wi thin subTenpl at eLi st and subTenpl ateMul ti Li st anynore. Before
reusing a Tenplate ID, the Tenplate MJST be deleted. |In order to

del ete an allocated Tenplate, the Tenplate is w thdrawn through the
use of a Tenplate Wthdrawal Message.

7. The Collecting Process’s Side
This section introduces sonme nore specific specifications to the
Col l ection Process conpared to Section 9 in the | PFI X protoco
[ RFC5101] .

As opposed to the IPFI X specification in [RFC5101], |PFI X Messages
with PFI X Structured Data Infornation El enents change the | PFI X
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concept fromthe Collector’s point of view as the data types are
present in the Data Records rather than in the Tenplate Records. For
exanpl e, a basicList Information Element in a Tenpl ate Record doesn’t
specify the list element data type; this information is contained in
the Data Record. For example, in case of a subTenplateMiltilList, the
Col l ecting Process nmust refer to the included Tenplate Records in the
m ddl e of the Data Record decode.

As described in [ RFC5101], a Collecting Process MJST note the
Informati on El emrent identifier of any Information El enent that it
does not understand and MAY discard that Information Elenent fromthe
Fl ow Record. Therefore, a Collection Process that does not support
the extension specified in this docurment can ignore the Structured
Data Information Elenents in a Data Record, or it can ignore Data
Records containing these new Structured Data I nformati on El enents
whil e continuing to process other Data Records.

If the structured data contains the "undefined" structured data type
semantic, the Collecting Process MAY attenpt to draw its own
conclusion in terns of the semantic contained in the Data Record.

8. Defining New Information El ements Based on the New Abstract Data
Types

Thi s docunent specifies three new abstract data types: basiclList,
subTenpl at eLi st, and subTenpl ateMultiList. As specified in

[ RFC5102], the specification of new | PFI X I nformati on El ements uses
the Tenpl ate specified in Section 2.1 of [RFC5102]. This Tenplate
mentioned existing and future the data types: "One of the types
listed in Section 3.1 of this docunment or in a future extension of
the informati on nodel". So new Infornmation El enents can be specified
based on the three new abstract data types.

The authors anticipate the creation of both enterprise-specific and
I ANA I nformation El ements based on the I PFI X structured data types.
For exanpl e, bgpPathList, bgpSequencelist, and bgpSetList, of
abstract types and semantics basicli st/ ordered, basicList/ordered,
and basi cLi st/ exactl yOneX respectively, would define the conplete
semantic of the list. This specification doesn’'t specify any new

I nformati on El emrents beyond the ones in Section 4.3.

9. Structured Data Encodi ng Exanpl es
The foll owi ng exanples are created solely for the purpose of

illustrating how the extensions proposed in this docunment are
encoded.
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9.1. Encoding a Miulticast Data Record with basicList

Consi der encoding a multicast Data Record containing the foll ow ng
dat a:

Tenpl ate Record for the nulticast Flows, with the Tenplate I D 256

0 1 2 3
01234567890123456789012345678901
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

| Set ID=2 | Length = 24 octets

B T s i I S e i S i i S S e S
| Tenplate 1D = 256 | Field Count = 4

s S S i I S R R e h T Tk e S S S o T S
| O] i ngressinterface = 10 | Field Length = 4

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| O] sour cel Pv4Address = 8 | Field Length = 4

B T s i I S e i S i i S S e S
| O] Destinationl PvdAddress = 12 | Field Length = 4

s S S i I S R R e h T Tk e S S S o T S
| O] basi cLi st = 291 | Field Length = OXFFFF

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

Figure 11: Encodi ng basicList, Tenplate Record
The list of outgoing interfaces is represented as a basiclList with

semantic all Of, and the Length of the Iist is chosen to be encoded in
three bytes even though it may be | ess than 255 octets.
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The Data Set is represented as foll ows:

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| Set I D = 256 | Length = 36 |
i s S i i S S i k. i SR S S

| ingressinterface = 9

T Lk e el T R ks i S R R
| sour cel Pv4Address = 192.0. 2. 201

B s i S i I i S S S i i
| Destinationl Pv4Address = 233.252.0.1

e e o o i i e i i T S
| 255 | Li st Length = 17 | semantic=al |l O
e T e e i e e e e E CE e =
| egressinterface Fieldld = 14 |egressinterface Field Length=4
B i i S S i S i i S I T il S g S Y
| egressinterface value 1 =1

il s o i i e e T St N S ok ik e N S
| egressinterface value 2 = 4

Lk e el o o e T i i Sl TN R
L.

-+ +— +—

egressinterface value 3 = 8 |
B i T S T T i I i i S I e

Figure 12: Encodi ng basicList, Data Record, Semantic allCf
In the exanpl e above, the basicList contains fixed-length el enents.
To illustrate how variabl e-1 ength el enents woul d be encoded, the same

exanple is shown below with variable-length interface names in the
basi cLi st i nstead:
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0 1 2 3

01234567890123456789012345678901
R T i T e e i T S L e e e i T St R S S S S s e I S R
| Set ID = 256 | Length = 44 |
B s i S i I i S S S i i
| ingressinterface = 9 |
e b i T T e T S s S R S e T O i i Tk i RIS S S
| sour cel Pv4Address = 192. 0. 2. 201 |
R T i T e e i T S L e e e i T St R S S S S s e I S R
| Desti nati onl Pv4Address = 233.252.0.1 |
B s i S i I i S S S i i
| 255 | Li st Length = 25 | semantic=all O |
e b i T T e T S s S R S e T O i i Tk i RIS S S
| 0] InterfaceNane Fieldld = 82 | InterfaceNane Field Len=0xFFFF|
R T i T e e i T S L e e e i T St R S S S S s e I S R
| Length =5 | "F | = | "o |
B s i S i I i S S S i i
| " | o | Length =7 | "F |
e b i T T e T S s S R S e T O i i Tk i RIS S S
| = | 1 | "0’ W |
B el T e e e i it (oI T S e S e i i T S + B o S NI e R
!I-- B i s S T O T g I S S S I ik T S
| = | "2 | " "2 |
e b i T T e T S s S R S e T O i i Tk i RIS S S

|
.
1 | "o | Length =5 | "F |
S
|

Fi gure 13: Encoding basicList, Data Record with Variabl e-Length
El ements, Semantic all O

9.2. Encoding a Load-Bal anced Data Record with a basicLi st

Consi der encodi ng a | oad-bal anced Data Record containing the
fol |l owi ng dat a:
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9.

3.

So the Data Record egressed fromeither interface 1, 4, or 8. The
Data Set is represented as foll ows:

0 1 2 3
012345678901234567890123456789¢01
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Set ID = 256 | Length = 36 |
s S S i I S R R e h T Tk e S S S o T S

| ingressinterface = 9

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| sour cel Pv4Address = 192.0. 2. 201

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Desti nati onl Pv4Address = 233.252.0.1

s S S i I S R R e h T Tk e S S S o T S
| 255 | Li st Length = 17 | semrexact | yOne
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| egressinterface Fieldld = 14 |egressinterface Field Length=4
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| egressinterface value 1 =1

s S S i I S R R e h T Tk e S S S o T S
| egressinterface value 2 = 4

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| egressinterface value 3 = 8

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

Not e: semrexact| yOne represents senmanti c=exact| yOneCf
Fi gure 14: Encodi ng basicList, Data Record, Semantic exactlyOneO™
Encodi ng subTenpl at eLi st
As explained in Section 2.2, nultiple pairs of
(observati onTi meM croseconds, di gest HashVal ue) mnmust be collected from
two different Observation Points to passively compute the one-way

del ay across the network. This data can be exported with an
optim zed Data Record that consists of the follow ng attributes:

5-tuple
{ observationTi meM croseconds 1, digestHashValue 1 }
{ observationTi meM croseconds 2, digestHashValue 2 }
{ observationTi meM croseconds 3, digestHashVvalue 3 }
{ y e}
A subTenpl ateLi st is best suited for exporting the list of
(observati onTi meM croseconds, digestHashValue). For illustration

pur poses, the number of elements in the list is 5; in practice, it
could be nore

Cl aise, et al. St andards Track [ Page 38]



RFC 6313 Export of Structured Data in |PFIX July 2011

srclP | dstIP | src | dst |proto| one-way del ay
| | Port | Port | | metrics
192.0.2.1 192.0.2.105 1025 80 6 Ti mel, 0x0x91230613

Ti me2, 0x0x91230650
Ti me3, 0x0x91230725
Ti me4, 0x0x91230844
Ti me5, 0x0x91230978

The followi ng Tenplate is defined for exporting the one-way del ay
nmetrics:

0 1 2 3

01234567890123456789012345678901
B s i S i I i S S S i i
| Set ID=2 | Length = 16 octets |
R i S S T e R e T ok T e N
| Tenpl ate 1D = 257 | Field Count = 2 |
T e  E C kR e T S e e ik s i Shl SR N R S
| O] observationTi meM croS | Field Length = 8 |
B il s S I S S S S B i S S S it s ol T S S
| O] di gest HashVal ue = 326 | Field Length = 4 |
e i s i e e i i S SR N R SR S S

Fi gure 15: Encodi ng subTenpl at eLi st, Tenplate for One-Way Del ay
Metrics
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The Tenplate Record for the Optim zed Data Record is as foll ows:

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Set ID=2 | Length = 32 octets
i i S i e S T S h ik S SR SR S
| Tenplate 1D = 258 | Field Count = 6

T e  E C kR e T S e e ik s i Shl SR N R S
| O] sour cel Pv4Address = 8 | Field Length = 4

B s i S i I i S S S i i
| O] destinationl Pv4Address = 12 | Field Length = 4
i s T e T S e i ik I R SR S
| 0] sourceTransportPort =7 | Field Length = 2
R e L o e e e e et s it I R R SR R S
| O] destinationTransportPort= 11| Field Length = 2

B s i S i I i S S S i i
| O] protocolldentifier = 4 | Field Length = 1
i S T b i s o i e R T h
| 0] subTenpl at eLi st = 292 | Field Length = OxFFFF
R e L i e e e e o S NI R R R

Figure 16: Encodi ng subTenpl at eLi st, Tenpl ate Record

The Iist of (observationTi meM croseconds, digestHashValue) is
exported as a subTenplateList with semantic allOf. The Length of the
subTenpl ateLi st is chosen to be encoded in three bytes even though it
may be | ess than 255 octets.

The Data Record is represented as foll ows:

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| Set ID = 258 | Length = 83 octets
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| sourcel Pv4Address = 192.0.2.1

e i I R R i T R it i S S e e e i I T R T e e i
| destinati onl Pv4Address = 192.0.2. 105

B ik T T e S S i i L S S e s ik I NI R _H S R R S I R i S
| sourceTransportPort = 1025 | destinationTransportPort = 80

R ol N N N R R e T N i i NI R R R NI R R R R ik s S R i i et N
| Protocol =6 | 255 | one-way netrics list len = 63
s i T e S s it ST T e e S e S e o o o I T
| semantic=all Of| Tenmpl atel D = 257 | TimeVal uel

B ik T T e S S i i L S S e s ik I NI R _H S R R S I R i S
| octets 2-5 of TinmeVal uel

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
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| ... octets 6-8 of TineValuel | di gest HashVal 1=
s S S i I S R R e h T Tk e S S S o T S
| ... 0x0x91230613 | TinmeVal ue2

B T i o T I I I T I e i (T A S Y Y i (T N Y +-|+
| ... octets 2-5 of TinmeVal ue2

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| ... octets 6-8 of TineValue2 | di gest HashVal 2=
s S S i I S R R e h T Tk e S S S o T S
| ... 0x0x91230650 | TimeVal ue3

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| ... octets 2-5 of TinmeVal ue3

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| ... octets 6-8 of TineValue3 | di gest HashVal 3=
s S S i I S R R e h T Tk e S S S o T S
| ... 0x0x91230725 | TimeVal ued

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| ... octets 2-5 of TineVal ued

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

| ... octets 6-8 of TineValued | di gest HashVal 4=
s S S i I S R R e h T Tk e S S S o T S
| ... 0x0x91230844 | Ti meVal ueb

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| ... octets 2-5 of TinmeVal ue5
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

| ... octets 6-8 of TineValueb | di gest HashVal 5=
s S S i I S R R e h T Tk e S S S o T S
| ... 0x0x91230978 |

s S S S T ah T o ST S S S S S S S =
Figure 17: Encodi ng subTenpl ateLi st, Data Set
9.4. Encoding subTenpl ateMul tiLi st
As explained in Section 4.5.3, a subTenplateMultilList is used to
export a list of m xed-type content where each top-Ievel elenent

corresponds to a different Tenpl ate Record.

To illustrate this, consider the Data Record with the follow ng
attributes:
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5-tupl e (Fl ow Keys), octetCount, packet Count
attributes for filtering
sel ectorld,
sel ector Al gorithm
attributes for sanpling
sel ectorld,
sel ector Al gorithm
sanpl i ngPacket I nterval ,
sanpl i ngPacket Space

Thi s exanpl e demponstrates that the Sel ector Report Interpretation

[ RFC5476] can be encoded with the subTenplateMultilList. More
specifically, the exanple describes Property Match Filtering Sel ector
Report Interpretation [ RFC5476] used for filtering purposes, and the
System ¢ Count-Based Sanpling as described in Section 6.5.2.1 of

[ RFC5476]. Some traffic will be filtered according to match
properties configured, some will be sanpled, sone will be filtered
and sanpl ed, and sonme will not be filtered or sanpled.

A subTenplateMul tiList is best suited for exporting this variable
data. A Tenplate is defined for filtering attributes and anot her
Tenmpl ate is defined for sanpling attributes. A Data Record can
contain data corresponding to either of the Tenplates, both of them
or neither of them

Consi der the exampl e bel ow where the foll owing Data Record contains
both filtering and sanpling attributes.

Key attributes of the Data Record:

srclP | dstIP | src | dst | proto | octetCount | packet
| | Port | Port | | | Count
2001: DB8::1 2001:DB8::2 1025 80 6 108000 120
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Sanpling attributes:

For Systemi c Count-Based Sanpling as defined in Section 6.5.2.1 of
[ RFC5476] the required al gorithmspecific Informati on El enents are:

sanpl i ngPacket I nterval : nunmber of packets selected in a row
sanpl i ngPacket Space: nunber of packets between sel ections

Exanmpl e of a sinple 1-out-of-100 systematic count-based Sel ector

definition, where the sanplingPacketlnterval is 1 and the
sampl i ngPacket Space is 99.

selectorld | selectorAl gorithm | sanpling | sanpling
| | Packet | Packet
| | I'nterval | Space
15 1 (Count-Based Sanpling) 1 99

To represent the Data Record, the follow ng Tenpl ate Records are
defi ned:

Tenplate for filtering attributes: 259
Tenplate for sanpling attributes: 260
Tenpl ate for Flow Record: 261

Fl ow record (261)
| (sourcel Pv6Address)
| (destinationl Pv6Address)
| (sourceTransportPort)
| (destinationTransportPort)
| (protocolldentifier)
| (octetTotal Count)
| (packet Tot al Count)
|

+o-om- - filtering attributes (259)
| (sel ectorld)
| (sel ector Al gorithm

+o-om- sampling attributes (260)

| (sel ectorld)

| (sel ectorAl gorithn

| (sanpl i ngPacket I nterval)
| (sanpl i ngPacket Space)
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The foll owing Tenplate Record is defined for filtering attributes:

0 1 2 3
01234567890123456789012345678901
I S T i S S S T S S S S D i S S S i

| Set ID=2 | Length = 16 |
i s S i i S S i k. i SR S S
| Tenplate 1D = 259 | Field Count = 2
Lk s e S e ks S SR R R R
| O] selectorld = 302 | Field Length = 4
B s i S i I i S S S i i
| O] sel ectorAlgorithm= 304 | Field Length = 1
i i T e T i e R ok £ S i N

Figure 18: Encodi ng subTenplateMul tilList, Tenplate for Filtering
Attributes

The Tenplate for sanpling attributes is defined as foll ows:
0 1 2 3

01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| Set ID=2 | Length = 24 |
B T s i I S e i S i i S S e S
| Tenplate 1D = 260 | Field Count = 4

s S S i I S R R e h T Tk e S S S o T S
| O] selectorld = 302 | Field Length = 4

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| 0] selectorAl gorithm= 304 | Field Length =1

B T s i I S e i S i i S S e S
| 0] sanplingPacket|nterval = 305| Field Length = 1

s S S i I S R R e h T Tk e S S S o T S
| 0] sanpli ngPacket Space = 306 | Field Length =1

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

Figure 19: Encodi ng subTenpl ateMultiList, Tenplate for Sanpling
Attributes

Note that while selectorAlgorithmis defined as unsignedl6, and
sampl i ngPacket I nt erval and sanpli ngPacket Space are defined as

unsi gned32, they are conpressed down to 1 octet here as all owed by
Reduced Size Encoding in Section 6.2 of the |IPFIX protocol

speci fications [ RFC5101].
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Tenplate for the Flow Record is defined as shown bel ow

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| Set ID=2 | Length = 40 |
i s S i i S S i k. i SR S S

| Tenplate 1D = 261 | Field Count = 8
Lk s e S e ks S SR R R R
| O] sour cel Pv6Address = 27 | Field Length = 16

B s i S i I i S S S i i
| O] destinationl Pv6Address = 28 | Field Length = 16
i s T e T S e i ik I R SR S
| O] sourceTransportPort = 7 | Field Length = 2
R e L i o e i i s it NI R R SR R S
| O] destinationTransportPort=11 | Field Length = 2

B s i S i I i S S S i i
| O] protocolldentifier = 4 | Field Length = 1
i S T b i s o i e R T h
| O] oct et Tot al Count = 85 | Field Length = 4
R e L R i o e i i s it NI R R SR e R S
| O] packet Tot al Count = 86 | Field Length = 4

B s i S i I i S S S i i
| O] subTenplateMultilList = 293 | Field Length = OXFFFF
i o S S T i ik R R SR S R ok ik i N

Fi gure 20: Encodi ng subTenpl ateMul tilList, Tenplate for Flow Record

A subTenpl ateMul tiList with semantic allOf is used to export the
filtering and sanpling attributes. The Length field of the
subTenpl ateMul tiList is chosen to be encoded in three bytes even
though it may be less than 255 octets.

The Data Record is encoded as foll ows:

0 1 2 3
01234567890123456789012345678901
R e L i e e i i SR S e e C s

| Set ID = 261 | Length = 73

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| sour cel Pv6Address = -

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L
|+- B i T S S S i sl (T S Y Y Y Y T Y T T T +-|+
| 2001: DB8: : 1

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
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| destinati onl Pv6Address =
+++++++++++++++++++++++++++++++++

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
L—-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-!|-
2001: DB8: : 2
B N e i i T R et o s S
sourceTransport Port = 1025 | destinationTransportPort = 80
B i i T e S ik seTe O I S i S S R S R it dEIE I R SR
protocol =6 | oct et Tot al Count = 108000 |
I i i it S R R e e R e e S it I SR e e S T e it S SRR R
c. | packet Tot al Count = 120 |
e i S T i S el T LRI S e S i Tt (TIE S R R S R S e i e R
| 255 | Attributes List Length = 21
e e e s T T e s sl i it ST SRR T R S SR e S T e e
semantic=all O | Filtering Tenplate ID = 259 | Filtering Attr
I i i it S R R e e R e e S it I SR e e S T e it S SRR R
| sel ectorld = ...
i I e e i e I o S e S e i ik S TR S e S e e
100 | sel ectorAlg = 5| Sanpling Tenplate ID = 260
i o e T I i i it T T TR S I SR S R S i T R i e S e S
Sanpling Attributes Length=11 | selectorld = ..
i i S i i e e et it S SR SEIE i e S S e i e e e i it &
15 | sel ectorAlg = 1] Interval =1
e T T S e s i o R R S R e e S R T S el otk R B
pace = 99
R ol o

.Length =9

FT AT T A T AT A T AT T T T
+— T+ +—

HE

Figure 21: Encodi ng subTenplateMultilList, Data Set
9.5. Encoding an Options Tenplate Set Using Structured Data

As described in Section 5.3, consider a mediation function that nust
aggregate Data Records fromdifferent Observation Points.

Say Observation Point 1 consists of one or nore interfaces,
Cbservation Points 2 and 3 consist of one or nmore |inecards, and
Cbservation Point 4 consists of one or nore interfaces and one or
nore |inecards. Wthout structured data, a Tenplate would have to be
defined for every possible conmbination to interpret the data
correspondi ng to each of the Chservation Points. However, with
structured data, a basicList can be used to encode the |ist of

i nterfaces and anot her basicLi st can be used to encode the |ist of

| i necards.
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For the sake of sinplicity, each Cbservation Point shown bel ow has
the I P address corresponding to the Router and an <interface> or
<linecard> or <linecard and interface>  This can very well be
extended to include a list of interfaces and a |ist of |inecards
usi ng basicLi sts as expl ai ned above.

observati on Poi nt Router 1, (interface 1)
Observati on Poi nt Router 2, (linecard A)
Observation Point 3: Router 3, (linecard B)
onservation Point 4: Router 4, (linecard C, interface 2)

wn ke

The nedi ation function wi shes to express this as a single Observation
Point, in order to encode the PSAMP Sel ecti on Sequence Report
Interpretation (SSRI). Recall from][RFC5476] that the PSAWMP

Sel ection Sequence Report Interpretation consists of the follow ng
fields:

Scope: sel ecti onSequencel d

Non- Scope: one Information El ement mappi ng the
observati on Poi nt
sel ectorld (one or nore)

For exanple, the Cbservation Point detailed above may be encoded in a
PSAMP Sel ection Sequence Report Interpretation as shown bel ow

Sel ection Sequence 7 (Filter->Sanpling):
ohservation Point: subTenpl ateMil tilList.
Router 1 (I P address 192.0.2.11), (interface 1)
Router 2 (I P address 192.0.2.12), (linecard A)
Router 3 (I P address 192.0.2.13), (linecard B)
Router 4 (I P address 192.0.2.14), (linecard C, interface 2)
selectorld: 5 (Filter, match | Pv4SourceAddress 192.0.2.1)
sel ectorld: 10 (Sanpler, Random 1 out-of ten)

The following Tenplates are defined to represent the PSAMP SSRI
Tenpl ate for representing PSAMP SSRI: 262

Tenpl ate for representing interface: 263

Tenpl ate for representing linecard: 264

Tenmpl ate for representing linecard and interface: 265
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PSAMP SSRI (262)

| (Sel ecti onSequencel d)

|

+--- (Observation Point 1 (263)

| (exporterl Pv4Addr ess)

| (Interface Id)

|

+--- (Observation Point 2 and 3 (264)

| (exporterl| Pv4Addr ess)

| (l'i necard)

|

+--- (bservation Point 4 (265)
(exporterl| Pv4Addr ess)
(l'inecard)
(I'nterface 1d)

|
|
|
|
| (selectorld 1)

| (selectorld 2)

Note that the exanple could further be inproved with a basicLi st
of selectorld if nmany Selector IDs have to be reported.

Fi gure 22: PSAMP SSRI to Be Encoded
0 1 2 3

01234567890123456789012345678901
A S S S e i S R T S S i SR S

| Set ID=3 | Length = 26

B s i S i I i S S S i i
| Tenplate ID = 262 | Field Count = 4
e i e i e S e ki R SR S S
| Scope Field Count = 1 | 0] selectionSequenceld = 301
L R e T e ki Sl R R e
| Scope 1 Length = 4 | 0] subTempl ateMul tiList = 293
B s i S i I i S S S i i
| Field Length = OxFFFF | O] selectorld = 302
i i S S e S e R S h ik S SR SR e S
| Field Length = 4 | O] sel ectorld = 302
Lk e s o o e i i i Sl S N N
| Field Length = 4

B i S S S it s ol T S S

Figure 23: Options Tenplate Record for PSAMP SSRI Using
subTenpl at eMul ti Li st

A subTenpl ateMul tiList with semantic allOf is used to encode the
list of Observation Points.
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0 1 2 3
01234567890123456789012345678901
A S S S e i S R T S S i SR S

| Set ID=2 | Length = 16 |
B s i S i I i S S S i i
| Tenplate ID = 263 | Field Count = 2 |
e i e i e S e ki R SR S S
| O] exporterl Pv4Address = 8 | Field Length = 4 |
e e L R i e e e e i Sl i RRTNIE R SR R S
| O] i ngressinterface = 10 | Field Length = 4 |
B s i S i I i S S S i i

Figure 24: PSAMP SSRI, Tenplate Record for interface

0 1 2 3
01234567890123456789012345678901
i T S S s S S S S i S

| Set ID=2 | Length = 16 |
s S S i I S R R e h T Tk e S S S o T S
| Tenplate 1D = 264 | Field Count = 2 |
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| O] exporterl Pv4Address = 8 | Field Length = 4 |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| O] lineCardld = 141 | Field Length = 4 |

e L s T T e ok sk S R SR
Fi gure 25: PSAMP SSRI, Tenplate Record for linecard
0 1 2 3

01234567890123456789012345678901
A S S S e i S R T S S i SR S

| Set ID=2 | Length = 20 |
B s i S i I i S S S i i
| Tenpl ate ID = 265 | Field Count = 3 |
e i e i e S e ki R SR S S
| O] exporterl Pv4Address = 8 | Field Length = 4 |
e e L R i S e e e i s i N R R SR e R S
| O] lineCardld = 141 | Field Length = 4 |
B s i S i I i S S S i i
| O] ingressinterface = 10 | Field Length = 4 |
i T T e i s o i e R T e e E ok

Fi gure 26: PSAMP SSRI, Template Record for linecard and interface
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The PSAMP SSRI Data Set is represented as foll ows:

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| Set ID = 262 | Length = 68 |
i s S i e S S S  h ik S R SR S

| sel ecti onSequenceld = 7
ok SR ol s S e R e e e e e e R ok o S
| 255 | Cbservation Point List Len=49 |semantic=all O |
B s i S i I i S S S i i
| OP1 Tenplate ID = 263 | OP1 Length = 12
i s S S i e i ks i ik I N SR S i
| Router 1 exporterl Pv4Address = 192.0.2.11
T e E R e T e S e i i i SR TR R
OPl ingressinterface =1 |
i o i T S i I S S s ol ST SN S
OP2&0OP3 Tenpl ate 1D = 264 | OP2 & OP3 Length = 20 |
i T S s i i i e I N N S
Router 2 exporterl Pv4Address = 192.0.2.12
B o o e e e s s e e S I N S
OP2 lineCardld = A
i o i T S i I S S s ol ST SN S
Router 3 exporterl Pv4Address = 192.0.2.13
i T S e T i i i e S U N S
OP3 lineCardld = B
e o T e e e i s I R N SR R

e ok R
OP4 Tenplate I D = 265 | OP4 Length = 16
i o i T S i I S S s ol ST SN S

Router 4 exporterlPv4Address = 192.0.2. 14
i T S e T i i i e S U N S
OP4 lineCardld = C

B T o e e e e s i e S S s N N S
OP4 ingresslinterface = 2 |

i o i T S i I S S s ol ST SN S
selectorld =5 |

i T S T s i i i i e e I N N S
selectorld = 10 |

B T o e e e e s i e S S s N N S

B e e T el Sl Sl S I S T

Figure 27: Exanple of a PSAMP SSRI Data Record, Encoded Using a
subTenpl at eMul ti Li st

Note that the Data Record above contains multiple instances of

Tenpl ate 264 to represent Observation Point 2 (Router2, linecard A)
and Observation Point 3 (Router3, linecard B). Instead, if a single
Observation Point had both [inecard A and |linecard B, a basiclLi st
woul d be used to represent the list of l|inecards.
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10. Relationship with the her |PFI X Docunents
10.1. Relationship with Reduci ng Redundancy

"Reduci ng Redundancy in IP Flow Information Export (IPFIX) and Packet
Sanpl i ng (PSAMP) Reports" [RFC5473] describes a bandw dth saving

net hod for exporting Flow or packet information using the IP Fl ow

I nformati on Export (I PFIX) protocol

It defines the commonPropertiesID Information El ement for exporting
Conmon Properties.

10.1.1. Encoding Structured Data El enment Using Conmmon Properties

When Structured Data Information El ements contain repeated el ements,
these elements may be replaced with a conmonPropertieslD I nformation
El ement as specified in [RFC5473]. The replaced el enents may incl ude
the basicList, subTenpl ateList, and subTenpl ateMultiList Infornmation
El enent s.

Thi s technique might hel p reducing the bandw dth requirenments for the
export. However, a detailed analysis of the gain has not been done;
refer to Section 8.3 of [RFC5473] for further considerations.

10. 1. 2. Encodi ng Common Properties Elements with Structured Data
I nformati on El enment

Structured Data Information El ement MAY be used to define a list of
commonPropertiesl D, as a replacenment for the specifications in
[ RFC5473] .

I ndeed, the exanple in Figures 1 and 2 of [RFC5473] can be encoded
with the specifications in this docunent.

o m e e o S T +
| sourceAddressA | sourcePortA | <Fl owl i nformation>
S . e +
| sourceAddressA | sourcePortA | <Fl ow2 i nformation>
. . e +
| sourceAddressA | sourcePortA | <FI ow3 i nf or mati on>
o m e e o S T +
| sourceAddressA | sourcePortA | <Fl om4 i nf or mati on>
S . e +
SRS PR RSSO SRRSO .

Fi gure 28: Conmon and Specific Properties Exported Toget her
[ RFC5473]
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e Focmmiaeiiiaaaaas S +
| index for properties A | sourceAddressA | sourcePortA |
YT . . +
I I I I
o e e e e e e a oo - o e oo S +
e e +

| index for properties A | <Fl oml i nformation>
YT e +

| index for properties A | <Fl ow2 i nf ormati on>

o e e e e e e a oo - T +

| index for properties A | <Fl ow3 i nf or mati on>
S e +

| index for properties A | <Fl om4 i nf or mati on>
YT e +

Fi gure 29: Conmon and Specific Properties Exported Separately
According to [ RFC5473]

. . T +
sour ceAddr essA | sourcePortA | <Fl owl i nformation>

o m e e o S T +
| <Fl ow2 i nf or mati on>

e +
| <Fl ow3 i nf or mati on>

e +
| <FI ow4 i nf ormati on>

T +

S S S SN .

Fi gure 30: Conmon and Specific Properties Exported with
Structured Data Information El enent

The exanple in Figure 28 could be encoded with a basicList if the
<Flow informati on> represents a single Informati on El enent, with a
subTenpl ateList if the <Flow information> represents a Tenpl ate
Record, or with a subTenplateMultilList if the <Flow information> is
conposed of different Tenpl ate Records.

Using Structured Data Information Elenments as a replacenent for the
techni ques specified in "Reduci ng Redundancy in IP Flow I nfornmation
Export (1PFIX) and Packet Sanpling (PSAMP) Reports" [RFC5473] offers
the advantage that a single Tenplate Record is defined. Hence, the
Collector’s job is simplified in terns of Tenpl ate managenent and
conbi ni ng Tenpl at e/ Opti ons Tenpl at e Records.
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10.

However, it nust be noted that using Structured Data |Infornation

El ements as a replacenment for the techni ques specified in "Reducing
Redundancy in I P Flow I nformati on Export (IPFIX) and Packet Sanpling
(PSAMP) Reports" only applies to sinplified cases. For exanple, the
"Multiple Data Reduction" (Section 7.1 [RFC5473]) m ght be too
conplex to encode with Structured Data Information El enents.

2. Relationship with CGuidelines for |PFIX Testing

[ RFC5471] presents a list of tests for inplenenters of 1P Fl ow
Informati on Export (1PFIX) conpliant Exporting Processes and
Col I ecting Processes.

Al t hough [ RFC5471] doesn’t define any structured data el enent
specific tests, the Structured Data Information El enments can be used
in many of the [ RFC5471] tests.

The [ RFC5471] series of test could be useful because the docunent
specifies that every Information El enent type shoul d be tested.
However, not all cases fromthis document are tested in [ RFC5471].

The foll owi ng sections are especially noteworthy:

3.2.1. Transm ssion of Tenplate with Fi xed-Size Information
El ement s

- each data type should be used in at |east one test. The new
data types specified in Section 4.1 should be included in
this test.

3.2.2. Transmission of Tenplate with Variabl e-Length Information
El enent s

- this test should be expanded to include Data Records
cont ai ning variable | ength basicList, subTenplateList, and
subTenpl ateMul ti List Information El enents.

3.3.1. Enterprise-Specific Information El ements

- this test should include the export of basiclList,
subTenpl at eLi st, and subTenpl ateMul tiList Information
El ements containing Enterprise-specific Information El enents,
e.g., see the exanple in Figure 2.
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10.

11.

11.

11.

11.

3.3.3. Miltiple Instances of the Sane Information El enent in One
Tenpl ate

- this test should verify that multiple instances of the
basi cLi st, subTenpl ateLi st, and subTenpl at eMul ti Li st
Information El ements are accepted

3.5. Stress/Load Tests
- since the structured data types defined here all ow nodeling
of complex data structures, they may be useful for stress
testing both Exporting Processes and Col |l ecti ng Processes.
3. Relationship with | PFI X Medi ation Function
The Structured Data Information El enents woul d be beneficial for the
export of aggregated Data Records in mediation function, as was
denonstrated with the exanple of the aggregated Cbhservation Point in
Section 5. 3.
| ANA Consi derati ons

Thi s docunent specifies several new | PFl X abstract data types, a new
| PFI X Data Type Semantic, and several new Information El enents.

Two new | PFI X regi stries have been created, and the existing |PFIX
Informati on El ement registry has been updated as detail ed bel ow.

1. New Abstract Data Types

Section 4.1 of this docunment specifies several new | PFI X abstract
data types. Per Section 6 of the IPFI X information nodel [RFC5102],
new abstract data types can be added to the I PFI X information nodel
in the IPFI X Information El enent Data Types registry.

Abstract data types that have been added to the I PFI X Infornmation
El ement Data Types registry are |listed bel ow

1.1. DbasiclList

The type "basicList” represents a |list of any Information El enent
used for single-valued data types.

1.2. subTenpl at eLi st
The type "subTenpl ateList" represents a list of a structured data

type, where the data type of each list elenent is the same and
corresponds with a single Tenplate Record.
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11.

11.

11.

11.

11.

1.3. subTenpl ateMul ti Li st

The type "subTenplateMul tiList" represents a list of structured data
types, where the data types of the list elements can be different and
correspond with different Tenplate definitions.

2. New Data Type Senantics

Section 4.2 of this docunment specifies a new | PFI X Data Type
Semantic. Per Section 3.2 of the IPFIX information nmodel [RFC5102],
new data type semantics can be added to the I PFI X information nodel
Therefore, the I ANA | PFI X i nfornmati onEl enent Semantics registry

[ ANA-1PFI X], which contains all the data type semantics from Section
3.2 of [RFC5102], has been augnented with the "list" val ue bel ow.

2.1. list

Alist is a structured data type, being conposed of a sequence of
el ements, e.g., Information El enent, Tenplate Record.

3. New Information El ements

Section 4.3 of this docunment specifies several new Information
El ements that have been created in the IPFI X Information El enent
registry [I ANA-I PFI X] .

New | nformation El ements that have been added to the |PFIX
Information El ement registry are listed bel ow

3.1. DbasiclList

Name: basi cLi st

Descri pti on:

Specifies a generic Information El enent with a basicli st abstract
data type. Exanples include a list of port nunbers, and a list of
interface indexes.

Abstract Data Type: basiclLi st

Data Type Semantics: |ist

El ement 1 d: 291

Status: current
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11. 3. 2. subTenpl at eLi st

Nane: subTenpl at eLi st

Descri pti on:

Specifies a generic Information Element with a subTenpl at eLi st
abstract data type.

Abstract Data Type: subTenpl at eLi st

Data Type Semantics: |ist

El ement I d: 292

Status: current

11. 3. 3. subTenpl ateMul tiLi st

Nane: subTenpl ateMul ti Li st

Descri pti on:

Specifies a generic Information Elenent with a
subTenpl ateMul ti Li st abstract data type
Abstract Data Type: subTenpl ateMul ti Li st

Data Type Semantics: |ist

El ement | d: 293

Status: current

11.4. New Structured Data Semantics
Section 4.4 of this docunent specifies a series of new | PFI X
structured data type semantics, which is expressed as an 8-bit val ue.
This requires the creation of a new "IPFI X Structured Data Types
Semantics" | PFI X subregistry [I ANA-IPFI X] .
Entries may be added to this subregistry subject to a Standards
Action [RFC5226]. Initially, this registry includes all the
structured data type semantics |isted bel ow

11.4.1. undefined
Narme: undefi ned
Description: The "undefined" structured data type senmantic specifies
that the semantic of list elenents is not specified and that, if a
semantic exists, then it is up to the Collecting Process to drawits

own conclusions. The "undefined" structured data type semantic is
the default structured data type semantic.

Val ue: OxFF

Ref erence: RFC 6313
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11.4.2. noneO™
Name: noneOf

Description: The "noneO" structured data type senmantic specifies
that none of the elenents are actual properties of the Data Record.

Val ue: 0x00
Ref erence: RFC 6313

11.4.3. exactlyOne™:
Nane: exact|yOneO™!
Description: The "exactl yOneOF" structured data type semantic
specifies that only a single elenent fromthe structured data is an
actual property of the Data Record. This is equivalent to a | ogical
XOR operati on.
Val ue: 0x01
Ref erence: RFC 6313

11.4. 4. oneOr MoreO™t
Nanme: oneOr Mor eCf
Description: The "oneOr MreO" structured data type semantic
specifies that one or nore elenments fromthe list in the structured
data are actual properties of the Data Record. This is equivalent to
a |l ogi cal OR operation.
Val ue: 0x02
Ref erence: RFC 6313

11.4.5. all O™
Nane: all O
Description: The "all O" structured data type semantic specifies that
all of the list elenents fromthe structured data are actual
properties of the Data Record.
Val ue: 0x03

Ref erence: RFC 6313
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11.

12.

13.

13.

13.

4.6. ordered

Nane: ordered Description: The "ordered" structured data type
semantic specifies that elenents fromthe list in the structured data
are ordered.

Val ue: 0x04
Ref erence: RFC 6313
Security Considerations

The addition of conplex data types necessarily conplicates the

i mpl ementation of the Collector. This could easily result in new
security vulnerabilities (e.g., buffer overflows); this creates
additional risk in cases where either Datagram Transport Layer
Security (DTLS) is not used or if the CGbservation Point and Col |l ector
belong to different trust domains. Qherw se, the sanme security
considerations as for the | PFI X protocol [RFC5101] and the |PFI X

i nformati on nodel [RFC5102] apply.

Ref er ences
1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ RFC5101] Claise, B., Ed., "Specification of the IP Fl ow
Informati on Export (IPFIX) Protocol for the Exchange of
IP Traffic Flow Information", RFC 5101, January 2008.

[ RFC5102] Quittek, J., Bryant, S., Caise, B., Aitken, P., and J.
Meyer, "Information Model for IP Flow Information
Export", RFC 5102, January 2008.

[ RFC5226] Narten, T. and H Alvestrand, "Guidelines for Witing an
| ANA Consi derations Section in RFCs", BCP 26, RFC 5226,
May 2008.

2. Infornmtive References

[ RFC3917] Quittek, J., Zseby, T., Caise, B., and S. Zander
"Requirements for IP Flow Informati on Export (IPFIX)"
RFC 3917, Cctober 2004.

Cl aise, et al. St andards Track [ Page 58]



RFC 6313

[ RFC5

[ RFC5

[ RFC5

[ RFC5

[ RFC5

[ RFC5

[ RFC5

[ RFC5

[ 1 ANA- | PFI X]

103]

470]

471]

472]

473]

475]

476]

477]

Export of Structured Data in |PFIX July 2011

Trammel |, B. and E. Boschi, "Bidirectional Flow Export
Using I P Flow I nformation Export (IPFIX)", RFC 5103,
January 2008.

Sadasivan, G, Brownlee, N, Caise, B., and J. Qittek,
"Architecture for IP Flow Informati on Export", RFC 5470,
Mar ch 2009.

Schnol |, C., Aitken, P., and B. Caise, "Cuidelines for
| P Flow Informati on Export (IPFIX) Testing", RFC 5471,
March 2009.

Zseby, T., Boschi, E., Brownlee, N, and B. Claise, "IP
Fl ow I nformation Export (IPFIX) Applicability", RFC
5472, March 2009.

Boschi, E., Mark, L., and B. Caise, "Reducing
Redundancy in IP Flow Informati on Export (IPFIX) and
Packet Sanpling (PSAMP) Reports", RFC 5473, March 2009.

Zseby, T., Molina, M, Duffield, N, Nccolini, S, and
F. Raspall, "Sanpling and Filtering Techniques for IP
Packet Sel ection", RFC 5475, March 2009.

Claise, B., Ed., Johnson, A, and J. Quittek, "Packet
Sanpl i ng (PSAMP) Protocol Specifications", RFC 5476,
Mar ch 2009.

Dietz, T., Caise, B., Aitken, P., Dressler, F., and G
Carle, "Information Model for Packet Sanpling Exports"”,
RFC 5477, March 2009.

I ANA, "I P Flow Information Export (IPFIX) Entities",
<http://ww.iana. org/>.

14. Acknow edgenents

The authors would like to thank zhipu Jin, Nagaraj Varadharajan,
Brian Trammel, Atsushi Kobayashi, and Rahul Patel for their feedback,
and Gerhard Mienz, for proofreadi ng the docunent.

d ai se,

et al.

St andards Track [ Page 59]



RFC 6313 Export of Structured Data in |PFIX July 2011

Appendi x A.  Additions to XM. Specification of IPFIX Infornmation
El ements and Abstract Data Types

Thi s appendi x contains additions to the nachi ne-readabl e description
of the IPFI X informati on nodel coded in XM. in Appendices A and B in
[ RFC5102]. Note that this appendix is of informational nature, while
the text in Section 4 (generated fromthis appendi x) is nornative.

The following field definitions are appended to the | PFI X informtion
nodel in Appendix A of [RFC5102].

<field name="basi cLi st"
dat aType="basi cLi st"
group="structured-data"
dat aTypeSemanti cs="List"
el ement 1 d="291" applicability="all" status="current">
<descri pti on>
<par agr aph>
Represents a list of zero or nore instances of
any Information Elenment, primarily used for
singl e-val ued data types. Exanples include a Iist of port
nunbers, list of interface indexes, and a list of ASin a
BGP AS- PATH
</ par agr aph>
</ descri ption>
</field>

<field nane="subTenpl at eLi st"
dat aType="subTenpl at eLi st
group="structured-data"
dat aTypeSemanti cs="List"
el ement | d="292" applicability="all" status="current">
<descri pti on>
<par agr aph>
Represents a list of zero or nore instances of a
structured data type, where the data type of each |ist
el ement is the sane and corresponds with a single
Tenpl ate Record. Exanples include a structured data type
conposed of nmultiple pairs of ("MPLS | abel stack entry
position", "MPLS |abel stack value"), a structured data
type conposed of performance netrics, and a structured data
type conposed of nultiple pairs of |P address.
</ par agr aph>
</ descri ption>
</field>

Cl aise, et al. St andards Track [ Page 60]



RFC 6313 Export of Structured Data in |PFIX July 2011

<field nanme="subTenpl ateMul ti Li st"
dat aType="subTenpl ateMul ti Li st"
group="struct ured-data"
dat aTypeSemanti cs="List"
el ement 1 d="293" applicability="all" status="current">
<descri pti on>
<par agr aph>
Represents a list of zero or nore instances of
structured data types, where the data type of each I|ist
el ement can be different and corresponds with
different Tenplate definitions. Exanples include, a
structured data type conposed of nultiple access-1i st
entries, where entries can be conposed of different
criteria types.
</ par agr aph>
</ descri ption>
</field>

The following structured data type senmantic definitions are appended
to the IPFI X information nodel in Appendix A of [RFC5102].

<struct uredbDat aTypeSemanti cs>
<struct uredbDat aTypeSemanti ¢ nane="undefi ned" val ue="255">
<descri pti on>
<par agr aph>
The "undefi ned" structured data type semantic specifies
that the semantic of list elenents is not specified and
that, if a semantic exists, then it is up to the
Col l ecting Process to draw its own conclusions. The
"undefined" structured data type semantic is the default
structured data type senmantic.
</ par agr aph>
</ descri ption>
</ struct uredDat aTypeSenmanti c>

<struct uredbDat aTypeSenanti ¢ nane="noneO'" val ue="0">
<descri pti on>
<par agr aph>
The "noneO" structured data type semantic specifies
that none of the elenments are actual properties of the
Dat a Record.
</ par agr aph>
</ description>
</ structuredDat aTypeSenanti c>
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<struct uredbDat aTypeSenanti c nane="exact| yOneO" val ue="1">
<descri pti on>
<par agr aph>
The "exactlyOneO" structured data type semantic
specifies that only a single elenent fromthe structured
data is an actual property of the Data Record. This is
equi valent to a | ogical XOR operation
</ par agr aph>
</ descri ption>
</ struct uredDat aTypeSenmanti c>

<struct uredbDat aTypeSenanti ¢ nane="oneO MoreOF" val ue="2">
<descri pti on>
<par agr aph>

The "oneOrMoreOF" structured data type semantic
specifies that one or nore elenents fromthe list in the
structured data are actual properties of the Data

Record. This is equivalent to a |logical OR operation
</ par agr aph>
</ descri ption>

</ structuredDat aTypeSenanti c>

<structuredbDat aTypeSemanti c nane="al | O " val ue="3">
<descri pti on>
<par agr aph>
The "all OF" structured data type senantic specifies that
all of the list elenents fromthe structured data are
actual properties of the Data Record.
</ par agr aph>
</ description>
</ struct uredDat aTypeSenanti c>

<struct uredbDat aTypeSemanti ¢ nane="ordered" val ue="4">
<descri pti on>
<par agr aph>
The "ordered" structured data type semantic specifies
that elenents fromthe list in the structured data are
or dered.
</ par agr aph>
</ descri ption>
</ struct uredDat aTypeSenmanti c>
</ struct uredDat aTypeSenmanti cs>

The foll owing schema definitions are appended to the abstract data
types defined in Appendi x B of [RFC5102]. This schema and its
nanespace are registered by | ANA at

http://wwv. i ana. or g/ assi gnnent s/ xm -regi stry/ schema/i pfi x. xsd.
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<si npl eType nanme="dat aType" >
<restriction base="string">
<enuner ati on val ue="basi cLi st">
<annot at i on>
<document ati on>
Represents a |list of zero or nore instances of
any Information Elenment, prinmarily used for
singl e-val ued data types. Exanples include a Iist of port
nunbers, a list of interface indexes, and a list of ASin a
BGP AS- PATH
</ docunent ati on>
</ annot ati on>
</ enuner ati on>
<enuneration val ue="subTenpl at eLi st">
<annot ati on>
<docunent ati on>
Represents a list of zero or nore instances of a
structured data type, where the data type of each |ist
el ement is the sane and corresponds with a single
Tenpl ate Record. Exanples include a structured data type
conposed of nmultiple pairs of ("MPLS | abel stack entry
position", "MPLS | abel stack value"), a structured
data type conposed of perfornmance metrics, and a
structured data type conposed of nmultiple pairs of IP
address.
</ docunent ati on>
</ annot ati on>
</ enuneration>
<enuner ati on val ue="subTenpl ateMul ti Li st">
<annot at i on>
<docunent ati on>
Represents a list of zero or nore instances of
structured data types, where the data type of each
list elenment can be different and corresponds with
different Tenplate definitions. An example is a
structured data type conposed of nultiple
access-list entries, where entries can be
conposed of different criteria types.
</ docunent ati on>
</ annot ati on>
</ enuner ati on>
</restriction>
</ si npl eType>
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<si npl eType nane="dat aTypeSenanti cs">
<restriction base="string">
<enuneration val ue="List">
<annot at i on>
<document ati on>
Represents an arbitrary-|length sequence of structured
data el enents, either conmposed of regular Infornmation
El ements or conposed of data conforming to a Tenpl ate
Recor d.
</ docurent at i on>
</ annot ati on>
</ enuner ati on>
</restriction>
</ si npl eType>

<conpl exType nane="struct uredDat aTypeSemanti cs" >
<sequence>
<el enment name="struct uredDat aTypeSenanti c"
m nCccur s="1" maxQccur s="unbounded" >
<conpl exType>
<sequence>
<el enent nanme="description" type="text"/>
</ sequence>
<attribute name="nanme" type="string" use="required"/>
<attribute name="val ue" type="unsi gnedByte" use="required"/>
</ conpl exType>
</ el ement >
</ sequence>
</ conpl exType>

<el enent nanme="struct uredDat aTypeSenanti cs"
type="struct uredDat aTypeSenmanti cs" >
<annot at i on>
<docunent ati on>
Structured data type semantics express the relationship
among multiple list elenents in a structured data
I nformati on El ement.
</ docunent ati on>
</ annot ati on>
</ el enent >
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Appendi x B. Encoding IPS Alert Using Structured Data Information
El enent s

In this section, an I PS alert exanple is used to denmonstrate how
conpl ex data and nultiple | evels of hierarchy can be encoded using
Structured Data Infornmation Elements. Also, this exanple
denonstrates how a basicLi st of subTenpl ateLists can be used to
represent semantics at nultiple levels in the hierarchy.

An I PS alert consists of the foll owi ng mandatory attri butes:
signatureld, protocolldentifier, and riskRating. It can also contain
zero or nore participants, and each partici pant can contain zero or
nore attackers and zero or nore targets. An attacker contains the
attributes sourcel Pv4Address and applicationld, and a target contains
the attributes destinationl Pv4Address and applicationld.

Note that the signatureld and riskRating Information El enment fields
are created for these exanples only; the Field IDs are shown as N A
The signatureld helps to uniquely identify the IPS signature that
triggered the alert. The riskRating identifies the potential risk,
on a scale of 0-100 (100 bei ng nost serious), of the traffic that
triggered the alert.

Consi der the exanpl e described in case study 2 of Section 5.6. The

I PS alert contains participants encoded as a subTenpl ateLi st with
semantic all Of. Each participant uses a basicList of

subTenpl ateLists to represent attackers and targets. For the sake of
simplicity, the alert has two participants P1 and P2. In participant
P1, attacker Al or A2 attacks target T1l. In participant P2, attacker
A3 attacks targets T2 and T3.
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Partici pant P1:
(basicList, all O,
(subTenpl at eLi st, exactlyOneOr, attacker Al, A2)
(subTenpl at eLi st, undefined, target T1)
)
Partici pant P2:
(basicList, all O,

(subTenpl at eLi st, undefined, attacker A3,
(subTenpl ateList, all O, targets T2, T3)

)
Al ert
(subTenpl ateLi st, all O, Participant Pl, Participant P2)
partici pant
sigld |protocol]| risk | attacker | tar get
| Id | Rating | I P | appld | I P | appld
1003 17 10 192.0.2.3 103 192. 0. 2. 103 3001

192.0.2.4 104

192.0.2.5 105 192.0.2.104 4001
192.0. 2. 105 5001

Partici pant Pl contains:

Attacker Al: (1P, appld)=(192.0.2.3, 103)
Attacker A2: (1P, appld)=(192.0.2.4, 104)
Target T1: (IP, appld)= (192.0.2.103, 3001)

Partici pant P2 contains:

Attacker A3: (IP, appld) = (192.0.2.5, 105)
Target T2: (1P, appld)= (192.0.2.104, 4001)
Target T3: (1P, appld)= (192.0.2.105, 5001)

To represent an alert, the followi ng Tenpl ates are defi ned:

Templ ate for target (268)
Tenpl ate for attacker (269)
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partici pant (270)

Tenplate for alert (271)

alert (271)

(signatureld)
(protocol I dentifier)

July 2011

d ai se,

| (riskRating)
|
P parti ci pant (270)
|
e attacker (269)
| (sour cel Pv4Addr ess)
| (appl i cationl d)
|
o target (268)

| (destinationl Pv4Address)
| (applicationld)

Note that the attackers are always conposed of a single
applicationld, while the targets typically have multiple
applicationlds; for the sake of sinplicity, this exanmple shows only
one applicationld in the target.

Tenpl ate Record for target, with the Tenplate ID 268

0 1 2 3
01234567890123456789012345678901
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Set ID=2 | Length = 16 octets
B T s i I S e i S i i S S e S
| Tenplate 1D = 268 | Field Count = 2
s S S i I S R R e h T Tk e S S S o T S
| O] destinationl Pv4Address = 12 | Field Length = 4
R R i ik It I R R T T I i R R R S e ol o o i i i i R
| O] applicationld = 95 | Field Length = 4
R it e i T e S R el ot (I I S R S R R S R
Figure 31: Encoding IPS Alert, Tenplate for Target
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Tenpl ate Record for attacker, with the Tenplate |ID 269:

0 1 2 3
01234567890123456789012345678901
I S T i S S S T S S S S D i S S S i

| Set ID=2 | Length = 16 octets
i i S i e S T S h ik S SR SR S
| Tenplate 1D = 269 | Field Count = 2

T e  E C kR e T S e e ik s i Shl SR N R S
| O] sour cel Pv4Address = 8 | Field Length = 4

B s i S i I i S S S i i
| O] applicationld = 95 | Field Length = 4

B e i s T i et s T ol T S S S N SR S S S
Fi gure 32: Encoding IPS Alert, Tenplate for Attacker
Templ ate Record for participant, with the Tenplate 1D 270:

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R
| Set ID=2 | Length = 12 octets |
B s i S i I i S S S i i

| Tenplate ID = 270 | Field Count =1
i i T S T i i T i SR S S S
| O] basi cLi st = 291 | Field Length = OxFFFF
T e L R i o e i i s ot NI R R SR R S

Figure 33: Encoding IPS Alert, Tenplate for Participant
The Tenplate Record for the participant has one basicList Information

El ement, which is a list of subTenplateLists of attackers and
targets.
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Tenpl ate Record for IPS alert, with the Tenplate I D 271:

0 1 2 3

01234567890123456789012345678901

B i i S S i S i i S I T il S g S Y
| Set ID=2 | Length = 24 octets
S e T o i T e it s S S SIS S
| Tenplate 1D = 271 | Field Count = 4
e i T e e i T e S e
| O] signatureld = N A | Field Length = 2

B i i S S i S i i S I T il S g S Y
| O] protocol Identifier = 4 | Field Length = 1
i T T R i s o ik I R S S S i R S N
| O] ri skRating = N A | Field Length = 1
i e T L e et o i e e e N T
| O] subTenpl at eLi st = 292 | Field Length = OxFFFF

B i i S S i S i i S I T il S g S Y

Figure 34: Encoding IPS Alert, Tenplate for IPS Al ert

The subTenpl ateList in the alert Tenplate Record contains a |ist
partici pants.

The Length of basicList and subTenpl ateLi st are encoded in three
bytes even though they may be | ess than 255 octets.

The Data Set is represented as foll ows:

0 1 2 3

01234567890123456789012345678901

I i R i Tl it NI SR S S S
| Set ID = 271 | Length = 102
T S T i I S T i S S S e
| signatureld = 1003 | protocol Id=17 | riskRating=10
B i i S S i S i i S I T il S g S Y
255 | participant List Length = 91 |semantic=allC
I i I S i sl i S S SR R S R S S S S o
partici pant Tenplate 1D = 270 | 255 | P1L List Len =
T S i S ik S SR S it i S N SR
41 | semantic=all O | P1 List Field ID = 292
B i T S T e N ik S S S s s o
Pl List Field ID Len = OXFFFF | 255 | P1 attacker ...
I i T s i I i N S i i N
| List Len = 19 |senrexactlyOne | Pl attacker Tenplate ID = 269
T S T i I S T S S S S
| P1 attacker Al sourcel Pv4Address = 192.0.2.3
B i i S S i S i i S I T il S g S Y
| P1 attacker Al applicationld = 103

|
+-
I
+-
I
+-
|
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T S A S S I T S I S

P1 attacker A2 sourcel Pv4Address = 192.0.2.4

A S S S e it e SEp S S S S S S S S

+-

d ai se,

i i S T i T S i S SN S o

i T T s i i e S S i S e S
T S S T T o S S e e i S S o Sup o
.. n
e S T i S e i S S SR S

T S S s i T St S T S SU S A S DU S

|
+
I
+
I
+
|
+
I
+
I
+
|
+
I
+-
I
+
|
+
I
+
I
+
|
+
I
+
I
+

P1 attacker A2 applicationld = 104
B i T S T e N ik S S S s s o
255 | P1 target List Len = 11 | semrundefi ned
+- +-
P1 target Tenplate ID = 268 | Pl target T1 destinationl Pv4
+
Address = 192.0.2.103 | P1L target T1 applicationld

3001 | 255 | P2 List Le

41 | semantic=all O| P2 List Field ID = 292

+

P2 List Field I D Len = OXFFFF | 255 | P2 attacker
B i T S T e N ik S S S s s o
List Len = 11 | sermrundefined | P2 attacker Tenplate |ID = 269
i i S S et o i e S e
P2 attacker A3 sourcel Pv4Address = 192.0.2.5
e e e et o o T e e e e e
P2 attacker A3 applicationld = 105

T S S e e T S T S S S S Tk oI o S S

255 | P2 target List Len = 19 | semantic=al | O

B i i i i S S i u S e

P2 target Tenplate ID = 268 | P2 target T2 destinationl Pv4

T T T S T S S e T S U S o

Address = 192.0.2.104 | P2 target T2 applicationld =
i I T sl o o S T sl i S S I S S S
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Fi gure 35: Encoding IPS Alert, Data Set
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